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EXECUTIVE SUMMARY

The report highlights a surge in malicious activities by Malware-as-a-service (MaaS) operators Sordeal —
particularly with their new malware ‘Nova’ — since at least September 2023. It employs extensive system
information-gathering, registry modifications, and uses techniques to disable kernel-level logs for stealth. The
malware focuses on persistence, credential harvesting from browsers and applications, and recently exhibits
alarming capabilities like Discord injection and targeting crypto wallets. Free key giveaways to access Nova’s full

version contribute to its potential widespread use among black hats.

INTRODUCTION

With the stealer logs industry becoming more lucrative amongst threat actors, more and more malware developers
have started developing sophisticated information stealers. Most information stealers are distributed using social

engineering, phishing, and malvertising campaigns to collect sensitive information from a large number of targets.
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This information is sorted based on multiple criteria such as with/without cookies, geography, corporate/non

corporate, and further sold as stealer logs either on private clouds or on popular sites on the Russian Market.

Earlier this year, researchers discovered that the main.py file in the Sordeal repository (which has since been
deleted) injected malicious Node.js code into the Discord %APPDATA%/Discord/app-
(versions)/modules/discord_desktop_core/index.js module. The index[.]js file was responsible for stealing the
Discord session token and collecting information about the victim. The catch here is — the attacker received this
information, but a copy was also sent to hxxps[:]//panel[.]sordeal[.]Jcom[:]3000/ using a POST method. After this

was uncovered, the repository was deleted.

In early November 2023, Sordeal posted a message on their Telegram channel announcing the launch of Malicord,
a free version of their infostealer. Interestingly, they were asking for stars on the repository in exchange for free
trials. 2 weeks later, the repository was deleted too, indicating that it might have been dual hooked to collect a

copy of stealer logs. In this report, we will discuss the behavior of their full version infostealer known as Nova.

KEY FINDINGS

1. Sordeal has been active since early 2023, but we have observed heightened activities since September.

2. Free key giveaways to full version of Nova are attracting a lot of black hats.

3. Developers specialize in incorporating anti-forensic and defense evasion techniques in their malware.

4. Developers are adept with JavaScript and use the open-source Electron framework for certain malware utilities.
5. The malware relies on the use of AutolT to call windows APIs, something that is common with numerous other
malwares seen of late.

6. The malware interestingly targets ICQ, which is a messenger commonly used in Russian-speaking countries.

Behavior Analysis
File Size 69 MB
Signed Not signed
MD5 ded5c178b985e8acle24172e1f84a4e3
SHA-256 caad50decé/d247a242d62b30d3%ef7es51
a?febea38/b74a53d405bce/3b990c
First Seen in the Wild July 2023
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Entropy (bits/byte)

¥ Hame Offser Size Entropy

HOR  PE Header (0000000 (000000 2234304
0 Jtent Q0000400 QODDOEB00  6.450282
1 .rdata 10006CO0 Q0001600 S.025179
2 .data Q000A200 00000600 4037118
3 .ndata uooooon 00000000 0.000000
4 .M8FC 10003800 00020400 4715082

Fig 1: Enfropy of PE sections

The sample is packed with an NSIS (Nullsoft Scriptable Install System) based crypter. Once executed, the sample
drops app-64.7z in the temp directory, unzips the archive and further executes the file inside the archive named

win32snapshot.exe. This file further downloads AutolT, Microsoft Visual C++ Redistributable and Java.
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CoUsers\user AppData’Local’\Temp nshF326 tmphapp-6i. Tz ﬂ

Process: C:llsenstuzer Deskiop MO0 X93zh7 2 exe [7)

Fiz Type: 7-zlp archive data, version 0.4

Catagory: dreppad

Size [oytes) T1926924

Eriropy [Bhiy 789954951 0526760

Encrypled true

SSDEEF

MO5: AAIBACAS| 9BIBETECDISEDSI0ACIEFS Y]

SHAT: S4E0DDIEDGET92951342BT1DBCA 1 E525401 2CATF [

SHA-256: B45AI0EDSETFRSIAG4350CAIDEDEAS5434C 0564 3CA38254 103007 DIR2FEIBTS (%)
SHA-512 694 1896F 7742 2001 CRRGFAGFAC4 39086 475 4F EEACE G 064DIECAASRE121 2425F 13145 1220 1 FFAZE C 1554 TAS AR TCAEFEAFGC CRATISESSST1DIBDOCZB0ICED [

Fig 2: Parent file drops app-64.7z

Source: C:\UsersiuseriDeskiop\MODX92zb72 exe Filz created: C\UsersiuserAppData\LocalTempinshF326.1mp!7z-outiwin32snapshot.exe

Fig 3: Archive exfracted using 7zZip

Process created FID: 7844
Path: C:\UserstusenAppDatail ocal Temnpl2T1IETGIE aZvomixkaUgXM1zgwind2snapshiot axe
Cmdline: ChUsars\wsenAppDatallocallTempl2T1IETI94EIaZvemxkeUgxjMi zowin32snapshalexe
Createflags: new procass group

Fig 4: Child process spawned from MOOX92zb72.exe

BOH | Wttpea/iglt
abie . Con/ riader/ do
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Itas: E0AE. Url WEERS)Ffei. sutod tecript. con s S5a/autol t)dom Loadi / Path C1\Ukars | wsar\Doen Loads kol -v - satwp, £lp Tac
{ Laden mlcroteft. comsneun/ cppfuincou /1 stast- cupported:ve e podi vt Fvisueneve - T FAth: © i \arweor \Dosmbosts \VE_redivt. vbd. oxe. T

Fig 5: Malware downloading AUTO T, MS Visual C++ redistributable and Java

While Microsoft Visual C++ Redistributable and Java are for code dependencies, let’s talk about AutoIT: this
language has been developed to automate actions in a Windows based environment, and means that a user can
select Windows, move the mouse, click on buttons etc., however, Autolt can also work at a lower level, and use

any Windows API via the DIICall() function. This makes it a lucrative option for threat actors.
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ChlsershusertAppData’ Local’\TempinshFI26 tmph Tz-outh resources'elevate.exe

Proces=s ColbersiumariDe skiop MO OXI2z b T2 = |:|

File Type: PEX2 exaculable (console) Intal B3SE, for MS Windows

Cateqary: drapped

Siza (bytas): 107620

Entropy {Ekit] & 4L2EETOET 41458

Enciyplad: falza

SSOEEP:

MOE: TEIRA2CEADMAC4EFITCTCEDIS 106940F [

SHA1 D&DA49692DE20ASTDF T220F46435BA4EE IECCENZ D

SH4-256: SB1FBFOCICSZ0AET 14AFBAASSF 12 CFD4B50 3EEDEC DT 15DA552EESID 1 BIDCAT [0
SHa-512: BL24T25400G 19EDE121 34570 CE2E 32 1065520480643 T0STD2C4 343204 2F P PG L CF22FB926 10 DFARBTE BASF 1DS4E 90 1 T CFE4FBAF 20 0BETCOFET1AS121E4D [

Fig 6: LOLBIN dropped by MOOX92zb/2.exe

The malware tries to load missing DLLs and creates processes in suspended mode for code injection.

Sackn ekt Fam e Dl 41 EaOes O wail FErEe Loadlibraryw 1353060017
Ao quidy | v4a | Beciin 2
Tros: uAknEaT
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Targal’ CoAMINERasYSa S TN hocl v

Fig 7: DLL Sideloading
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Fig 8: Process injection

The malware uses utilities like wmic to gather various system information, including logical disk size, total

physical memory, CPU information, UUID etc.

Page 5 of 21



https://www.cyfirma.com /outofband/emerging-maas-operator-sordeal-releases-nova-infostealer /

Source: Gl ksersusanappDatailocaliTe Process craated, COWindows ' System3Zomd.exa COWWindows'system32iomd exe /d [s /i "wmic logicakdsk pat siza”™

mp T 1 IET94ELZvomakallgXiMizq

winZ2snapshot exe

Source: C\sersiuserpplatailocaliTe Process cregted: C\Windows System3diemd.exce CWindows'sysiemI2iemd exe /d /s fc “wmic computersystam get totalphysicalmemerny | miors
mp'2T 1 IET4ElaZvomakallgXiMizq +1"

wind2snapshot axe

Source: CilsersusersppDatail ocaliTe Fracess created: COWIndows System3Zemd exe CWindows'systernd2iemd ese id /3 fc "wmic csproduct pet uuid”

mpi2T1IE TO4EaZvemskeUg|Mizg

win22snapsholaxa

Source: G \sarsiusardpplatatLocal Te Pracess created: CWindows\System22cmd exa C\Windows 'systam32iomd exe d /5 fc "acho %MNUMBER_OF _PROCESSORSY"
ME2T11E TIB4ElaZvomakeligsM1zg
nin32snapshol axa

Sourge: CWserswserAppDatailocal Te Process created: COWindows Systeml2iomd.exe C\Windows\systemnd2iemd.exe (d /s fc “wmic 05 ged caption, osarchitecture | more <17
mpiET1IETI94ERZvomakeligxjM 1z
win32snapshotaxe

Fig ?: System Information Gathering

The malware checks the online IP address of the machine, indicating an attempt to fingerprint victims.

Timastamp Seures IP CastIF Trama ID Faply Cods Haran CHarnn Addrass Type Class DHE evar HTTPS

Now 20 23 1111 152 163 090 et Mo amar [0y Ipima M NTRLE AP adoress) IN (00001 fales
1133 55 266002003 CET

Fig10: Malware fetching public IP of victim

Source G WIndows'Systam3Zemd exa Frocess craalad. CWindows'SyskemI 2 WindowsFoeer Shal'y | lpoesrshal exe powarshell Get-liamPropertyvakss -Paih "HELW S0F TWARE W icrosalfiVind ows
NTCumaniVarsion SciwaraProtectionPlatform’ -Name BackupProducikerDedaull

Source: & Windows'Systam 1 2emd e Process craalad: G Aindows'System AW indowsPowar Shaliv Fpowershal ose powarshell Got-tomPropartyakee -Path 'HELM-S0F TWARE MicrassfiWind ows
NTWCumantvarsion -Nama Producthams

Source. CWindows'SystemiZomd e Process Crealed. COOWindows Sysiemdd WindowsPomer Sheliv | Fpoeershel ee poweishell GelemPropeiyvaies -Path ‘HELM S0F TWARE McrasoliWindows
NTWCameniversion SoftwarsProlectionPlatiorm’ -Hame GacpProductieyDedaull

SOURCE. CWINIWR SYEIMIZma G Prgtiss Craalad: CIWIndoas SyetemIZMAndowsPoear Shaly ! ipowareshil axe pownishell Got-iamPropayalss -Path "HELM 5 0F TWAR EWMCrosafiiind vus
MTWCumenIvars o -Name Procict ms

Fig 11: Suspicious PowerShell Commands

The registry contains crucial information about the system, including configuration settings. The malware may be

looking for specific values to adapt its behavior based on the system it infects.

e The first command querying BackupProductKeyDefault suggests an interest in the backup product key
related to software protection. Malware might attempt to extract and exfiltrate product keys for
unauthorized use or resale.

e The second command querying ProductName retrieves the product name associated with the Windows

installation. This information can be useful for the malware to profile the target system.

The malware uses cmd.exe and powershell to interact with the registry extensively. It queries and modifies

registry keys related to the system for persistence and configuration.

Notable Registry Modifications:

Source: CilsersiusenAppDatailocaliTe Wy walue created or modified. HKEY_LOCAL_MACHINESOFTWARE WicrosoftSystemCertificates\R 00T Certificates\3F T28A300DE 52820
mp2T1ETI4ElaZvemckallgXjiizg 3994A4FB101403B93E5TEOGCE Blob
winJ2snapshot.axes

Fig 12: Root certificate installation vid registry
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This key is within the “ROOT\Certificates” branch of the Windows Registry. The name of the added value is
“Blob,” suggesting that binary data or a binary blob (a collection of binary data) is being stored in this registry

entry.

This indicates the installation of a root certificate by the malware, which would allow an attacker to masquerade
malicious files as valid signed components from any entity (for example, Microsoft). It could also allow an

attacker to decrypt SSL traffic.

Amongst many other registry changes, win32snapshot[.]Jexe (md5: 13639e7f3707d05d90798d21d404eccc), sets

the “Circular Kernel Context Logger” registry key value to “0”.

Registry actions

Registry Keys Set

— w HKLM\SYSTEM\ControlSetOONContro\WMNAutoLoggeriCircular Kernel Context Logger\Status

0
Fig 13: Nova modifies the above registry key to disable kernel level logs.

(Source: Surface Web)

As aresult, events related to kernel-mode operations, system calls, and other low-level activities will no longer be
recorded. It is important to highlight that security software often relies on kernel-level logging to detect and
respond to abnormal or malicious activities, and disabling the Circular Kernel Context Logger reduces the

visibility into these activities.

The malware drops Update[.]Jexe (renamed version of win32snapshot[.]exe) into the startup folder, indicating an

attempt to achieve persistence.

Sourca: C\lUsers'userdppDatall ocaliTe File created: C-\UsersuserlAppData'Roaming\MicrosoffWindows\Start Menu\ProgramsiStartup\Update exe
mp2T1IETI94ElaZvomxkeUgXM1zg
windZ snapshot exs

Fig 14: Persistence via startup

When the previous technique is combined with the malware’s ability to place itself in the startup directory, it

enables the malware to maintain persistence on the infected system without leaving a trace in the kernel-level logs.

& ilserswserdppDatail ccal Tomp 2T 1IE TG4 Elalvomxkel lq XM iz rend dalaor kst synchromous io non  lalse objecl pat not found q TFFTERDACEIA CrastaF i
‘resourceshapp e unpackedinnde_modules\screenshol-deskiop alerd | open for
NinmindZscreanapiae_1.3 2 bat Bk et

ad contrad |
synchronze

Fig 15: Screen-capture using Electron
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The malware uses this open-source utility to capture the screenshot of the target machine.

The malware targets multiple browsers, including the most used Edge, Chrome and Firefox.

CUsarswsanappaieil ocal BraveSoliwars \Brave-Browser s ar Dala objact path no found i TFFTEBAZFEZ2D GalFleAsilibutas®
CillsarguserAppDaia ocalridumiiser Dala obiect path rat fsund 1 TFFTEBAIFE20 GeiFileATlibulesw
CilsarsuserAppDaiei ocalYandex YendexBrowser L ser Dalg object path rat fsund 1 TFFTEBAIFa20 GeiFileATlibulesw
CiUsarsisarappDaEl ocaluCarMed iUramUser Date ohjact path nat fend 1 TFFTEB3ZF929 GalFieAtibutasw
CUsarswsarappDaleiocalhiciosoNEdganlsar Dala SUCCESS OF vaail 1 TFFTEBSZFEZ8 GalFieAtibutasw
CilsersiuserAppDalsil ool Google! Chrome'U ser Dala succeEss or veail 1 TFFTEBBIFS20 GeiFileAtinbutesW
(=1 "AppDiatatl ocalfiv Data object path rot faund 1 TFFTEBBIFS20 CeiFileAtinbute=sW
CillsersuserdpplateiReamingWOpera Softwars'Opara Slable cbject path not fzund 1 TFFTERIZFAZS CeeiFileAiribute s
CollsarsiuserAppDateRaaming \Opara Softwars\Opara X Sadk cbject path nat kxund 1 TFFTEBI2FE2Y CeatFikeAIb Ut s
CilsersiuserApplaiail ocal Epic Privacy BrowserlLis=: Data chjec path ot faund 1 TFFTEQA2FaZE GoelFileAtinbutesi¥
CillsarsiuserAppDaeil ocall Google! Chiome SxSiUser Deta cbject path nat found 1 TFFTERAIFE20 CeriFileAtinbute s
CillsarsiuserAppliaieil ocal SputniKS putrikillser Dala cbjact path nat faund 1 TFFTERIZFaAZE CaiFilAtiributesiy
CillsargluserAppliats\Local TStan T SierlIsar Dala cbjoct path nat faund 1 TFFTERDZFAZ0 GaiFilAirib utasi
CAlimarm iy serAppDiateid ool ComBrowserUsar Dets chject path not faund i TFFTEROIFE2D CeFibsAtribute =i
CAlsarswsardppDiatail ool O hturmil sor Data chjact path not faund 1 TFFTEROIFO2D CerFikeAttnibuto sl
ColsarauseriAppDatailocal Komeds Uiser Dala objact path nat lxund 1 TFFTEBAZFEZY GatFikeATibutasw
CiUpe rausarAppDaiail ocal Torchitsar Data objact path nat lxund 1 TFFTEBZFEZY GatFikeATibutasw
Cilzarswsardpplatail ocallimigoiUser Cata chjuct path not found 1 TFFTEBOIFO20 CaotFikeAtinbutasi
Cilzarswsardpplatail ocallMicrosoftEdgeiUsar Data'Dalauk suCoEss or veail 1 TFFTEBDIFO20 CaotFikeAtinbutasi®

Fig 16: Harvest Credentials from Browsers

©iUsersusenAppData FoamingTelegram Deskngidals olject path not found 1 TFFTEBS2Fa2 GelFleAlribiesW
G MUsarshesanAppD ata Roamingta objact narss not kaund 1 TFFTEBRZFE29 GatFlaftri s
©UsershesenAppData Roaming MationsGiony object name ned kound 1 TFFTEBG2FE2D GelFleAlribuies W
G Usarshean ARRD ot el Grawlopia cifact narss nod found 1 TFFTEBRZFS29 GalFlaftrining
©ILSErgusen ARl ala RO am ingl. M et nane nod kund 1 TFFTEBS2Fo2a GelFleAllriblesW
Clgarshesen AppDate' Roaming'Mic resoMSkyps Tor Dockiop'Locsl Storage cdjact path not found 1 TFFTEB2F929 GolFlaAtribyuing Wy
©UsershesenappData Roaming ElemeniLocal Storage ohject path not found 1 TFFTEBL2FO2 GelFleAlribuiesW
G UsarshesanAppD ata Roaming Signal objact narss not iaund 1 TFFTEBRZFE29 GatFlaftri s
©UsersusenAppD ata Rosming G000 object path not found 1 TFFTEBGZFO2D GelFileAlribuies W
G UsarsheanAnpD ot \Roaming FiaZila cifact narss nod found 1 TFFTEBRZFS29 GalFlaftriainsW

Fig 17: Harvest Credentials from Targeted Applications

CiUsargusenAppDateil ocal Prolo PN object nama not Teund 1 TFFTEBEZFB2B GelFilaAtinbules
CiUsargusenAppDasil ocal M dWPN object nama not Teund 1 TFFTEBEZFB2B GelFilaAinbulest®
G UsarssardppDaERaamingOpankPH Connectpeofies cbjact path nat frund i TFFTEBS2F 025 GatFilastinbutesi

Fig18: Harvest Credentials from VPN Profiles

Additionally, the malware invokes reg.exe to harvest information related to WinSCP, targeting stored sessions and

passwords.

Source: CUWindows\System 32'reg exe ey opened: HKEY _CURRENT_USERVSOFTWARE Martin Prikryl'WinSCP 215essions

Fig 19: Collecting stored sessions and passwords from registry

The Chrome configuration is stored in the local AppData directory in a file called “Local State”. This

configuration contains an entry called “os_crypt,” which has a sub-entry called “encrypted_key.” The
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“encrypted_key” is used by Chrome to encrypt saved login data. Below we can see that the malware tries to access
that.

ColkearetamerAppDobe'L ool 3 eoghe' e User DrinChrlaud voud sfribaios | sqrcheonsus wnon sad | ke ouoens 91 wal 1 TFFTEBSEFTED
syrchwasize apery s bsckay e
T lbsmnstumerAppDots'LocalG segle ' Thiome'User DuinLscal Siae vand s | syrcheonsus iwnon sad | fise Buoees B sl 1 TFFTEBSEFTED
ez apen i basckasy kient
CilleonstumertAppOolyL oG soghe\Chmave'Uzer DeliLicel Siote road dxin 01 B drediony | | sqToheoneue sen Ben | faee Buoess BF il 1 TFFTEBHCENA CramnFiay

vaud 80 | vrad aiabes | open o badkag e
raad sombnl | aadvanie

At Dot L w3 bl € B U TANNChs Ao TS b b Lo, Fase st | sahvinbie W non slen | Takss e 1 TRFTERSEFTED CrameFREn
aymibeanize pen o bk it
CkoareuarppDiotslLoxialvG segl 1 hromeUser DataDhatau T heastiCoviice. Fasd atrburios | copeaniial oaly Takar cucoss o wal 1 TFFIEBSIFFAE CopyFRc

ynoheanizg | goneic mad  syrohenaug i son slan
e diatary B | apen

opars pain
A koarsusarppDiotalL x5 negd 10 hroedUsier Dt Dhatau T hearkiConiice,_trag: raad atribus | sanchonnis mnon skt | feke cucoss o el 1 TFRSATTFNR CroanFRa
synchoasizn | ganedic mad | noe dicoleny
)
ARttt Lol B 1ol T MU DatdChatau T bt Cnice_trage raat atrbuks | i oIy anchenies ieon shn | fake caRnees I al 1 TFFTEBSIDFH CreaFlan

el | e [N aRIG  oBEn o bakiag ket
g s pinl

Fig 20: Accessing chrome configuration to get the “encrypted_key” responsible fo
encrypting Chrome data

It abuses the inbuilt Windows utility Data Protection Application Programming Interface (DPAPI) to perform data
decryption. This API contains a class called ProtectedData, that contains two wrappers: “Protect” and
“Unprotect.” The infostealer passes a byte array of the encrypted data to the “Unprotect” wrapper, which

subsequently returns a byte array of decrypted data.

Pricess Gl e AppDataiL ocal Tamg 2T 11E TH4E nl vemakal Al | pyseniilsragsol sxn [

Fig 21: Using DPAPI to decrypt the data

After decryption, the malware creates a folder in the temp directory and dumps all the decrypted information in

the respective files.
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Fig 22: Consolidating all the decrypted information inside KS_KITTEN_user folder within
temp directory

RECENT DEVELOPMENTS

The threat actor recently created a new repository to enhance and test the injection features of Nova. Injection

typically refers to the act of injecting code or manipulating the memory space of a running application.
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Fig 23: Ability to collect victim email associated with Discord.

Page 11 of 21



https://www.cyfirma.com /outofband/emerging-maas-operator-sordeal-releases-nova-infostealer /

"@Copyright”,

"[Nova Sentinel 2023 <:nova:1132

va Files™

»

[Gofile :gofile:115819859

"Email <:mail:11
"\ ${user.email }\

e,

“Phone :mobile ph

${user.phone

Fig 24: Ability o collect email, phone number and billing information; uploading
Gofile
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dr params = await makeeEmbed({
title: "«<inova:il1132934198831244786> Nova Sentinel User 2FA Codes”,

config[ “embed-color®],

CTer

name: “Username <:username:l841624536733290596>",

g

value: “\ ${user.username}#$f{user.discriminator})

¥

inline: false,

name: “Language <:4533language:1138453119919286588>" ,
value: GetLangue(user.locale),

-
ni

ne:

: false

¥

-

name: “A2F <a:keys:1159678859682187453>",
value: GetA2F(user.mfa_enabled),

inline: false,

name: "Badges <a:badges:11384485937157486923",
value: GetBadges(user.flags),

inline: false,

"2FA disabler Response <:2FA:982994598278952980>
value: "\"\"\'md\n- %
validCodeFound 2 “Disabled™ : "cannot Disable”™
NV,

Coa ¥

inline: false,

name: “Backup Codes <a:cat_rolling:1138443578789679165>",
value: "\ "\ \ md\n${backup_code

map((x) => *- ${x}")
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= Join{™\

inline: false

request.url.

es("api.stripe”):

var [CardNum C CvC, month, year] = [
data[ "card[number]”],
data[ "card[cvc]”],
data[“card[exp_month]"].

data["card[exp_year]”],

if (Cardlumber
1it electron

config.o

.parse(re.u
(err) {

queryString.parse(

dt.billing
var params = await makeEmbed({
title:
"<:nova:11329341900832244786> Nova Sentinel User Credit Card Added”,
color: config[“embed-color”],
fields: [

Fig 26: Ability to collect complete credit card information.
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Based on the (under development) source code, it is expected that Nova will soon be able to (with respect to
Discord injection) notify the threat actor when victims log in/log out, change their password and email address,

disable 2FA and steal backup recovery codes, and send complete credit card details of the user to the attacker.

In addition to Discord injection, the Maa$S operators are also working on adding capabilities that will enable the

malware to inject malicious code into crypto wallets such as Exodus and Atomic. Below is what an attacker using
Nova would see at their end.

Mova Sentinel v7

Nova Sentinel

@
'1___.
-
B
a
@
2

= Clients Found: (File?illa, Shadow)

https://gotile.10/c

Fig 27: Attacker gets nofified via discord once the

malware executes successfully

EXTERNAL THREAT LANDSCAPE MANAGEMENT (ETLM)

Recently, we have observed two repositories gaining traction amongst threat actors; one contains the builder for
Nova Sentinel (paid version), and the other is a builder for an information stealer provided at no cost. The MaaS

operators have been using GitHub, like many other malware developers out there.
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~ Assets 3

Fig 28: Repository with Nova Sentinel Builder (Source: Surface Web)

The builder needs a key to run, and the Maa$S operators share free keys quite often.

Nova Sentinel

KeyNovaSentinel_SOMQVIjB_gFVjbb_y..

MNova Sentinel
4 MONTH K

Mova Sentinel

sentinel _VEmnuooW_ms3

MNova Sentinel

nel_2fToV

Nova Sentinel
KeyN FaleX_jPCALM_k. ..

Nova Sentinel

yo free key /claim + key in #getrole go...

Fig 29: Free keys to access Nova full version

Needless to say, this is gaining a lot of traction amongst black hats, who have the motivation but lack the funds.
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Fig 30: Repository with Malicord builder- now deleted.
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Defense Evasion, Anti-forensic
Process Injecfion - WPS, ROP
Parsistanca - Discord
Credenfial Harvesfing

Malware

. Nowa Sentinel
» Mallcord

Fig 31: Diamond Model - Sordeal

CONCLUSION

The MaaS operators behind Nova demonstrate a high level of sophistication, employing advanced techniques in
their malware. Nova’s continuous development, coupled with the distribution of free keys, is music to the ears for
a black hat. Organizations must enhance their threat detection capabilities and fortify defenses against escalating
threats to browser security, credential theft, and potential incursions into cryptocurrency wallets. Continuous

vigilance and proactive intelligence sharing are crucial in mitigating the risks posed by Nova and similar emerging

threats.
APPENDIX
I0Cs
No. Indicator (SHA256) Filename(s)

MOOX92zb72.exe,

Obvious.exe

1 Caad50dec67d247a242d62b30d39ef7e51a9febea387b74a53d405bce73b990c

2 846a3dbd8e7{850a5495dca3ded6855434c05643c¢898929a103007d182f68b78 app-64.7z
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Fig 32: Mdpping TTPs with MITRE Matrix (Enterprise)

title: Detection of Nova Malware Execution

status: experimental

description: Detects the execution and persistence mechanism of the Nova malware.
author: CYFIRMA_RESEARCH

date: 2023-11-29

logsource:
product: windows
service: sysmon

category: registry
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detection:

selection:

Image:

— “*\win32snapshot.exe’

— “*\Update.exe’

— “M\7za.exe’ # Assuming 7-Zip executable name, adjust if needed

condition: selection and (RegistryKey ==
‘HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\SystemCertificates\ROOT\Certificates’)

falsepositives:

— Legitimate changes to the specified registry key.

level: high
RECOMMENDATIONS

Strategic Recommendations:

Implement Defense-in-Depth Strategy: Develop a comprehensive defense strategy that combines network
segmentation, robust perimeter defenses, and endpoint security to create multiple layers of protection against such

threats.

Invest in Threat Intelligence: Engage with threat intelligence services to stay informed about the evolving
tactics, techniques, and procedures employed by MaaS operators. Regularly update defenses based on the latest

threat intelligence to enhance proactive detection capabilities.

Enhance Employee Training: Conduct regular cybersecurity training programs to educate employees about
phishing threats, social engineering, and safe browsing practices. Building a security-aware culture can

significantly reduce the likelihood of successful infostealer infections.

Tactical Recommendations:

Update and Patch Systems: Regularly update and patch operating systems, software, and applications to address
vulnerabilities that malware like Nova exploits. Automated patch management tools can streamline this process

and minimize the attack surface.

Utilize Advanced Endpoint Protection: Deploy advanced endpoint protection solutions that incorporate
behavioral analysis, heuristic detection, and threat intelligence to identify and mitigate the specific techniques
employed by Nova. Ensure these solutions are regularly updated with the latest detection rules such as the one

given in the report.

Implement Application Whitelisting: Restrict the execution of unauthorized applications by implementing
application whitelisting. This helps prevent the execution of unknown or malicious binaries, hindering Nova’s

ability to run on endpoints.

Management Recommendations:
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Develop an Incident Response Plan: Establish a robust incident response plan that outlines clear procedures for
identifying, containing, eradicating, and recovering from a Nova infection. Regularly test and update the plan to

ensure effectiveness.

Conduct Regular Security Audits: Perform periodic security audits to assess the effectiveness of existing
security controls, identify potential weaknesses, and validate the organization’s overall security posture. Use the

findings to make informed adjustments and improvements.

Collaborate with Industry Peers: Engage in information sharing and collaboration with industry peers,
cybersecurity communities, and relevant authorities. Sharing threat intelligence and best practices can enhance

collective resilience against emerging threats like Nova.

Source: https://www.cyfirma.com/outofband/emerging-maas-operator-sordeal-releases-nova-infostealer/
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