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Threat actors are constantly improving their attack mechanisms to gain an advantage over cybersecurity defenses.
Sometimes this involves new malware; other times this means making iterative adjustments to previously
successful malware to exploit new vulnerabilities or use new attack techniques to evade and breach underprepared

network environments.

We have seen ransomware evolve in this way previously, perhaps most famously with Petya and NotPetya.

Ransomware is one of the top threats to businesses, with DarkSide, WastedLocker, and many others leaving their

mark on the international business landscape.

In this post we provide analysis on an emerging ransomware variant called LockFile which evolved from Lockbit

2.0 and has breached security defenses using new attack techniques.
LockFile’s Unique Encryption

Most ransomware operates in a similar way. It generates an encryption key and uses it to encrypt the entire binary

of the file, corrupting all data.

Lockfile works differently. Rather than encrypting the entire file, it intermittently encrypts 16 bytes at a time. For
textual data, this means that part of the file will remain readable. For files where the structure is important (such as

a pdf), it will corrupt the file and make it unusable.

Acrobat Reader

|' "_"'-.I Adobe Acrobat Reader could not open 'mypdf.pdf.lockfile’ because it is either
' not a supported file type or because the file has been damaged (for example, it
was sent as an email attachment and wasn't correctly decoded).

Additionally, LockFile ransomware does not encrypt certain file extensions (for example .exe and .dll), a common
behavior amongst a variety of ransomware. The purpose of this encryption technique is to allow the operating
system to still function for the victim, albeit only by using corrupted data, ensuring the infected organization pays

the ransom.
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One aspect of LockFile that makes it different from other ransomware is that it does not attack image files (jpeg,

bmp, giff, jpg). This is a curious approach. Does LockFile do this to preserve a victim's animal pictures, or is this

simply coincidental?
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What is the Strategy Behind Encrypting Only Part of the File?

To understand the thinking behind encrypting only part of the file rather than the entire thing, think of a file like an
enormous puzzle. When you encrypt the file, you scramble the puzzle image to the point where you can’t

recognize the original. At that point no one could be tricked into thinking that this is a legitimate puzzle.

But what if a large portion of the puzzle remained untouched? Without careful examination, you might not notice.
As such, it may well be that only part of these files are encrypted by design to obfuscate the threat. When a full
file is encrypted, it is quite easy to determine that the file has been tampered with. However, using intermittent

encryption may be a new tactic to avoid detection.
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Second 16bytes remains unharmed

Old Dog, New Tricks

So, who is behind this new ransomware?

Some speculate that the Conti ransomware gang is responsible based on the email address in the ransom note
(contact@contipauper.com).
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LOCKFILE

1
ALL YOURELIS AV WANS N33 ARE ENCRYPTED!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
Restore you data posible only buying private key from us.

There is only one way to get your files back:

ATTENTIONI

contact us
. @ UTox = Email Do not try to recover files yourself. this process
: + can damage your data and recovery will become
qTox ID: impossible
< #

+ Do not rename encrypted files.

Do not waste time trying to find the solution on
+ the Internet. The longer you wait, the higher will
become the decryption key price

Decryption of your files with the help of third
+ parties may cause increased price (they add

https /ftox chat/download.htm|
+ Email: | contact@contipauper.com |

Through a @ Tor Browser - recommended

@ o2 their fee to our).
Download Tor Browser - hitps:/www torproject org/ Tor Browser may be blocked in your country or
and install it. A corporate network. Use
https://bridges torproject.org or use Tor Browser

Open link in Tor Browser - over VPN,

Thanks to the warning wallpaper provided by
lockbit, it's easy to use

*
This link only works in Tor Browserl

+ Follow the instructions on this page

But a close examination of the note reveals a striking similarity to the note used in LockBit 2.0.

LockBit

3 LOCK[ILEXY

YRR oli]3 IMPORTANT FILESEANASTOLEN AND ENCRYPTED!

Any attempts to restore your files with the thrid-party software will be fatal for your files!

‘ To recovery your data and not to allow data leakage, it is possible only through purchase of a private key from us

There is only one way to get your files back:

+ https://decoding® Ve recommend
& Through a standard browser using a Tor browser (or Brave) to access the TOR site
: : + Do not rename encrypted files.
¥ Brave (supports Tor links) @ FireFox @ Chrome @ S ] ; :
Edge O Opera - Do not try to decrypt using third party software, it may
cause permanent data loss.
3 link - hitps://decoding.at/ ; . : ;
Gperio. s fdecoding al - Decryption of your files with the help of third parties

may cause increased price (they add their fee to our).

Tor Browser may be blocked in your country or
Through a Tor Browser - recommended * corporate network. Use https //bridges torproject org or
use Tor Browser aver VPN.

Download Tor Browser - https://www torproject.org/ and

. :
install it. *

Tor Browser user manual https://tb-
manual_torproject.org/about

Open one of links in Tor browser and follow instructions

on these pages; & All your stolen important data will be loaded into
o our blog if you do not pay ransom.
* or mimor Qur blog
. hitp/flockbitaptBvx5 7t3eegjofwgcglmutr3adsnygvokjasuuccipdyl
These links work only in the Tor browser! or https://bigblog at where you can see data of the

) ) ies which refused t 3
+ Follow the instructions on this page el s e A

Although the ransom note is nearly identical (the font, colors, and formatting are the same) LockBit 2.0 uses 32bit
files while all the LockFile samples we found were 64bit. The 64bit payload Lockfile narrows the target range of

potential victims since 64bit won’t work on machines with older operating systems or 32bit operating systems.
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This is interesting because threat actors typically prefer to keep a wider scope, not limiting their targets to specific
OS architectures. Perhaps Lockfile’s developers had performance aspects in mind during the development process

which led them to this decision?
LockBit 2.0 and LockFile: What are the Differences?
There are three more noticeable ‘features’ which differentiate LockBit 2.0 and LockFile:

1. LockBit 2.0 did not use the unique intermittent encryption we saw in LockFile.
2. LockBit 2.0 used wmic.exe only for deleting shadow copies, while in LockFile we saw their extensive use
to terminate any process related to virtualization or databases the machine is connected to.

3. LockBit 2.0 encrypted victim’s images, whereas LockFile did not do image encryption.

2} Process Monitor - Sysinternals: www.sysinternals.com =|EaE @

| File | Edit Event Filter Tools Options Help

| SH RABPE|vA® B M5 @kELZN

Time of Day  Process Name PID Operation Command Line Result
6:43:18.5229172 AM ﬂ"iWMIC axe 1844 Q¥ Process Stat  wmic process where "name like “ivmwp%" call teminate SUCCESS
6:43:18.8609117 AM ﬂjWMIC exe 2392 &% Process Stat  wmic process where “name like “ivitualbox ™ call terminate SUCCESS
6:43:19.1251218 AM -ﬂjWMIC ExE 1364 BYProcess Stat  wmic process where "name like “ivbox®"™ call terminate SUCCESS
6:43:19.4622906 AM g WMIC exe 1084 QF Process Stat  wmic process where "name like “sglservr®.™ call terminate SUCCESS
6:43:159.7023375 AM ;E"!WMIC exe 2604 B Process Stat wmic process whers "name like “mysqld "' call terminate SUCCESS
6:43:19.9464422 AM ﬂ}WMIC axe 2144 EfProcess Stat  wmic process where "name like “lomtsreco . call terminate SUCCESS
6:43:20.1765682 AM ﬂjWI‘v‘IIC Exe 752 & Process Stat  wmic process where “name like “ioracle®™ call terminate SUCCESS
6:43:20.3999722 AM -.EEWMIC Exe 2224 B Process Stat  wmic process where "name like “itnslsnr®™ call terminate SUCCESS
6:43:20.5575008 AM g WMIC exe 2552 & Process Stat  wmic process where "name like “vmware%" call terminate SUCCESS

‘| n | 3
Showing 9 of 306,315 events (0.0029%) Backed by virtual memory

Mitigating the Threat

According to sources familiar with the threat infection chain, the latest version of the ransomware is using two

very new attack vectors:

e ProxyShell — Microsoft Exchange servers remote code execution vulnerability

e PetitPotam NTLM relay attack — new technique used to perform an NTLM relay attack

To mitigate the ProxyShell vulnerabilities, one must simply patch the exchange servers. (CVE-2021-31207, 2021-
33473, 2021-34523, 2021-31206)

Mitigating the PetitPotam requires more than just downloading a patch — it necessitates following a guide

Microsoft released, which first informs a user about whether they are affected and includes details on how to

configure one’s domain controllers to mitigate this attack vector.
How Deep Instinct Stopped LockFile

Threat actors will continue to find flaws and create sophisticated ways to attack your environment. The onus is on

all of us to stay one step ahead.

When it comes to preventing LockFile ransomware, Deep Instinct is the answer. We detect it pre-execution

without any updates or modifications to our product and stop it in its tracks.
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If you’d like to learn more about our ransomware prevention capabilities — including our industry best $3M no-

ransomware guarantee — we'd be delighted to give you a demo.

Threat Prevented
chusersyie,. fdf128a.exe
was identified as a ransomware and is now blocked.

Security Engine Behavioral Analysis

Ransomware Behavior

I0Cs:

Lockfile’s SHA256 Referred to in this Blog Post:

SHA256 File Type

2a23fac4cfa697cc738d633ec00f3fbe93ba22d2498f14dea08983026fdf128a 64-bit executable
cafe54e85¢539671c94abdeb4b8adbef3bde8655006003088760d04a86b5f915 64-bit executable
bf315c9c064b887ee3276e1342d43637d8c0e067260946db45942f39b970d7ce 64-bit executable
a926fe9fc32e645bdde9656470c7cd005b21590cda222f72daf854deffc4fel 64-bit executable

Source: https://www.deepinstinct.com/blog/lockbit-2-0-ransomware-becomes-lockfile-ransomware-with-a-never-before-seen-encryption-meth

od
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