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In the previous installment of our Cuckoo Spear series, we introduced the Cuckoo Spear campaign and provided

an overview of the APT10 threat actor’s tactics and objectives. If you missed Part 1, you can catch up here.

In this follow-up, we dive deeper into the technical aspects of the NOOPDOOR and NOOPLDR malwares that
APT10 employed in the Cuckoo Spear campaign. Our analysis reveals how NOOPDOOR operates and the
potential risks it poses to organizations. This breakdown will help cybersecurity professionals better understand

and defend against the sophisticated strategies of this persistent adversary.
ARSENAL ANALYSIS

This section will mainly focus on the reverse engineering of the Cuckoo Spear tools : NOOPLDR and
NOOPDOOR.

DLL Loader Analysis / NOOPLDR-DLL
Cybereason has discovered different variants of NOOPLDR-DLL differ in how they load the malicious code,
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illustrated below.
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Loaded as Service DLL-SideLoading
Capabilities
The capabilities of NOOPLDR-DLL are the following:

e Establishes persistence by registering as a Service

e Obfuscates code with Control Flow Flattening

e Encodes strings with XOR

» Creates process and injects shellcode obtained from registry

e Possibly evade user-mode hooks by dynamic custom syscalls

Service Persistence

Cybereason observed telemetry of several unsigned DLL files under C:\Windows\System32 that were loaded as
part of the services started by the command svchost.exe -k netsvcs. This eventually injected a multitude of
NOOPDOOR payloads into arbitrary processes. Further investigation revealed that the malicious DLL files are
created by modifying a segment of legitimate DLLs. The modified section is given a randomly generated function

name in the export table as shown here.

iE % E’ Exports
Name Address Ordinal

DHEntry Point 00007FFCDBS12D18 6443183384 [main entry]

aoon? i
n i
n

1]

aoon

Export Table With Randomly Generated Function Names
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This malicious export function is called as the service’s ServiceMain function, which is the entry point for a

service that is implemented in a service DLL running within a SVCHOST instance.

Value Name a | Value Type Data

Ale Al Al

ServiceDll RegExpandsz C¥Windows¥systern32¥pgodb100.4dl
ServiceMain Regsz DaTRhAZpRFgHdgnulZCuUd

ServiceMain Function

Control Flow Flattening

The entire DLL file, including the legitimate functions, has been heavily obfuscated with Control Flow Flattening

to potentially slow down analysis efforts.
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Control Flow Flattening Observed In NOOPLDR

XOR String

Strings used to register the service and query the registry are XOR encoded, and are decoded with bytes that are

hardcoded within the .rdata section of the binary.
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ax, unk_ 7FFCD

[ )

MO 2K
xor
MOV X

lea I+

call JFFCDBA8B7E

XOR In NOOPLDR

Crafting a script that will decode all the strings reveals information related to the service settings, registry key

path, and a command that starts a windows service and sets its security descriptor.
Software\Microsoft\SQMClient

Machineld

SOFTWARE\Microsoft\UserData

cmd /c "sc start %s && sc sdset %s D:(D;;DCLCWPDTSD;;;1U)(D;; DCLCWPDTSD;;;SU)
(D;;DCLCWPDTSD;;;BA)(A;;CCLCSWLOCRRGC;;;IU)(A;;CCLCSWLOCRRGC;;;SU)
(A;;CCLCSWRPWPDTLOCRRGC;;;SY)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)S:
(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)"

SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost

netsves
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%SystemRo0t%\System32\svchost.exe -k netsvcs
SYSTEM\CurrentControlSet\Services\
Description

\Parameters

ServiceDIl

ServiceMain
DaTRhAZpRFqHdgnuL.ZCUdP

*.exe

calc.exe

win32calc.exe

_config

-install

Decrypt NOOPDOOR Shellcode

NOOPLDR performs WinAPI calls to obtain encrypted shellcode from several different registry keys. A list of
registry key paths observed by Cybereason are the following:

HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\User Preferences
HKEY_CURRENT_USER\Software\Microsoft\Windows\Current Version\OneSettings
HKEY_ CURRENT USER\HKCU\Software\Microsoft\OneDrive
HKEY_CURRENT_USER\Software\Microsoft\UserData
HKEY_CURRENT_USER\Software\Microsoft\F12
HKEY_CURRENT_USER\Software\Licenses

HKEY_ CURRENT_USER\Software\License

HKEY_CURRENT_USER\COM3

The decryption method utilizes AES-CBC mode with an initialization vector (IV) that contains the first 16 bytes
of the Machineld. It uses standard WinAPIs from advapi32.dll to derive an AES key based on a SHA1 hash. The
SHAT1 hash is created from the following combined data:

1. The Machineld value from HKEY_LOCAL_MACHINE\\Software\\Microsoft\SQMClient
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2. A NULL byte

3. Hardcoded bytes within the .text and .rdata sections

for SHA1 hash

xmmword 7FFCEG7IDS3@ xmmwor:
xmmword 7FFCEG71D548 xmmword
xmmword 7FFCEG71DS58 xmr

xmmword 7FFCEB71D568 xmmwort

wmmword JFFCEG71DST

xmmword FFFCEEVIDSE0 xmmwor:

Hardcoded Bytes In NOOPLDR
1. The Registry key name that contains the shellcode

As an example, the data that will be hashed would look like below:

Cffset(nh) 00 O1 02 O3 04 05 0o 07 08 0% 0& OB OC OD OE OF Decoded text

QQQo0000 7B 39 44 45 32 44 31 44 33 2D 38 31 41 45 2D 34 {SDEZD1D3-851RAE-4
QQ0Q00010 35 30 44 2D 42 41 35 31 2D 45 32 41 36 38 36 33 ESOD-BAS1-EZREE63
00000020 42 42 45 30 45 7D 00 33 CC 1A 2F D4 FE 5C 8E €2 BBEOE}.3I./0p\Zn
00000030 56 65 54 Cl 65 17 71 B2 8% 27 03 28 65 34 1E DS VeThe.g™%i. e:.8
00000040 EO 42 FO 77 61 €D D4 1F 71 93 29 59 ES5 3F 8C C9 aB&waml.qg")YA?EE
00000050 57 01 02 E6 9B 0D 8E OF C3 30 22 9E 56 04 15 10 W..=>.Z%. Aowzv...
00000060 C2 €0 58 D5 1F €A E4 29 7B EC 04 21 BC 72 DB 48 A X0.j&) {i. "WrlK
Q0000070 B3 4F DS 8% BF &7 71 L8 3C EC 66 AL S5F &0 ET7 AF 5Dﬁ%ggq"<if¥_‘g_
QQQoo0E0 58 FO BS 44 BF Ce AB BF DB C5 62 41 35 35 35 39 HﬂuDgE«gﬁﬁhAEEEE
QQo00090 42 32 32 45 41 43 38 39 36 41 41 B2ZZEACE96AR

Data Prior To Getting Hashed

Once hashed, the hash object is then passed to the CryptDeriveKey function to craft the key used for decryption.

Code Injection with Syscalls

Executables under C:\Windows\System32 are started as dummy processes to inject the decrypted NOOPDOOR

code with a common WinAPI pattern of
e CreateProcess
e VirtualAlloc

e WriteProcessMemory
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e CreateRemoteThread

However, Native APIs are implemented instead along with custom syscalls where the SSN (System Service
Number) is loaded dynamically right before each call. Although most SSNs are consistent across many Windows

versions, some are not.

The malicious code resolves the correct value for each syscall. For example, NtCreateThreadEx would be 0xBA

on Windows 10 version 1709.

custom_s

mov
mov

Mo

MmO

sub

MmO

call

add

MmO

MmO

MmO

MmO

mov ‘ X

syscall ; Low latency sys
retn

custom_syscall MtCreateThreadEx endp

Custom Syscall In NOOPLDR
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Windows 10
System Call Symbaol

1507 | 1511 | 1607 | 1703 | 1709 | 1803 | 1809 | 1903 | 1909 | 2004 | 2012

NLCr cateProfile Ox00ae | 0x00af | 0x00B0 | 0x00b3 | 0x00b4 | 0x00bS | 0xDObS | 0x00bG | 0x00b6 | BXOOBE] DXOEBR]
NtCreateProfileEx 0x00af | 0x00b0 | 0x00b1 | 0x00b4 | 0x00bS | 0x00b6 | 0x00b6 | 0x00b7 | Ox00b7 | 0x00bb | 0x00bb
MiCreateRegictry Trangsaction 0x00b2 | 0x00b5 | 0x00bé | 0x00b7 | 0x00b7 | 0x00b8 | 0x00b8 | Ox00be | Ox00be
N!Creatﬁﬂﬂﬁﬂul’ﬂﬂ”ﬂﬂﬂ:&f 0x00b0 | 0x00b1 | 0x00b3 | Ox00b6 | 0x00b7 | 0x00bE | Ox00bS | 0x00b% | Ox00bS | 0x00bd | Ox00bd
Nt Createsection 0x004a | 0x004a | 0x004a | 0x004a | 0x004a | 0x004a | 0x004a 0x004a | 0x004a | 0x004a
fitCreatesectiontx 0x00b9 0x00be | 0x00be
NtCreateSemaphore 0x00b1 | 0x0052 | 0x00b4 | 0x00b7 | 0x00b8 | (%0069 Dx00bf | 0x00bf

MtCreateSymbolicLinkObject DxD0b2 | 0x00b3 | Cx00b5 | 0x00b8 | 0xD0bS 0x00bb | 0xD0be | OxD0be | OxcD0cD | D00
MiCreateThread Oe004e | OocD04e | Ox004e | 0xD04e | CxD04e | Ox004e | Ox004e | Od04e | Ouwl04e | Ox004e | OxdOde

0x00b3 | 0x00b4 | 0x00b6 | 0x00b9 0x00bb | 0x00bc | 0x00bd | 0x00bd | 0x00c1 | Ox00c1
MtCreateTimer 0x00b<4 | 0x00b5 | 0x00b7 0x00bc | 0x00bd | 0x00be | 0x00be | 0x00c2 | Ox00c2
MiCreateTimer2 0x00bS5 | 0x00b6 | 0x00b8 | 0x00bb | 0x00bc | 0x00bd | 0x00be | 0x00bf | Ox00bf | 0x00c3 | Ox00c3
tCreateToken Ox00b& | 0x00b7 | 0x00bS | Ox00be | Ox00bd | Ox00be | Ox00bF | 0x00c0 | 0x00cO | Ox00c4 | Oxi00cd
MtCreateTokenEx Ox00b7 | (x00b8 0x00bd | 0x00be | 0x00bf | 0x00c0 | 0x00c1 | Ox00c1 | Ox00cS | Ox00cS
MtCreateTransaction 0009 0x00be | 0x00bF | 0x00c0 | 0x00cl | 0x00c2 | 0x00c2 | Ox00cE | 0x00c6
HNtCreateTransactonManager Ox00bc | Ox00bf | Ow00cO | Ooc00c1 | Coc00c2 | Ooel00c3 | G003 | Ox00cT | CocDOCT
MiCreateUserProcess Ox00bd | 0x0O0cO | Oxl0cl | OocD0c2 | OxO0cS | Ol0cd | Oc00cd | OucDOCB | Ou0cH

Windows 64-bit Syscall Table

Since the Native APIs are being called directly from the process’s memory space, any user mode hooks on

NTDLL or kernel32 will be ineffective in detecting this injection.

An interesting difference between the two DLLs is the version that used DLL Side-Loading performed local code

injection as opposed to the DLL that used CreateProcess > NtWriteVirtualMemory.

It instead dynamically allocates the decrypted shellcode within its process memory, uses NtProtectVirtualMemory

syscall to change protections, then executes the newly allocated NOOPDOOR code.

3B 64dbg - File: symstore.exe - PID: 972 - Module: symsrv.dil - Theead: Main Thread 8040 - o x
Fie Wew Debug Trae Pupns Favourtes Optons Help Mar 42018
SE 0 ta ey talesPins L @E
Bou ®can ® gesponts W MemoryMap () CalSteck  S9ssH o swpt  @ISymbois < Sowrce . References W Tiveads &) Snowman o Handes ¢ Trace
T T A | show FPU
BAX  000002584C862920
REX  0O0OTFFCEE71FIAD symsrv.00007EFCEETAFIAD

RCX  £000D00G0000000L
FDX  DODOD2SE4AECCBED 4L"CI\\User: e.exe”
000000AE80874D

nooncgal

2878
2

emp_es
o a1 50 . -
53 [raisrax-e) aLres e exe
ea rex, quord ptr ss:op+ 300 RSI  000000AG8087AESS

55 620 DI  007FFCEG7IFIZ0 Symsrv.O00O7EFCEGTLF300

RS DOOOOODOBDIETIEA
RS 0OOOOOAGEOSTADTS

R0 0000000000000064  "d'

R12  OOOTFFCEGPIFICO Symsrv.0ODOTEFCEGTIFICO

R13 TERCEGT1F: symsrv_00D0TFFCEET1F300

R14  0000025B4AECCHGO  &L"C:\iUsers\\REM\\Desktop\\extracted\\FSV7K\\symstore. exe”
RS 00007FFCEG7IF3B0 Symsrv.OODOTFFCEE7AF280

RIP  0O0OTFFCEGEACTEL  Symsrv.O0ODO7FFCEGGACTSL

RFLAGS _ 0000900000000245
ZF1 PF 1 AF O

LasTError 00000000 (ERROR_SUCCESS)
Laststatus CO0D000S (STATUS_ACCESS_VIOLATION)

Gs no2s £s 0053
€5 0028 D5 0028

)
) + [ #]0] uriocked
i : o 60 eskconextracted s e [ 00
| X 900000U00000000L
I n v|2i rdx 0000026B4AECCRED 41 Ci\\User e ene”
30 96 2¢ 07 00!1ea rat.anora otr ds:(IFFCEG7AF4201 ol & e
i 7A07
‘0000006308748 E0
G0007EFCEREDCE48 Symery.00007FECECEDLEAS
'900000000000600F
- LEXT:00007FFCEGRAC7S1 Symsrv.d11:§3C761 #38361
LG users ~
@Wouoi  Woup2  WEouwwd  WHoumd oS @ wathi il P st ‘00007FECEGTIFIAD | symary. 00007 £FCEETAFIAD
= 0000004680874263
(€8 F; B e
EE B rce FERTURD O SYRSIY.UO0O7FPCEGMDCR4S From SymSry. O00TFRCESED3340
o1
L2 s
50
00 ADES |return to 00000DAGSOS7ADES From 777
4
o
o
o1
000003£84C862360) 74 60 02
000002584C8623E0 85 13 33 85 (D2
000002884c8823¢0 8 78 16 0000 v b
< > < - >
Command: [bp WevirtualProcect Joefait  ~
Paused  [Dump: 000002584C862920 -> DDDODZ5BACB629CF (000000080 bytes) [T wiasted Debugging: 0:22:251 12

Decrypted NOOPDOOR In Debugger

C# Loader Analysis / NOOPLDR-C#

This C# code is stored in an XML file generally stored in the C:\Windows\System32 folder. In some specific

cases, that XML file was stored in other folders.
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The code is highly obfuscated, but Cybereason de-obfuscated it in order to identify how it worked.

Mainly, the code is loaded using the Microsoft Windows tool msbuild.exe, which compiles and runs code in one
command. The command line msbuild.exe NOOPLDR XML FILE NAME].xml is generally built-in to the
victim system through persistence mechanisms such as scheduled tasks, services or WMI consumer events, as

documented in the TTPs section.

NOOPDOOR @b
& = Tt

NOOPDOOR
U2 Enenypus
by

= 85

HECUSaRwarLance MACHINE
)

NOOPLDR-C# Execution Flow
Capabilities
The capabilities of NOOPLDR-C# are the following:

Code obfuscation

e Time stomping, basing code off kernel32.dll MTime

Loading shellcode / loadable code either from a specific .dat file or from registry

e Contains unique configurations for each affected victim device

Each NOOPLDR-C# sample Cybereason analyzed was different depending on the machine. Some loaders
included different organization of the functions, and loaded the shellcode from a different registry hive (some
loaded from HKCU, and other loaded from HKLM).

MSBuild Project File Schema Reference

Each item is using the Project File format by Microsoft, in order to be interpreted by the LOLBin msbuild.exe.

That binary takes a .csproj file (here renamed XML) which is then compiled and ran:
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Execute

Build and execute a C# project stored in the target csproj file.

Usecase: Compile and run code

Privileges required: User

0S: Windows vista, Windows 7, Windows 8, Windows 8.1, Windows 10, Windows 11
MITRE ATT&CK®:

Source : https://lolbas-project.github.io/lolbas/Binaries/Msbuild/

That XML file, our starting point, begins with the following code:

<Project ToolsVersion="4.0" xmIns="http://schemas.microsoft.com/developer/msbuild/2003">

<Target Name="MFYMFEI...]Bppls">
<jIN[...JLLE />

</Target>

<UsingTask TaskName="jINpOk6v][...]LLLE" TaskFactory="CodeTaskFactory"
AssemblyFile="$(MSBuildToolsPath)\Microsoft.Build. Tasks.dx3gN2[...]|QQApv4.0.dll">
<Task>

[C# CODE]
</Task>

</UsingTask>

</Project>

The C# Code mentioned above is extremely obfuscated to complicate analysis.

C# Code Obfuscation

To start with this analysis, one needs to deobfuscate the loader. The original file looks like this at first:
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Obfuscated Code

Using a simple IDE, one can already use C# code heuristic to indent code properly:

Extract From The Code Once Indented By VSCode

The next phase is the renaming of each variable and parameter. Since WinAPI functions are being called from the

C# code, it’s possible to map each randomly named variable with a properly named one:

static extern IntPtr OpenProcess(UInt32
INVCZKPHO5c4X ALHLbgGfKXOIHbWSLY 8uWyUIcEMwjMstIN2gHMEGy08Zgq, Int32
J27Z.cgdKac1vIGDj58F, Ulnt32 N4iPk9uC65A5fVmdDullp8);

[DllImport("...")]
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static extern IntPtr OpenProcess(UInt32 dwDesiredAccess, Int32 bInheritHandle, UInt32 dwProcessld);

The following phase is a bit manual as the goal is to infer the original variable name by trying to understand how

the code works.

In the end, this allows for an easier code to understand:

1 winRmmDatFile

eld").ToString

ing.Unicode .GetBytes|Environment.MachineName + SOM_salt))). tring(16, 16) + “}";

f (File.Exists|winRamDatFile))

ntent = File.ReadAl1Bytes (winRmmDatFile);

e.Currentlser) };

f (shellcodeContent == )
foreach (RegistryKey registryKeyProviderItem HKCU

registryKeyP roviderItem.OpenSubKey|softwareLicenceKeyPath);

ey.GetValue{mach inehame:

ntent != & 5 ent.Length > 58 * 1824)

Extract From The Un-Obfuscated Code

The first function that is called is Execute():

Executel |

CLlInI{"C:

FETUrn

First Function Called And Beginning Of The C# Code Flow
Obtaining the encrypted Shellcode

The ClInI function’s goal is to obtain the shellcode from that DAT file passed as a parameter or from the Windows

registry if the shellcode is already stored there.
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winfemDatFile

Environment.MachineName + S0M_salt))).Substring(16, 16) +

f (File.Exists{winRmmDatFile))

shellcodeContent = File.ReadAllBytes (winRmmDatFile);
winRamaDatFile);

. CurrentUser) };

derltem in HKCU

sviderItem, OpenSubKey | softwareLicenceKeyPath);

eSubkey . GetValuelmachineNameSaltHash) ;

First Part Of The Function

That function will first create a hash based on the machine name and a salt. Cybereason noticed this hash is not

always present in different iterations of NOOPLDR-C#.
Also, the value Machineld is obtained from the key HKLM\Software\Microsoft\SQMClient.
Both the machine name and SALT are concatenated and a SHA256 is calculated from them.

This allows to calculate the name of the key (just the first 16 bytes will be used) that the program will try to
obtain from the registry: HKLM\Software\License\{ SHA256(MachineName+SALT)}

Then, the program attempts to load the .dat file passed as a function parameter:

o If the file exists, it will load the shellcode from it

e If it does not, it will load it from registry

Cybereason estimated that this measure was meant to initially inject the shellcode into the registry. This was

confirmed after further reading of the code:

o If the file exists, the code ultimately will write the encrypted shellcode to registry and will delete the DAT
file

This enables the Threat Actor to function without the shellcode stored on the disk, apart from the registry which is
a more complicated place to look for. Storing shellcode in the Windows registry provides attackers with a stealthy,

persistent, and potentially privileged way to execute malicious code on a system, making it an attractive option.

At this point, the encrypted shellcode content is obtained in memory and ready to be used.
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Integrity Check and Shellcode Decryption

The code will first compare the SHA256 hash of the shellcode (minus the first 32 bytes) with a value stored at the
very beginning of the file/registry key:

if (shellcodeContent != && shellcodeContent.Length = 58 % 1824)

{

| shellcodePotentialHash = [32];
Array.Copy|{shellcodeContent, &, shellcodePotentialHash, @, 32);
shellcodeQffset = shellcodePotentialHash.Length;
| calculcatedHash = SHA256Instance.ComputeHash{shellcodeContent, shellcodelffset, shellcodeContent.Length — shellcodelffset);
isShellcodeHashOK = compareByteStringFunc(shellcodePotentialHash, calculcatedHash];
differentOffsetHash = A

{ 1isShellcodeHashOK)

32len = 3

1281len =
for (shellcodelffset = shellcodePotentialHash.Length + 321len;
shellcodeOffset = shellcodeContent.Length && shellcode0ffset = shellcodePotentialHash.Length + 128len;
++shellcodelffset

calculcatedHash = SHAZ56Instance.ComputeHash({shellcodeContent, shellcodeOffset, shellcodeContent.Length - shellcodeOffset);
if {compareByteStringFunc(shellcodePotentiallash, calculcatedHash))
{

differentOffsetHash = A

isShellcodeHashOK =

Integrity Check

The code will continue only if, at some point in the file/registry, the SHA256 checksum, which is commonly
called an integrity check, matches the computed SHA256 hash of the shellcode itself. The code will then
calculate the key to decrypt the shellcode.

The key is a SHA384 hash of the MachineID value from the registry and the machine name salt calculated in the
previous step. It then decrypts the shellcode content with a classic AES routine, using the first 32 bytes of the
SHAZ384 as key and the last 16 bytes as an initialization vector (IV).

if (1s5hellcodeHashOK)
contentToHash =
if (differentOffsetHash

contentToHash = [shellcodedffset — shellcodePotentialHash.Length]

Array.Copy{shellcodeContent, shellcodePotentialHash.Length, contentToHash, @, contentToHash.Length);

contentToHash = Encoding.ASCIT.GetBytes(machineIdStringFromRegistry + machineNameSaltHash);

sha3845econdHalf (contentToHash, nextSHA3BA_32bytes, nextSHA3B4_16bytes
shellcodeWithoutHash = shellcodeContent.Length - shellcodelffset];
Array.CopylshellcodeContent, shellcodeOffset, shellcodeWithoutHash, 8, shellcodeWithoutHash.Length);

decryptedShellcode = decryptAES(shellcodeWithoutHash, nextSHA384_3Zbytes, nextSHA3B4_lbbytes);
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Decryption Routine
Finally, it will take the first 10 bytes of the decrypted content and store it in 3 variables :

e Boolean if the shellcode is 64 bits
e Unsigned integer of the shellcode size

o Unsigned integer of the shellcode offset in case it is not directly at the beginning of the data

decryptedShellcode !=

isB4bit rpteds codell] ==
mverter., TollInt3

*t LARLgbRhWKdUKLh = ptedShellcode.Length - shellcodebInt - shellcode2Int;

Array.Copy(decryptedShellcode, decryptedShellcode.Length = shellcode6Int - shellcode2Int, payloadToExecute, 8, payloadToExecute.Lengthl);

Store In Variables

Data Re-Encryption & Registry Writing

The logic will execute if the shellcode was loaded through a different offset than 0:

e The code will recalculate a SHA384 key and use an AES encryption function
e It will then write that content to registry

e If for some reason it can’t write to registry, it will write to the DAT file

Once that is finished, the code proceeds to inject that decoded shellcode into another process’ memory.
Payload Injection

The next part of the code injects the decrypted shellcode into the memory of a newly spawned process. The code

corresponding to this part is the following:
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injectPayload i commandLine, i _IWBq5 {cc LhDEZPCBd Tw!

5 1pStartupInfe =

dwSize);

IpValue, (IntPtr)IntPtr. & IntPtr, zeroIntPtr))

K = CreateProc T NamePath, commandLin roIntPtr, zeroIntPtr,
lpStartupInfo, t WPro

zeroIntPtr

IntPir

IntPtr _| A BMg sInfo.handleP zeroIntPtr, @, baseAddres zeroIntPtr, @,

handleProcess, 18 * 1888);

Remote Injection Function
The injection process following:

e Startup Information Initialization

e Process Attribute List Initialization

e Process Creation through the CreateProcess WinAPI call

e Memory Allocation and Manipulation in the New Process through VirtualAllocEx and
WriteProcessMemory

e Remote Thread Creation through the CreateRemoteThread WinAPI call
Extracting the configuration

In order to extract the configuration for each iteration of NOOPLDR, one has to obtain the following elements

¢ Process name that the loadable code will be loaded into
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o DAT file that is going to be loaded when first infecting a machine
» Path in registry where the shellcode is stored (HKLM\SOFTWARE\License)

Cybereason wrote a short python script to decrypt the shellcode using parameters such as the registry key name
({XXXX-XXXX-XXXX}) and the Machineld value.

Injected Shellcode / NOOPDOOR

This next section will describe the analysis of the shellcode injected from the above methods. Cybereason
attributes this malware to NOOPDOOR as it has been so recently unearthed in JSAC 2024. Cybereason has
discovered the existence of several variants of NOOPDOOR that differ in C2 urls and functionality, but they can

mostly be categorized as one of the following.

e (C2 Client

e (C2 Server

Cybereason also observed single shellcode binaries that contain both of these two capabilities. But in most cases,

the client and server shellcode were separated.

C2 Client NOOPDOOR Analysis

Capabilities

The capabilities of the Client code of NOOPDOOR are the following:

e API hashing / Overwrite with garbage bytes
e Anti-Debugging

e DGA based onURLconfigurations

e Custom network protocol using TCP

o Exfiltrating data to C2 server

WinAPI Resolution

Each code shared a similar Windows API hashing function that performs a rotate right instruction against the

function names and an XOR instruction against hardcoded bytes.

Dynamic WinAPI Resolution Logic

The hardcoded bytes differ from each sample, but it will nevertheless create a large structure of around 250 API

functions.
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S5etLastError
CreateThread

Loaded WinAPI Struct Example

This struct is then used to call the appropriate APIs within the code. The Cybereason IR team has created a script

to resolve this API hashing function to speed up analysis.

As a means of Anti-Detection, the functions related to resolving the APIs will be overwritten with garbage bytes
such as 0x00, 0x20, 0x90. Any signatures scanned in memory that explicitly looks for this part of the code will not
be able to detect it.

Dumped From memory Before Execution
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Code Difference In Memory

Anti-Debugging Capabilities

A widespread number of process names used in malware analysis are stored as stack strings. These processes are

obtained via the CreateToolhelp32Snapshot API and are verified before the code’s main routine will run.
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Toolhelp32Snapshot) (
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+ x64dbg

- ollydbg

- windbg

+ ida

- idaq

+ ImmunityDebugger
+ loaddll

* ProcessHacker

+ StudioPE

+ PE Explorer

+ Autoruns

* Process Explorer
* Procmon

+ TcpView

+ 010Editor

* WinHex

+ Wireshark

* zenmap

* ProcessHacker

* vmmap

+ load_sc

+ HttpAnalyzerStd

- Fiddler
DGA

C2 Domain names are generated based on a URL string where the integer after the “#” acts as the number of days

before the domain changes to its next iteration. Cybereason has observed code that generates the domains for

Page 22 of 33



https://www.cybereason.com /blog/cuckoo-spear-pt2-threat-actor-arsenal

multiple days such as 60, 90, 180, 364, 365 days. Note that the C2 URL string contains “http”, but this is just used

to create hashes for the DGA, and actual communication is done over a custom TCP protocol.

C2 URLs Before DGA Resolution
The algorithm to generate the domain is as follows.
1. Perform a check to see if the current date/time is between
Monday 10 am to 11 am (LocalTime)
2. Obtain SystemTime structure, converting it to a FileTime, then to EpochTime based on the year/month/day
3. If the URL has an integer after “#”, use it to perform arithmetic against the time
4. If the URL has “[]”, insert the hostname
5. Create a SHA256 from the modified FileTime
6. Create a SHAS512 from the un-resolved C2 URL string in (4)
7. Create a SHA512 from created SHA256 and un-resolved C2 URL string in (4)
8. Obtain Base64 from concatenated SHA512 hash from (6) and (7), then obtain the first 17 bytes
9. Remove special chars, lowercase chars, and numbers from base64 string
10. Replace the “$a” part of un-resolved C2 URL with cleaned base64 string

The C2 URL could also be a subdomain as illustrated below. In this case, Cybereason observed a slightly different

algorithm. In this case, the check for Monday is not present and if it does not have the number of days after “#”,

the domain will change everyday based on the system time.

C2 urls before resolution
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The Cybereason team has created a script to resolve the DGA URLs and generated a list of domains from 2023 to
2025. From an IR perspective, subdomains like ocouomors[.]Jcom are easier to block than www.*.com. To prevent
the list from being too long, Cybereason only included the latter. The script can be used to block any other
possible NOOPDOOR domains that could be generated within your organization..

Exfiltration to C2

It has the functionality to exfiltrate data to the generated domain as well as additional C2 capabilities. ESET

Security’s presentation at JSAC 2024 documents this functionality well.

Function ID

IB2TDAEEFBCE13ITC23IBD612DCTCAARLT Create a process
SAASBEYZEIDLCD212EFBRASESL4IBTES Write to a file
3CTREAERAEESTIFDCIICDTEEFDDESF23 Exfiltrate a file

Read content from the file named
%SystemRoot¥\System32\msra.tlb

IDIDSC19ATTIAIE06019CBEDICDTFRS Timestomp directory content

12E2FCHC22BIBTERBDACIOCITHABDACTE

Note: contains credentials collected by — MirrorFace’s
publicly undescribed stealer.

Source: https://jsac.jpcert.or.jp/archive/2024/pdf/JISAC2024 2 8 Breitenbacher en.pdf

Internal C2 Server NOOPDOOR Analysis

A variant of the loaded payload contained code for a possible internal C2 server. Cybereason suspects this server

was used by the Threat Actor as a means of aggregating information and pivoting within the network.
Capabilities

The capabilities of the C2 Server of NOOPDOOR are the following:

API hashing
e Modifying Firewall Rules
e Custom protocol using TCP

e (2 framework functionality such as upload/download, read/write files, create processes, etc.

Adding Firewall Rule
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It adds a new firewall rule under the rule name “Cortana” by utilizing the firewall COM object, or the netsh

command.

Firewall Name

The Windows Firewall API is loaded by CoCreatelnstance where the COM Firewall CLSID {304CE942-6E39-
40D8-943A-B913C40C9CD4} is used as the Interface ID, and the INetFwMgr Interface CLSID {F7898AF5-
CAC4-4632-A2EC-DAO6E5111AF2} as the rclsid parameter.

Loading Firewall API

If the COM object method of loading the Firewall API fails, it executes the below netsh command instead.
cmd /c netsh firewall delete port opening TCP 5984 & netsh firewall add port opening TCP 5984 TCP
Server Code

Uses Windows Socket APIs to listen on port for incoming connections.
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Listening Port
Cybereason have observed samples that listen on different ports:

e 5984
e 47000
e 8532

Based on the received commands, it will perform one of the following functions.

Server Functionality

Conclusion

Due to the widespread identification of Cuckoo Spear in Japan organizations, Cybereason decided to publish this
Threat Analysis Report to better identify their activity and allow threat hunters to potentially identify them in their

networks.

Detection

Cybereason provided descriptions of queries to identify Cuckoo Spear presence in the network and has shared

Indicators of Compromise (IOCs) to better detect them and potentially block Cuckoo Spear activity.
Incident Response

Due to the potential complexity of the containment, eradication and recovery process, it is highly recommended to

hire a dedicated Incident Response team upon discovery of this Threat Actor being on the network.
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Remediation

In many APT related cases, the Threat Actor has already gained network access for several months or years before
any investigation has started. Eradication of this Threat Actor requires in-depth preparation and effective security

measures so the attacker cannot return. Although remediation actions will differ for each organization, Cybereason
Security Services suggest, in general, to conduct a organization scale remediation day where the following actions

are implemented:
e Prepare a clean uncompromised network
e Disabled all internet access to and from the internet
» Block all NOOPDOOR related C2 domains and IPs
e Reset all user passwords
e Rebuild infected machines

e Connect rebuilt machines to the clean network
Hunting Queries

To detect if a NOOPLDR/NOOPDOOR has been exploited in your environment, run the following hunting query

in your EDR or monitoring platform.

e Hunting For Suspicious MSBUILD Execution Via Persistence: This rule will help in detecting
suspicious activities where msbuild.exe is used with a .xml file and involves portable executable code,
especially when the parent process is one of the common Windows processes like scrcons.exe,
services.exe, or svchost.exe

e Hunting For Suspicious Service Containing MSBUILD And .xml In The Command Line : This rule
will help in detecting suspicious activities where msbuild.exe is spawned through Service creation, with

.xml embedded in the command line

» Hunting For Suspicious WMI Consumer Event : Same as above, but modify the persistence mechanism

from Service to WMI Consumer event

o Hunting For Suspicious DGA-Like Behavior : This rule combines file attributes, process monitoring,
and network behavior analysis. It targets unsigned files of non-trivial size, modules loaded by svchost.exe,
and processes with unusual DNS query ratios (more unresolved DNS queries than resolved ones, which is
characteristic of Domain Generation Algorithm or DGA use).

o Consider whether each filter adds to the detection's precision or might create noise, and adjust based
on the specific environment and threat landscape. The goal is a balanced rule that minimizes false

positives while effectively identifying potential threats.

Indicators of Compromise (IOCs)
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3utilities[.]Jcom

foeakel.]org

ftp[.]sh

inbullar[.]Jcom

mangoaiml[.]Jcom

ocouomors|.]com

onthewifi[.]Jcom

paunsonaz[.]Jcom

redirectme].]net

saraosting[.]Jcom
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NOOPDOOR
serveblog[.]net

subdomain
temmans[.]Jcom NOOPDOOR

subdomain
torefrog[.]Jcom NOOPDOOR

subdomain
ead74e87f23ce6575057e76108665ffb NOOPLDR-DLL
e0a8048c7f69da35bbb2cd35d86c2dc8 NOOPLDR-DLL
6b3148e824fd84f54592fe5d2e766740 NOOPLDR-DLL
c76b1ed6d094edbad887f68093ef6bf9 NOOPLDR-DLL
d6d59b1ff85bf971286782{8f43d6326 NOOPLDR-DLL
deedb32bf51dc8f3399614c8a9718e75 NOOPLDR-DLL
€39b02c9771c6be9610977408ebb509f NOOPLDR-DLL
9eef43edc87ab1f301ec8730113535ee NOOPLDR-DLL
73a904ba602e1bf068f5d217403fa41f NOOPLDR-DLL
fe36fd0f09aadd3e7ddd7b66f18d5e93 NOOPLDR-C#

£12873d8b69624d972b3c6fa55e52483 NOOPLDR-C#
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b5228638d5de18e59ebbddc13c120879

4f1c68d2fe3b0255e706e4c7de0a739¢f

3b07fbaa8b9c5a53658abe3ac9f66e60

0dbaff93ec6243035275364d5c1c26¢9

KEY_CURRENT_USER\Software\Microsoft\Internet Explorer\User PreferencesH

HKEY_CURRENT_USER\Software\Microsoft\Windows\Current Version\OneSettings

HKEY_ CURRENT USER\HKCU\Software\Microsoft\OneDrive

HKEY_CURRENT_USER\Software\Microsoft\UserData

HKEY_CURRENT_USER\Software\Microsoft\F12

HKEY_ CURRENT USER\Software\Licenses

HKEY_ CURRENT USER\Software\License

HKEY_CURRENT_USER\COM3
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NOOPDOOR

HKEY_ LOCAL_MACHINE\Software\License

registry key path

* NOOPDOGOR shellcode hashes have been omitted from this list,
as the hashes differ for every NOOPDOOR sample Cybereason has observed.

MITRE ATT&CK MAPPING
Tactic Techniques / Sub-Techniques
TAO0001: Initial Access T1190: Exploit Public-Facing Application
TAO0001: Initial Access T1566: Phishing
TA0002: Execution T1053.005: Scheduled Task
TA0002: Execution T1569.002: Service Execution
TA0002: Execution T1047; Windows Management Instrumentation
TA0003: Persistence T1053.005: Scheduled Task
TAO0003: Persistence T1543.003: Windows Service
TA0003: Persistence T1546.003.: Windows Management Instrumentation Event Subscription
TAO0003: Persistence T1574.002: DLL Side-Loading

TAO005: Defense Evasion

T1070.001: Clear Windows Event Logs
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TAO005:

TA005:

TA005:

TA005:

TA005:

TAO005:

TAO005:

TAO005:

TA0011: Command and Control

TA0011: Command and Control

TA0011: Command and Control

About The Researchers

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion
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T1055: Process Injection

T1070.004: File Deletion

T1070.006: Timestomp

T1112: Modify Registry

T1127.001: MsBuild

T1140: Deobfuscate/Decode Files or Information

T1562.004: Disable or Modify System Firewall

T1622: Debugger Evasion

T1071: Application Layer Protocol

T1568.002: Domain Generation Algorithms

T1573: Encrypted Channel

Jin Ito, Incident Response Engineer, Cybereason IR Team
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