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Intro

Last week a friend shared a sample of a recent IcedID malware using an interesting Crypter and although there’s
nothing new regarding the final payload (it’s just the classical IcedID Lite Loader) the analysis of the Crypter was

funny, so I decided to take some time to reverse it and share my analysis notes here.

To be honest I’'m not that familiar with crypters in general so I ended up doing the analysis not knowing if the
crypter was known or not and after finishing the analysis I ended up noticing it’s actually a kind of variant of a
Crypter named Snow . According to a very nice report from IBM, Snow is a new/active crypter that has been used
by malwares like Pikabot, IcedID and Qakbot and that has some code overlap indicating this is a sucessor of the

Hexa crypter.

Before we start, it’s worth to mention that I cleaned the code in IDA (at least a good part of it) so if you open this
file in your IDA or whatever framework it might not match exactly what you’ll see here. I decided to use my clean
version in the screenshots to make it easier to the reader to understand the explanation. Also, since the crypter
stages contains a lot of junk code splitted in multiple branches I decided to rely on the decompiler most part of the

time.

General execution flow

The analyzed malware is a 64 bits DLL file and it’s execution starts by calling an exported function named vcab
(usually via the rundl132.exe binary). A parameter named /k is passed to the file as well as it’s value. In the

analyzed sample the parameter value passed is the string zefirka748 :
rundl132.exe mw.dll,vcab /k zefirka748

If we take a quick look at the file statically we can notice that there’s a lot of exports available other than this

“vcab”:
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Mame Address Crdinal

vcah 656
theora_version_number

theora_d _header

theora_d init

theaora_d

theora_de:

fa JT, T U A

|

theora_gran

theora_aranule_

theora_granule_time

theara_info_init

theora_info_dear

theaora_dear

theora_comment_init 141900
theora_comment_add 41940
theora_comment_add_tag

theora_comment_que

theora_comment_gue

theora_comment_dear

H

th_granule_time 000

Malware export table

A simple Google search would tell us this seems to be some sort of Trojanized version of a library that implements

the Theora video compression format. If we search for the “vcab” export in the library’s export list we find zero

results and that kind of confirms to us that this export is in fact suspicious and that probably the whole malicious

actions would start from there.

Once the export function is executed the malware executes multiple stages (basically shellcodes) and ends up

loading and executing the final payload, which is the IcedID Lite Loader.

Stage 0 (vcab export)

Cmdline parameter checking

The first thing performed by this export function is check if the process cmdline has a parameter named /k and a
value for it. At this point there’s no checks regarding the value passed and the content is just saved for further

usage.
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sEnvironmentBlock->ProcessParam

z-*CommandLine.Buffer;

nroc_cmdline str[v2

cmdline, cmdline key param);

Function

responsible for getting the cmdline parameter.
Crypter configuration

The crypter reads and manipulates a lot of fields from what seems to be it’s configuration. These fields are splitted
in multiple sections such as .text and /81 and contains information like encrypted shellcodes, export function

names, shellcode sizes, and more.

In the analyzed sample, the configuration is present @x16735 bytes after the base address of the malware DLL
module. In order to read the configuration the malware gets the current module base address and adds the

mentioned RVA to it.

The module base address is obtained by using the function responsible for getting the config offset as a base
address and then searching backwards until it finds both the PE Signature and the “MZ” Signature:

Get config offset function.
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Get module base function.

The mentioned config has something similar to the following format:

struct MAIN_CONFIG_INFO
{
DWORD init_export_str_offset;
DWORD stage2_offset;
DWORD stage2_size;
DWORD stage3_offset;
DWORD stage3_size;
DWORD stagel_offset;
DWORD stagel_size;
DWORD stage4_offset;
DWORD staged_size;
DWORD main_payload_info_offset;

O 00 N o Ul B W N =
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NN 2

DWORD main_payload_compressed_size;

—
~

DWORD config_xor_key;

—

o
-
>

The “offset” word here is actually an RVA since those are added to the main module base address.

API function resolving
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Once the necessary information is obtained 3 functions are resolved in runtime: VirtualAlloc , LoadlLibraryA
and VirtualProtect . Those functions are resolved via the classic API Hashing technique and the algorithm used
is the well known Metasploit ROR13 algorithm. To make my life easier during static analysis I used the nice

HashDB plugin from OALabs to recognize the function hashes used.

The API Hashing technique is basically the parsing of the Loaded Modules List from PEB as well as the Export
Table from the target modules. Each export name entry would have it’s hash calculated using the hashing
algorithm and the result is compared against the hashes specified by the malware. Once the desired hash is found

the export address is returned.
Stage 2, 3 and 4 decryption

With the config in hands the next stages content (2, 3 and 4 specifically) is read and written to a memory location
allocated using VirtualAlloc . A key is then read from the config (5c 3b Oc 00 in this case) and is used as a
multibyte XOR key to “decrypt” (well, it’s just XORed) the mentioned stages:

Address Hex ASCII

0000000065B56735 ( 2F 67 01 OO0(E1 9A 08 00| 4A 00 0D OO 2B 9B 08 00| /g..8...0...+..
000000006585 6745 | 8F 01 00 OO |D6 858 08 00|0B 12 00 0O BA 2C 08 00 ov e oaDewaaea ™y
0000000065B56755 | 4E OC 00 00|08 A9 08 00 (AD 1E OO0 OOJSC 3B OC OOFM....8......%; ..
oo00000065B5 6765 | FD 31 OF FD|C2 OF &6F E&|OF FD CD OF |[F3 FZ UF FD yl.yE.nE.y}.uq.y XOR key

located in the malware config.

mw_get_current_module_base(mw_get fi onfig_offset);
t_config_offs

mW_mem_cpy
mW_mem_c

Config parsing and next stages decryption.

The decrypted content will be saved and passed to the next stage further on.

Page 5 of 20


https://hashdb.openanalysis.net/
https://leandrofroes.github.io/assets/images/icedid_crypter/xor_key_offset.PNG
https://leandrofroes.github.io/assets/images/icedid_crypter/xor_key_offset.PNG
https://leandrofroes.github.io/assets/images/icedid_crypter/config_parse_and_stages_dec.PNG
https://leandrofroes.github.io/assets/images/icedid_crypter/config_parse_and_stages_dec.PNG

https://leandrofroes.github.io/posts/Reversing-a-recent-IcedID-Crypter /

Stage 1 decryption and call

The LoadlLibraryA function is used to load a Windows DLL named dpx.dll . Once the base address of this
DLL is obtained via the return value of LoadlLibraryA it’s PE headers are parsed and it’s Export Directory

obtained. It then gets the first exported function from the dpx.dll file ( DpxCheckJobExists in this case):

dpx.dll loading and export table parsing.

Considering the DLL is loaded in the same address space of the malware module it’s content can be easialy
replaced and that’s exactly what the crypter does. The content of the Stage 1 that is present in the config is written
into the DpxCheckJobExists function. By default this stage is “encrypted” (XOR again!). After it’s written to the
mentioned function it’s decryted using a multibyte XOR calculation using the provided cmdline key as the XOR

key.

The final step of the Stage 0 (vcab export) is call the DpxCheckJobExists function from the dpx.dll, passing 5

parameters to it:

1. The malware DLL base address

2. The address of the “init” string (obtained from the malware config)
3. A struct containing information regarding the next stages

4. A struct containing information regarding the main payload

5. The XOR key used to decrypt the Stage 2, 3 and 4
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Stage 1 decryption and call.

Stage 1 (DpxCheckJobExists export)

This stage is the first “shellcode” involved in the chain. In order to analyze it (as well as the other shellcodes) I
dumped it from the process memory using the crypter config fields as a reference (e.g. offset and size). Once it’s
dumped we can pretty much load it in IDA and force the analysis. Since it’s a raw payload IDA will not load the
Windows type libraries so we need to do it manually by going to View -> Open subviews -> Type Libraries (or
simply Shift + F11). In the opened window we Right Click -> Load type library (or simply Ins) and add the library

that better fits our needs. In general I would go with the mssdk64_win1@ one.

The beginning of this stage involves a lot of manipulation of the information received via parameter of the
DpxCheckJobExists function. Other than that, a kind of new structure is created and receives some new

information. We’ll refer to this new structure as “final structure”:

mw_get_proc_cmdline
->mai
LODWORD (

LODWORD (

w_memcpy( ) ad_inf ddr, main_p

addr, nd_m

Example of the final struct manipulation.
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The format of this “final structure” is something similar to the following:

struct FINAL_STRUCT_INFO
{
char main_process_cmdline[2048];
char init_export_str[56];
LPVOID main_payload_addr;
QWORD main_payload_size;
QWORD config_xor_key;
LPVOID stage4_shellcode_addr;
QWORD stage4_shellcode_size;
char main_payload_content[7853];
char stage4_shellcode_content[3150];
Y

O 00 N O Ul A KN N =

—_ A
N 2

Fixing the next Stages

Considering the next stages are shellcodes and would use some functions from the Windows API there’s only 2
ways to make those adresses available: either via runtime linking performed by the shellcode itself (e.g. the API
hashing technique mentioned previously) or those function addresses needs to be written in the correct place

inside the shellcodes by an external payload. The Crypter approach is exactly the second one.

It uses the same API Hashing function to resolve 6 functions and then performs a byte pattern search inside both
the Stage 2 and 3 content in order to locate specific DWORD:s to be replaced by the addresses of the resolved

Windows functions. The list bellow shows each pattern searched and the API function used to replace it:
Stage 2:

e 0xA1A2A3A4A5: ZwCreateThreadEx
Stage 3:

e OxA1A2A3A4A9: RtlAllocateHeap

e 0xA1A2A3A4A7: ReadProcessMemory
e O0xA1A2A3A4AA: NtClose

e 0xA1A2A3A4A6: LoadLibraryA

e OxA1A2A3A4A8: VirtualProtect

e OxA1A2A3A4A5: CreateThread

The x64dbg view bellow shows an example of the Stage 3 content before and after the patch:
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QO000LFASLIZ000A0
O0000LFASLI000AS
000 00LFAS1I000AD
00000LFAS1I000B0D
00000LFAS1I000B3
00000LFAS13000BS5
00000LFAS1I000BF
O0000LFAS1I000C]L
00000LFAS1I000CT
00000LFASLI000CD
00000LFAS13I000D 4
000001LFAS13000DE
O0000LFAS1II000EZ
00000LFAS13000ES
00000LFAS1I000EC
OO000LFASLI000F3
00000LFAS1I000FD
00000LFAS1Z00101
00000LFAS13I00L0E
000001LFAS1I00L0A
O0000LFAS1I00L0D
00000LFAS1300113
O0000LFAS1Z0011T
00000LFAS1I0011E
00000LFAS13001ZS
00000LFAS1I00L2C
00000LFAS1I00L30
00000LFAS1300134
O0000LFAS1II00LET
00000LFAS13I00L3C
00000LFAS1Z00140
O0000LFAS13I00146
00000LFAS130014C
O0000LFASLII00L4F
00000LFAS1300153
000001LFAS130015 6
00000LFAS1I300L5 S
00000LFAS13I00LSF
O0000LFAS1Z00162
O0000LFAS13I0016D
00000LFAS130016C
00000LFAS1I00LGE
000 00LFAS1300LT1
00000LFAS1I00LT 4
00000LFAS1I300LT 6
00000LFAS1I300LTS
O0000LFASLIZ00LTD
O0000LFASLI00LTF
000001LFAS1300185
000001FAS130018S
00000LFAS130018D
00000LFAS13I00LEF
00000LFAS1I00192
00000LFAS1300135
00000LFAS1Z0019E
O0000LFAS1I00L2E
O0000LFAS13I00LAZ
00000LFAS1300LAG
00O00LFAS1I001AS
00000LFASII00LAA

L e N P T

492 BBCF

48:BE8 ATA4AZAZALODOM
44: BBCE

48: BED3

FFDO

45:BE AAA4ATAZALODOO
B5CO

OF &84 F2000000
BEEF 40080000
48: B8DE7 &00B0000
45:81C1 &0050000
48: 8987 3IB0OBOOOOD
48:03CF

C745 40 647078ZE
48:898F S00B0000
451 B8 AGA4AIAZALODOO
482 ED4D 40

C745 44 646C6C00
FFDO

48: B5C0O

OF84 ADOQOQOOO0D
4526348 3C
4C: 8D 4D 3B

491 BC ASA4AIAZALODOO
8E9401 SEB000000
BB4C0O2 24

8B5402 1C
48:03D0

441 0FBTO401
42:8B1CSE2

41:BE8 04000000
8B97 558080000
48:03D8

8365 38 00

45: BBCEB

41:FFD 4

BEEBF 58030000
452 8BD3

4C:BBE&F S00B0000
4582 85C2

74 17

41: BADD

49 FFCO

BEO2Z

48:FFC2

452 83E2 01

75 EF

SBEF 58080000
442 BE45 3B

4C: BD4D 3B

S5BD1

48: BBCE

41:FFD 4

45: 836424 25 00
4C: BBCF

836424 20 00
4C I BBC3

33D2

33C9

48:BE ASA4A3AZATOOOM

[l Ve

Stage 3 before the function patch

mow
mow
mow
mov

mow

rcx
rax JALAZAIA4AT
rod,co

rdx, rbx
ra

rsi JAlAZASALAL

test saw,=an
j& 1FAS13001C0

mov ecx,dword ptr ds: [rdi+840]
lea rax,gqword ptr ds:[rdi+860]
add rcx,s860

mov gword ptr ds:[rdi+838],rax
add rcx,rdi

mov dword ptr s lrbp+4Dl,EE B70G4
MoV qwor rdi+850] ,rcx
mov rax 1AEA3A4AE

1ea rcx, %51 [frbop+aof
mov dword ptr ss:|[rbp+44],6C6CE4
EEM rax

test rax,rax
je 1FAS13001C0
movsxd rcx,dword ptr ds:[rax+3C]

lea
Mo
mowv
mow
mow
add

movzx r3d,word ptr ds:

re,qword r ss:irbp+3s0
riz
edx, s: [rcx+rax+88]

ecx,dword ptr ds:[rdx+rax+24]
edx,dword ptr ds:[rdx+rax+1C]
rdx,rax

[rcx+rax]

mov ebx,dword ptr ds:[rdx+r8+4]
mov rad,4

mov edx,dword ptr ds:[rdi+858]
add rbx,rax

and dword ptr ss:|[frbp+38),0
mov Fox,rbx

EEl riz

mov ecx,dword ptr ds:[rdi+858]
mov rdx,rbx

mov r8,qword ptr ds:[rdi+850]

test rox,rcx
je 1FA31300185

Mo a1 byte ptr ds:[r&]

inc

mov bytE ptr ds: [rdx],al

inc rdx

sub rocx,l

jne 1FA91320016E

mov ecx,dword ptr ds:[rdi+858]
mov r8d,dword ptr ss: rbp+3il
lea r9,qword ptr ss:|rbp+33
mov edx,ecx

mov Fox,rbx

E&l riz

and gword ptr ss:Qrsp+2s),0
mov r9,rdi

and dword ptr ss:[@rsp+zofl,0
mov r8,rbx

xor edx,edx

XOr eCx, ecx

mov_rax

PR B L
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00007 FFBEDBC 1966 49: BBCF mow FCx 1t

00007 FFBEDBC 1969 48:B8 FOC4426CFETFOOmov rax J<kernel32.readProcessMemory= |
00007 FFEBEDBC197 3 44:BBCE mov rad,

00007 FFBEDBC197 6 48:BBD3 mov rdx,rbx

00007 FFBEDBC 19 FFDO call rax

00007 FFEEDEBC197E 48:BE 40CFEEGDFBFFOOqmov rsifJ<ntdll.NtClosex ]

00007 FFBEDBC 1985 BECO test eaxicoon

00007 FFEEDBC 1987 ~ 0OF84 F2000000 je user32.7FFBEDBC1ASBE

00007 FFEGDEC 198D SBEF 40080000 mov ecx,dword ptr ds:[rdi+840]
00007 FFEGDEC 1993 45:8D87 &0O0O50000 lea rax,gword ptr ds:[rdi+860]
00007 FFEEDBC 199A 48:81C1 &0080000 add rcx,860

00007 FFEEDEC19A1 48: 8987 38080000 mov gword ptr ds:[rdi+838],rax
00007 FFEGDBC 19A8 48:03CF add rcx,rdi

00007 FFEGDBC 19AE C745 40 &6470782E mow dwurd ptr SS:[rbp+4D], 787064
00007 FFBEDEBC19B2 48:898F 50080000 Mo

00007 FFEEDEBC19B9 48:B8 FOO4436CFBTFODM mowv

00007 FFBEDBC19C3 48:8D4D 40 lea "

DO00FFFBEDBC19CT C745 44 G46CECO0D mov  dword ptr 55 [rbp+44],GCGCG4
00007 FFEBEDBC19CE FFDO call rax

00007 FFBEDBC 1900 481 85C0 test rax,rax

ooQ07FFEGDEBC19D3 ~ OF84 ADOCOOO00 je user32.7FFBEDBC1ASBE

00007 FFEGDEC19D9 48: 6348 3C movsxd rocx,dword ptr ds: [rax+3c]
00007 FFBEDBC 190D 4C:BD4D 38 lea r9, =5

00007 FFEBEDBC19EL 49:BC FOBC 426CFBTFFOO mow r12 <Kerneliz.virtualProtects>
00007 FFBEDBC 19ER BB9401 BE000000 mov edx,dword pLr [ FCH+PaN+5s
00007 FFEGDEC 19F2 BB4C0OZ2 24 mov ecx,dword ptr ds:[rdx+rax+24]
00007 FFEBEDEBC 19F 6 8BS 402 1C mov edx,dword ptr ds:[rdx+rax+1c]
00007 FFBEDBC 19FA 48:03D0 add rdx,rax

00007 FFEGDEC 19FD 44:0FBF0401 movzx r8d,word ptr ds:[rcx+rax]
00007 FFEGDEC 1AD2 42:8B1CS82 mov ebx,dword ptr ds:[rdx+r8+4]
00007 FFBEDBC 1A06 41: B8 04000000 mov rad,4

00007 FFEBEDBC 1ADC 8B97 58080000 mow edx,dwurd ptr ds: [rdi+858]
00007 FFBEDBC1A12 48:03D8 add rbx,rax

00007 FFEGDBC 1A15 8365 35 00 and dword ptr ss:[frbp+3s],0
00007 FFEBEDBC1A19 458: BBCEB mov rcx,rbx

00007 FFBEDBC 1A1C 41:FFD4 call ri2

Q00007 FFEGEDEC LALF S8BEBF S 8080000 mov ecx,dword ptr ds:[rdi+858]
00007 FFEBEDBC 1A25 48:BBD3 mov rdx,rbx

00007 FFEGDEC 1AZ8 4C: 8B87 SO0OO080000 mowv 3 qwurd ptr ds:[rdi+850]
00007 FFEBEDBC 1A2F 48:85C9 test rCx,rcx

00007 FFBEDBC1A32 « 74 17 je user32 FFFEBEDBC1A4B

00007 FFEGDEC 1A34 41: 8400 Mo a1 ,byte ptr ds:[ra]

00007 FFEBEDBC1A37 49:FFCO inc

00007 FFBEDBC 1A3A 8802 Mo byte ptr ds: [rdx],al

00007 FFEBEDBC 1A3C 48:FFC2 inc rdx

00007 FFEBEDBC 1A3F 48:83E9 01 sub rcx,l1

00007FFBEDEBC1A43 ~ 75 EF jne user32.7FFEGDBC1AZ4

00007 FFEBEDEC 1A45 S8BBF 58080000 mov ecx,dword ptr ds:[rdi+858]
00007 FFEGDEC 1A4B 44:8B45 38 mov rad,dword ptr ss:[Brbp+3E)
00007 FFEGDEC 1A4F 4C:8D4D 38 lea r9,qword ptr ss:|frbp+33]
00007 FFEBEDBC 1AL 3 BED1 mov edx,ecx

00007 FFBEDBC 1ARS 48: BBCEB mov Fcx,rbx

00007 FFEEDBC 1AL S 41:FFD4 call riz

00007 FFEGDEBC 1ASE 48: 836424 28 00 and gword ptr ss:firsp+28Q,0
00007 FFBEDEBC 1A61 4L 1 BBCF mov r9,rdi

00007 FFEGEDEC 1AG4 836424 20 00 and dword ptr ss:ifirsp+20§,0
00007 FFBEDBC 1A69 4C 1 BBC3 mov ra,rbx

00007 FFBEDBC LAGC 33D2 xor edx,edx

00007 FFEBEDBC 1AGE 33C9 XOr eCx,8Cx

00007 FFBEDBC 1A7 0 48:B8 AOBS 426CFBFFOD mowv rax,fKErne s.lredtelhred
00007 FFBEDEC 1ATA FFDO call rax

Stage 3 after the function patch.

Syscall stubs usage

At this point (specially in the injection part) most part of the API calls performed would not rely on the regular

Windows DLLs and will use a crafted syscall stub array instead.

It first parses the ntdll exports and creates a kind of list of structs containing the addresses of the real syscall stubs,
organized in an ascending order based on it’s SSN (System Service Number), followed by the hash of the syscall
name (same ROR13 algorithm) and then the bytes (opcodes) responsible for performing the syscall instruction

(let’s say custom stub).
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Address Hex ASCTII
O00001FAS1310000 |60 CD EE &D 7 EA DD 49 DA[4C 8B D1 BS| Iimu...eYIUL.N,
000001FA91310010( 00 00 OO0 OD|OF 05 C3 00|80 CD EF 6DIFB 7F 00 00| ...u. A Timib. ..
000001FAS1310020|AD 20 F1 FA|4C 8B D1 B8|(01 00 00 0OO0|OF O5 C3 00|. AOL.R_...... A.
O00001FAS1310030 | AD CD EE 6DIFE 7F Q0 00(14 EA B9 05 |4C 8B D1 BS| fimh....& . L.R
000001FA91310040|02 00 00 OO|0OF O5 C3 00|CD CD EE EDIFB 7F OO0 OO0 ...... A ATimi
000001FAS1310050| 15 BE 1F 2A|4C 8B D1 B8(03 00 00 0O0|OF O5 C3 00| .%.*L.R_...... .
000001FA9L310060 |EQ CD EE €D zZ 85 87 2F 4C|4c sB DL B8 |afimi..... /LL.N,
000001FA91310070( 04 00 OO0 OO(0OF O5 C3 00 FE 00 Q0f...... Lo1Ami. ..
O00001FAS1310080| 44 9C 03 42 |4C BB D1 BS|05 00 00 OO|0OF O5 C3 00|J..BL.R_...... .
O00001FA91310090 |20 CE EE 6D |FB FF 00 0Q0(35 3F 4E E7|(4C 8B D1 BS| Iimi...57NCL.N.
000001FAS131004A0 |06 00 00 OO|0OF 05 C3 00|40 CE EE GDIFB 7F 00 00| cu.u.. .aTimi. ..
000001FA913100B0| 95 37 S5E 28|4C 8B D1 BB |07 00 00 O0|0OF 05 C3 00| .7A(L.R_...... A.
O00001FA913100C0 | g0 CE EE 6D |FB FF 00 QO(BF 57 35 0O8(4C 8B D1 BS| "Iiml...iws.L.N,
000001FA91210000( 08 00 00 O0|0F 05 C3 00|80 CE EE €D ri R T 4 1. [/
000001FASL3100ED|1E C1 12 CEB|4C 8B D1 BE|(092 00 00 00|OF 05 C3 00| .A.EL.N, ......A.
O00001FA913100F0 | AD CE EE GDIFB FF 00 QO(FE 13 89 AD|(4C 8B D1 BS| Iimil...~...L.HN,
000001FASL1310100|0A 00 00 OO|0OF OS5 C3 00(CQ CE EE &0 FE 00 00 ...... A.AYimi. ..
24 R3I F3I 9814C SR D1 BRIOBR 00 00 O0l0OF 08 €3 o0l $=6.1 A

OONONIEASTIZINTI0

stubs.

We can imagine that each entry in this list has the following fields:

S U1l B N N =,

struct SYSCALL_STUBS_INFO

{

QWORD syscall_stub_addr;
DWORD syscall_hash;
char stub_bytes[16];

b5

The “stub_bytes” field represents the following assembly instructions (custom stub):

mov r10, rcx
mov, eax,<id>
ret

Syscall

Once this list is created every time a function needs to be resolved it first sets the function arguments and then

calls a function responsible for getting the proper custom stub. This function receives the base of the created stub

list as well as the desired hash. The hash is then compared against each hash in the stub list and once it’s found the

respective custom stub is returned:
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ve_api_hash(h

'= hash )

reETUrn

ke 4C: 8EBD1 mov rlo,rcx

] BS 500001000 mov eax,5s0 50 P
L] OF05

. C3 ret

L 0080 DFEEGDFE add byte ptr ds:[rax-4%21123],al

-® « TF 00 jo 1FA9131079F

il 00CE add b1,cl

» 4A: 94 ¥chg rsp,rax

] 594C8E D1 mov dword ptr ds:[rbx+rcx*4-2F] ,ecx

L BES 51000000 mov 2ax,51 51:"Q°
. OF0S Eyscall

L C3 ret

. 00AD DFEEGDFE add byte ptr ds:[rax-4921123],ah

-® « TF 00 jo 1FA913107B7

8 00AL 41E0744C add byte ptr ds:[rcx+4C74E041],ah

] SED1 mov edx,ecx

L BES 52000000 mov eax,52 52:"R"
. OF 05

L C3 ret

- e - -1 -

Syscall stub example.

The usage of this approach usually is to avoid usermode hooks performed by AV/EDR engines as well as make the
RE process a bit more complicated since breakpoints in the regular API functions for example wouldn’t work as
expected. I’1l not go into more details regarding this technique cause there’s a thousand of reports about it

available already.
Process injection

At this point the preparation to inject into a target process begins and the “svchost.exe” process is the target of this

crypter.

First, the crypter obtains information from all the processes using the NtQuerySystemInformation function

passing the SystemProcessInformation parameter to it. By using this parameter a struct of type
SYSTEM_PROCESS_INFORMATION is returned for each available process. The field ImageName of this structure is

obtained, the same hash algorithm used before is applied to it and then it’s then compared against the expected

“svchost” hash. If there’s a match the process PID is obtained:
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mation = mw_get sys 5 ! emInformation_
re_api h 1
- api_ha:

A1l

EnvironmentBlo

onmentBl

Get list of process information.

Since the next stages would be injected into svchost process the function responsible for the injection receives our

“final structure” as a parameter. The injection function starts resolving multiple “custom syscall stubs” to be used:

Injection stubs resolving.

A call to NtOpenProcess is performed to get a handle to the svchost process using the collected PID. All svchost

threads are then enumerated and for each thread opened via NtOpenThread it creates an event using
NtCreateEvent , duplicate it to the target process using NtDuplicateObject and then queues an user APC

passing the NtSetEvent asthe APC function and the created event handle as it’s parameter. Once all the threads

had an APC queued it calls NtWaitForMultipleObjects passing a list of all event handles to it.

The injection approach used by this crypter is via a basic APC injection. APCs are basically a way to execute code
in the context of a thread and whenever the kernel receives a request to queue an APC it first checks the mode
(user or kernel) and then inserts the APC into the proper thread queue. In order to execute an user APC a thread

needs to be in an alertable state and this is why the calls mentioned above are used.
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These calls are a kind of preventive measure to make sure there’s a thread in svchost process in alertable state via

the duplicated events being triggered:

ClientId) )

, DUPLICATE_SAME

+count;
+is

punt, hEwvent_list, 1

Wait until an

object is ready.

Once the proper thread is identified the function WinHelpW is overwritten with the Stage 2 content and the
function WinHelpA with the Stage 3 content (both exported by user32.d1l ). For performance reasons once a
DLL is mapped to a process memory Windows tries to maintain the same address for all the other processes and
this is why use the addresses obtained from the main process (rundl32.exe) would match the addresses inside

svchost.exe process (considering the user32.dll is already loaded, of course).

A new hex pattern (OxA1A2A3A4AB) is searched in the Stage 3 content and replaced by the main process handle

and this handle is duplicated. This way the code injected in the target process would have access to the main

process memory. The final step of Stage 1 is then call NtQueueApcThread function to queue the tampared
WinHelpW function to the alertable thread, passing both the WinHelpA address and the “final struct” address in

the main process to it:
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, &hDupHand » DUPLICAT

), &hDupHar

final_struct_addr, ¢

Write Stage 2 and 3 content and queue an APC.

Stage 2 (WinHelpW export)

This is the first function executed inside the “svchost.exe” process and it’s job is very straight forward: it creates a
thread using ZwCreateThreadEx to call the tampered WinHelpA function (Stage 3) and passes the address of our

“final structure” inside the main process (rundll32.exe) as the thread function parameter.

3¢z 8EDC

| iticlewi] - Hide FPU

48:836C 68
3300

18:83¢8 FF 00007 FFBEDEEES70 <ntd11.zwCr eateThr eadexs

49:8943 ES
45:33C0 xor r
49:3343 EO

mov gword ptr BDX  0000000010000000
4318943 D8 REP  0000000000000000
49:8943 DO RSP  000D003D323FF3CO
894424 30 RSI  0O0001ACF7E35970
4918953 Co RDI  DOODOLACF7EGLESO
B4 00000010
s B BE 0000000000000000
Pradasalis ¢ R2  FFFFFFFFFFFFFFFF
b . R T B10  0000000000D0000D
48388 7oEseeaprarcoofnoy rax, itdll 2 eadex B
48:83C4 68 P o R1Z  0000000ODO00000O
ret R13  0000000000000000
830E 92 or dword ptr ds: R14  0000000000000000
00 RIE  0O000D0ODO000000
48:8B8C24 80000000
4C: 8BCE RIP  00007FFBEDBCL8A3 user32.00007FFBEDBC18A3
45:3BCE
4918804 mov_rdx,r1z =
s B i e % winnetss RFLAGS _ 0000000000000244
44:8BES mov ri3d,eax
4D: 85 FF test ris,ris ERORy SEORE R
~ OFE5_AA930100 ine user3z.7FFEEDEDACTE CERCIRERORRIER
481 85ED test rop,rbo
- OFS5 BF930100 jne user3z. 7FFEGDEDACIS LastError 00000000 (ERROR_SUCCESS)
48: 8 test rdi,rdi Laststatus C0000023 (STATUS_BUFFER_TOO_SMALL)
-~ 0FS5 D4930100 Jne_user3z.7FFEEDEDACET
D18 test riz,riz GS 0028 FS 0053
~ 0FS5 £9930100 jne user3z.7FFEEDEDACDS ES 0028 DS 0028
41:88C5 mov eax,r13d s 0033 g5 o028
48:8B5C24 90000000 | mov rbx,qword ptr ss:[frsp+a0]
48:83C4 40 add rsp, 40
. 41:5F pop ris <
o 4l:gE pop ris
= P Teen) o r1 Default (x64 fastcall)
. 4115C pop riz 1 rox 30 40
sF pop rdi o2 rax 10000000 10000000
. sE g r i r8 0000000000000000 0D0000000D00000D

2
B& 3

< > |4 ro FEFFFEFFEFEFEFEF FEFFFEEFEFEFEEEE

TITpT20] DOOO/FFECOECISI0 <users2. WinRelpA> (00D0YFFEGDECISIO

6: [rsp:2s 1CCDB33E230 000001CCDB33E230

Threadex>

WinHelpW call.

Stage 3 (WinHelpA export)

This stage is the one responsible for calling the final stage in this whole chain, which is the Snow Crypter loader
(Stage 4). The first thing done here is get the content of the loader inside the “final structure”. It does so by using
the address passed as the thread parameter and calling the ReadProcessMemory function to read the content from
this address. The access to the main process is possible cause a handle to it was written to this stage by stage 1

already:
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48,
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48:
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{BE FOC4426CFBTFOO]
:88CE

8803
F

48:BE 40CFEEGDFB7FOON
8sco

0F84 F2000000
888F 40080000
48:8D87
48:81C1
18:8987
48103CF
€745 40
48:393F
48:B8 FOD4426CFBTFOD]
48:8D4D 40

€745 44 G46CECOD
FFDO

48:85¢0

~ 0F84 ADDOOOOO

o e e

4C:8D4D

5580 Foacszscrarro0l Moy 13 <k

60080000
60080000
38080000

6470782E

Kernel3z,

Zntd11.NtClose:
Test eax,eax

:[rdi+838],rax

ss:[frop+aoll, 26787064
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ReadProces sMemory>

rax+3c]

R15  00000ODOODDOOSEE

RIP  0DOO7FFBEDBC1979 user32. 00007 FFBEDBC1979
RFLAGS  0000000000000244

ZF 1 PF L AF O

OF 0 SF O DF O

CFO TFO IF1

Lasterror 00000000 (ERROR_SUCCESS)
LastStatus COD0000D (STATUS_INVALID_PARAMETER)

G5 0028 FS 0053
ES 0028 DS 0028
€S 0033 S5 002B

ST(0) 00000000000000000000 XE7r0 EMDTV 0. 00000000000000000(
<

Default (64 fastcal

3
5: [rsp+20]

Ssemary>

Read the final structure from the main process memory.

6: [rsp+z8]

The LoadLibraryA function is then called to load the dpx.dll module again, but now inside the “svchost.exe”

process. The address of the DpxCheckJobExists function is resolved and replaced by the Stage 4 content (same

approach applied by the Stage 0 payload). The screenshot bellow shows the DLL being loaded, the export being

resolved and the Stage 4 content being written:

00007FFBEDBC19B2
00007FFBEDBC19B9
00007FFBEDBC19C3
00007FFBGDBC lQC_

&l
[][][][].FFBfDBCJ.SD[]
0O0D00FFFEEDEC19D3
00007FFBEDBC19D9
00007FFBEDBC 190D
00007FFBEDBC19EL
00007FFBEDBC19EB
00007FFBEDBC1IF2
00007FFEEDBCL1IF6
00007FFBEDBC1IFA
00007FFBEDBC19FD
00007FFEEDBC1ADZ
00007FFBEDBC1ADGE
00007FFB6DBC LADC
00007FFBEDBC1ALZ
00007FFBEDBC1ALS
00007FFBEDBC1ALY
00007FFBEDBC1ALC
00007FFBEDBCLALF
00007FFBEDBC1AZS
00007FFBEDBC1AZE
00007FFBEDBCLAZF
00D00D7FFEBGDBC1A32
00007FFBEDBC1AZS
00007FFBEDBCLAST
ODO0D7FFEEDEC1AZA
00007FFBEDBC LA
00007FFBEDBCLASF
00007FFBEDBC1A43
00007FFBEDBC1A45
00007FFBEDBC1A4B
00007FFEEDBC1A4F
00007FFBEDBCLAS 3
00007FFBEDBCLASS
[][](](]_FFB. BCJ.ﬂSO

<

48: 898F 50080000

48:B8 FO04436CFBTFOO0(

48:8D4D 40

C745 44 646C6C0O0
FFDO

48:85C0

0OF84 ADOODOODOD
48:6348 3C
4C:8D4D 38

49:BC FOBC426CFB7FOO@mov rilz,

8B39401 88000000
BB4C0Z 24
8B5402 1C
48:03D0
44:0FBT 0401
42:8B1CS82
41:B8 04000000
8B397 58080000
48:03D8

8365 38 00

48: 8BCB
41:FFD4

B8BBF 58080000
48: 8BD

4C:8B87 50080000
48:85C2

74 17

41: 8400
49:FFCO

8802

48:FFC2
48:83E9 01

75 EF

B8BBF 58080000
44:8B45 38
4C:8D4D 38
8BD1

48: 8BCB

41 FFD‘I

ptr
lea r9,qwurd ptr 551
<kernel3z.v
mov edx,dword ptr ds
mov ecx,dword ptr d
mowv edx,dword ptr
add rdx,rax

MOVZ X rsd word ptr
mowv ebx, dwurd ptr ds
mov rad,4

mov edx,dword ptr ds
add rbx,rax

“dpx.d11”

tlrax+3C]
[rhp 38
irtualProtect>

: [rcx+rax+5858]
rdx+rax+24]

ds: [rdx+rax+1C]

ds: [rex+rax]
s: [rdx+r8=4]

s:[rdi+858]

a Pt oo
mov_rcx,rbx

am riz

mov ecx,dword ptr ds
mov rdx,rbx

mowv rs,qwurd ptr ds:
test rox,rex

a1 .byte ptr ds:
inc

mowv byte ptr ds:[rd
inc rdx

sub rox,l

jne user3z.7FFBEDBC

0
mov r&d,dword ptr s
lea r3,qword ptr ss:
mov edx,ecx
mov rcx,rbx
EEm riz

DpxCheckJobEXxists export tampering.

DoT ol 0

s:[rdi+858]
[rdi+8s50]

[rs]
x] ,al

1A34

s: [rh
Brbp+350

rdi+s58: "N T

rox: "dpx.d11”

rdi+858: "Ny T

“dpx.d11”

rox: "dpx.d11”

rdi+858: "N T

“dpx.d11”

The tampered function (Stage 4) is then called viaa CreateThread call, passing the “final struct” (now accesible

locally) as the thread parameter:

PoOnZEERETAEE

<
e
S
@
2
-
@
S8
3
-]
]
-]
Kl

RIS 000ODOOOODDOOSSS

RIP  00DOTFFBEDEC197S user32.00007FFEEDEC197
RFLAGS  0000000000000244

ZF 1 PF L

OF 0 SF O DF O

CFO TFO IF1

8B8F_ 40080000
8:8D87 G00B000D LastError 00000000 (ERROR_SUCCESS)
8:81C1 §0080000 Laststatus COO0000D (STATUS_INVALID_PARAMETER)
48:8987 38080000
48: 03C| G5 0028 FS 0053
Craiofctz0;80 ES 0028 DS 00ZB
48:898F 5008 CS 0033 35 0028
15i88 Fooayasenarrood
48 8D- rbp-+4
e S [mpi_u]'G(G(G_‘ (;r(m 00000000000000000000 X87r0 Emptv_0.00000000000000000(
FFDO
48:85C0
~ DF84_ADODODOO je user32.7FFBEDBCIASE e
to-E a0 rovsxoiicxoRnpaor RS GeCSe] 1: rcx 000000D0000D0ESS DDDODDODDODOOSS &
4C: 8D lea ro,aword ptr ssifrbp: 2: rdx 00000LCCDB33E230 000OOICCDEIZE220
Soges Fracecioen 35180 F0RC126CrB7FOOI MOV 12 Srerneisa virTuaIPrbrects T 5
B
5: [rsp+20]
ssMemory> 6: [rsp+2s]

Stage 4 call via a new thread.

We finally reached the final stage! With access to the “final structure” this payload can read and decrypt the final

payload. The algorithm used to “decrypt” it is again a multibyte XOR operation using the key read from the initial
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config and then subtracting the byte next to the XORed byte in the array.

The result content is not exactly a valid PE file, it’s more of a struct containing a compressed binary as well as
some other information such as it’s size. This data is passed to a function in which seems to perform some sort of

decompression and then it returns both the fully “unpacked” PE file as well as it’s size.

Regarding the decompression algorithm used, I’m assuming it’s QuickLZ due to what I saw in IBM’s report, but

to be honest I know close to nothing about those type of algorithms so I’'m just assuming it’s true:

Final payload decryption and decompression.

Address Hex J
Q0000090 3287FFEBEC (40 14 EC FO9IAC O] 00 Q000 34 00 00|00 OO0 OO0 OO0 |0
000000SD3287FBFO| 00 00 00 DO[00 00 00 00|00 00 00 00|00 00 00 00| Decompression result.

Address Hex ASCIT

O00001ACFOECLI440 [ 4D 5A 90 00|03 00 00 00|04 OO0 00 OO|FF FF OO 00 | MZ. ... ivuena¥¥au
0o0001ACFOEC1450 | B8 00 OO0 OO|00 OO0 OO 00|40 OO OO0 OO|00 00 00 00 [ ae.ae.. [ ccooox
000001ACFOEC1460 |00 OO0 00 OO(00 OO0 OO OO0(00 OO0 O0 00|00 O0 O D0 «eeeeernaaananas
O00D01IACFIECLI470 (00 0D OO0 OO 00 0D OO0 QOO0 O OO0 ODDO 00 OO0 00| @oeeeeeaanna B...
0000 1ACFOEC1480 (| 0OE 1F BA OE|D0 B4 09 CD (21 BS 01 4C|CD 21 54 &8 .E..'.I!_.LI!Th

DODOD1ACF9EC1490| 69 73 20 70|72 6F 67 72|61 6D 20 63|61l 6E GE &F|is program canno
DODODLACFIECI4AD |74 20 62 65|20 72 75 6E|20 69 GE 20|44 4F 53 20|t be run in DOS

DOOOODLACFIECLI4BO| 6D 6F 64 65|2E 0D OD OA|Z4 00 00 00|00 0D 00 00|mode....$.......
DOOOOLACFIECLI4CO | 21 €9 10 93|65 AB 7E CO|65 A8 TE CO|65 AB TE CO|!E..e ~Ae ~As ~i
DODOOIACFIEC14D0 | 42 GE 05 CO|67 AB 7E CO|16 CA 7F CL|GE AS 7E CO|Bn.Ag ~A.E.An ~A
DODOOLACFIECI4ED| 65 AB 7F CO|4F AB 7E CO|83 CC 7A CL|6E AS 7E CO|e .A0 ~A.IzAn ~i
DODOOLACFIECI4F0| 83 CC 7E C1|64 AB 7E CO|83 CC 7C CL1|64 AB 7E CO|.I~Ad ~A.I|Ad ~A
DODOOIACFIECISO0 |52 69 63 68|65 AS FE CO|00 00 00 00|00 0D 00 00|Riche ~A........
DODOD1ACF9EC1510 (50 45 00 00|64 86 07 00|9A 9F 87 63|00 0D 00 00|PE..du..uuaCuva.

2T

AAAAAY Armarcaraal am oan oame oaadlera oan sa anlan s oA e s aa o Am oaon

Decompression result.

The final step here is the old manual mapping technique. A region of memory is allocated and then the clean
payload is mapped to it: it’s dependencies resolved via LoadlLibrary + GetProcAddress , realocation applied
and so on. The final payload is a DLL and has it’s Dl1lMain function executed, followed by the previously

mentioned init export function:

Final payload map and execution.

Some reversing shortcuts:
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In case you’re only interested in the final payload I have some shortcuts for you!

Considering the fact dpx.dll will be loaded at svchost.exe process and the execution will be transfered to the final

IcedID payload at some point we can use tools like Process Explorer, System Informer or Process Hacker and

search for any process that has the dpx.dll loaded. If it’s svchost.exe there’s a high chance this is our target.

After it we would just need to find an allocated region inside it that contains a PE file and dump it:

|Iﬂﬂ Find handles nrDLLsI:rﬁSysteminformaticn | O G X

work  Disk
PID CPU |/Qtotal.. Privateb.. Username Description
H 4672 1.54 MB Host Process for Windows Ser...
H 4696 .
B " Find Handles or DLLs *
: 4980
: 5524 e .
Filter: |dpx.dll I | [Jregex Find
H 3556
-
| 3640 Process Type MName Handle
3 3844 svchost.exe (5524) DLL C:\Windows\System32\dpx.dll I 0x7ffh571...
exe 5804 042 w64dbg. exe (3308) File C:\Windows\System32\dps.di oxc24
: 5064 u64dbg.exe (9308) Section C:\Windows\System32\dpax. dil 0xc58
s 548 x64dbg.exe (9308) Mapped file C:\Windows\System32\dpx.dll Ox1cb4577...
: 6516
H BE60
KErEXe 6296
rotocelH... 4424
dpx.dll search in Process Hacker.
Base address Type Size Protect... Use Total W3 Private W5 Sharesble W5 Shared W3 Lacked W5
0x7Ff20000 Private 4k R UUSER_SHARED_DATA 1k8 4kB 448
Dy 7ffed000 Private AkE R B swchost.exe (5524) (0x 180000000 - Ox130001000) - O *
~ 0x180000000 Private 3BkE AW
0x180000000  Private: Commit k8 AW 00000000 Bd Sa 90 00 03 00 00 00 04 00 00 00 ££ £Ff 00 00 MZ . ~
0x180001000  Private: Commit 12k RX 00000010 b8 00 00 00 OO 00 00 00 40 00 00 00 00 00 Q0 00 ..
0x 130004000 Private: Commit 4kB R 00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x180005000  Private: Commit aks RW 00000030 00 00 00 00 00 00 00 00 00 00 00 00 dd 00 00 00 .
0x180006000  Private: Commit sk8 R 00000040 Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c cd 21 54 &8 ! ITh
0x180008000  Private: Commit k8 AW 00000050 69 73 20 70 72 6 67 72 6L €d 20 €3 €1 6= €= €f is program canno
T st T4 2 65 2075 e 6 2 60 e 48 2 s 20 e e s
! " 00000070 6d 6£ 64 €5 2e 0d Od Da 24 00 00 00 00 00 O
0x5d32000000 Private 51248 R\“" Stack {thread 5525) 00000080 21 c9 10 93 65 a8 7e cO €5 a8 7e c0 €5 af Te
Dx3d32080000 Private 51218 RW Stack (thread 8520) 00000050 42 6= 05 cO &7 a8 Te c0 16 ca 7£ cl e a8 Te
0%9d32100000 Private 1,024k8 RW Stack (thread 3644) 00000020 €5 a8 7f cO 4f a8 Te cO 83 cc 7a cl 6e a8 7e
0%9d32200000 Private 1,024k8 AW Stack (thread 10192) 000000b0 83 cc 7e cl 64 a8 Te c0 83 cc Tc cl 64 a8 Te
0%9d32380000 Private 512k8 RW Stack (thread 5832) 0000000 52 69 €3 63 65 a8 Te €0 00 00 00 00 00 00 00
0%ad32400000 Private 51268 RW Stack (thread 5360) 00000040 50 45 00 00 64 86 07 00 9a S 87 3 00 00 00 00 PE..d...... c....
. - . et e - e m—— CIOICITIONa0E Oe CF e Ciee 00 e [ fa T N LI

Allocated memory search in Process Hacker.

The downside of this approach is that the file would be already mapped in memory so it would be aligned to a
page boundary and we would need to fix it. A better approach is to try to find the real final payload before it’s
mapped by the loader. Since that would be the raw binary it’s aligment will be all good and it will be way easier to

manipulate.

As we saw the earlier, the decompression function receives the decrypted final payload and returns the
uncompressed one as well as it’s size. If we perform a simple check in x64dbg hex dump we’ll see there’s 0x400
bytes (the headers) from the first byte of the file until the first byte of the .text section. Considering 0x400 is
usually the value of the File Aligment field in the IMAGE_OPTIONAL_HEADER we can assume this is the final
payload, clean and ready to be dumped!
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https://learn.microsoft.com/en-us/sysinternals/downloads/process-explorer
https://github.com/winsiderss/systeminformer
https://processhacker.sourceforge.io/
https://leandrofroes.github.io/assets/images/icedid_crypter/process_hacker_1.PNG
https://leandrofroes.github.io/assets/images/icedid_crypter/process_hacker_1.PNG
https://leandrofroes.github.io/assets/images/icedid_crypter/process_hacker_2.PNG
https://leandrofroes.github.io/assets/images/icedid_crypter/process_hacker_2.PNG

https://leandrofroes.github.io/posts/Reversing-a-recent-IcedID-Crypter /

Address

2X

O00001ACFIECLITDO
O00001ACFISECITED
QOODO1ACFIECLITFO
O00001ACFISECIE00D
Ooo001ACFRECIELD

00000 1ACFIECLIEZ0D
O00001ACF2ECIEZ0D
Oo0001ACF2ECLE40
O00001ACFIECLIES 0D
O00001ACFSECIEED
QOODO1ACFIECLIEFOD
O00001ACFOECIEED
Oo0001ACFRECIE20D
00000 1ACFIECISAD
O00001ACF2ECIEEBD
Oo0001ACFRECIBCO

£

588888
5888838

H.%%.H. 15.H. TS W
H.7 H.8H.0.0Q.A .
0..3ED.I.%..0..3
VH. OH. Au. . AD. . %
72T BE....x
9{.va.AHKE.D.D. [
D.T. L.AD.L.,L.D
.M. AT M.EL.A..I
VAAL L IVAT. &.uiyA

RES388838

48
48
30
FF

5C
EC
00
8B

BrEEE88888

=]
=]

39
44

=
2]

54
4D
41

4= M
2w

FF cz2

Command: [Cormands are comma separated (like assexmbly instructions): mov eax, ebx

| Paused | Dump: D00001ACFSEC 1440 -> 00000 1ACFSEC 183F (0x00000400 bytes)|

Alignment of the decompressed payload.

The only thing we need to do to dump it using x64dbg is select the 0x3400 bytes (unpacked payload size) in the
hex dump -> Right Click -> Binary -> Save to File. And there we go! A clean payload to be analyzed. We can

check it with DIE and see some of the known IcedID strings and names:

Mame Offset Type
Characteristics 0

TimeDateStamp
MajorVersion
MinorWersion
MName

Base

BlirmbharmFEimrtinne

General information.

MR

000043b2
00000001

MMl el el A

loader_dlli_g4.dll
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https://leandrofroes.github.io/assets/images/icedid_crypter/unpacked_payload_3.PNG
https://leandrofroes.github.io/assets/images/icedid_crypter/unpacked_payload_3.PNG
https://github.com/horsicq/Detect-It-Easy
https://leandrofroes.github.io/assets/images/icedid_crypter/main_payload_2.PNG
https://leandrofroes.github.io/assets/images/icedid_crypter/main_payload_2.PNG

https://leandrofroes.github.io/posts/Reversing-a-recent-IcedID-Crypter /

# OriginalFirstThunk TimeDateStamp ForwarderChain FirstThunk Hash Name
000040e0 Beadaldd SHELL32.dII

46da9247 msvert.dll

84128dd5

Hint Name

0025 WinHttpOpen

NinHttpConnect

nHttpQueryHeaders

WinHttpSendRequest

Size Type String

U Cookie: _s=
U

HEIE

IPHLPAPILDLL
NTDLL.DLL
GetMativeSystemInfo
KERMEL32.DLL

:_gid=
RtlGetVersion
;_ga=
GetAdaptersinfo

olCookie: __gads=

Some famous IcedID strings.
Conclusion

I hope you enjoyed the reading and if you have any feedback regarding this analysis I would love to know about
it.

Happy reversing!

Source: https://leandrofroes.github.io/posts/Reversing-a-recent-IcedID-Crypter/
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https://leandrofroes.github.io/assets/images/icedid_crypter/main_payload_3.PNG
https://leandrofroes.github.io/assets/images/icedid_crypter/main_payload_3.PNG
https://leandrofroes.github.io/assets/images/icedid_crypter/main_payload_4.PNG
https://leandrofroes.github.io/assets/images/icedid_crypter/main_payload_4.PNG

