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When I first got this malware sample, I thought this is a new variant of azorult because the strings, some code are
really the same but this malware does some features that azorult not and vice versa. This malware family is known

to be named as VIDAR that try to steal some sensitive information of the machine, browser, bitcoin wallet and etc.
Kill Switch:

The first part of this malware is a kill switch where it will exit its code if the LocaleName is either of the
following:

ru-Ru - Russian

be-BY - Belarusian

uz-UZ - Uzbekistan

kk-KZ - Kazakhstan

az-AZ - Azerbaijan

resource: http://www.lingoes.net/en/translator/langcode.htm

If LocaleName is not of those list, it will create a Mutex name base on the HardwareGUID & machineGUID of

the infected machine.

Sub_GetlocalName(&Lo
F { Sub_CheckSub5tr(& aleName,
Sub CheckSub5t alelame,
Sub_ CheckSub5t
Sub CheckSubSt
Sub CheckSub5t

sGUID = Sub_GetHwGUID( &hw(

UID = Sub GetMachineGU
~ = Sub Combine2GUI

Sub_operationDelet
Sub_operationDelet
Sub_operationDelet
if { GetlLastError(’

figure 1: the Kill switch
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Other Behavior:

It will now initialized a bunch of strings and commands that can be use as IOC for this malware.

idarStrInit p
push
push
mov
call Sub_5
mov 1pLibFileNam et aVaultcli dll
mow 1pProcName, offset aVaultopenvault

mow VaultCloseVault_4 D aVaultclosevaul

mov VaultEnumerateIltems_4t et aVaultenumerate
mow VaultGetItem 48C ffset aVaultgetitem

mov VaultFree 48C9D@, o aVaultfree

mow Select_Url_ 4 SelectUrlFromM

mow moz_profile_. 4 t aSMozillaFirefo

mow signon_sqglite, o t aSignons_sqlite

mow select_enc_username_ 0 et aSelectEncrypte

figure 2: part of string initialization

Then it will generate a random folder name in %programdata% directory and create a "files" folder inside it, that

will contain all the information it will parse in the infected machine.
&lpPathName,
Sub_operationDélete

c s_dir = Sub_StrConcat &lpPathMame, "\\files
' dir + 28) >

X
&lpPathName, "\\files

Sub_ope

( byte_48CAA5

Sub StrConcat Buff, &lpPathName, "‘\files\‘His

C Di oryA(hi
Sub_operationDelete ;
mload dir uff, &lpPathName, "\\files

figure 3: the generated folder for the information it steal.

then it will try to contact "http://ip-api.com/line/" to retrieve some network information of the infected machine

and log it to a "information.txt".
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mow b ptr [ebp+ConcatBuff], bl
push : pi comlL
lea =1; n

.
3

3 ¥ 1
mov byte ptr [ebp+Flag],
call Sub_internetOpen

jz

sub
mow
mo
push
call
call

figure 4: retrieving network information

The "files/information.txt" also contains several sensitive information of the infected machine that will be soon
send to its C&C server. The way it parse this stuff is really interesting, most of them are parse within registry or by

using Windows API.
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Vidar version: 5.2

Date: Mon Feb 18 11:19:27 2019
MachineT D ;

GUID: -eemmiesGesii il

Path: C:\Users\vidar.exe
work Dir: C:\ProgramData\711CXF2X846TFK4CWS8U

windows : wWindows 8[x64]

Computer Name: ViE——_—————

User Name: WS

Display Resolution: 800x800

Display Language: en-US

Keyboard Languages: English (United States)
Local Time: 18/2/2019 11:19:28

TimeZone:

[Hardware]

Processor: NN
CPU Count: 1

RAM: 1023 MB

VideoCard: virtualBox 3D

[Network]

IP:

Country: ()
City: (O

ZIP:
Coordinates: ,
IS5P: ()

[Processes]

- System [4]

—————————— smss.exe [284]
- ¢€srss.exe [348]

- wininit.exe [388]|

- ¢srss.exe [400]

- winlogon.exe [436]

- services.exe [492]

- lIsass.exe [508]1

figure 5: information.txt

It also has a features to steal some known bitcoin wallet: Ethereum, Electrum, ElectronCash, Exodus, MultiDoge,
JAXX.
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Sub_nemCDpyd of aBi:r_ dat

[ecx]

Sub_memCopy4
aFilesWallets
+va ]
lpPathName ; int
; int

1],

1pMultiByteStr

int

figure 6: bitcoin wallet parsing
It also do some sub-string check in wallet.dat for noteworthy strings.

Sub_memCopy ( &WideCh:

it ( Sub CheckSubStr
-1; |
Sub_ CheckSubStr|

. - 3
Sub CheckSubStr

Vi1,
Sub_ CheckSubStr|

. _-',
Sub_CheckS5ub5t
35

Sub_CheckSub5t

5;

Sub_CheckS5ub5t
5

Sub_CheckSub5t

'3
Sub_CheckS5ub5t

Sub MultiByteTolWi
*(v2 + 20) »= 8u

.cFilelame,
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figure 7: checking substring in wallet.dat

Can do some screenshots of the infected machine.

push
moy

push
push

push
push
mm—

push
call

push

push

call

push

cal

moV

push

push

call

push

push

push

push

call

push

push

push # ]
push offset almagelpeg_©
push ' Sub_EncodeBitmap
push . ; hdc
call

push

push

push

call Sub_Screenshot

add

push

call

pop

pop

mov

figure 7: creating screenshots

It also tries to parse some credentials within different browsers.

Page 6 of 10



https://tccontre.blogspot.com/2019/03/infor-stealer-vidar-trojanspy-analysis.html

func_killProcess(aFirefox exe 48(C974);
func_killProcess(aPluginContaine_48C894)

func_killProcess(alpdate notifie 48C9B4);

func_mapping5qlDB , aMozillaFirefox_48C994, aMozillaFiref B 48 IBZE};
func_mapping5qlDB(vl, aPaleMoon_ 48928, aMoonchildProdu_ A8C87
func_mappingSqlDB , aWaterfox ABCBEC, aWaterfoxProfil A8C94
func_mapping5qlDB , alyberfox ABC8B0, aBpecxstudiosCy A8C92
func_mapping5qlDB , abBlackhawk_438 LEfBJ alletgateTechnol_48C948) ;
func_mapping5qlDB , alcecat 48C838, aMozillalcecatP_ 18);
func_mapping5qlDB( 1 ; 97L, akMeleon_8 48C3D8);
func_parselredential il auoonlethrome - ABC990, aGoogleChromels ASCBE4);
func_parseCredential(vl, 1, aChromium_48C898, aChromiumUserDa A8 tQ”“;j
func_parseCredential 1, akKometa ASCEAS, akKometalserData_ 48C

func parseCredential(vl, 1, afAmigo 48C948, aAmigoUserData_dE'EEE
func_parseCredential , 1, aTorch_48C9%84, aTorchUserData_48C91C
func_parseCredential , 1, aOrbitum_ 48C978, aOrbitumlUserDat 48C8D4) ;
func_parselredential , 1, aComodoDragon_48C99C, aComodoDragonUs_48
func_parseCredential 1, aNichrome A8C8A4, alNichromeUserDa_ A8C
func_parseCredential(vl, 1, aMaxthon5_A8C8&F8, aMaxthonSUsers A8CS
func_parseCredential. 1, aSputnik 48C828, aSputnikUserDat 48CE:
func_parseCredential(vl, 1, aEpicPrivacyBro_48C988, aEpicPri ﬂa:yB 5 4utuF4
func_parseCredential , 1, aVivaldi 4?F96C, aVivaldilUserDat_48C9C8);
func_parselredential , 1, aCoccoc_48C83C, aCoccocBrowserl 48C9
func_parseCredential , 1, alran_48 LQﬂLJ alcozmedialranl 48C8FC
func_parseCredential 1, aQipSurf A8C958, alipSurfUserDat_ 48C );
func_parseCredential(vl, 1, aCentBrowser 48C878, aCentbrowserlse 48CBIC);
func_parseCredentiali. 1, aElementsBrowse 48C924, aElementsBrow 8 A48C964);
func_parseCredential(vl, 1, aTorbroBrowser 48C9A8, aTorbroProfile 48C840)
func_parseCredential , 1, aSuhbaBrowser_48(C854, aSuhbalserData_48
func_parselredential , 1, aMustangBrowser A8C9BC, rafotech dﬂfggﬂ;j
func_parseCredential , 1, chedot_browser 48858, chedot 48C378)
func_parseCredential 1, ,

func_parseCredential{vl,

figure 9: parsing credentials in different browsers

and for browsers that using sql database for saving cookies, log-in information, history and etc. it will download

several normal dll file from its C&C server to execute SQL command to parse those information.
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NSS_Tnit_48CAF@

NSS_Shutdown_.

PK11 GetInternalkKeySlot 48CACS
PK11_FreeSlot 4A8CAE4 = ( :
PK11 Authenticate 48CAFC
PK11SDR_Decrypt .

sqlite3_open_4
sqlite3_prepare_
sqlite3 step 4

( NS5 _Init_ABCAFR
NS5_Shutdown_48CB18
PK11 GetInternalKeySlot 48CACS
PK11 Authenticate_ 48CAFC
PK11SDR_Decrypt A8CAEB
PK11_FreeSlot 48CAE4 )

figure 10: nss3.dll for parsing sqlite db of browser

after parsing all the sensitive information, it will delete all those dll's to erase its footprints in the machine.

ABCBAS;
1t = dword 48CBAC;

figure 11: delete foot prints

it also has a function where it enumerate the outlook signature and look for "Password entry".
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wordRegValueInRegistry(

iSizeOfUnicodeString(

Then it it will send a post command to its C&C server that contains the zip of all logs it parsed in the infected

machine.

%
--1BEFBAS7BE118FDAG /A
Content-Disposition: form-data; name="fcount"

%)
--1BEFBAS7BE118FDAG /A
Content-Disposition: form-data; name="telegram"

%)
--1BEFBASVBE110FDAGTA
Content-Disposition: form-data; name="ver"

5.2

--1BEFBASFBE118FDAG A

Content-Disposition: form-data; name="logs"; filename="_45ddlcc5-3655-4f
Content-Type: zip

PK...._... ¥xRRMN. .. .. ... ... Jinformation . txtUT

Conclusion:

This malware really show some interesting stuff how to grab some sensitive information within a windows

system where it taking advantage several data keeps by browser, bitcoin wallet and many more.
I0C:

Shal: 29818d101ebd8216bcaf627b4a5a0bcb753343ad
Sha256: 076bf8356f73165ba8f3997a7855809f33781639ad02635b3e74c381de9c5e2¢

YARA:
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import "pe"

rule vidar_win32_unpack {
meta:
author = "tcontre"

description = "detecting vidar unpack malware"
date = "2019-03-11"
sha256 = "076bf8356f73165ba8f3997a7855809f33781639ad02635b3e74c381de9c5e2¢"

strings:
$mz = { 4d 5a }

$s1 = "SELECT host, name, value FROM moz_cookies" fullword
$s2 = "Vidar Version:" fullword
$s3 = "card_number_encrypted FROM credit_cards" fullword

$c0 = "softokn3.dll" fullword
$c1 = "nss3.dll" fullword

$c2 = "mozglue.dll" fullword
$c3 = "freebl3.dll" fullword

$codel = { C6 45 FC 30 E8 ?? ?? ?? ?? 83 78 14 08 C6 45 FC 31 72 02 }

condition:
($mz at 0) and all of ($s*) and 2 of ($c*) and all of ($code*)

}

Source: https://tccontre.blogspot.com/2019/03/infor-stealer-vidar-trojanspy-analysis.html
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