
Threat Group Cards: A Threat Actor Encyclopedia
Archived: 2026-04-05 14:30:32 UTC

Home > List all groups > List all tools > List all groups using tool RELOADEXT

 Tool: RELOADEXT

Names RELOADEXT

Category Malware

Type Info stealer

Description
(Volexity) In one case, following successful compromise of a victim’s macOS device, Volexity
observed StormBamboo deploying a Google Chrome extension to the victim’s device. Volexity

tracks this malicious extension under the name RELOADEXT.

Information
<https://www.volexity.com/blog/2024/08/02/stormbamboo-compromises-isp-to-abuse-

insecure-software-update-mechanisms/>

Last change to this tool card: 27 August 2024

Download this tool card in JSON format

All groups using tool RELOADEXT

Changed Name Country Observed

APT groups

  Bronze Highland 2012-Jul 2024  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4a1ec054-bbdb-40b2-a58c-02f915c7f9d1
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