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 Tool: DarkRAT

Names DarkRAT

Category Malware

Type Backdoor

Description

(PCRisk) DarkRAT is one of many remote access tools (RATs) used to control connected
computers remotely. Unfortunately, in many cases, cyber criminals trick people into installing

RATs onto their systems and then use them to steal personal details, infect systems with
malware, and cause other damage.

Information <https://www.pcrisk.com/removal-guides/15893-darkrat-malware>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.darkrat>

Last change to this tool card: 05 April 2022

Download this tool card in JSON format

All groups using tool DarkRAT

Changed Name Country Observed

APT groups

  TA2541 [Unknown] 2017  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=5c89dfdf-2bc5-4cd2-a4dd-8d2caf447ddd

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=5c89dfdf-2bc5-4cd2-a4dd-8d2caf447ddd
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