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The NukeBot banking Trojan: from rough drafts to real threats
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This spring, the author of the NukeBot banking Trojan published the source code of his creation. He most

probably did so to restore his reputation on a number of hacker forums: earlier, he had been promoting his

development so aggressively and behaving so erratically that he was eventually suspected of being a scammer.
Now, three months after the source code was published, we decided to have a look at what has changed in the

banking malware landscape.

NukeBot in the wild

The publication of malware source code may be nothing new, but it still attracts attention from across the IT
community and some of that attention usually goes beyond just inspecting the code. The NukeBot case was no
exception: we managed to get our hands on a number of compiled samples of the Trojan. Most of them were of no
interest, as they stated local subnet addresses or ‘localhost/127.0.0.1° as the C&C address. Far fewer samples had
‘genuine’ addresses and were ‘operational’. The main functionality of this banking Trojan is to make web

injections into specific pages to steal user data, but even from operational servers we only received ‘test’ injections

that were included in the source code as examples.

Test injections from the NukeBot source code

The NukeBot samples that we got hold of can be divided into two main types: one with plain text strings, and the
other with encrypted strings. The test samples typically belong to type 1, so we didn’t have any problems
extracting the C&C addresses and other information required for analysis from the Trojan body. It was a bit more

complicated with the encrypted versions — the encryption keys had to be extracted first and only after that could
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the string values be established. Naturally, all the above was done automatically, using scripts we had developed.
The data itself is concentrated in the Trojan’s one and only procedure that is called at the very beginning of

execution.

int sub_4616886() int sub_4B8160868{)
{ {

HHODULE v@; // eax@1 int ve; £/ eax@l

int v1; /7 SThh @ const CHAR =u1; // SThh 4@

HHODULE hHodule; /7 STLC_L@E1 HHMODULE w2; 7/ eax@i

int vd; /7 ST34 @1 int w3; 7/ ST74_4@1

int vb; // STHB:N@1 HHODULE hHodule; /7 ST7C_4@E1

int w5; /7 ST48 @4 " " int uS; // ST64 4@1

int vé; /7 ST3C_uE1 CLEAN int 5 fF ST78_4E1

int v7; /7 edi@1 VERSION int ; /7 ST7B_hEd

int 3 £ ST38 @ int s £ STHC_uEd

int s A7 ST38_hEd int 3 FF edi@

int v18; /7 ebz@1 int 5 /4 STH8_4@Ed

int v11; /7 ST2C_a@1 int s A7 STéeB_h@

int v12; /7 ST28_ @1 int ; £/ ebxEl

int vi3; /7 ST24 4@1 int 3 /7 STSC 4@

int result; // eax@1 int 5 /4 STGHE 4@

int s /7 STGh @

dword 486294 int result; /7 eax@i
dword_4B62806
dword_4B6284
dword_4B6288
dword_48628C
dword_4B62908
dword_4B627C
dword_4B6480
dword_ 486484
dword_4Bo488
dword_4B648C
dword_4B864908
dword_ 486494
dword_4B6498
dword_4B649C
duword_LB64ne i32. 5 dword_L4B84AN sub_4849F6({int)""%Ebhpz™BH#[*, "RUPFCHPTO?", 18);
dword_4864A4 - H dword_4884A8 Sub_BOUOF6((int)"C<+5:_&\R1B,58 "GYYFSBHSHYJ™, 11);
dword_4B64A8 rsion. 8 dword 4BB4AC sub_4O49F6{{int)&unk_48518C R2IWC™, 9);
dword_4B64AC i. dword_LB84BO sub_BO49F6 ({int)"t259y +E{U “UWJPLNIUZQIY™, 11);

vl = sub_4849F6{ (int)&unk_485838, “SLUZBES7ZSOUWMG™, 15);
dword_L4B828%4 a;

dword_488280 va;

dword 4BB27C sub_BO49F6({int)"n8-[=g72B=\\iI#iC", “ANDSRHHSBOSGIKI",

| — duord_488486 = sub_ABA9FG((int)&unk_48506C, "1T5JC6HIBE", 10);
(int)"User32.d1l1"; 1pLibFileHame = (LPCSTR)sub_4@49F6( (int) "y<7=(/fstty-"", “2YEDHCUAZEXA™
“Kernel32.d11"; dword_4BB4BE sub_BB49F6({int)&unk_4B50A8, "J7LLBGICHGNG616", 14);
{int)"KernelBase.d1l"; dword_ 488480 sub_BO49F6{ {int) yy==y h=67 "1NJADOFYZS™, 18);
“msvcrt.dll™; dword_LB8408 sub_4B49F6{ {int)"-E=\' "CANNOGJFG', 9});
dword_L4B8404 sub_4B849F6({int)&unk_4858FL, J78172085M6", 11);
"Shlwapi.dll"; dword_L4LBB4O8 sub_BB49F6((int)&unk_48518C, "BIMOLHAZAIS", 11);
"Shell32.d11"; dword 4BB49C sub_4O49F6({{int)&unk_485124, "UIZ2IGSSYRES™, 11);
“Securd?.dll”; dword_LB84A0 sub_4049F6{ {int)"q%tR? :pku. _ "OAN3I0SCYXJIL3"", 12);

dword_LB64BA ini 8 -5 dword_L4B84BY sub_4B849F6({int)"# Zvinh-Ut", “DD3EBFIOH", 9);
dword_4864B4 i32. - dword_4884CEC sub_4B49F6({int)&unk_4051D4, ACXUZNCEUD", 11);
dword_4B64CC {int)"HessageBoxA™; dword_4884D8 sub_4O49F6{{int)&unk_4051F8, “H7MLJOJ4FSWCOOFPYHAN™, 28);
dword_4B64D0 etWindowsDirectoryA™; dword_LBBLCE sub_4049F6{ {int)&unk_405224, "TIKUSTWSHAZOICAFARS™, 19};
dword_4064C8 HdeCharToMultiByte dword_4884DY4 sub_4B840F6 ( {int)&unk_485244, “T604H4AZLGD™, 18);
dword_4864D4 dword_4884D8 sub_BOUOF6((int)"%=E8 ZH>q", "RYSJILIXA™, 9);
dword_4B64D8 -1 dword_ 4BB4DC sub_4O49F6{{int)&unk_48527C, "SZ2HOEJGEYOAYHLKOQEH", 19};

ultiByte dword_4BB4ED sub_#049F6{ {int)"[P)%>1", "61EIOR", 6);

Fee’ dword_LBBL4EYR sub_4B849F6({int)S7UN"", USH3IGT, 4);

LABLES sub_BB4OF6({int)&unk_4052CH, "AHASBEFI1SEOEXS", 14);
"WriteProcessHemor d_4OS4EC sub_4O49F6{{int)&unk_4O52E4, “KOH3(0TE812WOBORL6UZ™, 18);

reateRemoteThread"; sub_u049F6{ {(int)&unk_48530C, "PYIRPSXIGSFGUZDJIUZ", 18);
dword_4B64F4 [4 ™ i o] P LPCSTR)sub_4B49F6( {int)Eunk_485338, “DCSEHIRDACUY™, 12);
1pProcHame = “GetProcAddress'™; (LPCSTR)Sub_uB49F6{ (int)&unk_48535@, “PUNBYYBFLSGING, 14);

A comparison of the string initialization procedure in plain text and with encryption.

Decryption (function sub_4049F6 in the screenshot) is performed using XOR with a key.

i in range(len(s)):

chr({ord(s[1]) " ord(k[i

Implementation of string decryption in Python

In order to trigger web injections, we had to imitate interaction with C&C servers. The C&C addresses can be

obtained from the string initialization procedure.

When first contacting a C&C, the bot is sent an RC4 key which it uses to decrypt injections. We used this simple

logic when implementing an imitation bot, and managed to collect web injections from a large number of servers.

Initially, the majority of botnets only received test injects that were of no interest to us. Later, however, we

identified a number of NukeBot’s ‘combat versions’. Based on an analysis of the injections we obtained, we
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presume the cybercriminals’ main targets were French and US banks.
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Example of ‘combat-grade’ web injections

Of all the Trojan samples we obtained, 2-5% were ‘combat-grade’. However, it is still unclear if these versions
were created by a few motivated cybercriminals and the use of NukeBot will taper off soon, or if the source code
has fallen into the hands of an organized group (or groups) and the number of combat-grade samples is set to

grow. We will continue to monitor the situation.

We also managed to detect several NukeBot modifications that didn’t have web injection functionality, and were
designed to steal mail client and browser passwords. We received those samples exclusively within droppers: after
unpacking, they downloaded the required utilities (such as ‘Email Password Recovery’) from a remote malicious

Server.

Kaspersky Lab products detect the banking Trojans of the NukeBot family as Trojan-Banker.Win32.TinyNuke.
Droppers containing this banking Trojan were assigned the verdict Trojan-PSW.Win32.TinyNuke.

MD5

626438C88642AFB21D2C3466B30F2312
697A7037D30D8412DF6A796A3297F37E
031A8139F1EOF8802FF55BACE423284F
93B14905D3B8FE67C2D552A85F06DECS
A06A16BD77A0FCB95C2C4321BE0D2B26
0633024162D9096794324094935C62C0
9E469E1ADFOAAEO6BAEG6017A392B4AA9
078AA893C6963AAC76B63018EE4ECBD3
44230DB078D5F1AEB7AD844590DDC13E
FAF24FC768C43B95C744DDES51D1E191
8EBEC2892D033DA58A8082C0C949C718
6DC91FC2157A9504ABB883110AF90CC9
36EBOBDEFB3899531BA49DB65CES894D
D2F56D6132F4B6CA38B906DACBC28AC7
79EGF689EECB8208869D37EA3AF8A7CA
9831B1092D9ACAEB30351E1DB30E8521
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