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ABCD Ransomware

LockBit, LockBit 2.0 Ransomware
Lock2Bits Ransomware
LuckyDay Ransomware

LockBit NextGen

LockBit 3.0 Ransomware

LockBit 4.0 Ransomware

LockBit 5.0 Ransomware

(mudpoBabIIMK-BBIMOraTe/b) (MePBOMCTOYHHK)

Translation into English

OTOT KPHUITO-BbIMOTaTe b IHU(PYeT JaHHbIe KOMITaHHH 1 Or3Hec-monb30Baresieii ¢ momorgpio AES + RSA, a
3areM Tpebyet BeIKyN B # BTC, uro0b!I BepHYTH (aiinbl. OpurrHaabHOe Ha3BaHHe: B PaHHUX BapHaHTAaX B 3alliCKe
He ObUTO yKa3aHo. [ToTomy 15 9TOM CTaThul TIepBBIM OBLTO BEIOpaHO Ha3Banve ABCD 1o ucronb3yeMomy
paciipenuio .abed.TTo3xe, B KoHile fekabpst 2019, B Kozie ¥ Ha3BaHWM TOSIBHUIOCH C/10Bo LockBit, moTom cTasio
UCI0/b30BaThCst paciurpenue Jockbit. [lanbie — Gosbine. IToxoyke Ha TO, UYTO BEIMOraTe/M He 3HAIOT Kak cest
Ha3BaTh U MOCTOSTHHO MEeHSIIOT Ha3BaHusl. 1o npeBapuTenbHBIM U YaCTUYHO [10ATBEPsKAeHHbIM JaHHBIM CpeJu
TeX, KTO CTOUT 3a pacrpocTpaHeHreM paHHUX BapuaHToB ABCD, LockBit cToAT pyccKosi3blUHbIe XaKepbl, B TOM

uyucie rpakgane Poccny, Ykpannsl, CIITA, Kanage! v ApyTryX CTpaH.

Eije mo3e nosiBuiuch 6osee HoBble Bepcud: 3.0, 4.0, 5.0. CM. HiKe 0OpasIibl.

OGHapyxeHHs:

DrWeb -> Trojan.Encoder.29662, Trojan.Encoder.30295, Trojan.Encoder.30886, Trojan.Encoder.31783
BitDefender -> Gen:Heur.Ransom.Imps.3, Gen:Heur.Ransom.Imps.1, Trojan.GenericKD.33815280, A Variant Of
Win32/Kryptik. HDGL
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Malwarebytes -> Ransom.LockBit

McAfee -> RDN/Ransom, Ransom-Lkbot!75C039742AFD

Microsoft -> Ransom:Win32/LockBit.A!MTB, Ransom:Win32/LokiBot!MSR
ESET-NOD32 -> A Variant Of Win32/Filecoder.NXQ

Avira (no cloud) -> TR/Downloader.Gen, TR/Crypt.ZPACK.Gen

Symantec -> ML.Attribute.HighConfidence, Downloader

© I'eneanorus: LockerGoga > MegaCortex > Good (Goodmen), ABCD
(LockBit), PhobosImposter > Lock2Bits > LockBit 2.0 > LockBit 3.0 > CriptomanGizmo u apyrue
> LockBit NextGen

e
e

®

M306pa>keHre — JIOTOTHIT CTaThH

K 3ammdpoBanHbIM (atinam nobaensiercs pacinvpenue: .abed Buaumanmue! HoBble paciivipenusi, email u
TEKCTBI O BBIKYTIE MO>)KHO HAWTH B KOHIIe CTaThy, B 0OHOBIEeHUsIX. TaM MOTYT OBITb Pa3Iiuus C ITePBOHAYATLHBIM

BapUaHTOM.

AXTHBHOCTb PaHHEr0 BapUaHT 3TOTO KPUITO-BBIMOTATe IS TIPUIILIACH Ha cepeaunHy okTsops 2019 r. [To3xke
BbIMOTraTe/y NpyuAyMaiy 3ToMy "uyay" Ha3BaHHe U CTalu pacrpocTpaHsaTh 370 Kak LockBit. OpueHTHpOBaH Ha
aHTTIOSI3bIYHBIX TT0/Th30BaTe/Iel, UTo He MelllaeT PACIIPOCTPAHSThH ero 1o Bcemy Mupy. B siuBape 2020

noctpazasiive 66utr u3 CIITA, Tepmanuu, @pannyu, Kutast.

3armcka c TpeboBaHreM BBIKyTIa Ha3biBaeTcsi: Restore-My-Files.txt
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Cojep)xaHue 3aNMCKH 0 BBIKYIIe:

All your important files are encrypted!

There is only one way to get your files back:

1. Contact with us

2. Send us 1 any encrypted your file and your personal key

3. We will decrypt 1 file for test(maximum file size - 1 MB), its guarantee what we can decrypt your files
4. Pay

5. We send for you decryptor software

We accept Bitcoin

Attention!

Do not rename encrypted files.

Do not try to decrypt using third party software, it may cause permanent data loss.

Decryption of your files with the help of third parties may cause increased price(they add their fee to our)
Contact information: goeila@countermail.com

Be sure to duplicate your message on the e-mail: gupzkz@cock.li

Your personal id:

DR2JZobWr9AxQofCDEkqc8wZxBVcgqHrwHxURb/Ty6zmkjUAbPIY6QpYLTInhROL

skokok sk ok

ITepeBop 3anicKu Ha PYCCKHI SI3BIK:

Bce Barm BaskHble (aiinel 3amrpoBaHs!!

EcTb TOSIBKO OJJWH CTIOCOO BEPHYTH BallIK (haiiyibl:

1. CesKUTECH C HAMU

2. OrmipaBbTe HaM 1 /11060# 3armdpoBaHHBINA (aii 1 Balll TMYHBIA KTHOU

3. MelI pacmdpyem 1 daiin g5 Tecta (MaKCUMasTbHBIN pa3Mep (atina - 1 MB), 3To rapaHTUPYET, UTO Mbl MOXKEM
pacirdpoBarh Balliy Gaisibl

4. OnnaTuTh

5. MBI BeIlJIEM BaM NIPOrpaMMy paciun(poBKU
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MBI ipUHUMaeM OUTKOWHBI

Buumanue!

He nepenmMeHoBbIBaliTe 3amndpoBaHHble (haiibl.

He mpiTaiirecs pacimdpoBars C TOMOIIBI0 CTOPOHHUX ITPOTPAMM, 3TO MOKET TIPUBECTH K ITOCTOSIHHOM roTepe
JlaHHBIX.

PacimgpoBka Balmx (aiiyioB C TIOMOLIBIO TPETHHX JIUL] MOXKET TIPUBECTH K MTOBBILIEHHIO I1eHbI (OHU 00aBIstoT
CBOIO TIaTy K Hallleid)

KonTtakTtHas nHpopmanust: goeila@countermail.com

He 3a0yapbTe npoay6vpoBarts Baiiie coobiieHve Ha email: gupzkz@cock.li

Bam nuuneii id:

DR2JZobWr9AxQofCDEkqc8wZxBVcgqHrwHxURD / Ty6zmkjUAbP1Y6QpY LTInhROL

skokskokok

[Bcero 1708 3HakoB]

Texnuueckue geTaau

MoKeT pacrpoCTpaHsIThCS MyTEM B3/I0Ma Uepe3 He3alluileHHY o KoHpurypauuto RDP, ¢ nomorpto email-criama
Y BPE/IOHOCHBIX BJIOYKEHHM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIUIOUTOB, BPEJOHOCHOU PEK/IaMbl, BeO-UHXXEKTOB,

(apIIMBBIX 0OHOBJIEHHH, ITeperTakoBaHHbIX 1 3apaXKEHHBIX NHCTAIIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacrpocTpaHeHHsT KpUITTOBBIMOraTesiel" Ha BBOJJHOM CTpaHHMIle bJora.

OHy)KHO BCeryja UCI0/1b30BaTh AKTYalIbHYI0 aHTUBUPYCHYIO 3auTy!!!

Ecu BbI ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aluToi Kinacca Internet Security i Total Security, To

X0Ts1 OBl ZienaiiTe pe3epBHOe KOMMPOBaHKWe BaXKHBIX (aiiyioB 1o MeToxy 3-2-1.

» Vcnionb3yet TexHosoruio ooxoga UAC.

» YnansieT TeHeBble KOMUM (haiiyioB, OTK/IIOUaeT (yHKIMY BOCCTAHOBJIEHUs ¥ UcTIpaB/ieHns Windows Ha Tare
3arpy3ku. OuuitiaeT KypHasibl Windows.

vssadmin delete shadows /all /quiet

wmic shadowcopy delete

bededit /set {default} bootstatuspolicy ignoreallfailures

bcdedit /set {default} recoveryenabled no

C:\Windows\System32\cmd.exe /c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bcdedit /set
{default} bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled no & wbadmin delete

catalog -quiet

» Vicronb3yeT Gesiblii CITUCOK CTPaH U SI3BIKOBBIX JI0Kau3anuii crpad CHI, B KOTOPBIX MK(MPOBaHHE He JO/KHO
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ocy1ecTBASAThCs. CIUCOK MpHU/araeTcsl.
AzepbaiiKaHCKUN (KUPUUTULIA)
AzepbaiiKaHCKUi (JTATHHUTIA)
ApmsiHCKU

Benopycckuii

I'py3uHCKUiA

Kazaxckuit

Kuprusckuii (Kupuaiuia)
Pycckuii

Pycckuii (MonoBa)
TapKUKCKUI

TypkmMeHcKui

Y306ekckuii (KUpHIIULIA)
Y36eKCcKHM (JTaTHHULIA)

YKpauHCKun

Cnucok (aiioBbIX pacliMpeHHUi, nojBepramomuxca mugpoBaHUIo:
910 mokymentsl MS Office, OpenOffice, PDF, TekcToBbIe datiibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiisiel 06pa3oB, ApXUBHI U TIP.

®aiisbl, CBA3aHHbIE € 3TUM Ransomware:
Restore-My-Files.txt

<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJOHOCHOTO (aiisa

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, CBA3aHHbIE C 3TUM Ransomware:

CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

CeTeBble MOJK/TIOUEHNUS U CBA3U:

Email: goeila@countermail.com, gupzkz@cock.li
BTC: -

Cwm. HiKe B OOHOBJIEHUSIX JPyTHeE afipeca v KOHTaKThL.

CM. HuKe pesy/bTaThl aHA/IM30B.

Pe3ynbrarel aHa/1M30B:
@ Hybrid analysis >>
Z VirusTotal analysis >>

# Intezer analysis >>
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2 ANY.RUN analysis >>

X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

%] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

HekoTopsie apyrue 6osiee HOBbIe 00pa3iibl MOXKHO HAWTH Ha caiite BA:

https://bazaar.abuse.ch/browse/tag/lockbit/

CrerneHb pacrpoCTPaHEHHOCTH: CPeHsIsl.

IMopobHbIe cBesieHMs1 COOMparOTCs perysisipHo. ITpuckinaiTe ob6pasLibl.

=== ICTOPUS CEMEVICTBA === HISTORY OF FAMILY ===
ABCD Ransomware - ¢ oktsiopst 2019

LockBit Ransomware - ¢ fekabpst 2019

Lock2Bit Ransomware - ¢ mast 2020

LockBit 2.0 Ransomware - ¢ utonst 2021

LockBit 3.0 Ransomware - ¢ mapTa 2022

OtaenbHOe Mcnonb3oBaHKe Koja LockBit Ransomware:
LockFile Ransomware - ntons - aBryct 2021

AtomSilo Ransomware - ceHTsI6pb - fiekabpb 2021

=== BJIOK OBHOBJ/IEHUMI === BLOCK OF UPDATES ===

Oo6noBienue ot 14 Hosabpsa 2019:

IMocT Ha dopyme >>

Iloct B TBUTTEpPE >>

Pacmipenue: .abed
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3arrcka: Restore-My-Files.txt

Email: supportpc@cock.li, goodsupport@cock.li

" kT

» CopiepKaHue 3ar1cKu:
All your important files are encrypted!
There is only one way to get your files back:
1. Contact with us
2. Send us 1 any encrypted your file and your personal key
3. We will decrypt 1 file for test(maximum file size - 1 MB), its guarantee what we can decrypt your files
4. Pay
5. We send for you decryptor software
We accept Bitcoin
Attention!
Do not rename encrypted files.
Do not try to decrypt using third party software, it may cause permanent data loss.
Decryption of your files with the help of third parties may cause increased price(they add their fee to our)
Contact information: supportpc@cock.li
Be sure to duplicate your message on the e-mail: goodsupport@cock.li
Your personal id:
ceipl0Z10GtMlyTWzHn0YOT7T2+KrRjZDspX3+6*** [Bcero 1708 3HaKoB]

OonoBienue ot 4 gekabps 2019:

IToct B TBUTTEPE >>

Pacumpenue: .abed
3amnmcka: Restore-My-Files.txt
Email: abcd-help@countermail.com, supportpc@cock.li

Pesynbrartsl aHam3os: VT
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» CopneprkaHue 3arucKu:

All your important files are encrypted!

There is only one way to get your files back:

1. Contact with us

2. Send us 1 any encrypted your file and your personal key

3. We will decrypt 1 file for test(maximum file size - 1 MB), its guarantee what we can decrypt your files
4. Pay

5. We send for you decryptor software

We accept Bitcoin

Attention!

Do not rename encrypted files.

Do not try to decrypt using third party software, it may cause permanent data loss.

Decryption of your files with the help of third parties may cause increased price(they add their fee to our)
abcd-help@countermail.com

Contact information:

Be sure to duplicate your message on the e-mail: supportpc@cock.li

Your personal id:

DsEj52CLMwaPyDAR95szCVtqlViG4g2zBK5j57X46gPEI20x/Z77***

Oo6noBenue ot 30-31 gekadps 2019:

Iloct B TBUTTEpPE >>

Hogoe Ha3Banue "LockBit".
BriMorateny 0OHOBU/IM CBOM KOJi, CTaimu /100aBsATh paciuiepHue lockbit K 3ammdpoBaHHbIM daiina u cTanu
WCI0b30BaTh Ha3BaHre LockBit B 3amMcke 0 BbIKyIle, OTKa3aBLIMCh OT [OUTHI C 3TUM JIOTMHOM abcd.

3IOyMBILUTEHHUK CTaJIM UCTIO/B30BaTh CBOIO COOCTBEHHYI0 MH(PPACTPYKTYPY /ISl IEPETOBOPOB C JKEPTBOMA.

Al your mportane i 50e arcrypied

pay wowarn will b lecal e

B sy
ML N g s = ST e B

4 U Ty S0MTwaRe, 1 Wiy Sl D Sl Sl
L L L e e e L
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AACD ransom note Lockbit ransom mobe
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,Z[]IH CPaBHEHUA 3alTUCKU CTapOro 1 HOBOI'O BapHWdHTA.

MBpI 00aBUTM HOBOE Ha3BaHWe B 3ar0/IOBOK CTaThH, T.K. B ID Ransomware 1 UieHTHGOHUKAIMK TakKKe CTaio

HCIT0JIb30BATHCA 3TO CJIOBO.

Brina 3amymieHa RaaS LockBitO6HoBienue ot 23-30 sinBapsa 2020:

IToct B TBUTTEpPE >>

Iloct B TBUTTEpPE >>

Pacmmipenue: Jockbit

3anucka: Restore-My-Files.txt

O6xon UAC: CMSTPLUA, ColorDataProxy, ICMCalibration

Paspmen peectpa: HKEY_CURRENT_USER\Software\LockBit

» KomaHjja yziasieHust TeHeBbIX KOTUM 1 MyTell BOCCTaHOBJI@HUSI:

C:\Windows\System32\cmd.exe" /c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bcdedit /set
{default} bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled no & wbadmin delete
catalog -quiet

@aitn: C:\Users\Admin\AppData\Local\Temp\Lockbit.exe

Pesynwrartel aHamm3os: VT + AR + AR + IA + IA + HA + VMR + TG

» OO6Hapy’>KeHusT:

DrWeb -> Trojan.Encoder.30886

Avast -> Win32:Fraudo [Trj]

BitDefender -> Gen:Heur.Ransom.Imps.1, Generic.Ransom.LockBit.91CBD888

ESET-NOD32 -> A Variant Of Win32/Filecoder.NXQ

Malwarebytes -> Ransom.LockBit

McAfee -> Ransom-Lkbit!889328E2CF5F

Microsoft -> Ransom:Win32/LokiBot!MSR

Rising -> Trojan.Crypto!8.364 (CLOUD)

TrendMicro -> Trojan.Win32.WACATAC.THABGBO, Ransom.Win32.LOCKBIT.A

» CopiepkaHue 3aricKu:

All your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!

RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.

There is only one way to get your files back:

| 1. Download Tor browser - hxxxs://www.torproject.org/ and install it.

| 2. Open link in TOR browser - hxxx://lockbitks2tvhmwk.onion/?D0407AC9D97C78CB9C256CA4731DB5D5
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https://twitter.com/albertzsigovits/status/1222851577440096256
https://twitter.com/demonslay335/status/1222926077867298817
https://www.virustotal.com/gui/file/0e66029132a885143b87b1e49e32663a52737bbff4ab96186e9e5e829aa2915f/detection
https://app.any.run/tasks/4cb31179-dc54-4d9d-8792-e967fae91eef/
https://app.any.run/tasks/b7c2e496-107b-46f1-afa6-23f704507026/
https://analyze.intezer.com/#/analyses/ba561082-0669-4ef0-8ee3-1e2e2639ef41
https://analyze.intezer.com/#/analyses/d906840c-0cc8-431f-9d25-0344543608ac
https://www.hybrid-analysis.com/sample/0e66029132a885143b87b1e49e32663a52737bbff4ab96186e9e5e829aa2915f/5e33215b49d5b330de4c3d5f
https://www.vmray.com/analyses/0e66029132a8/report/overview.html
https://tria.ge/reports/200619-wq72cs2sqx/behavioral1
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjCOjBrjiz6razqbis-O5nfNt_ZmlKoOyemSKzdmi-hMBH_8c57D_XyGubUT2atPXp0otStCwrWMIxT0tJ5KMuqd9RGgO9BxOrj2mknuuijbUqmgush7_JmcMaUCoPu9TpUply6yQ2o98g/s1600/wallp-note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjCOjBrjiz6razqbis-O5nfNt_ZmlKoOyemSKzdmi-hMBH_8c57D_XyGubUT2atPXp0otStCwrWMIxT0tJ5KMuqd9RGgO9BxOrj2mknuuijbUqmgush7_JmcMaUCoPu9TpUply6yQ2o98g/s1600/wallp-note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhAFvgTl6XjZBG8OBOEkYSam3JdqdDjP_4DYO0GGlEQmwX8mxW46iE0Db54xRSLv3nR8xzp4XXIV-hNZadlvQX4sCK6of8UCxEpKfq7caXZV4JUoaYoAb_7mhjAfDXHu15ScXAySmzBgIs/s1600/note1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhAFvgTl6XjZBG8OBOEkYSam3JdqdDjP_4DYO0GGlEQmwX8mxW46iE0Db54xRSLv3nR8xzp4XXIV-hNZadlvQX4sCK6of8UCxEpKfq7caXZV4JUoaYoAb_7mhjAfDXHu15ScXAySmzBgIs/s1600/note1.png

https://id-ransomware.blogspot.com /search?g=lockbit

This link only works in Tor Browser!

| 3. Follow the instructions on this page

### Attention! ###

# Do not rename encrypted files.

# Do not try to decrypt using third party software, it may cause permanent data loss.

# Decryption of your files with the help of third parties may cause increased price(they add their fee to our)
# Tor Browser may be blocked in your country or corporate network. Use https://bridges.torproject.org

# Tor Browser user manual https://tb-manual.torproject.org/about

N i
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Oo6noBenue ot 2 epans 2020:
Pacmmipenue: .lockbit

3amnucka: Restore-My-Files.txt
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiJ688ka-wBi8CSuh7jTqbbcfi1f2KI0h3p8rQd4LMUFlEMWsaCNWbuqNPsdGRQc-ydE-DIHlv-s9GF9C7o8ZlSaWUHAqRESDuo3r1nLsSKnwMfyNcqInMBbCZbpHTSNgXgVrEpUhXjB_U/s1600/site-note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiJ688ka-wBi8CSuh7jTqbbcfi1f2KI0h3p8rQd4LMUFlEMWsaCNWbuqNPsdGRQc-ydE-DIHlv-s9GF9C7o8ZlSaWUHAqRESDuo3r1nLsSKnwMfyNcqInMBbCZbpHTSNgXgVrEpUhXjB_U/s1600/site-note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEihpQ9s5B1VSCozGCjT2P_zYEnV_WEW8x_tzGkoXLyIbiT6fnD_O9KY4x0CPdewih9OXgoQkurhJHaYP7tymnAEVUucTbLNONA1QVcMkfgRtMaADie1bWCrOFzPHz8Rk5XSs_o90tBd4Mc/s1600/info1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEihpQ9s5B1VSCozGCjT2P_zYEnV_WEW8x_tzGkoXLyIbiT6fnD_O9KY4x0CPdewih9OXgoQkurhJHaYP7tymnAEVUucTbLNONA1QVcMkfgRtMaADie1bWCrOFzPHz8Rk5XSs_o90tBd4Mc/s1600/info1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhwiLyuNjhD1OPI_vaPqmZsbLFc3Q9u5RGGZR8JQ86nzKkpUinZMrUthcRYpsM8YZry9-1tVXKbDLFhFHfhaTobXZm-0i7wDMTiqxGfxl8xUcdx8Ek35c4caPHHKtthB_0ThJzRURhgUvk/s1600/info2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhwiLyuNjhD1OPI_vaPqmZsbLFc3Q9u5RGGZR8JQ86nzKkpUinZMrUthcRYpsM8YZry9-1tVXKbDLFhFHfhaTobXZm-0i7wDMTiqxGfxl8xUcdx8Ek35c4caPHHKtthB_0ThJzRURhgUvk/s1600/info2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjn_E5oufFAI7FFiDGNBxA3555lEaZ4mflwe4tOjabSZDvYtMmTK1gx6SkZZRD0rGHeq5o4vvERXRyTKAMenXh-lmn9dZ5IvyzUiSs0RcN8bVZIM3c_o_Dy5NMcw1fRXs8VkvwETXwYLoE/s1600/info3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjn_E5oufFAI7FFiDGNBxA3555lEaZ4mflwe4tOjabSZDvYtMmTK1gx6SkZZRD0rGHeq5o4vvERXRyTKAMenXh-lmn9dZ5IvyzUiSs0RcN8bVZIM3c_o_Dy5NMcw1fRXs8VkvwETXwYLoE/s1600/info3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgTt2LhtZnfxQSE8-1Cy_v9gm96qfLPsB9BCI4Wa5q2-XqzATEFVqw9ciHjGtfCRvKK7b-hRMtioxR44Ey4uQdGYRDuSEfPog0ibjBwl_riLeaS6Tt42xhTfhVEud0CIv99SxoUrxuFKgk/s1600/info5.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgTt2LhtZnfxQSE8-1Cy_v9gm96qfLPsB9BCI4Wa5q2-XqzATEFVqw9ciHjGtfCRvKK7b-hRMtioxR44Ey4uQdGYRDuSEfPog0ibjBwl_riLeaS6Tt42xhTfhVEud0CIv99SxoUrxuFKgk/s1600/info5.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjwKnT0TzrnHHE4QaY4ssRny45EC33xGmB9RZVAmWxnUXwuH3MNs9qEf5ipXRRrAA1rvCPLwnXIhsy3-fwIvSAk2yjg-1htBI_7StcljrN-b4qhBE62qM00_z342GssGjikunDrP-Zq2LQ/s1600/info6.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjwKnT0TzrnHHE4QaY4ssRny45EC33xGmB9RZVAmWxnUXwuH3MNs9qEf5ipXRRrAA1rvCPLwnXIhsy3-fwIvSAk2yjg-1htBI_7StcljrN-b4qhBE62qM00_z342GssGjikunDrP-Zq2LQ/s1600/info6.png

https://id-ransomware.blogspot.com /search?g=lockbit

Pesynbrartel aHanusa: VT + AR

O6HapyKeHWs:

DrWeb -> Trojan.Encoder.30932

BitDefender -> Generic.Ransom.LockBit.82A7AF3B
ESET-NOD32 -> A Variant Of Win32/Filecoder.Lockbit.B
Microsoft -> Ransom:Win32/LockBit.PAIMTB

TrendMicro -> Ransom.Win32.LOCKBIT.SMDS

Oo6noBenue ot 6 peBpans 2020:
Pacmvpenue: .abed
3ammcka: Restore-My-Files.txt

Email: pcabcd@countermail.com, recoverymanager@cock.li

» CopepkaHue 3am1cKu:

All your important files are encrypted!

There is only one way to get your files back:

1. Contact with us

2. Send us 1 any encrypted your file and your personal key

3. We will decrypt 1 file for test(maximum file size - 1 MB), its guarantee what we can decrypt your files
4. Pay

5. We send for you decryptor software

We accept Bitcoin

Attention!

Do not rename encrypted files.

Do not try to decrypt using third party software, it may cause permanent data loss.
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https://www.virustotal.com/gui/file/15a7d528587ffc860f038bb5be5e90b79060fbba5948766d9f8aa46381ccde8a/detection
https://app.any.run/tasks/036e9e70-6fee-48c7-aa23-c94423f9f9fb/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiNUBhaFJqqjvChCl-rUBrN1OPNwOg2tSUpEOVpXdMbw5T9LQAIUf-lkOvJJJRKwt-rjwLuxF6S4zfCBp93YvEp5y8-xXBlOgYb-MFlPDXklaQ64E1wXQD3Kbzs5ss8cLE4sl4YVmqXNGg/s1600/note-6-2-20z.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiNUBhaFJqqjvChCl-rUBrN1OPNwOg2tSUpEOVpXdMbw5T9LQAIUf-lkOvJJJRKwt-rjwLuxF6S4zfCBp93YvEp5y8-xXBlOgYb-MFlPDXklaQ64E1wXQD3Kbzs5ss8cLE4sl4YVmqXNGg/s1600/note-6-2-20z.png

https://id-ransomware.blogspot.com /search?g=lockbit

Decryption of your files with the help of third parties may cause increased price(they add their fee to our)
Contact information: pcabcd@countermail.com

Be sure to duplicate your message on the e-mail: recoverymanager@cock.li

Your personal id:

*** [gcero 1708 3HaKOB]

Oo6noBenue ot 14 dgeBpans 2020:

Pacmmipenue: .lockbit

3anucka: Restore-My-Files.txt

Pesynwrartel aHanmusa: VT + AR + IA

OO6Hapy>XeHUs:

BitDefender -> Generic.Ransom.LockBit.91CBD888
DrWeb -> Trojan.Encoder.30886

ESET-NOD32 -> A Variant Of Win32/Filecoder.Lockbit.B
Microsoft -> Ransom:Win32/LokiBot!MSR

TrendMicro -> Ransom.Win32.LOCKBIT.SMDS

OonoBsenue ot 14 dgeBpans 2020:

IToct B TBUTTEPE >>

Iloct B TBUTTEpPE >>

Pacmmipenue: Jockbit

3amnucka: Restore-My-Files.txt

Tor-URL: hxxx://lockbitks2tvnmwk.onion/*
@atin: shl.exe

Vcnone3yeT ceptrdukar ot Sectigo.

Pesynwrarel aHamusos: VI + AR
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https://www.virustotal.com/gui/file/0f5d71496ab540c3395cfc024778a7ac5c6b5418f165cc753ea2b2befbd42d51/detection
https://app.any.run/tasks/f9f1e32d-7914-4591-a6cd-95dc0c47f6ba/
https://analyze.intezer.com/analyses/f4b75a61-9fd7-4016-9921-855c8e9f31a6
https://twitter.com/bartblaze/status/1228364607410130944
https://twitter.com/malwrhunterteam/status/1228665776132980742
https://www.virustotal.com/gui/file/faa3453ceb1bd4e5b0b10171eaa908e56e7275173178010fcc323fdea67a6869/detection
https://app.any.run/tasks/c2885073-12aa-4ac6-9525-3322c54fa595
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEipFxHpKPX1MvwcaRJKXPwycG3yeCm3o557_qainS9bLMHMhyhvFNY4D0LRf9OjfcdDwk08Df9bxpruSBdoGR_26f7MBR9F1TeEpQIf5hfl2K29EWMA9PO_Vksg3-wGs4Agkf6fOKJhopo/s1600/note-14-2-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEipFxHpKPX1MvwcaRJKXPwycG3yeCm3o557_qainS9bLMHMhyhvFNY4D0LRf9OjfcdDwk08Df9bxpruSBdoGR_26f7MBR9F1TeEpQIf5hfl2K29EWMA9PO_Vksg3-wGs4Agkf6fOKJhopo/s1600/note-14-2-20.png

https://id-ransomware.blogspot.com /search?g=lockbit

four files are encrypted by Lock

il dacrypt Chat with suppsart

O6Hoeenue oT 24 mapta 2020:
Pacmmipenue: .lockbit
3amnucka: Restore-My-Files.txt

Pesynerartsl aHamisos: VI + VMR

Oo6Hoenenue ot 4 anpesisa 2020:
Pacmmipenue: .lockbit

3amnucka: Restore-My-Files.txt

L

Thes b prby v s

» CopiepKaHue 3ar1cKu:

All your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.

There is only one way to get your files back:

| 1. Download Tor browser - https://www.torproject.org/ and install it.

| 2. Open link in TOR browser - hxxx://lockbitks2tvhmwk.onion/?962823C4EBE6623DCA2071AC9B8BA4BD
This link only works in Tor Browser!

| 3. Follow the instructions on this page

### Attention! ###

# Do not rename encrypted files.

# Do not try to decrypt using third party software, it may cause permanent data loss.

# Decryption of your files with the help of third parties may cause increased price(they add their fee to our).
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjTxZHwr6fkUJhN9B9U5tIz90MTgwJ7XuS9KVhHCUDcM1F62SM-k2GyshyNY_Cb2TVVR8u1vxC5oIW8SDHftKwMq_25Ck4pXrEZtzgJStOx9VzlVqtn3VK_8t65BoSJYSMPfCUtQFr2Gwo/s1600/tor-site.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjTxZHwr6fkUJhN9B9U5tIz90MTgwJ7XuS9KVhHCUDcM1F62SM-k2GyshyNY_Cb2TVVR8u1vxC5oIW8SDHftKwMq_25Ck4pXrEZtzgJStOx9VzlVqtn3VK_8t65BoSJYSMPfCUtQFr2Gwo/s1600/tor-site.png
https://www.virustotal.com/gui/file/6292c2294ad1e84cd0925c31ee6deb7afd300f935004a9e8a7a43bf80034abae/detection
https://www.vmray.com/analyses/6292c2294ad1/report/overview.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhNL9oJI3K1oxFrgA-P5tUqu-ba3lzAs7t9_9Y_jP0yPmWr2jkpD9893N48noCYR8LMYRFvST01bFKFLH5tJ1CAv7796FiAiA89br7l6HgI0OlXrghHxszs8XuM-Ov5kJoj2tAc-U9bOIY/s1600/note-4-4-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhNL9oJI3K1oxFrgA-P5tUqu-ba3lzAs7t9_9Y_jP0yPmWr2jkpD9893N48noCYR8LMYRFvST01bFKFLH5tJ1CAv7796FiAiA89br7l6HgI0OlXrghHxszs8XuM-Ov5kJoj2tAc-U9bOIY/s1600/note-4-4-20.png

https://id-ransomware.blogspot.com /search?g=lockbit

# Tor Browser may be blocked in your country or corporate network. Use https://bridges.torproject.org or use Tor
Browser over VPN.

# Tor Browser user manual https://tb-manual.torproject.org/about

!l We also download huge amount of your private data, including finance information, clients personal info,
network diagrams, passwords and so on.

Don't forget about GDPR.

CofeprkaHue caiiTa, OTKPHIBAEMOT'O 110 CCBITIKE:
xxxx://lockbitks2tvnmwk.onion/?962823C4EBE6623DCA2071AC9B8BA4BD

h_=

#r e

OoHos1enue ot 10-13 mas 2020:

IToct B TBUTTEpE >>

Pacmmpenue: .lockbit

3ariicka: Restore-My-Files.txt
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjHrCauKU3zN-Y_rXBH9wYjAvd4oRy-VRahZL3gdjipmrAbaxqBPiAPUDaTNZitReglQ8b2MarTc6qMhUyV3HyHMo25ANGYFTMeMMKzSxW9DfNM0zTThP0mwNvMRKhtu3YEpKl31eLoYro/s1600/Screenshot_1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjHrCauKU3zN-Y_rXBH9wYjAvd4oRy-VRahZL3gdjipmrAbaxqBPiAPUDaTNZitReglQ8b2MarTc6qMhUyV3HyHMo25ANGYFTMeMMKzSxW9DfNM0zTThP0mwNvMRKhtu3YEpKl31eLoYro/s1600/Screenshot_1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhqRynd-9rr-DUA7bmJ8PbPT1IQ28egVLP7pI2GWTbZxQL8NGexad0EtPr9zEgnyJu_YW1QM6Rg-yD4XWcrOma1y6FHNEZckI3t8oa8SkXoU_hmvXKyE4Da0YgGweL4KvEwD_w9Xm993dg/s1600/Screenshot_3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhqRynd-9rr-DUA7bmJ8PbPT1IQ28egVLP7pI2GWTbZxQL8NGexad0EtPr9zEgnyJu_YW1QM6Rg-yD4XWcrOma1y6FHNEZckI3t8oa8SkXoU_hmvXKyE4Da0YgGweL4KvEwD_w9Xm993dg/s1600/Screenshot_3.png
https://twitter.com/GrujaRS/status/1260489237184610306

https://id-ransomware.blogspot.com /search?g=lockbit

CCITRATS0EAT D

URL: xxxx://lockbit-decryptor.com/***
Tor-URL: xxxx://lockbitks2tvnmwk.onion/***

Takxe UCTIONB3yeTcs U300paXkeHue, 3ameHsitolee o6ou Pabouero crona.

YOUR FILES
ARE EMCRYFTED
BY LOCKBIT

AT T

Pesynwrartel anamusos: VT + HA + IA + AR

» OGHapy>KeHHs:

DrWeb -> Trojan.Encoder.31783

BitDefender -> Trojan.GenericKD.33815280
ESET-NOD32 -> A Variant Of Win32/Kryptik. HDGL
Malwarebytes -> Ransom.LockBit

TrendMicro -> TROJ_GEN.R011COWEB20

Oo6HoB/ienue ot 12 mas 2020:
Wpentudurmpyetcs Kak Lock2Bits
Pacmipenue: Jock2bits

3arnvcku ¥ 3aimdpoBaHHbie popMmatsl daitior LockBit u Lock2Bit oTnuaroTcs.

Oo6HoB1eHne uroHA 2020:
B wmrone 2020 roga LockBit u ueTsipe gpyrue 6aH/bl BbIMOraresieii 00bIBIIM O HOBOM TIAPTHEPCTEE C 1[e/IbI0

CO3[aHuA MEPBOro B MHPeE KapTeJsid BbIMOTaresiei - Ransom Cartel.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiFNNxhRl-6Vppu-7pBEAbbGMrRnt8fhDiAeMW6KiCEfKKT3bxLFSuunQCn6iFzMCq6MO6y5rKYaF2QmCZofoFejz4baxH_D1dW3ebUoSqOC2kZmQdLxn-zrLDEoiUEuEu75An6fbCD6A0/s1600/note-10-5-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiFNNxhRl-6Vppu-7pBEAbbGMrRnt8fhDiAeMW6KiCEfKKT3bxLFSuunQCn6iFzMCq6MO6y5rKYaF2QmCZofoFejz4baxH_D1dW3ebUoSqOC2kZmQdLxn-zrLDEoiUEuEu75An6fbCD6A0/s1600/note-10-5-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhvEyz3fXcpg4tCSyKgbuti8qwBAzcuMZ17GNw6gTBDpwqfzHloSyorbPU_vLwnNlM0fTv-TmiAmrjtpFBkuioi-Lv_SFGhA0jWinv1GLVEZ4afG3NqJ4w69XJf1pa2_yhTMyNGyOGpZj8/s1600/screen_1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhvEyz3fXcpg4tCSyKgbuti8qwBAzcuMZ17GNw6gTBDpwqfzHloSyorbPU_vLwnNlM0fTv-TmiAmrjtpFBkuioi-Lv_SFGhA0jWinv1GLVEZ4afG3NqJ4w69XJf1pa2_yhTMyNGyOGpZj8/s1600/screen_1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiYEHG7m7LwWNc-4qj5Z7okm9_eukpYDrlum0y0SOKaboACqEVhBhl-XiPVeEZYxxZNhvxvlDTt9Pm6-IItNAZcPwjA5SAegxfnRSlkod7-Dj0a2xVlf-czjM2ns4XTZ9_KkbywQLTrgD8/s1600/screen_2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiYEHG7m7LwWNc-4qj5Z7okm9_eukpYDrlum0y0SOKaboACqEVhBhl-XiPVeEZYxxZNhvxvlDTt9Pm6-IItNAZcPwjA5SAegxfnRSlkod7-Dj0a2xVlf-czjM2ns4XTZ9_KkbywQLTrgD8/s1600/screen_2.png
https://www.virustotal.com/gui/file/795B9E0F1F3A306012B24A08C62B8275/detection
https://www.hybrid-analysis.com/sample/67f7b0e8fe540f1392665314eb4cfc0c6007f33233e28c583f330d878bd59634?environmentId=120
https://analyze.intezer.com/#/analyses/ea0dfd82-1005-42c9-9a59-34b92673a6c7
https://app.any.run/tasks/521ad0d2-129c-4f89-9f5e-ef0df04cda1d/

https://id-ransomware.blogspot.com /search?g=lockbit

Muso Romare s
Cont Rarsomears Wonrd Spoiny  —— Twrted Spider [
= Igreger Rurasmmars

Lockbi Baracrmases —  Lockbi Gang Wiking Splder — Esgrov Locker Ssnsanasne

Furlrypl Famoreare —  Suntrypd Gang

[To3e CTasI0 U3BECTHO, UTO 3TH IPYIIIHI COTPYAHUYAIH U IeTUINCH MEXY COO0M HEKOTOPBIMU PeCypCaMH,
TaKMMH KakK JIaHHbIe 0 )kepTBax U uHdpacTpykrypa. Hanpumep, rpynmna LockBit fenvnack ykpajeHHbIMU
nIaHHBIMU >kepTB ¢ Twisted Spider, KOTOpBIN PyKOBO/HII OTI€pallMsiMU 110 BIMOTaTenbcTBy Maze & Egregor. Tak
Twisted Spider pasmecTtun faHHbIe ofiHOM U3 >kepTB LockBit Ha cBoeM caliTe yTeuku, uToOBI elije 6o/bliie 0Ka3aTh
ZlaBieHre Ha KepTBy. [ pyMIibl TakxKe MoJieMInch TakThkoi. Hanpumep, Twisted Spider — mepBasi rpymnma
BbIMOTraresiel, MOXUTUBILAS KOH(UAEeHL[Ma/IbHbIe JAHHbIE U UCII0/Ib3YHolllasi UX /1JIsl TOBTOPHOTO BHIMOTaTe/IbCTBa.
LockBit 6611 ofHIM U3 TIEPBBIX, KTO TIPUMEHIIT 3Ty TaKTUKY U FCIIOb30BaJl ee B CBOMX COOCTBEHHBIX aTakKax.
BriosiHe Bo3M0oykHO, uto LockBit mepeeiMy ipuMeHUTH M poBaHrie MBR B fiononHeHre K CUCTEMHBIM JIaHHBIM
B cBOUMX arakax. LockBit fa>ke B3s/T aCrieKThI iu3aiiHa U3 pa3paboTKU Kojja, TePBOHAYaIbHO MCI0/Ib30BAaHHOTO B
nporpamme-BeimMoraresie Twisted Spider Egregor, Haripumep, yHUKa/IbHbIe MeTO/ibl aHTHAHA/IN3a,
VHTerpUpOBaHHbIe B MX T0JIe3HYI0 Harpy3Ky. Ho Bro/sHe BO3MOXKHO, UTO 3TH 5 TPy JIMIIb WCITO/Ib30BaIN
KapTeJib KakK CaMOITHap, YT0ObI IIOBBICUTH CBOFO KPUMHUHAIBHYIO PEITyTalyio ¥ MOIYUYUTh U3BeCTHOCTD. B
HACTOSILIIM KapTeJie ZI0JDKHBI ObITh /[Ba OCHOBHBIX KOMIIOHEHTA: JIUJIePCTBO U ieHbru. Y fanHoro Ransom Cartel
3TOro He 6bUT0. OHM 3apabaThIBajM MHOTO JIeHer, HO MeXX/ly HUMH He ObUIO MOJIe/ii paciipe/iesieHusi J0X0/I0B.
BMecTo 3TOr0 KaXK/[plii OCTaB/Isil cebe /IeHbTH, KOTOpbIe BBIMOTA, U JIeJTH/ICS TOJBKO I0X0,0M B PaMKax CBOEH

OoTieparLyiu.

Oo0noBienue ot 22 uroyia 2020 i paHbiie:

[ocT Ha dhopyme >>

Pacumpenue: .lockbit

3anucka: Restore-My-Files.txt

o a

¥OUR FILES
ARE ENCRYPTED
BY LOCKEBIT

TALLL CECAFPT CHLT WITH BUFPOAT

» CopiepKaHue 3ar1cKu:

All your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.

There is only one way to get your files back:

1) Through a standard browser(FireFox, Chrome, Edge, Opera)

| 1. Open link hxxx://lockbit-decryptor.com/?A206 EAF373BB0O5F8CADOF191390CB897
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjwdmrRGl_x13wEgon9aU037KKV-rxUdX9d4z0xrsLMZZp5gODaWTCK53cU9Hz2ABk1ypVoD_kThB6caHfEWGFx4-Jn4237s1adSsoeQ7SvYlFcSY_hXg3kfTZ9faC19OEFYVMK3tcA7BM/s1600/note-22-7-20.png

https://id-ransomware.blogspot.com /search?g=lockbit

| 2. Follow the instructions on this page

2) Through a Tor Browser - recommended

| 1. Download Tor browser - https://www.torproject.org/ and install it.

| 2. Open link in TOR browser - hxxx://lockbitks2tvnmwk.onion/?A206 EAF373BB05F8CADOF191390CB897
This link only works in Tor Browser!

| 3. Follow the instructions on this page

### Attention! ###

# lockbit-decryptor.com may be blocked. We recommend using a Tor browser to access the site

# Do not rename encrypted files.

# Do not try to decrypt using third party software, it may cause permanent data loss.

# Decryption of your files with the help of third parties may cause increased price(they add their fee to our).

# Tor Browser may be blocked in your country or corporate network. Use https://bridges.torproject.org or use Tor
Browser over VPN.

# Tor Browser user manual https://tb-manual.torproject.org/about

Oo6noBsenue ot 16 aBrycra 2020:

Iloct B TBUTTEpPE >>

URL: hxxx://lockbit-decryptor.com/***
Tor-URL: hxxx://lockbitks2tvnmwk.onion/***

Pesynerartel aHanu3os: VT + VT

YOUR FILES
ARE ENCRYFTED)
BY LOCKBIT

e aaprat

Thing BOCESFT CHAT WATE BT

Oo0HoBJieHue ot 5 HOsIOps 2020:

Lock2Bits nepenmMeHoBbiBaeTcst B LuckyDay.
Pacumpenue: .luckyday

3amnucka: File Recovery.txt

Tor-URL: luckydaynywoklzy.onion
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https://twitter.com/GrujaRS/status/1294904679030296577
https://www.virustotal.com/gui/file/706248970b50ad1f957a5271bf11115583585470e7d9d60d1c88bc9dc6040189/detection
https://www.virustotal.com/gui/file/a39ffdc433fc726128c22452dd70b8b3407cc9db02a90307b937e8ab4a3aae97/detection
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiT1vJTQouMIHDMymqHvjdZ-R3khQQgGMl6_6GXL9R3W4ttputpPmXSTpJh9rJifvg1wRM81cSe3u9IkHfNnSO5aQOmo2-eM6EGMn6SB9RJeNA25Dc9EcCO76EWfnmwJtl8XscAafGzat8/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgW4CkG5-h6iFZ33OAu4YrWagyG5zewOyA5Dlq01aYFjHF8rpthNnj5nZtm8vNmnLssLH8uFs0bDDZTkEuds_Uhy4bSVR4x2401sSwR1-eXLEmsv0wY5NkyuD3w-J94pT-M3d3ugkQw8OQ/s1600/screen-site.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgW4CkG5-h6iFZ33OAu4YrWagyG5zewOyA5Dlq01aYFjHF8rpthNnj5nZtm8vNmnLssLH8uFs0bDDZTkEuds_Uhy4bSVR4x2401sSwR1-eXLEmsv0wY5NkyuD3w-J94pT-M3d3ugkQw8OQ/s1600/screen-site.png
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OonoB/1enue ot 17 Hosa0psa 2020:
Pacumpenue: .lockbit
Tor-URL: hxxx://lockbitks2tvnmwk.onion/*

Pesynbrartel aHanuzos: VT + IA

Prbaee [fdbom Fgrrwm  BPciuge |

1T yaer Imporianc 91088 &re encrypreds

Riw SULEmpLE N0 detre e Ul les with he ghe idsparcy solvesrs will b Taral Tod ser Tilles
BESTOAL YO [ATA FOSDELE ALY BUvIMG of Ivale ey Fros w

Flera 13 oely ose mip L0 gel your Flbes back:

§1 Throwugh a prardard browser{Firefos, (hrome, iSge, apera)
1. opent Tink AECRI 1ok in-Gerrynar , op, vias b Dorsaar i, b Fal i 36 Sy brarin
£ Pl Tome U AicAFein s o This gage

11 throagh & Tor Erowaer - recommendsd
1. oownlaad Tar browssr - RETER: e tarprofectarg sad inerall i
T, O dink bR TR b e L | i e U i T S
A5 ek oally wiks I8 Tr 8fiwhar?
L. #ellow e Armtractlass on this page

Sariont e
PPl Lo ady b Blidked We Podamed siing & Tar browier Lo 00633 The L0108
T renams srerppaed Pl
= try 19 ce uning third garsy softwars, it mEE Cauns peETEAr 5 T,
fon af yoar filsr =it che kalp of third pereisy sy caens Sreremnsd gricelvhey aod
ser may be BIGCEed (8 M COMITY OF COPRSTATE feSmark. LE MUDPS) /b idges. Tarprof
ot wsar marmdl BLp U maa | Lo fecl . o aleral

Bapwuant ot 6 sinBaps 2021:

B bt e - b

e N L T R T T
Frim

aroem, Dagr, sl
=

e LI

e o 410

Bapwuanr ot 15 uronis 2021 vnu paHble:
Bepcusi: LockBit 2.0 (LockBit Red)

3armcka: Restore-My-Files.txt
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEieY95xpi8LnQijgZd3mw-Smcbr491lJ85hSPajPCAql1Rs54kPEVX-mk96H33OQHqdOU-hMBcgLkzPdBoUd5afetm1UjqnhhLNioch-wGbfk07vv5VLmDrOf66AQmtlbPv01LsadBjURI/s947/note-5-11-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEieY95xpi8LnQijgZd3mw-Smcbr491lJ85hSPajPCAql1Rs54kPEVX-mk96H33OQHqdOU-hMBcgLkzPdBoUd5afetm1UjqnhhLNioch-wGbfk07vv5VLmDrOf66AQmtlbPv01LsadBjURI/s947/note-5-11-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjqtd281LFURv1DIyXw44soOruLt2yKcPNL0883fURPQiS5qUJZHg2tZ74boTB2hCmV_q2MIlnVZWARff-QRKrw5-D0nA5tLA_kgOBgrP2mZu3SCYJRr0gcuxCTDa-fw2TZbMYFdsHBTQg/s900/luckyday-site.jpg
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https://www.virustotal.com/gui/file/119ae3cf5245d0be2c602862747f0f60a36d9b243093b43ed504ad56e2e04e23/detection
https://analyze.intezer.com/analyses/2ffb577d-3db7-4448-875c-ff4d95877aa6
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhGDtEjrj_xXNpH_yPEQBl1TB_dkYBXVWLjpPSo0hTRM0Ni1pKTXxEefciVmu611gDnDYivSXaqOaBKNzGMyIpx8qdQzCOGOMroB0kfwQ_Tesipr3xfPX8FaiPW7koyEVpMF3PLx0WBFC4/s803/note-17-11-20.png
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IS QLI {BIT2.0
CIRRR (IS IMPORTANT FILES EIASSTOLEN AND ENCRYPTEDI

PEETGIE MY FILES TET

LA vt EiRbE]
LINR T MPORTANT FILESETIISTOLEN AND ERCRYPTEDI

i e o ey s

Tharm ey ma g e e

Pesynwrartel aHamm3os: VT

» OOHapy>KeHHs:

DrWeb -> Trojan.Encoder.34148

BitDefender -> Trojan.Generic.30034101
ESET-NOD32 -> Win32/Filecoder.Lockbit.E
Malwarebytes -> Ransom.LockBit

Microsoft -> Ransom:Win32/Lockbit. AAIMTB
Symantec -> Trojan.Gen.MBT

Tencent -> Win32.Trojan.Encoder.Hvte
TrendMicro -> Ransom_Lockbit.R011CODGH
BapuaHT ot 1 cenTsaopsa 2021:

Bapuasr ot 23 cenTsaops 2021:

LockBit 2.0 Ransomware

3armmucka: Restore-My-Files.txt
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh4LjgR8YrVZetUsarZk9bkiVHSDQOOmaGcl7BZQ0OKR9dScSKyKRrrXuWkAfzgF-fRN1Em4ezrGbrch6Ji8bWXwrvgFFEnQ537LMy1kBhVfEIe0B03qkn3YXSS5dL8P_-37rH91eATRVc/s1353/screen1.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh4LjgR8YrVZetUsarZk9bkiVHSDQOOmaGcl7BZQ0OKR9dScSKyKRrrXuWkAfzgF-fRN1Em4ezrGbrch6Ji8bWXwrvgFFEnQ537LMy1kBhVfEIe0B03qkn3YXSS5dL8P_-37rH91eATRVc/s1353/screen1.jpg
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Pesynwrarel aHanu3os: VT + AR

» OO6Hapy>KeHusI:

DrWeb -> Trojan.Encoder.34248

ALYac -> Trojan.Ransom.LockBit

Avira (no cloud) -> TR/Crypt. XPACK.Gen

BitDefender -> Trojan.GenericKD.47129320
ESET-NOD32 -> A Variant Of Win32/Filecoder.Lockbit.E
Kaspersky -> HEUR:Trojan-Ransom.Win32.Lockbit.gen
Malwarebytes -> Ransom.LockBit

Microsoft -> Ransom:Win32/Lockbit.STA

Rising ->Ransom.LockBit!1.D854 (CLASSIC)
Symantec -> Ransom.Lockbit

TrendMicro -> Ransom.Win32.LOCKBIT.SMYEBGW
26 okTsA0ps 2021:

Hecko/ibKO LMTAT U3 3TOTO UHTEPBEIO.

- Be3ynpeqHaH penyTanus - Mbl €JUHCTBEHHbIE, KTO HUKOIJd HUKOTO HE oOMaHbIBa/I ¥ He MEeHST Halll 6peH,q. Ham

JIOBEPSIIOT.
- Hac He Bo/iHYeT, pacKpoeT Ji KoMIaHus uH(opmariyio ob arake.

- Vnorza ropaso BaskHee YKpacThb [eHHYI0 HH(GOPMAL[HIO, 3a HepasryallieHre KOTOPO KOMITaHUsI TOTOBA TIaTHUTh

Oostpie, yeM 3a pacIMpoBKY.
- HauaTh mapTHepCKYy0 MporpamMMy JIeTKO, HO JIep)KaTh ee OTKPBITOMN - 3TO UCKYCCTBO.

- Mbl He atakyeM OOTBHUIIBI, OBUTIO HECKOJIBKO CTydaeB, KOra (hHIHasibl TI0 OIKMOKe 3aippOBBIBAII

CTOMAToJ/IOrMUeCcKre KabUHEeTHI U [joMa rnpecTapesibix. Kitouu pacimdpoBky 6bUTH BbiIaHbI OeCIIaTHO.
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- BcTpeuu mpe3uieHTOB HU Ha UTO He MOB/HUSIOT, BCe, KTO cephe3HO0 pabotaert, He uByT B CIITA wmm Poccum.

JInuHo s1 xuBy B KuTae u uyBCTBYIO Cebs B 1oTHOM Ge30macHOCTH.

- Hu opyH mapTHep He MoieT NPOTUB Halllel BO/IH, TIOTOMY UTO Mbl pab0TaeM TOIBKO C TIPOBEPEHHBIMU JIFOAbMH,

Y KOTOPBIX €CTh KOAEKC 4eCTH, Ka}K,E[bIﬁ W3 HalllMX ITapTHEPOB HeCeT OTBETCTBEHHOCTH 3a CBOU CJ/I0Ba U AEﬁCTBHH.

- HukTo He 3acTpaxoBaH 0T B3/10Ma UH(GPACTPYKTYPhI ¢ oMotbto 0-days. Vicnonb3ys annaparHble 63K40pbI
AHB, MOXXHO TIO/TyYMTh JOCTYTI K /IF0O0OMY cepBepy Ha IytaHeTe. [103TOMy Bcerjja IpUCYTCTBYET PUCK ObITh

B3/I0OMaHHBIM.

- Haw nyTs TpyZieH 1 fanek, Mol OUTKOKMH CTPeMUTCS Ha BOCTOK. IToKakuTe MHe XOTs ObI OZIHOTO KUTAMIIa,
KOTOPBIH OyzieT citymars, 9to eMy roBopst CIITA, 1 He MPUHMMATH OT HaC KPUITOBA/IFOTY TIPH 0OMeHe Ha

Ha/IMUHbIE 10J/1/1apbl B l'oHkoHTre.

- Het xommanuii 6e3 AeHer, eCTb XUTPble KOMITAHWH, KOTOPbIE€ HE XOTAT TPATUTb JE€HbI'K HA 3alIUTY cBOEH CeTH,

TJIaTUTh 3apIIaTy XOPOILIMM CUCTEMHBIM aZJMUHHCTPATOPaM, a MOTOM U Ha BBIKYII.
=== 2022 ===

OoHoBeHue ot 15 mapra 2022:

Hogas Bepcusi: LockBit 3.0 (LockBit Black)

IomkHbI OBITH MICTIPaB/ieHb! OIIHMOKY M poBaHus B 6a3ax gaHHBIX MSSQL, KOTOpoe MOT/IO MOBPeAUTD (aiibl
MSSQL.

wlmie v i v
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HoBoctb ot 27 urons 2022:

[HanvHeiiee passutue LockBit 3.0 (LockBit Black)

..... what & ane e 15 Thers that we won'
we are the aldest ramomware affiliate p

FEpal 1o W are not 3 polivically
Sy wiTh d&crypLion §

U= | EAKED DATA

WEB SECURITY

BUG BOUNTY

Bug Bounty Program

BepositHo, LockBit 3.0 ocHoBaH Ha kojie BlackMatter.

» Kntouu peectpa:

HKCR\ .<Malware Extension> (Default) <Malware Extension>

HKCR\<Malware Extension>\DefaultIcon (Default) C:\ProgramData\<Malware Extension>.ico
HKCU\Control Panel\Desktop\WallPaper (Default) C:\ProgramData\<Mal ware Extension>.bmp
» PacnionoxeHue:

ADMIN$\Temp\<LockBit3.0 Filename>.exe

%SystemRoot%\Temp\<LockBit3.0 Filename>.exe

\<Domain Name>\sysvol\<Domain Name>\scripts\<Lockbit 3.0 Filename>.exe (Domain Controller)
BapuanTs! urons 2022:

Pesynwrartel aHanusa: VI + AR/ VT + TG

Bapuasr ot 25 ceHTAOps 2022 wiu paHblie:

Coobirenue: twitter.com/malwrhunterteam/status/1574260677597925376

LockBit 3.0 builder: BLOODY RANSOMWARE GANG
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=== 2023 ===

IToapo6Has crarbs o LockBit or Jon DiMaggio - ssnBaps 2023:
Ccbulka Ha craTbio: hxxxs://analyst1.com/ransomware-diaries-volume-1/
HogBoctb ot 7 deBpans 2023:

LockBit 3asiBiia o kubeparake Ha GpUTAHCKYIO C/Ty»KOy JocTaBKy rouThl Royal Mail v BeIHy/IH/Ia KOMITAaHHIO

TIPUOCTaHOBUTEL CBOW MEXXYHapOHbIe CTy>KObI 0CTaBKU M3-3a ""cepbe3Horo cbosi B 06CTyKUBaHUH".
Oruert ot 16 mapra 2023:

=== 2024 ===

HoBoctb ot 19 deBpans 2024:

[TpaBooxpaHuTesnbHbIe opradbl 10 cTpaH B paMKax COBMeCTHOU orepaiiyu, 3BecTHOM Kak «Ornepatiust KpoHoc»
CopBa/ii BLIMOTaTe/ILCTBO ¢ ucrosb3oBanreM LockBit 3.0 Black Ransomware. 3To momormio usbatk 2500 kiitoueit

Y co31aTh OeCruIaTHbIN /elM(POBLIHK.
HoBoctb ot 22 deBpas 2024:

Pa3spaboTunku nporpammel-BeiMoraresnsi LockBit TaliHO co3zaBami HOBYHO BepCHIO CBOero BpefioHocHoro I10 s
mmmdpoBanus ¢aiinos, nomyuusiiero HasBanue LockBit-NG-Dev, kotopoe morio crate LockBit 4.0, korga B

Hauasie 3TOl He/le/ TIPABOOXPAHUTe TbHbIe OPraHbl YHUUTOXUIN UHPPACTPYKTYPY KUOepIIpeCTYITHHKA.
Hosoctb ot 5 utons 2024:

®BP obHapyxuno 7000 kmtoueit LockBit u mpusbiBaet >kepTB LockBit 3.0 Ransomware CBsI3aTbCsI C HUMH.
BapuanTtsi urons 2024:

Cgoe HasBanue: PC Locker 3.0 by Mr.Robot

BepositHo Ha ocHoBe Lockbit 3.0 Black v MogubHITMpOBaHHBIMN.

Pacmvpenue (npumep): .3R9qG8i3Z

3anmcka (npumep): 3R9qG8i3Z.README.txt

Telegram: @mr_robot_unlock
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» CopepKaHue 3am1cKu:

~~~ PC Locker 3.0 by Mr.Robot~~~

>>>> Your data are stolen and encrypted

To get your files back you will have to pay a one-time fee of $45 in bitcoin or monero.

>>>>You need contact us and decrypt one file for free on these platforms with your personal DECRYPTION ID
Contact the following account on telegram

@mr_robot_unlock

or paste this link in your browser

hxxxs://t.me/mr_robot_unlock

>>>> Your personal DECRYPTION ID: ***

>>>> Warning! Do not DELETE or MODIFY any files, it can lead to recovery problems!

>>>> Warning! If you do not pay the ransom you will not receive you files NO EXCEPTIONS!

>>>> Warning! Any attempt to negotiate or you don't want to pay is INSTANT BLOCK!

>>>> Advertisement

Would you like to earn thousands of dollars $$$ ?

We sell mentorship for stealers, DDOS and ransomware.

We only work with professionals and people with money DO NOT WASTE OUR TIME.

Hopocty urons 2024:

B cyge CIIIA gBOe uenioBek 13 Tpymmbl, pacrpoctpansiieii LockBit Ransomware npu3sHamu cebsi BAHOBHBIMHU.
Hogoctb ot 20 gekadps 2024:

ApectoBaH 1 00BUHEH B cofieficTBuM pacripoctpaHeHuro LockBit Ransomware eriie ofiH pOCCUSIHUH-

W3pawIbTSHWH, YKPbIBaBIIMMCS B M3paure.

Bapuasr ot 20 gekabps 2024:

CamonasBanue: LockBit 4.0 Ransomware

Coobmenue: x.com/fbgwls245/status/1870365719633985663
Coobirenue: x.com/JAMESWT_MHT/status/1870368458128417254

Pacmvpenue: .<random>
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3amnucka: Restore-My-Files.txt

Ob6paszer; 32bit: CSCC3C5CEF6B382568A54F579B2965FF
OO6Hapy>XeHUs:

DrWeb -> Trojan.Encoder.41387

ESET-NOD32 -> A Variant Of Win32/Filecoder.OSE
Malwarebytes -> Ransom.LockBit

Microsoft -> Ransom:Win32/LockBit

TrendMicro -> Ransom.Win32.LOCKBIT.YXFCXZ

Ob6paszer 64bit: 8FF61E4156C10B085E0C2233F24E8501
OO6Hapy)XeHUst:

DrWeb -> Trojan.MulDrop28.53639

ESET-NOD32 -> Win64/Filecoder.Lockbit.C
Malwarebytes -> Ransom.LockBit

Microsoft -> Ransom:Win64/LockBit.M

TrendMicro -> Ransom.Win64.LOCKBIT.Y XFAITTT
=== 2025 ===

Bapuasr ot 14 cenTaops 2025:

LockBit 5.0 Ransomware Windows version

Pacmvipenue: .[a-z0-9]{16}
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3arnmcka: ReadMeForDecrypt.txt

MD5: 95daa771a28eaed76eb01e1e8f403f7c

SHA-1: cdd5717fd3bfd375c1c34237c24073e92ad6dccc
SHA-256: 7ea5afbc166c4e23498aa9747be81ceaf8dad90b8daa07a6e4644dc7¢c2277b82
Vhash: 075056657d15151"z

OO6HapyXeHHUs:

DrWeb -> Trojan.Encoder.43303

BitDefender -> Application.Generic.4156615
ESET-NOD32 -> Win64/Injector. ADW Trojan
Kaspersky -> HEUR:Trojan-Ransom.Win32.Lockbit.pef
Malwarebytes -> Malware.Al1.3399155910

Microsoft -> Ransom:Win64/LockBit. MZZ!'MTB
Tencent -> Malware.Win32.Gencirc.10c3f20b

TrendMicro -> Ransom.Win64.LOCKBIT.YXFIOZ

Bapuasr ot 20 cenTaops 2025:
LockBit 5.0 Ransomware Linux version
MD5: ca93d47bcc55e2e1bd4a679afc8e2e25

SHA-1: 41e1e094c19fffde494c24ef4cab0d7577d5a025
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SHA-256: 4dc06ecee904b9165fa699b026045c1b6408cc7061df3d2a7bc2b7b4f0879f4d

Vhash: 05495cf416374fc4db17277993080d5d

LOCK N ] Linux amd&4

Flles processed : 5886
Files skipped H |

Total files : 7285
Files size : 432.7 MB
Encrypted data : 432.7 MB
Execution time : 18 s

OO6HapyXeHHust:

BitDefender -> Trojan.Linux.Ransom.38926740

DrWeb -> Linux.Encoder.617

ESET-NOD32 -> Linux/Filecoder.Lockbit.H Trojan
Kaspersky -> HEUR:Trojan-Ransom.Linux.Lockbit.five
Microsoft -> Ransom:Linux/LockBit. GIMTB

Rising -> Ransom.Lockbit/Linux!8.1993E (CLOUD)
Tencent -> Malware.Linux.Generic.1c03f032

TrendMicro -> Ransom.Linux. LOCKBIT.THIBCBD

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http:

k Read to links:

Tweet on Twitter: myTweet
ID Ransomware (1st ID as ABCD, 2nd ID as LockBit, Lock2Bits)
ID Ransomware (new ID: LockBit 3.0, Lockbit 4.0)

Write-up, Topic of Support
*

Adder later:
Description of LockBit by Albert Zsigovits (on April 7, 2020)
Write-up by Albert Zsigovits from Sophos (on April 24, 2020)
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Write-up by TrendMicro (on February 8, 2022)
Reverse Engineering by ChuongDong (on March 19, 2022)

BHumanne!
B HekoTopbix cnydaax dalinbl MOXHO AelmndpoBaThb!
PekomeHayio obpaTutbca Mo aTon ccbinke k Demonslay335 >>

OewndpoBlumk anAa HekoTopbix BapuaHToB Lockbit 3.0 Ransomware
no ccobiike Ha cavite NoMoreRansom >>

6
A

. Thanks:

Andrew Ivanov (author)
Michael Gillespie, Vitali Kremez, Albert Zsigovits, Bitshadow
to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.

Source: https://id-ransomware.blogspot.com/search?q=lockbit
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