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— “#fortinet & #ahnlab, mutex is also kill-switch not only lockfile ;)”

[&F 0] https:/twitter.com/MarceloRivero/status/1019259361259028480?s=09

w Marcelo Rivero I:*"'E'“] 9
@MarceloRivero
#Gandcrab new internal version 4.1.2, with a
new msg mixed in the code:

[+] #fortinet & #ahnlab, mutex is also kill-
switch not only lockfile ;)

MD5: 0301296543c91492d49847ae636857a4
(unpacked) 9

offset aXFortinetdhnla ; %X fortinet & ahnlab, mutex is also kil". ..

akFortinetAhnla
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SXH 9|0 Salsa20 B2 S5l lock I} 0| =S A A SH= A2 & 4 QICh

if { SHGetSpecialFolderPathW({@, (LPUSTR)u1 + 284, 3%, 1) )

{
= (WCHAR =)sub_L@Sy2D{ BxEBCuU) ;
u3d = u2;
ifF ( v2 )
{
GetWindowsDirectoryW{v2, 0x100u);
v3[3] =
if { GetUolumeInformationb(
U3,
ul o+ 256,
fx186u,

(LPOWORD)}uZ + 3BY,
(LPDWORD)u3 + 386,
(LPDWORD)u3 + 3BS,

i’ 4.1.2
Bx100u) ) V o ulasw
wsprintEd(
&uo,
L"%% fortinet & ahnlab, mutex is also kill-switch not only lockfile ;)*,
=(( DUWORD =)ud + 3JBY)Y >> 2);
sub_402152{&u%, {int)&us, (LPUSTR)BUT);
T = 0
wsprintfW({LPWSTR)Yu1, L"%sk%s slock™, (char =)ul + Bx200, &u7);
uh = CreateFileW{(LPCYUSTR}v1, BxE0000080u, 8, B8, 1u, Ox4LOOOEADU, 0);
uwiB = {char =)us + 1 *= @;
vl = {char =}ul + 1 %= B@;

H

else

p Custom Salsa20
GetLastErrord);
H

[C121-1] GandCrab v4.1.22] lock I} AHA
Salsa20 24535} A| A2 E| = Key, Vector M 2= C}S 1} 2T},

o KEY[] (16Z!=): 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D OE OF 10 01 02 03 04 05 06 07 08 09 0A 0B
0C 0D OE OF 10
e VEC[] (16ZI=*): 01 02 03 04 05 06 07 08

o QlE47f “380978EA fortinet & ahnlab, mutex is also kill-switch not only lockfile ;)” (£f, 380978EA Zt2
CE2lo|E E52 Soff MME HEZ ALEXtOICt &40])

ST D10 S0 SN P20l ZAYSH, 013 5| LB 8t REHKll-Switch)0| THSBHS Soltio0],
lock THU 9| M4 9IX| U AL LB 7|1 SUSHD] of2 2t 2t
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e Win XP: C:Documents and SettingsAll UsersApplication Data
e Win 7, 8, 10: C:ProgramData

m}tel: 8A5BA4BIC369950A5FEC.lock (0| A|)
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l.m

4 OEFC |_| 8ASBDEBSB36955085F5C lock 2015-07=20 == 1054 LOCK oy
M sE EE || TBEAA673.lock ’—_h{ 4.0, 4.1.1 |054 LOCK Ipe
= EZ A || FC5BD8BE23695509585C lock 20180720 S8 1(c54 LOCK b

. PrintClue \\3 4.1.3 055 oIre =0

& o028 - Microsoft Help 2018-07-18 23 11:51 mMY =0

V33X Z0|ME S S EZ == GandCrab v4.1.2 30| CHsH ofef 2 ZHo| XIChCHS 2H
2 ZLH0| R = 592l GandCrab ZHM Q|0 ZtEHSH0] X[FHQ ELIHE S &SI Y20, ME2 HA
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o & Q| XICt: Malware/MDP.Ransom
I} ZXICH: Win-Trojan/Gandcrab04.Exp (2018.07.17.00)
e MD5: f153ac5527a3e0bc3e663b8e953cc529
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