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DarkSide Ransomware

DarkSide Hand-Ransomware

(mmdpoBansIMK-BhIMOrareib, RaaS) (mepBoucToUHNK)

Translation into English

OTOT KpUITO-BBIMOTaTe b IK(pPyeT AaHHble O13Hec-110/1b30BaTesel, KpyIHbIX MpeJIpUsiTHil U OpraHu3aliiii C TOMOIIBI0
kKoMOuHauK anroputMoB Salsa20+RSA-1024, a 3aTeM TpebyeT BBIKYIT OT HECKOJIBKHAX COTEH ThICSY /10 HECKOJIbKUX
MUUTHOHOB /10/171apoB B BTC, uto0bl BepHYTh Gaiiibl. OpuruHanbHoe HazBaHue: DarkSide. Hanmcan Ha Python.
OGHapyxeHHs:

DrWeb -> Trojan.Encoder.32305, Trojan.Encoder.32386, Trojan.Encoder.33337

BitDefender -> Gen:Variant.Razy.734971

Avira (no cloud) -> TR/Crypt. XPACK.Gen

ESET-NOD32 -> A Variant Of Generik. MMUYADA

Kaspersky -> Trojan-Ransom.Win32.Gen.xyl

Malwarebytes -> Ransom.DarkSide

Rising -> Ransom.Gen!8.DE83 (CLOUD)

Symantec -> ML.Attribute.HighConfidence

Tencent -> Win32.Trojan.Crypt.Edxi

TrendMicro -> TROJ_GEN.R002H09H820, Ransom.Win32.DARKSIDE. THHABBOA

© I'eneanorus: Sodinokibi / REvil ? => DarkSide > BlackMatter

M306pa>keHre — JIOTOTHUIT CTaTbH

K 3ammdpoBaHHbIM ¢aiinam f106aBsieTcs paciivpenye: .<random> Buaumanue! HoBble pacivpenusi, email v TekcTbl

O BBIKYII€e MOXXHO HalTH B KOHIIe CTaThH, B o06HoOB/IeHMsAX. Tam MOTyT OBITh pas3anyus C IepBOHA4Ya/IbHBIM BapDHAHTOM.
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Hauasiom pacnpocTpaHeHHsi MOXKHO CUHTAaTh TMOsiB/IeHNE Ha popyMax Kubep-aHjerpayHza B Hauase aerycra 2020 .

OpI/IeHTI/IpOBaH Ha aHIJIOA3bIYHbIX HOJ'[L3OBEIT(:‘]'I€I>1, UTO He MelllaeT paCripoCTpaHAThb €ro 1o BCeMy MUpY.

3anucka c Tpe6oBaHeM BbiKyna HasbiBaeTcss: README.<random>.TXT

[Tpumep 3amnuicku ot BeiMoraresieit: README.97866000. TXT

CO}Z[EP)KBHP[E 3dIIMCKU 0 BBIKYIIE:

——————————— [ Welcome to Dark ] ------------->
What happend?
Your computers and servers are encrypted, backups are deleted. We use strong encryption algorithms, so you cai
But you can restore everything by purchasing a special program from us - universal decryptor. This program wi
Follow our instructions below and you will recover all your data.
Data leak
First of all we have uploaded more then 100 GB data.
Example of data:
- Accounting data
- Executive data
- Sales data
- Customer Support data
- Marketing data
- Quality data
- And more other...
Your personal leak page: http://darksidedxcftmga.onion/blog/article/id/***
The data is preloaded and will be automatically published if you do not pay.
After publication, your data will be available for at least 6 months on our tor cdn servers.
We are ready:
- To provide you the evidence of stolen data
- To give you universal decrypting tool for all encrypted files.
- To delete all the stolen data.
What guarantees?
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We value our reputation. If we do not do our work and liabilities, nobody will pay us. This is not in our int
A1l our decryption software is perfectly tested and will decrypt your data. We will also provide support in c:
We guarantee to decrypt one file for free. Go to the site and contact us.

How to get access on website?

Using a TOR browser:

1) Download and install TOR browser from this site: https://torproject.org/

2) Open our website: http://darksidfgzcuhtk2.onion/***

When you open our website, put the following data in the input form:

Key:

*** [Bcero 567 3HakoB]

111 DANGER !!!

DO NOT MODIFY or try to RECOVER any files yourself. We WILL NOT be able to RESTORE them.
111 DANGER !!!

ITepeBop 3alIMCKH HA PYCCKHH SI3BIK:
----------- [dobpo noxkanoBats B Dark] ------------->

Uro cinyunnocs?

Barm KOMITbIOTEPBI U CePBEPLI 3&H.II/I¢)pOBaHI:I, pe3epBHBIE KOTIUU ya/IeHbI. Mbi HCII0/Ib3yeM HaZleXKHbI€ a/ITOPUTMbI
HJI/ICl)pOBaHI/IH, TO3TOMY BbI HE CMOXKeTe paCIlII/ICl)pOBaTI) CBOU [laHHBbIE.

Ho BbI MOXeTe Bce BOCCTAaHOBHTb, KYIIMB Yy HaC CIieljia/ibHytO IIporpaMmy - yHHBepCaJ’[LHLIﬁ ,qemH(bpaTop. OTa nporpamma
BOCCTAHOBMT BCHO Ballly CeTb.

Cne,qyi/'lTe HalllUM MHCTPYKUAM HI)Ke X BBl BOCCTAaHOBUTE BCeé CBOU [JaHHBIE.

YTeuka JJaHHbIX

Bo-nepBrix, Mbl 3arpy3unu 6osnee 100 I'b gaHHBIX.

[Ipumep faHHBIX:

- NaHHbIe OyXra/nTepCKoro yuyera

- VlcronHuTebHBIE aHHBIE

- JlaHHBIe 0 Ipofakax

- MaHHbIe CTYKObI TIOJIEPIKKU

- MapKeTHHIOBbIe JaHHbIe

- JlaHHBIe 0 KauecTBe

- W mHOrOe mpyroe ...

Barua imuHas crpanuna yreuku: http://darksidedxcftmqa.onion/blog/article/id/***

[TaHHbIe TIpeIBapUTE/IBHO 3arPy>KeHbl U OyyT aBTOMaTHUeCKH OMyOIMKOBAHbI, €C/TH BbI He 3arjiaTuTe.
IMocse my6/MKaLMy Bally JaHHble OyAyT JOCTYIHBI He MeHee 6 MeCsLieB Ha HalllMX cepBepax tor cdn.
MBI TOTOBBI:

- YTt0OBI 1pe/i0CTaBUTL BaM [JOKa3aTelbCTBa YKPaZeHHBIX JaHHBIX

- YT10OBI MPE0CTABUTb BaM YHUBEPCATBHBIA MHCTPYMEHT /i1s1 elr(POBaHKs BCeX 3allir(poBaHHBIX (aiioB.
- Y#anuTh Bce yKpa/ileHHblIe JaHHbIe.

Kakue rapantun?

MBeI JOPO’XKUM CBO€H pernyTarueil. Eciii Mbl He GyZieM BBITIO/THSTH CBOKO PaboTy U 00s3aTe/IbCTBa, HAM HUKTO He OyzeT
TUIaTUTh. JTO He B HALIMX UHTepecax.

Bce Hamu nporpaMmsl Jijist ieliidpoBaHysi OTJIMYHO ITPOTECTUPOBAHBI M PaCIIM(PYIOT Balllk JjaHHble. Mbl TaK)Ke OKaXkeM
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TMOZIEP>KKY TIPU BO3HUKHOBEHUSI TIPO0JIeM.
MBeI rapaHTUpyeM OecruiaTHY!0 paciM(poBKy ofHOro (atina. 3alnTe Ha CAlT U CBSDKUTECHh C HAMH.

Kak nmosmyunts goCTym Ha cat?

Wcnone3ys 6paysep TOR:

1) 3arpy3uTe u ycraHoBute 6paysep TOR c atoro caiira: https://torproject.org/

2) Orkpoiite Haiu caiT: http://darksidfqzcuhtk2.onion/***

Korzja BBl OTKpbIBaeTe Halll BeO-caiiT, BBeguTe B GopMy BBOZA CIeAyIOLIYe JaHHbIe:

Kimrou:

*%** [gcero 567 3HaKOB]

111 OITACHOCTHS !!!

HE M3MEHSIWTE u HE IIBITAUTECH BOCCTAHOBUTD daiinel camoctositensHo. Mbl HE cMoykeM 1x
BOCCTAHOBUTb.

111 OTTACHOCT®H !!!

TexHuueckue geTaau

PacrnipocTpansietTcs kKak RaaS Ha gopymax kubep-anzerpayHza. Vicrone3syet ceTb Tor /isi caiiTa U MyO/IMKaLUK TaM xKe

yKpa/leHHOH UH(pOpMaLuy KOMIIaHUH->KepTB.

Tekcr co cKkpuHILIOTa:

Darkside

Let's start

We are a new product on the market, but that does not mean that we have no experience and we came from nowhere.
We received millions of dollars profit by partnering with other well-known cryptolockers.

We created DarkSide because we didn't find the perfect product for us. Now we have it

Based on our principles, we will not attack the following targets:

* Medicine (hospitals, hospices).

* Education (schools, universities).

* Non-profit organizations.

* Government sector.
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We only attack companies that can pay the requested amount, we do not want to kill your business.
Before any attack, we carefully analyze your accountancy and determine how much you can pay based on your net income.
You can ask all your questions in the chat before paying and our support will answer them.

We provide the following guarantees for our targets:

* We guarantee decryption of one test file.

* We guarantee to provide decryptors after payment, as well as support in case of problems.

* We guarantee deletion of all uploaded data from TOR CDNs after payment.

If you refuse to pay:

» We will publish all your data and store it on our TOR CDNs for at least 6 months.

» We will send notification of your leak to the media and your partners and customers.

* We will NEVER provide you decryptors.

We take our reputation very seriously, so if paid, all guarantees will be fulfilled.

If you don't want to pay, you will add to the list of published companies on our blog and become an example for others.

ITepeBoj Ha PyCCKUH A3BIK:

Darkside

[aBaiiTe HaUHEeM

MBbI HOBBIM NIPOAYKT Ha PbIHKE, HO 3TO He 3HAYMT, YTO y Hac HeT OIbITa U Mbl IIPUILIIM U3 HUOTKYZA.

MBI IOy YH/TM TIPUOBLTE B MUAJIZTMOHEI [I0/I7IaPOB, COTPYAHUYAS C PYTMMH U3BEeCTHBIMH KPHUIITO-JIOKEPaMU.

M1 cos3panu DarkSide, motomy uro He Haum Ayist cebst MzjeanbHOTO TIPOAYKTa. Tereps y HaC OH ecTb

Vicxopis U3 HalllUMX MPUHLUIIOB, Mbl He Oy/leM aTakoBaTh C/IeYIOLHe LIeJTH:

* MeauimHa (60MbHULIBI, XOCIHCHI).

» Ob6pa3oBaHue (ILKOJIbI, YHUBEPCUTETHI).

» HexommepuecKue opraHy3arjiy.

* ['ocyapcTBeHHBIN CEKTOP.

MbI aTakyeM TOJIbKO KOMITAHUU, KOTOPbIe MOTYT 3arlJIaTUTh 3alpOLIEHHYI0 CyMMY, MbI He XOTUM TyOUTh Balll GH3HeC.
ITepen 060k aTakoil Mbl TIjaTeILHO aHAIM3KPYeEM Ballly OyXraaTepHio U orpefiesisseM, CKOIBKO Bbl MOYKeTe 3aIlIaTUTh,
WCXO/If U3 Balllero YMCTOro JJ0X0za.

BrbI MOKeTe 3a7jaTh BCe MHTePEeCYIOLIMe BaC BOMPOCHI B UaTe Mepe; OTUIaTOM, ¥ Hallla CTy)K0a TOoAjep>KKH OTBETHUT Ha HUX.
MBbI nipefjocTaB/isieM Creflyroliye rapaHTUU [J1s1 HALKX Lieseit:

* MbI rapaHTipyeM pacii@poBKy OAHOIO TeCTOBOro (aiisa.

 MbI rapaHTHpyeM Ipe/joCTaB/IeHye Aelliu(paTopoB M0C/Ie OI/IaThl, @ TAK)Ke MOJAeP)KKY B CTyuae BOSHUKHOBEHMUsI
npobsiem.

* MBI rapanTUpyeM yaneHue Bcex 3arpykeHHbIX JaHHbIX 13 TOR CDN nocne oniatel.

Ec/i BbI OTKa3bIBaeTeCh IJIATUTh:

» MbI ony0/iMKyeM BCe BalllM JaHHbIe U OyzeM XpaHuTb ux Ha Hammx TOR CDN B TeueHHe Kak MUHUMYM 6 MeCSILIEB.
* MBI OTIIPaBUM yBeZIOMJIEHHE O Balllel yTeuke Cpe/iCTBaM MacCOBOM MH(OPMALUH, BallIUM MTapTHePaM U K/IMeHTaMm.

* Me1t HUKOT'TA He ripejocTaBUM BaM el paTophbl.

MbI OueHb Cepbe3HO OTHOCHUMCS K CBOEH pertyTaliH, M03TOMY B CJIy4ae OIIaThl BCe FapaHTHUH OYZyT BBITIO/THEHBI.

Ecnu BbI He XoTUTE I1/1aTUTh, BbI ,Z[O6EIBI/ITECB B CITMCOK 01'[y6]'II/IKOBaHHLIX KOMITaHWM B Haiem 6J1ore ¥ cTaHeTe mpruMepoM

J1s1 IpYTHX.

MoskeT pacrpoCTpaHsTLCS Iy TEM B3/I0Ma uepe3 He3aluieHHy 0 KoHpuryparuio RDP, c momoipio email-criama u
BP€/IOHOCHBIX BIOYKEHWH, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIIJIOUTOB, BPEJOHOCHOW PeK/IaMbl, BeO-UHKEKTOB,
(anpIIMBEIX 0OHOB/IEHHH, MepernakoBaHHBIX M 3apayKEHHBIX UHCTA/UIATOPOB. CM. TakKe "OCHOBHBIE CITOCOOBI

pacnpocTpaHeHus1 KpUITOBbIMOTaTe/iei" Ha BBOJJHOM CTpaHuIle 6rora.
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Ecu BbI ipeHebperaete KOMIUIEKCHOM aHTUBUPYCHOH 3aiuTol kiaacca Internet Security wmm Total Security, To X0Tst Obl

JlesiaiiTe pe3epBHOE KOMTMPOBaHKe BaXXHBIX (aitioB 1o metony 3-2-1.

» lcronb3yeT mapy MeTo0B Zyist IpoBepKy npuHaexxHocTH 11K k HekoTopeim ctpanam CHI (rpoBepsieT
GetSystemDefaultUILanguage - si3bik cucTeMsl, GetUserDefaultLangID - si3bIk Iosib30BaTe/Ist 10 yMO/I4aHU0). Takum

00pasoMm, He /I0/DKeH LIM(PoBaTh (aiibl U3 ITUX CTPaH.

>» Ilepes mmd¢ppoBaHueM 3aBepiIaeT CIeAyIIHe MPOIecchl, KOTOPble MOTYT TIOMellaTh M(poBaHUIO QaiiioB:
sql

oracle

ocssd

dbsnmp
synctime
agntsvc
isqlplussvc
xfssvccon
mydesktopservice
ocautoupds
encsvce

firefox
tbirdconfig
mydesktopqos
ocomm
dbeng50
sgbcoreservice
excel

infopath
msaccess
mspub
onenote
outlook
powerpnt
steam

thebat
thunderbird
visio

winword
wordpad

notepad

Cnmcok (haiiyIoBbIX paclIMpeHHil, NoABePrawmuxcs mudpoBaHUIO:
Bce ¢aiinel, Kpome Tex, UTO HAXOAATCS B CIIMCKAxX NPOIyCKaeMbIX pacliypeHui, (aiiios, Nanok, Iporeccos.
310 poxkymentsl MS Office, OpenOffice, PDF, TekcToBble ¢haiisbl, 6a3bl AaHHBIX, poTorpaduu, My3sblka, BUzeo, (aiiib

00pa3oB, apXUBbI U TIP.
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CnMCOK MPoNyCcKaeMbIX paciiMpeHHii:
.386, .adv, .ani, .bat, .bin, .cab, .cmd, .com, .cpl, .cur, .deskthemepack, .diagcab, .diagcfg, .diagpkg, .dll, .drv, .exe, .hlp, .hta,
.icl, .icns, .ico, .ics, .idx, .key, .1df, .Ink, .lock, .mod, .mpa, .msc, .msi, .msp, .msstyles, .msu, .nls, .nomedia, .ocx, .pdb, .prf,

.psl., .rom, rtp, .scr, .shs, .spl, .sys, .theme, .themepack, .wpx (50 pacumpenmuii).

CHHCOK NPONYCKaeMbIX JUPEeKTOPHIA:
windows

appdata

application data

boot

google

mozilla

program files

program files (x86)
programdata

system volume information
tor browser

windows.old

intel

msocache

perflogs

x64dbg

public

all users

default

CrnHcoK nponyckaemsbix (aiisios:
$recycle.bin

config.msi

$windows.~bt

$windows.~ws

CHHCOK MPOIyCKaeMbIX IPOL[eCCOB:
vmcompute.exe

vmms.exe

vmwp.exe

svchost.exe

TeamViewer.exe

explorer.exe

®daiinebl, cBA3aHHBIE ¢ 9THM Ransomware:
acer.exe - UCIOTHsIeMbIH (aiin
README.<random>.TXT - Ha3BaHue (haiisia ¢ TpebOBaHKUEM BBIKYyTIa

<random>.exe - cjiy4aifHoe Ha3BaHHe BPeJJOHOCHOTO (haiisia
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Basic Proparties

Histeny

Pacnonoxenusn:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBsi3aHHbIe ¢ 3TUM Ransomware:

CM. HIDXKe pe3y/IbTaTbl aHA/IU30B.

MBbHOTEKChI:
Metotekc Global\\3e93e49583d6401ba148cd68d1f84af7 co3maeTcs, utoObI Mor/ia paboTaTh TOJBKO OfIHA KOTHS

Ransomware.

CM. HIXKe pe3ynbTaThbl aHAJIHU30B.

CereBble MOJK/TIOUEHHUA U CBA3M:

Tor-URL: xxxx://darksidedxcftmqga.onion/

Email: -

BTC:

CM. HiKe B OOHOB/IEHUSIX IPYTHE afipeca U KOHTaKThL.

CM. HIKe pe3y/bTaThbl aHA/IU30B.

Pe3ynbTarsl aHa/Iu30B:
v Triage analysis >>
® Hybrid analysis >>

Z VirusTotal analysis >>
# Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

) VirusBay samples >>

/A MalShare samples >>

* AlienVault analysis >>

7] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>
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https://www.virustotal.com/gui/file/9cee5522a7ca2bfca7cd3d9daba23e9a30deb6205f56c12045839075f7627297/detection
https://analyze.intezer.com/analyses/2b9d1dc0-dccb-444a-b974-037a58c806dc
https://app.any.run/tasks/5c6a9aa2-60fd-4512-80c0-e2b6336eada3/
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CrereHb pacripoCTPAHEHHOCTH: CPeJHSIS.

IMoxpobHeIe cBesieHNst COOMPAIOTCs pery/sipHo. TIpuchbiiaiTe 0Opasibl.

=== ICTOPUHA CEMEMCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUI === BLOCK OF UPDATES ===

Bapmuanrt ot 11 aBrycra 2020:
Ioct B TBUTTEPE >>

Pacumpenue: .2b026£49

3anmcka: README.2b026f49.TXT

Pesynbrars! ananusos: VI + HA

» CogeprkaHue 3aMyCKy OT BbIMOTaTesiei:
----------- [ Welcome to Dark ] ------------->
What happend?

Your computers and servers are encrypted, backups are deleted. We use strong encryption algorithms, so you cannot decrypt
your data.

But you can restore everything by purchasing a special program from us - universal decryptor. This program will restore all
your network.

Follow our instructions below and you will recover all your data.

Data leak

First of all we have uploaded more then 100 GB data.
Example of data:
- Accounting data

- Executive data
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- Sales data

- Customer Support data

- Marketing data

- Quality data

- And more other...

Your personal leak page: http://darksidedxcftmqga.onion/blog/article/id/6/dQDclB_6Kg-c-
6£JesONyHo0aKh9BtI8j9Wkw2inG8072jWaOcKbrxMWbPfKrUbHC

The data is preloaded and will be automatically published if you do not pay.

After publication, your data will be available for at least 6 months on our tor cdn servers.
We are ready:

- To provide you the evidence of stolen data

- To give you universal decrypting tool for all encrypted files.

- To delete all the stolen data.

What guarantees?

We value our reputation. If we do not do our work and liabilities, nobody will pay us. This is not in our interests.
All our decryption software is perfectly tested and will decrypt your data. We will also provide support in case of problems.
We guarantee to decrypt one file for free. Go to the site and contact us.

How to get access on website?

Using a TOR browser:

1) Download and install TOR browser from this site: https://torproject.org/

2) Open our website:
http://darksidfqzcuhtk2.onion/K71D6P88Y TX04R3ISCJZHMDS51Y V55V9247QHIY0HJ Y UXX68H2PO5XPRIR5SP2U68
When you open our website, put the following data in the input form:

Key:

pr9gzRnMz6qEwr6ovMTO0cbjd9yT56NctfQZGIiVVL [Bcero 567 3HakoB]

11 DANGER !!!

DO NOT MODIFY or try to RECOVER any files yourself. We WILL NOT be able to RESTORE them.
11" DANGER !!!

» CCbUIKY Ha coobliieHue JJIs TOCTpazjaBliIero:

http://darksidedxcftmqa.onion/blog/article/id/6
http://darksidedxcftmqa.onion/blog/article/id/6/dQDcIB_6Kg-c-
6£JesONyH0aKh9BtI8j9Wkw2inG8072jWaOcKbrxMWbPfKrUbHC
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EBSCO.com - More then 100 GB sensitive data. i mbese

» Coo0ujeHue A5 ToCTpajaBlieli KOMIIaHWH:
EBSCO.com - More then 100 GB sensitive data.
Automatic leak publication:
We downloaded a lot of interesting data from your network.
Included:

Accounting data

Executive data

Sales data

Customer Support data

Marketing data

Quality data

And more other...
if you need proofs, we are ready to provide you with it.

The data is preloaded and will be automatically published if you do not pay.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgngnee4Gazr0cEwjmpgl1sJA5NBejIK3f7yx6JQlDCWTBHqInD_QsJ2ubw_aFSKC1uGOBelq4DH90GqmA9sYEYEJntFCclTDmtGmXn2lTEKQC-f9x3vWPqP2iBQWr0e9VQ5Yxo99PlCfc/s1600/site_3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgngnee4Gazr0cEwjmpgl1sJA5NBejIK3f7yx6JQlDCWTBHqInD_QsJ2ubw_aFSKC1uGOBelq4DH90GqmA9sYEYEJntFCclTDmtGmXn2lTEKQC-f9x3vWPqP2iBQWr0e9VQ5Yxo99PlCfc/s1600/site_3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiCeJEjtuuOt1Jw2iNiQhq-jnTY8hkHHVjesjCdPCuiiV7XpTU1Z2fYWdqEjrk4f6H1FjsZAgp7jQNMEIciad2e2bdTJliCe921IBGLKrEl_m-MhhQ__BR74G1PcNEh9OqWqjhGuIFM0zk/s1600/site_2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiCeJEjtuuOt1Jw2iNiQhq-jnTY8hkHHVjesjCdPCuiiV7XpTU1Z2fYWdqEjrk4f6H1FjsZAgp7jQNMEIciad2e2bdTJliCe921IBGLKrEl_m-MhhQ__BR74G1PcNEh9OqWqjhGuIFM0zk/s1600/site_2.png
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After publication, your data will be available for at least 6 months on our tor cdn servers.

» Coo0lijeHue Jyis OCTPa/aBLiIel KOMITAaHWH JI0 U MOC/Ie BBOAA KJTHoua:

Cymma Beikymna: $ 2,000,000/ 193.247 BTC / 22810.219 XMR

Monero-koluenek:
86R5YKD3DbMTJ1mgqiYjjsVULxwcxN5h5YyJt7Sz4B20ZEpZCnGBDZY4DG293xeeZSeF6iaDJqAoRVMeQXgUNMb5x3fzyZ
BTC-kommenek: bclgena2vfl7xhc5ad7q06eeuyd563ykxmwardnt2d

BapuanT ot 26 aBrycra 2020:
Pacumpenue (ipumep): .97866079

3anucka (npumep): README.97866079.TXT
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiOoi0uQxliBqHo0oAnKhpFyv5HqbUS5f196Khv3Q7H7KZ_mPZkQ6rsuKLS5B2p790ZLNP72qwHb60OGhyRfqe_-5lushYpXIO264CbsAPhyphenhyphenGq7y2BVob3FE0ErpcqdxyfliRFLbJeC40o/s1600/site_3-key.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj73dSuKa-lhtueSBauyqGhyQTsaJXysS9DgQuJ4964wkrkq8CaCpwdO8s16leGiojE9U6c-0XD5y2Rkvuxmv8fv9yDIVSZ0vDoArdui5pU9ZuXYunfAvkQDDtM7W0RG-wU42-Hze7y0Fc/s1600/site_3-ransom2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj73dSuKa-lhtueSBauyqGhyQTsaJXysS9DgQuJ4964wkrkq8CaCpwdO8s16leGiojE9U6c-0XD5y2Rkvuxmv8fv9yDIVSZ0vDoArdui5pU9ZuXYunfAvkQDDtM7W0RG-wU42-Hze7y0Fc/s1600/site_3-ransom2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi-kvjIDwjKWAHzzvCTl2D6ZHdnoGG4QCpOd4hbstQdfFShttXRlJwdnw-8AnYuKh3UaRAo_fgEyRtFqrB4fW2Vz4GOnanZmFMcnTTZ9hr6hPBuLDbERBW__xu29gKS4-_nyXwRyhjK2o4/s1600/site_3-ransom.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi-kvjIDwjKWAHzzvCTl2D6ZHdnoGG4QCpOd4hbstQdfFShttXRlJwdnw-8AnYuKh3UaRAo_fgEyRtFqrB4fW2Vz4GOnanZmFMcnTTZ9hr6hPBuLDbERBW__xu29gKS4-_nyXwRyhjK2o4/s1600/site_3-ransom.png
https://www.blockchain.com/ru/btc/address/bc1qena2vfl7xhc5ad7q06eeuyd563ykxmwardnt2d
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEin5KfOU2ONQq462qUA8606d8a-kDlcLi9RyEiUBGatXjBKIIBUci41oVIQdBfZ292AuRtM1lRYJCSO9S34fsS2-mgCv2GFyEqs2k3eN0dufPV-ZK3QEiFIUfm3PCrroAzSaqqRwJi30Tc/s1018/note-26-8-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEin5KfOU2ONQq462qUA8606d8a-kDlcLi9RyEiUBGatXjBKIIBUci41oVIQdBfZ292AuRtM1lRYJCSO9S34fsS2-mgCv2GFyEqs2k3eN0dufPV-ZK3QEiFIUfm3PCrroAzSaqqRwJi30Tc/s1018/note-26-8-20.png
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Pesynbrarsl ananu3os: VT + AR

O6Hoenenue ot 11 HosiGps 2020:

OGHosnenue ot 13 HosGpsa 2020:

DarkSide Ransomware paboTaet kak RaaS, rjje pa3paboTurku oTBeuaroT 3a rnporpammupoBanre ITO Ransomware u caiita
riaTexe, a ahGuUIMpoBaHHbIe JIUIAa HAHUMAIOTCS JI/Is B3/IOMa TPeATIPUATHI U IIM(POBAHUS UX YCTPOUCTB. Pa3paboTunku
3abuparot 10-25%, a addunupoBanHble LA MoayuyaroT 75-90% OT JIFOOBIX MPOU3BEAEHHBIX UMH BBIKYITHBIX

riatexxedl. UTOOBI Mpeceyub BLIMOTATeIbLCTBO MPABOOXPAHUTE/IbHBIE OPraHbl ¥ KOMITAaHWH, 3aHUMAFOLIAEeCST
Krbepbe30macHOCThI, aKTUBHO TBITAIOTCS 3a0/I0KMPOBaTh CalThI yTeUKH JaHHbIX. Boripeku 3tomy DarkSide 3asBnsieT, uto
OHM TJIAHUPYIOT CO3/]aTh pacripeZiesieHHY!0 "yCTOMUYMBYIO CHCTeMy XpaHeHUs" B VlpaHe JJisl XpaHeHUs YKpa/leHHbIX JJaHHBIX

JKepTBbI B TeUeHUe 11IeCTH MeCsLeB.

IpexncraBurens DarkSide 3asBnisieT, uTo He paspelliaeT aTaky Ha:
- MeJULIMHCKUE yupesKeHust (DOMbHULIBI, XOCTHChI);

- obpa3oBaTebHbIe YUPEXKAEeHUs (IIKOJIbI, YHUBEPCUTETHI);

- HeKOMMepyecKHe OpraHu3aljuy;

- TOCYAapCTBEHHBIN CEKTOP.

Ho cpepxut mu DarkSide cBoe obeltiaHye He Halje/IMBaThCsl HA HUX, TIOK&XKET BPeMsl.

OG6Hoenenue ot 10 gekaéps 2020:

Tor-URL: xxxx://darksidfqzcuhtk?2.onion
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhPct9vvEgKS-OBSdvV3akhM8UXQUYPi0vKIA7Gc67rztzI1oamcBm1jbd9XrSRAi8TiDz1weMXeq6803AjwnGq2UbroMRWlx2nV91tKzENNnqThKOYJfFrvB1Gd9y-dZRahb6jYlJxCOo/s1316/site-2.jpg
https://www.virustotal.com/gui/file/48a848bc9e0f126b41e5ca196707412c7c40087404c0c8ed70e5cee4a418203a/detection
https://app.any.run/tasks/5f54fa5d-30ab-44ef-b737-f00b627d7bc1/
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O6Huoenenue ot 11 sinBaps 2021:
Cneranuctsl BitDefender Bbinyctunu getmmdpoBIiyuk s daiinos, 3ammrdposaHHbix DarkSide Ransomware.
Oo0HoB/ieHue oT 12 sHBaps 2021:

BriMoraresi BHeC/IM M3MeHeHUsI B IM(POBaHUe ¥ COOOIIMIN 06 3TOM Ha opyme.

Bapuanr ot 15 ssuBapsa 2921:

Pacmmpenye (pumep): .c06622al

3arnucka (mpumep): README.c06622a1. TXT

[ramn gatel: 23 gekabpst 2020.

Pesynbrar anammzos: VT + VMR

» O6HapyXeHus:

DrWeb -> Trojan.Encoder.33337

ESET-NOD32 -> A Variant Of Win32/Filecoder.DarkSide.A

TrendMicro -> Ransom.Win32.DARKSIDE.SMYAAK-B
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEicMdetHKnM2XMswzEH-MygkKjEiLJ4YvsCBOBiyTQI9TyLiJCik7rlNKj1Uydk6OoSds9Qd7wPImrt1ncN6naqPjP87pZTpCR0Ranh4_nXxc2pE4e4wxYPHlKAgJ9YZGmmwIFp8YG40PM/s1715/message-rus.png
https://www.virustotal.com/gui/file/0839aabe5fd63b16844a27b3c586c02a044d119010a1a40ee4035501c34eae0d/detection
https://www.vmray.com/analyses/0839aabe5fd6/report/overview.html
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BapuaHnr ot 24 sinBaps 2021:
Coob1ieHue >>

Paciupenue: .c06622al

Tor-URL: darksidedxcftmqa.onion/***
Tor-URL: darksidfqzcuhtk2.onion/***
URL: securebestapp20.com

Pesynbrarsl ananusos: VI + HA + VMR
Bapuanrt ot 3 ¢eBpans 2021:
Pacmmpenue: .0b4dc49f

ITprMeps! 3arKCOoK:
README.418990b0.TXT
README.0b4dc49f.TXT

PesynbrTel aHanmusos: VT + AR + A

» OO6HapyKeHus:

DrWeb -> Trojan.Encoder.33337

ALYac -> Trojan.Ransom.DarkSide
BitDefender -> Gen:Heur.Ransom.RTH.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.DarkSide.A
Malwarebytes -> Ransom.DarkSide
Symantec -> Ransom.Darkside
TrendMicro -> Ransom.Win32.DARKSIDE.SMYAAK-B
Bapmuanr 23 ¢epans 2021:
Pacumpenue: .0b4dc49f

3ammcka: README.0b4dc49f. TXT
Cymma BrIkyma: $ 6.000.000

URL: xxxx://darksidfqzcuhtk2.onion/***

Pesynbrars! ananu3os: AR
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https://twitter.com/GrujaRS/status/1353332445668663297
https://www.virustotal.com/gui/file/06cfe7f5d88e82f7adda6d8333ca8b302debb22904c68a942188be5730e9b3c8/detection
https://www.hybrid-analysis.com/sample/06cfe7f5d88e82f7adda6d8333ca8b302debb22904c68a942188be5730e9b3c8/6008a1e0ee801b167924b768
https://www.vmray.com/analyses/06cfe7f5d88e/report/overview.html
https://www.virustotal.com/gui/file/1cc7c198a8a2c935fd6f07970479e544f5b35a8eb3173de0305ebdf76a0988cb/detection
https://app.any.run/tasks/a1a56950-24f5-421c-aac4-c0f4b490bfd9/
https://analyze.intezer.com/files/1cc7c198a8a2c935fd6f07970479e544f5b35a8eb3173de0305ebdf76a0988cb
https://app.any.run/tasks/101a068a-9893-4c8b-95e5-efbb98b9128c/
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& 8

Bapuant 28 deBpans 2021:

®aiin: calimalimodumator.exe

Pesynbrate! anamm3oB: AR + AR + VT + HA
Bapuanr 28 deBpains 2021:

Pacumpenue: .0b4dc49f
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhUcU8phBxPv84oEeJotMRgkArz9PAhCB7oqrJJKD4HR999PZQr2EkR__LSEGVxswcKiDoE1LIN5Pdgi2ZAeTCgBE13tNSUCwEcjwEpcKTd7gmqxW2EpzO_2TpIiecH-fNektM6FTTphcc/s115/ico.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhUcU8phBxPv84oEeJotMRgkArz9PAhCB7oqrJJKD4HR999PZQr2EkR__LSEGVxswcKiDoE1LIN5Pdgi2ZAeTCgBE13tNSUCwEcjwEpcKTd7gmqxW2EpzO_2TpIiecH-fNektM6FTTphcc/s115/ico.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhGa6p_VHw87MNhpAuaOCeT2gMlwBAqPjflxhfdJlsC77zV9N5ojKzl16jI4ZqmJq-lKmeWWvkvDDX5gmhZagCCGmqvn23L0bzTEWfp3BXKwJYDj6nthkxJbUXpijFY_xFoYtJzLpIusps/s1039/note_1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhGa6p_VHw87MNhpAuaOCeT2gMlwBAqPjflxhfdJlsC77zV9N5ojKzl16jI4ZqmJq-lKmeWWvkvDDX5gmhZagCCGmqvn23L0bzTEWfp3BXKwJYDj6nthkxJbUXpijFY_xFoYtJzLpIusps/s1039/note_1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEguJAb_HgytEoFouezboZJpHV-_1Es_0WrAT1g8VZyoeKtaZhlW01-RIqIkjjRMwOVuStyFqSdlcTcWbKWc9tQFIs64VfY-Hvrkr1AZzexlNB0p5w79Tjcs8jpVs0_DwwNW9ySKWgbSGT4/s1062/screen-2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEguJAb_HgytEoFouezboZJpHV-_1Es_0WrAT1g8VZyoeKtaZhlW01-RIqIkjjRMwOVuStyFqSdlcTcWbKWc9tQFIs64VfY-Hvrkr1AZzexlNB0p5w79Tjcs8jpVs0_DwwNW9ySKWgbSGT4/s1062/screen-2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEibAcvmq24eHAF11Ie5qvkiRWVTy928Addk42lx58WyZEdo_T8wJEepAfLKO7kuvf0L8CAkXaPQMHpIyWhAKvnAX9cCRkFp2Xc3VMP_JblWmC7x-udYSdObCp8FkyTbf8InQmlP43AThKE/s1037/wallp-note.BMP
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEibAcvmq24eHAF11Ie5qvkiRWVTy928Addk42lx58WyZEdo_T8wJEepAfLKO7kuvf0L8CAkXaPQMHpIyWhAKvnAX9cCRkFp2Xc3VMP_JblWmC7x-udYSdObCp8FkyTbf8InQmlP43AThKE/s1037/wallp-note.BMP
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiq5t_ybta4-kG_X0qFafrScQJWpk5DsEGLZQ3l92Px48clt5c58K99bBqKN5P8jENXfPN6WzJEXCo3rtPBUo52cURormondeoVxPooQxMk24zvUpqCCZ9MVioj_r3EUagP2wS6EeWW5D0/s790/screen-1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiq5t_ybta4-kG_X0qFafrScQJWpk5DsEGLZQ3l92Px48clt5c58K99bBqKN5P8jENXfPN6WzJEXCo3rtPBUo52cURormondeoVxPooQxMk24zvUpqCCZ9MVioj_r3EUagP2wS6EeWW5D0/s790/screen-1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhLk-tv6NHovuoNyZKd2PID4sXdrG9oNheW6e2i-CwRvWlnh05JdJormm91ibZyw20LBLZ8ItDtvXu1SBGKYZuNCiJdYq43D32gzFG9LSefozZztN1F3v-xf1LtZg27KnApppP80G7aXxE/s1014/site-01.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhLk-tv6NHovuoNyZKd2PID4sXdrG9oNheW6e2i-CwRvWlnh05JdJormm91ibZyw20LBLZ8ItDtvXu1SBGKYZuNCiJdYq43D32gzFG9LSefozZztN1F3v-xf1LtZg27KnApppP80G7aXxE/s1014/site-01.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu9JmgcnMUJzqZYLbIUbRNf_hfUDi79dyaiMoXaJxFLq3k03Mue2k7HVafTs0GcS9fdHUOtx2U4LNYw9TCfhcNtNH-8JI1E1mBP6iH2oiQoHMbn_BZrceuBpL4Bsqi1xE7-Qxz1eFwxvk/s1014/site-02.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu9JmgcnMUJzqZYLbIUbRNf_hfUDi79dyaiMoXaJxFLq3k03Mue2k7HVafTs0GcS9fdHUOtx2U4LNYw9TCfhcNtNH-8JI1E1mBP6iH2oiQoHMbn_BZrceuBpL4Bsqi1xE7-Qxz1eFwxvk/s1014/site-02.png
https://app.any.run/tasks/5269d0cd-d898-4fae-b03e-1564b648692b/
https://app.any.run/tasks/6b92bc48-9aeb-45a2-8907-5d1f0729233d/
https://www.virustotal.com/gui/file/976c584484439e923426502f11e0f4c22af249b7b2e889ec6432c4b4008d8abf/detection
https://www.hybrid-analysis.com/sample/976c584484439e923426502f11e0f4c22af249b7b2e889ec6432c4b4008d8abf/603b972f17b0ec625d4cef3b
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3armmcka: README.0b4dc49f. TXT
URL: xxxx://darksidfqzcuhtk2.onion/***
daiin: homie.exe, MicSwitch.exe

Pesynbrarel aHanu3oB: AR + VT + IA

Page 17 of 20


https://app.any.run/tasks/3073e7be-cfc7-46af-a82b-4adfd8ab3e66/
https://www.virustotal.com/gui/file/bafa2efff234303166d663f967037dae43701e7d63d914efc8c894b3e5be9408/detection
https://analyze.intezer.com/#/files/bafa2efff234303166d663f967037dae43701e7d63d914efc8c894b3e5be9408
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEigm4IOwivbzsdsAVwurmmTbp8C1UW4httEH2gzG9WR8gTIjLd2GXwCge_RcpNhFaQ5tXhDXe6kKgs7f9O4Pcui6mV0mN_2KZLc70u7O8fI8RZ8qqnQoRMDhlLZTs-hYVZPpRQCwM3NKNA/s1081/note_2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEigm4IOwivbzsdsAVwurmmTbp8C1UW4httEH2gzG9WR8gTIjLd2GXwCge_RcpNhFaQ5tXhDXe6kKgs7f9O4Pcui6mV0mN_2KZLc70u7O8fI8RZ8qqnQoRMDhlLZTs-hYVZPpRQCwM3NKNA/s1081/note_2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEinzJ_133pcD6wCL9SB4KqQN1ywfBc70GMtuve-ZNsUdpRkVYRwyYMeX4kkbYoAVxMIGsCd8rbSgtFb0MHR_0ETD71jFBbq8Ft6Z6s2G_sAQJJbCe69jRcVVf9Ssipf7_aDXfhBK3b0-ks/s1014/site-01.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEinzJ_133pcD6wCL9SB4KqQN1ywfBc70GMtuve-ZNsUdpRkVYRwyYMeX4kkbYoAVxMIGsCd8rbSgtFb0MHR_0ETD71jFBbq8Ft6Z6s2G_sAQJJbCe69jRcVVf9Ssipf7_aDXfhBK3b0-ks/s1014/site-01.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjryn4zUISYKiS37BpB2TFRnnKHMt6Pbdq1u0KHyyEFLUXxXpEOoPwZ7viw7O0gkuMqeX2UeyuYAnhHrqbERslDE1HHEp8xV8Nu2BGkVDZXkUQesTf4edi9a4esgzzjMkQwvMZX7Es1BJ4/s1014/site-02.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjryn4zUISYKiS37BpB2TFRnnKHMt6Pbdq1u0KHyyEFLUXxXpEOoPwZ7viw7O0gkuMqeX2UeyuYAnhHrqbERslDE1HHEp8xV8Nu2BGkVDZXkUQesTf4edi9a4esgzzjMkQwvMZX7Es1BJ4/s1014/site-02.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjITGXXUB_w5R14Hklm9vTEfiogLhc4loMo7cZEe6evtM-rtTzoUEpdIia0-1nyiUlw-Ckf3HoE5_gaqF5UVpTtBwBIgP1iIq8dcJzMatWs4zqExmumVREVqfRQcX3Fr6QbAkRJgg2kpHU/s1438/01.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjITGXXUB_w5R14Hklm9vTEfiogLhc4loMo7cZEe6evtM-rtTzoUEpdIia0-1nyiUlw-Ckf3HoE5_gaqF5UVpTtBwBIgP1iIq8dcJzMatWs4zqExmumVREVqfRQcX3Fr6QbAkRJgg2kpHU/s1438/01.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjy_4BE3Lzx3_mfOMCz0l_Cq8tJOHP6W_eXakTUVsxPyh6F12fdNlWF32be3lexyfzhykdlg1AzUO0lBF9IpIpo8kWWlyLoISfbMiP4yCXIuKx8eFCo6mwipM42mRYwQHjI0rdxcgUUHKg/s1438/02.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjy_4BE3Lzx3_mfOMCz0l_Cq8tJOHP6W_eXakTUVsxPyh6F12fdNlWF32be3lexyfzhykdlg1AzUO0lBF9IpIpo8kWWlyLoISfbMiP4yCXIuKx8eFCo6mwipM42mRYwQHjI0rdxcgUUHKg/s1438/02.png
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Bapuanrt ot 1 mas 2021:
Coobirienue >>
Pacumpenue: .425b93ba

3anmcka: README.425b93ba. TXT

Welcome to DarkSida!

All Your Files Are Encrypted!

% "Fiﬁiz"REnnME_dzsbnaha_‘rxT And Follow Instructions!
a

& &

Tor-URL: hxxx://dark24zz36xm4y2phwe7yvnkkkkhxionhfrwp67awpb3r3bdcneivoqd.onion/*
Pesynbrarsl ananusos: VT + AR
» OO6HapyXeHus:

DrWeb -> Trojan.Encoder.33763
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEizzOwXMgSIGBzddAnUR1tS5VkyfkBhSF2VW6UdQ9bGZR6tav5DdIBbSFoVMcnzhfojuZAN58YONavqyqxygwpy8GLiQokFF364VLXiayO6dUaR8wya56V_MavBl5-bWeinUjts6KAJSzI/s1438/03.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEizzOwXMgSIGBzddAnUR1tS5VkyfkBhSF2VW6UdQ9bGZR6tav5DdIBbSFoVMcnzhfojuZAN58YONavqyqxygwpy8GLiQokFF364VLXiayO6dUaR8wya56V_MavBl5-bWeinUjts6KAJSzI/s1438/03.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiEvfMDfsbDmNXFvQl5_HOFCYP34ric-cuZxWtbcsXIUyGfLuit_nrp7GuDHoAmajtSz9OCf36fx_LEFwSN0EwOzR-5LE2z9joV7bf_3KYXcPOWMPt03ju3AkKx0a7XU2oNPyWx6OGGPsE/s1438/04.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiEvfMDfsbDmNXFvQl5_HOFCYP34ric-cuZxWtbcsXIUyGfLuit_nrp7GuDHoAmajtSz9OCf36fx_LEFwSN0EwOzR-5LE2z9joV7bf_3KYXcPOWMPt03ju3AkKx0a7XU2oNPyWx6OGGPsE/s1438/04.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgVdZX0Sp3HCg5WuR6UWwL5j87KFmPYKBbr0EEHNxdw7DCeY3IOwTohzcr_sZPodA8fjVnWFyds044ottI9yVdQXuYROcpXCZd9NlNBq8rthxjgujShOoAXKYrgCeAJs_odwyxDKOlgfvY/s1278/note-1-5-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgVdZX0Sp3HCg5WuR6UWwL5j87KFmPYKBbr0EEHNxdw7DCeY3IOwTohzcr_sZPodA8fjVnWFyds044ottI9yVdQXuYROcpXCZd9NlNBq8rthxjgujShOoAXKYrgCeAJs_odwyxDKOlgfvY/s1278/note-1-5-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhBIJpbX59Yr_7Od8NMUF30VSrvRVA4cg3ccgrT_xzUUOJGkZed9kPicS-rqQJEykyGGuH6Ujtkww1tVNGowiaksWmeRxIDY010SoQnBEqhZVDAHmxtHXf2z89EiblqhKROIS4fcNWrNdQ/s1088/wallp-note.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhBIJpbX59Yr_7Od8NMUF30VSrvRVA4cg3ccgrT_xzUUOJGkZed9kPicS-rqQJEykyGGuH6Ujtkww1tVNGowiaksWmeRxIDY010SoQnBEqhZVDAHmxtHXf2z89EiblqhKROIS4fcNWrNdQ/s1088/wallp-note.jpg
https://www.virustotal.com/gui/file/156335b95ba216456f1ac0894b7b9d6ad95404ac7df447940f21646ca0090673/detection
https://app.any.run/tasks/1168d937-7bd0-41b0-98ee-d8d0baf84279/
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BitDefender -> Trojan.GenericKD.46189032
ESET-NOD32 -> A Variant Of Win32/Filecoder.DarkSide.B
Malwarebytes -> Ransom.DarkSide

Microsoft -> Ransom:Win32/DarkSide. DA!MTB
TrendMicro -> Ransom_DarkSide.R002C0DE121
Coo0menue ot 18 mas 2021:

Beimoraresy, ucnosnb3ytoiue DarkSide Ransomware, cobpanu ¢ noctpagaBuimx okoao 90 MU/UTMOHOB [[0/1/IAPOB B BU/IE
BBIKYTIa, BbIN/IQU€HHOTO >KepTBaMHU 3a Moc/ie/jHUe /1eBATh MecsLeB Ha HecKosibko BTC-koienskoB. ITogcunrano, uto
paspaborunku DarkSide Ransomware mosyur u3 obieid mpuObLTM OUTKOMHEI HAa CyMMy 15,5 MiTH fjo/mapoB. Oumasl
WU TIapTHEPBI 0OBIYHO TIO/TYYAlOT JIBBUHYIO ZIOJTEO A€HET, IOTOMY UTO OHU [Ie/IatoT OOBIIYI0 YacTh PAbOTHI: B3/IaMbIBAlOT
CeTH >KepTB, KPaZyT JaHHbIe U pa3BepThIBatoT BpefoHocHoe I10 asis umdposanus daiinos. B ciayuae ¢ DarkSide onu

nonyuanu ot 75% 10 90% npubbLIv, B 3aBUCHMOCTH OT pa3Mepa BbIKYyTIa.
Coo0igenne ot 18 urons 2021:

OnemeHTHI BhIMOTaTeIbCTBa (email-azpeca, BTC-Koiesnek) OyayT uaeHTUGUIMpoBaThCs Ha caiite "ID Ransomware" Kak
"Fake DarkSide".

Ot umenu DarkSide ¢ 4 utonst 2021 roga NpoBogUTCs MOLLIEHHUUECKast email-komranus, HaljesieHHas Ha email-agpeca

KOMITaHUH 5HepreTHUeCKOM U MUILeBOI MPOMBILIIEHHOCTH. HUKaKKX akTHYeCKUX aTak He ObLIO IPOC/IeKeHo.

LeneBble cTaHel: ApreHTrHa, ABcTpanus, Kanaga, CIITA, Benvkobpuranus, MHaus, Kuraii, Komymbusi, Mekcuka,

Hupepnaugpl, Taunang,
Email: darkside@99email.xyz, darkside@solpatu.space
BTC: bclqcwrl3yaj8pgevjShw3363tycx2x6mdnkaaqdse

CymmMa BeiKyna go 100 BTC.

Subject: Hacking [REDACTED: company name] servers

Hi this is DarkSide.

It took us a lot of time to hack your servers and access all your 30Counting reporting. Also, we got
access to many hinanaal documents and other data that can greatly affect your reputation if we
publish them it was difficult. but luck was helped by us - one of your employees is extremiely
unqualified in network security issues. You could hear about us from the press - recently we held
& successhul attack on the JBS.

For non-decosure of your confidential information. we require not so much - 100 bitcoins. Think
about IL these documents may be interested not only by ordinary people, bul also the tax service
and other organizations. if they are in open access .. We are not going to wait long - you have
several days

Dur bitcomn wallet - [REDACTED]

>» OOpa3ser| TeKCTa 3/1IeKTPOHHOI0 MHCbMa:
Hi, this is DarkSide.

It took us a lot of time to hack your servers and access all your accounting reporting. Also, we got access to many financial

documents and other data that can greatly affect your reputation if we publish them.

It was difficult, but luck was helped by us - one of your employees is extremely unqualified in network security issues. You

could hear about us from the press - recently we held a successful attack on the Colonial Pipeline.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh_8EmTAkac3PKGZfxQxcoJicbhMOrNiIsAu17FtVML7XrMHsmJh9hyphenhyphenvevFvgt7FGKU5wpsEietNZsWgsxP9zH-QhBrZ-P712AOv2Cdk6MFnl_K9b6XdKyv6kgMiaJwCtT0RJFfng-eWH0/s707/DarkSide-Fake-Ransom.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh_8EmTAkac3PKGZfxQxcoJicbhMOrNiIsAu17FtVML7XrMHsmJh9hyphenhyphenvevFvgt7FGKU5wpsEietNZsWgsxP9zH-QhBrZ-P712AOv2Cdk6MFnl_K9b6XdKyv6kgMiaJwCtT0RJFfng-eWH0/s707/DarkSide-Fake-Ransom.png
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For non-disclosure of your confidential information, we require not so much - 100 bitcoins. Think about it, these documents
may be interested not only by ordinary people, but also the tax service and other organizations, if they are in open access ...

We are not going to wait long - you have several days.

Our bitcoin wallet - bc1gcwrl3yaj8pgevj5hw3363tycx2x6m4dnkaaqdSe

BUTKOH-KOIIIe/TeK B KOHI[e Ka)K/[0r0 TMChMa OAMHAKOB [I/1s1 BCeX 1ie/iei. Ha MOMEHT HarucaHust 3Toro coobiienust Ha BTC-

KOLLIeJIEK T1JIaTeXXU He ToCTyIalIn.

Kpome pacchUiKu LiesieBbIX email-niceM Te ke 3/10yMbILLIEHHUKH 3alI0/IHU/IM KOHTaKTHbIe (DOPMbI Ha caiiTax HEKOTOPBIX
komranuid. Coziep>kaHue Takoe ke, Kak 1 B email-mucemax. Oy IP-azpec otripaBuTeneid, 205.185.127.35, okasancs

BBIXOJHbBIM Y3/IOM CE€TU Tor.

«B 11e/10M, 3Ta KaMIaHus BBINVIAUT AUIeTaHTCKOM M0 CPaBHEHUIO C M3BeCTHBIMU IPeZbIAYIIIMMHU MepOIIpUATUAMU
DarkSide. MbI cunTaem, uto OOJIBLIIMHCTBO KOMITaHUM He OyAyT MJIaTUTh 3Ty CyMMY, [T0Ka He TIoJIyuat Kakue-1u6o
peasibHbIE [JOKa3aTebCTBa TOTO, UTO CeTh Obl/Ta CKOMITPOMETHPOBaHa M KOH(H/IeHI[ManbHbIe MOTYT ObITh OMyOIMKOBaHbI», -

coobimaer Trend Micro.
de sk
Utak, mpoekt DarkSide 3akpbIT, a Ha ero 0CHOBe ObUI 3arlyllieH pyroil BEIMOraTe/IbCKU TIPOEKT, KOTOPBIH

Ha3biBaeTcs: BlackMatter Ransomware. VcciiejoBaTe/id CUMTAKOT ero npsiMbiM rpozo/bkeHrdeM DarkSide, HO Tak /i1 Ha

CaMOM fejie, HUKTO He 3HaeT.

WccnenoBanus npekpaiieHbl. CTaThs 3aKphITa.

Source: https://id-ransomware.blogspot.com/2020/08/darkside-ransomware.html
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