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Dreambot

- Crime as a service
- Based on Gozi2 (ISFB) + TOR + Bootkit
- Around since 2015
- ~ 450 000 bots (Oct-Dec 2018)
- ~ 250 000 bots (Jan-March 18)
- JP/DE/BG/PL/IT/US/CA/ES/AU/IN

- Business model:

- You rent access to Dreambot

- You obtain a non packed binary + the
source code of the panel.
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Under the hood




Dreambot

- 3 different ways to communicate:
- Hard coded domains (BrazzzzersFF)
- DGA (BrazzzzersFF)
- Onion website

- Gozi features:
- Webinjects
- Keylogger
- FormGrabber

- email grabber
- Screenshots

- Socks

- VNC



Dreambot

Brazzzers Fast
Flux

- e e et et

Dreambot's clients

-

NV

Master C&C

- 2 kinds of C&C:
- Dreambot client's C&C
- *Master” C&C

- “Master” is used for:
- Bots storage
- Banks frauds
- Targeted attacks



Dreambot’s client

- Servers used for a defined period of time
(subscription based)

- The client can:
Total Bots

- Distribute Dreambot code
Online Bots
- Access harvested drop data

Online per da . ..
perday - Configure own webinjects
Online per week 4474 - Configure a stage 2

Total Bootkit 434 - 3 different panels are available

enerate guest link

~ 15 different customers between 2018 and
yesterday
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Dreambot

Panel 1
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Dreambot

Panel 2

Organization Version soft

Ip acdress Comment
Browser
ProcessDesc

Last activity Rows on page

ca expand
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Dreambot

Panel 3

63,733

Total bots

Statistics

L1 OS Versions & Browsers @ Countries = Servers Manage
Active Browser Active Country Active Name Active
Firefox 40 Japan
I8 ! Poland 3,166 & Top 10 domains
Domain Active

em372udbzuz

Australia

Unknown 22 Spain
theincludingte.online

Vista x64 Vietnam .
tformlicensable.online
Win & 9 India

Indonesia

B Installs sources

1000
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Dreambot

Last update

Lasyupdate
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Dreambot

e -

Reports
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Dreambot

& Select feature ISP blacklist

Bots analyzer
Pattern
Masks blacklist

nstitute
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Dreambot

const DEBUG_MODE = @;

const DB NAME = "standard’;
const ONLINE_TIMEOUT 1800;
const ACTIVE_TIMEOUT 86400;

const DB_NAME - // route extensions ;

const DEcRver | CONSt ExtConfig = "jpeg”; SRt B
const USEZIP - const ExtTask = "gif’;

const viDEos_Pi const ExtData "bmp’;

const NLINET- /' route extentions for download files

const PARSE AC const ExtBinary = "tif’;

/1 common deper // bot writer decided to add vali is for tor only,

requireoncel™ ;s yrl is generated automatically, so i also need meolo1.6.0.oF'3
// comect to « ff to check for 0S version, thank you author...

$mongo = new M

$db - $mongo-> CONsT ExtTor = "avi’;

// CLI MODE (i :?y-exew
if (php_sapi_n if( strstr($ SERVER[ "REQUEST URI'], ".avi"™) ){ te.key';
¢ e error_log("Got our request now.");

require_on } Ny

[/ route al _
$route = isset($argv[1]) ? $argv[1] : null; // injects support
const ACCOUNTS ENABLED - false;
const ENGINES LIST = ‘bofa,chase,citi,schwab,usaa,wells’;
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Customer use case




Dreambot customer in Germany

Total Bots Config File

Browse... | No file selected
Online Bots

: R Country Code
Online per day 577 e

| Group ID

Send

Oonline per week

Total Bootkit

Current Configs

Generate guest link
IDgroup Loaded Country

130 1 CA
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- The example:
The German customer:
- New client since October 2018
- ~ 210 000 infections in Germany/US/CA
(October 18 — March 19)

(EK and targeted emails)

- This client (known as Bagsu) is only
interested in baning fraud and targeting 725
unique banks in Germany



Dreambot’s client - Germany

Group ¢ Country # City Version # Browser # Status # IP Sys

=8 DE Salzwedel 216998 Internet Win_7_64 | OFF | 2019-03-19

Explorer 20:5318

8 amz dec
Internet -03- ppinc pass
Explorer
8.0

Internet Win_ 2019-03-1 pp cant pay
Explorer 23:51:.04
8.0

Wupperta 21605 Internet Win_7_64 3-1¢C pp cant pay
Explorer
8.0

Stoliberg Internet Win_7_64 3-18  pp 2nd fact
amz skinny

gp, amz
used, pp
used

Ennepeta 216998 Internet 2019-03-18  gp cant pay
Explorer 20:40:48 thru pp
8.0

Internet 8 3% 18 chrome
Explorer untouch

o
o
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Dreambot’s client - Germany

Task File
Cookies lo. Use "GET_COOKIES"
- Browse... | No file selected

Video

I:I Country Code
Certificates lo. Use "GET_CERTS"
Send
Screenshots 0. Use "GET_SCRSHOT"
Current Task

Mail accounts lo. Use "GET_MAIL"
- Time Country

Address book 2019-03-27 14:18:02 y All

Cards

System Info lo. Use "GET_SYSINFO"

FormGrabber able (3118 reports)
ContentGrabber pp wait pass
KeyLogger st/ Table (1318 reports)

Last Online 2019-04-01 14:57:28

Registration 2019-03-19 08:35:51
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“Master” C&C




Dreambot

- “Master” C&C

- Used to store bots after the
expiration of a custumer subscription
periode

- Likely controlled by the Dreambot
operators

- Involved in targeted attacks
- Involved in frauds in BG in 2018-2019



Dreambot

202174

ID Bot

ID group

Country

Domain
Last activity

[Jexpand

1D Bot

Organization
Ip address
City

Network

none OS type

Group ¢ Country ¢ City

EJO  Amman

Samokov

Version soft
Comment
Browser
Process/Desc.

Rows on page

¢ \Version ¢ Browser

Comment




Dreambot

Erowser nteme orer 8.0 Browser ntemet Explore Browser

Country Country BG Country

City Sofia City 1 City
Organization Net1 Organization Ivacon Qrganization
Version 216962 Version 21656, Version

IP P

@



Dreambot

Country
City
Organization

Version

@

Country

City

ngiﬂl!illﬂﬂ
Version

IP

Browser
Country

City
Organization
Version

P

AV




Dreambot
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Dreambot

Browser
Country

City
Organization

Version
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Country
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NSEr
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Dreambot

Browser E ! NSEr
Country LA Country A Country

City City

Organization

rganization

Version

Version
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Conclusion




Conclusion

- Gozi still going strong and continuously being improved
- Crime as a services getting trendy

- Vector used by APT groups

- Attribution getting harder

- Gozi will never die despite of takedowns

- Thanks to:
Kafeine
Maciej Kotowicz



Dreambot
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One more thing....
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Dreambot — OSX !

ID Bot Organization Version soft
ID group Ip address Comment
ML Country city Browser
Domain Network Process/Desc.
none ~ | Last activity <| 0§ type 10 ~|Rows on page

Search | Clear [Jexpand

Group # Country # City # \Version # Browser g # Reg %+ Comment # Sys

Internet _ 2018-12-19

1050 = Ml Nunspeet 216962 ) ) 7 P
Explorer 8.0 - 225038

_— Internet 2018-12-28
- Explorer 8.0 12:49:04
Internet _, 2019-01-29

- 1600
= 216094 Explorer 8.0 09:26:48
Internet i 2019-01-14
Explorer 8.0 = 17:31:13

= ML

Internet
= NL 216994 _ " o Win_7_6-
Explorer 8.0 -

Intel Mac O3 X

10_5_8

(s ]

1[N 216994 Chrome 4.0
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Let’s Talk?

pkr@csis.dk
PGP-ID: Ox715FB4BD
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