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2 Tool: FinallstSpy

Names Final1stSpy

Category Malware

Type Dropper

Description Final1lstspy is a dropper family that has been used to deliver DOGCALL.
Information <https://intezer.com/apt37-final1stspy-reaping-the-freemilk/>

MITRE ATT&CK <https://attack.mitre.org/software/S0355/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.final 1stspy>
AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:final1stspy>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool Final1stSpy

Changed Name Country Observed
APT groups
Reaper, APT 37, Ricochet Chollima, ScarCruft 2012-Mar 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=545d049b-3004-4e61-91bf-3185d7fabc3b
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