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Amadey is a botnet that appeared around October 2018 and is being sold for about $500 on Russian-speaking
hacking forums. It periodically sends information about the system and installed AV software to its C2 server and
polls to receive orders from it. Its main functionality is that it can load other payloads (called "tasks") for all or

specifically targeted computers compromised by the malware.
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Amadey 2024-12-11 ⋅ Microsoft ⋅ Microsoft Threat Intelligence

Frequent freeloader part II: Russian actor Secret Blizzard using tools of other groups to attack Ukraine

Amadey Kazuar Wipbot FlyingYeti 2024-09-09 ⋅ LinkedIn (Idan Tarab) ⋅ Idan Tarab
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Amadey configuration extractor
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.NET Stubs: Sowing the Seeds of Discord (PureCrypter)
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Malware development: persistence - part 1. Registry run keys. C++ example.
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Amandeep Kumar, Rohit Chaturvedi

Latest Version of Amadey Introduces Screen Capturing and Pushes the Remcos RAT
Amadey Remcos 2020-03-26 ⋅ Telekom ⋅ Thomas Barabosch

TA505's Box of Chocolate - On Hidden Gems packed with the TA505 Packer

Amadey Azorult Clop FlawedGrace Get2 SDBbot Silence TinyMet TA505 2020-02-28 ⋅ Financial Security Institute ⋅

Financial Security Institute

Profiling of TA505 Threat Group That Continues to Attack the Financial Sector

Amadey Clop FlawedAmmyy Rapid Ransom SDBbot TinyMet 2020-02-05 ⋅ Cybereason ⋅ Assaf Dahan, Lior Rochberger

The Hole in the Bucket: Attackers Abuse Bitbucket to Deliver an Arsenal of Malware

Amadey Azorult Predator The Thief STOP Vidar 2020-01-08 ⋅ Blackberry ⋅ Masaki Kasuya

Threat Spotlight: Amadey Bot Targets Non-Russian Users

https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey

Page 3 of 4

https://malpedia.caad.fkie.fraunhofer.de/library?search=Trellix
https://malpedia.caad.fkie.fraunhofer.de/library?search=Jambul%20Tologonov
https://malpedia.caad.fkie.fraunhofer.de/library?search=John%20Fokker
https://malpedia.caad.fkie.fraunhofer.de/details/elf.lockbit
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/details/win.buer
https://malpedia.caad.fkie.fraunhofer.de/details/win.conti
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.lockbit
https://malpedia.caad.fkie.fraunhofer.de/details/win.mailto
https://malpedia.caad.fkie.fraunhofer.de/details/win.maze
https://malpedia.caad.fkie.fraunhofer.de/details/win.photoloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.ryuk
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/library?search=Minerva
https://malpedia.caad.fkie.fraunhofer.de/library?search=Natalie%20Zargarov
https://malpedia.caad.fkie.fraunhofer.de/library?search=Natalie%20Zargarov
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/details/win.oski
https://malpedia.caad.fkie.fraunhofer.de/details/win.redline_stealer
https://malpedia.caad.fkie.fraunhofer.de/details/win.underminer_ek
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cisco%20Talos
https://malpedia.caad.fkie.fraunhofer.de/library?search=Vanja%20Svajcer
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/details/win.raccoon
https://malpedia.caad.fkie.fraunhofer.de/details/win.servhelper
https://malpedia.caad.fkie.fraunhofer.de/library?search=Medium%20walmartglobaltech
https://malpedia.caad.fkie.fraunhofer.de/library?search=Harold%20Ogden
https://malpedia.caad.fkie.fraunhofer.de/library?search=Jason%20Reaves
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/library?search=PTSecurity
https://malpedia.caad.fkie.fraunhofer.de/library?search=PTSecurity
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/details/win.bunitu
https://malpedia.caad.fkie.fraunhofer.de/details/win.cerber
https://malpedia.caad.fkie.fraunhofer.de/details/win.dridex
https://malpedia.caad.fkie.fraunhofer.de/details/win.isfb
https://malpedia.caad.fkie.fraunhofer.de/details/win.kpot_stealer
https://malpedia.caad.fkie.fraunhofer.de/details/win.mailto
https://malpedia.caad.fkie.fraunhofer.de/details/win.nemty
https://malpedia.caad.fkie.fraunhofer.de/details/win.phobos
https://malpedia.caad.fkie.fraunhofer.de/details/win.pony
https://malpedia.caad.fkie.fraunhofer.de/details/win.predator
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.raccoon
https://malpedia.caad.fkie.fraunhofer.de/details/win.rtm
https://malpedia.caad.fkie.fraunhofer.de/details/win.smokeloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.zloader
https://malpedia.caad.fkie.fraunhofer.de/library?search=InfoSec%20Handlers%20Diary%20Blog
https://malpedia.caad.fkie.fraunhofer.de/library?search=Xavier%20Mertens
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/library?search=CrowdStrike
https://malpedia.caad.fkie.fraunhofer.de/library?search=CrowdStrike
https://malpedia.caad.fkie.fraunhofer.de/details/elf.ransomexx
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/details/win.anchor
https://malpedia.caad.fkie.fraunhofer.de/details/win.avaddon
https://malpedia.caad.fkie.fraunhofer.de/details/win.bazarbackdoor
https://malpedia.caad.fkie.fraunhofer.de/details/win.clop
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.conti
https://malpedia.caad.fkie.fraunhofer.de/details/win.cutwail
https://malpedia.caad.fkie.fraunhofer.de/details/win.danabot
https://malpedia.caad.fkie.fraunhofer.de/details/win.darkside
https://malpedia.caad.fkie.fraunhofer.de/details/win.doppelpaymer
https://malpedia.caad.fkie.fraunhofer.de/details/win.dridex
https://malpedia.caad.fkie.fraunhofer.de/details/win.egregor
https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
https://malpedia.caad.fkie.fraunhofer.de/details/win.hakbit
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.jsoutprox
https://malpedia.caad.fkie.fraunhofer.de/details/win.kerrdown
https://malpedia.caad.fkie.fraunhofer.de/details/win.lockbit
https://malpedia.caad.fkie.fraunhofer.de/details/win.mailto
https://malpedia.caad.fkie.fraunhofer.de/details/win.maze
https://malpedia.caad.fkie.fraunhofer.de/details/win.medusalocker
https://malpedia.caad.fkie.fraunhofer.de/details/win.mespinoza
https://malpedia.caad.fkie.fraunhofer.de/details/win.mount_locker
https://malpedia.caad.fkie.fraunhofer.de/details/win.neddnloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.nemty
https://malpedia.caad.fkie.fraunhofer.de/details/win.pay2key
https://malpedia.caad.fkie.fraunhofer.de/details/win.plugx
https://malpedia.caad.fkie.fraunhofer.de/details/win.pushdo
https://malpedia.caad.fkie.fraunhofer.de/details/win.pwndlocker
https://malpedia.caad.fkie.fraunhofer.de/details/win.pyxie
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.ragnarlocker
https://malpedia.caad.fkie.fraunhofer.de/details/win.ragnarok
https://malpedia.caad.fkie.fraunhofer.de/details/win.ransomexx
https://malpedia.caad.fkie.fraunhofer.de/details/win.revil
https://malpedia.caad.fkie.fraunhofer.de/details/win.ryuk
https://malpedia.caad.fkie.fraunhofer.de/details/win.sekhmet
https://malpedia.caad.fkie.fraunhofer.de/details/win.shadowpad
https://malpedia.caad.fkie.fraunhofer.de/details/win.smokeloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.snake
https://malpedia.caad.fkie.fraunhofer.de/details/win.sunburst
https://malpedia.caad.fkie.fraunhofer.de/details/win.suncrypt
https://malpedia.caad.fkie.fraunhofer.de/details/win.teardrop
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.wastedlocker
https://malpedia.caad.fkie.fraunhofer.de/details/win.winnti
https://malpedia.caad.fkie.fraunhofer.de/details/win.zloader
https://malpedia.caad.fkie.fraunhofer.de/actor/evilnum
https://malpedia.caad.fkie.fraunhofer.de/actor/outlaw_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/riddle_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/solar_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/viking_spider
https://malpedia.caad.fkie.fraunhofer.de/library?search=Max%20Kersten%27s%20Blog
https://malpedia.caad.fkie.fraunhofer.de/library?search=Max%20Kersten
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/library?search=Microstep%20Intelligence%20Bureau
https://malpedia.caad.fkie.fraunhofer.de/library?search=Microstep%20online%20research%20response%20team
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/library?search=Medium%20csis-techblog
https://malpedia.caad.fkie.fraunhofer.de/library?search=Beno%C3%AEt%20Ancel
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/details/win.fickerstealer
https://malpedia.caad.fkie.fraunhofer.de/details/win.raccoon
https://malpedia.caad.fkie.fraunhofer.de/details/win.redline_stealer
https://malpedia.caad.fkie.fraunhofer.de/details/win.smokeloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.stop
https://malpedia.caad.fkie.fraunhofer.de/library?search=CERT-FR
https://malpedia.caad.fkie.fraunhofer.de/library?search=CERT-FR
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/details/win.andromut
https://malpedia.caad.fkie.fraunhofer.de/details/win.bart
https://malpedia.caad.fkie.fraunhofer.de/details/win.clop
https://malpedia.caad.fkie.fraunhofer.de/details/win.dridex
https://malpedia.caad.fkie.fraunhofer.de/details/win.flawedgrace
https://malpedia.caad.fkie.fraunhofer.de/details/win.gandcrab
https://malpedia.caad.fkie.fraunhofer.de/details/win.get2
https://malpedia.caad.fkie.fraunhofer.de/details/win.globeimposter
https://malpedia.caad.fkie.fraunhofer.de/details/win.jaff
https://malpedia.caad.fkie.fraunhofer.de/details/win.locky
https://malpedia.caad.fkie.fraunhofer.de/details/win.marap
https://malpedia.caad.fkie.fraunhofer.de/details/win.philadelphia_ransom
https://malpedia.caad.fkie.fraunhofer.de/details/win.philadelphia_ransom
https://malpedia.caad.fkie.fraunhofer.de/details/win.quantloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.scarab_ransom
https://malpedia.caad.fkie.fraunhofer.de/details/win.sdbbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.servhelper
https://malpedia.caad.fkie.fraunhofer.de/details/win.silence
https://malpedia.caad.fkie.fraunhofer.de/details/win.trat
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/library?search=Zscaler
https://malpedia.caad.fkie.fraunhofer.de/library?search=Amandeep%20Kumar
https://malpedia.caad.fkie.fraunhofer.de/library?search=Rohit%20Chaturvedi
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/details/win.remcos
https://malpedia.caad.fkie.fraunhofer.de/library?search=Telekom
https://malpedia.caad.fkie.fraunhofer.de/library?search=Thomas%20Barabosch
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/details/win.azorult
https://malpedia.caad.fkie.fraunhofer.de/details/win.clop
https://malpedia.caad.fkie.fraunhofer.de/details/win.flawedgrace
https://malpedia.caad.fkie.fraunhofer.de/details/win.get2
https://malpedia.caad.fkie.fraunhofer.de/details/win.sdbbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.silence
https://malpedia.caad.fkie.fraunhofer.de/details/win.tinymet
https://malpedia.caad.fkie.fraunhofer.de/actor/ta505
https://malpedia.caad.fkie.fraunhofer.de/library?search=Financial%20Security%20Institute
https://malpedia.caad.fkie.fraunhofer.de/library?search=Financial%20Security%20Institute
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/details/win.clop
https://malpedia.caad.fkie.fraunhofer.de/details/win.flawedammyy
https://malpedia.caad.fkie.fraunhofer.de/details/win.rapid_ransom
https://malpedia.caad.fkie.fraunhofer.de/details/win.sdbbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.tinymet
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cybereason
https://malpedia.caad.fkie.fraunhofer.de/library?search=Assaf%20Dahan
https://malpedia.caad.fkie.fraunhofer.de/library?search=Lior%20Rochberger
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/details/win.azorult
https://malpedia.caad.fkie.fraunhofer.de/details/win.predator
https://malpedia.caad.fkie.fraunhofer.de/details/win.stop
https://malpedia.caad.fkie.fraunhofer.de/details/win.vidar
https://malpedia.caad.fkie.fraunhofer.de/library?search=Blackberry
https://malpedia.caad.fkie.fraunhofer.de/library?search=Masaki%20Kasuya


Amadey 2019-04-27 ⋅ nao_sec ⋅ nao_sec

Analyzing Amadey

Amadey 2019-02-13 ⋅ KrabsOnSecurity ⋅ Mr. Krabs

Analyzing Amadey – a simple native malware

Amadey 2018-11-14 ⋅ Twitter (@0xffff0800) ⋅ 0xffff0800

Tweet on Amadey C2
Amadey 2018-11-13 ⋅ Twitter (@ViriBack) ⋅ Dee

Tweet on Amadey Malware
Amadey

[TLP:WHITE] win_amadey_auto (20251219 | Detects win.amadey.)
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