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Atomic Stealer is a macOS-based infostealer that operates as a Malware-As-A-Service (MaaS). You’ve likely

heard it mentioned before – it’s notorious for being one of the few active macOS infostealer malware families with
full-fledged stealing capabilities that allow it to capture things like administrator and keychain passwords,

sensitive system information, and credentials and browser information from Chrome, Firefox, and other
applications on a victim’s computer.

Researchers first discovered Atomic Stealer in April 2023, and newer versions of the infostealer with expanded

capabilities have since been released. SpyCloud has actively recaptured and ingested Atomic Stealer infection logs
since October 2023. 

Our team at SpyCloud Labs reverse-engineered Atomic macOS Stealer to get a better understanding of its current
capabilities and the threat it poses to the security community. This blog details our analysis of Atomic Stealer –
including what to be on the lookout for.

Atomic Stealer exfiltrates data from several sources, including:

Customers of Atomic Stealer pay a hefty monthly fee of between $500 – $1000 USD for access to the Atomic

Stealer panel, which in return provides log export as well as builds and more.
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Image 1: Screenshot of an advertisement for Atomic Stealer on Telegram.

Since Atomic Stealer is a MaaS operating model, there are many threat actors who build and deploy Atomic in a

variety of environments – which means there are several active infection vectors, or entry points, for Atomic
Stealer.  A vector that our SpyCloud Labs analysts see often is the use of pay-per-install (PPI) services like

SpaxMedia or InstallBank. These services, part of a broader range of cybercrime enablement services that
facilitate the spread of malware and related criminal activity, allow customers to insert “download buttons” onto
their websites and monetize them, all while broadly spreading the malware, in this case, Atomic, as observed in

our previous reporting.

The Atomic Stealer binaries, normally named something related to “Crack”, like “CrackInstall”, “CrackSoftware”,
etc, arrive as .dmg files and require the victim to run and install the malicious application. 

In recent versions of Atomic Stealer, it does not have any form of persistence. Instead, Atomic creates an
install/data exfiltration location at a randomly generated numerical-based directory in the victim’s

/Users/<username> folder, in which it stores all of the data it steals. This data is zipped up and sent to the
Command & Control (C2) server before being deleted from the system. 

Osascript usage

Throughout the installation and theft routines of Atomic Stealer, it leverages macOS shell scripts, launched with
the osascript utility. These shell scripts normally allow the user to automate all kinds of tasks on macOS, but in

this case allow Atomic Stealer to steal passwords and files, as well as carry out the vast majority of its core
functionality. For example, as observed in Image 2, Atomic Stealer attempts to change the visibility of the terminal
application during installation, making use of osascript to accomplish this action.
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Image 2: Atomic Stealer uses osascript to change the visibility of the terminal application. 

Defenders should be on the lookout for unexpected osascript usage, as Atomic Stealer’s “FileGrabber” is

entirely osascript based, and sends the commands line by line. 

As observed in Image 3, Atomic Stealer also throws up a fake error window at the end of its process run-through,

possibly to trick the victim into believing whatever software they were attempting to install failed to install.

Image 3: The fake error window thrown up by Atomic at the end of its run-through.

Administrator password theft

During the run-through of the malware, Atomic Stealer employs a basic auth check which checks to see if the
malware is running in sudo using the Directory Service Command Line utility, or “DSCL”. This utility helps a

Mac computer bind to a domain for Active Directory work. However, Atomic Stealer uses it as a basic
authentication password verification tool with the command:

dscl /Local/Default -authonly <username> <password>

 
When no password or an incorrect password is supplied to this command, the DSCL utility returns:

Authentication for node /Local/Default failed. (-14090, eDSAuthFailed)

<dscl_cmd> DS Error: -14090 (eDSAuthFailed)

 This lets Atomic Stealer know that it does not currently have the administrator password and that it needs to

attempt to trick the user into entering it into a pop-up that it creates using osascript, as observed in Image 4.

Image 4: The fake password popup window. The stolen password is saved to the exfil directory as a file titled
“password-entered.”

Keychain theft

Once Atomic Stealer has obtained the administrator password, it immediately launches into the theft of keychain

data by copying the victim’s entire login.keychain-db into the exfil directory. This is packaged up and exfiltrated
to be parsed out by the Atomic Stealer panel for Atomic Stealer clients.

System info

Atomic Stealer also leverages several macOS utilities in order to profile a victim’s system.  During the course of
Atomic Stealer’s “System Info” function, it runs the following commands:

sw_vers
system_profiler SPHardwareDataType
system_profiler SPDisplaysDataType
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These commands pull internal hardware/software information about the victim’s device such as Model Name, OS

Loader Version, Chipset Model, and more. Additionally, it obtains a list of installed software on the system, which
it then uses to control additional functionality later, such as deciding to launch the Ledger Live backdoor, which

we detail further in this blog.

All of this information is stored in a file called SysInfo.txt in the exfil directory. Notably, SpyCloud Labs has
observed Atomic Stealer log files indicating the malware was compiled for x86 and ARM architecture, which

suggests it can steal data from systems running M1 – M3 chips, as well as older macOS chips.

Atomic Stealer steals credentials and browser info from various applications/browsers on the victim’s machine.

Crypto wallets

Atomic Stealer targets the following crypto wallets to steal data from them:

Exodus

Electrum
Coinomi

Guarda

Wasabi
Atomic

Ledger Live

Browsers

Additionally, Atomic Stealer targets the following Chromium-based browsers, as well as Mozilla Firefox, in order

to steal browser information from the victim:

Chrome

ChromeCanary
Arc
Brave

Edge

Vivaldi

Yandex
Opera
OperaGX

Browser extensions

Atomic Stealer also targets the following Chrome browser extensions to steal data from them:

ArgentX
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AuroWallet
Aurox

Backpack
Binance Chain Wallet

BitFinity
Bitget
Blade

BlockWallet
Braavos

Byone
Carax
CardWallet

Clover Wallet
Coin98
Coinbase Wallet

Coinwallet
CryptoAirdrop

CyanoWallet
DAppPlay
DPal

Echooo
Enkrypt

EQUAL
Eternl
EVER

ExodusWeb3
Fewcha

Finnie
Flint
FreaksAxie Wallet

Frontier
Gate

Gero
Guarda
Halo

Harmony

HAVAH
Hycon

ICONex
Indexx

iWallet
Jaxx Liberty
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KardiaChain
Keplr

KHC
Lace

LeafWallet
Liquality Wallet
MANTA

MartianWallet
Math Wallet

MetaMask
Metamask2
Metamask3

MEW CX
Morphis
NaboxWallet

Nami
Nautilus

NeoLine
Nifty
Nightly

NuFi
Oasis

OKX
ONTO
Oxygen

Petra
Phantom

PolkadotJS
Polymesh Wallet
Quantum

Rabby

Rainbow

Ronin Wallet
SafePal
Sender

SenSui
Shadow
Slope

Solflare
Starcoin

SubWallet
Sui
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Suiet
Swash

Taho
Talisman

Temple
TerraStation
TezBox

TokenPocket
Ton1

Tonkeeper
Trezor
TronLink

TronWallet
TrustWallet
Typhon

UniSat
Walless

Wombat
XDCPay
XDefiWallet

XVerse
Yeti

Yoroi
Zerion
ZilPay

For applications that aren’t crypto wallets or browsers, Atomic Stealer targets Telegram in order to steal Telegram
account data from victims. The stolen data is all transferred to Atomic’s exfil directory, to be packaged up and

exfiltrated to the C2.

FileGrabber theft

Entirely macOS script-based, Atomic Stealer’s FileGrabber looks for and steals files that are likely to contain

credentials – specifically, it targets files stored in either Desktop or Documents, that are smaller than 51,200 bytes,
and have the following file extension:

TXT
DOCX
RTF

DOC
WALLET
KEYS

KEY
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Additionally, Atomic’s FileGrabber attempts to steal Safari cookies, as well as notes stored in Apple’s Notes app.
When successfully stolen, these are all stored in Atomic’s exfil directory, under the “FileGrabber” folder, as

observed in Image 5. 

Image 5: The exfil directory for Atomic Stealer with the FileGrabber folder.

In newer versions of Atomic Stealer, the stealer also has the ability to download and install a malicious version of
the crypto wallet, Ledger Live. Essentially a malware infection, with a malware infection.

This behavior is only triggered by Atomic when it detects that the victim has Ledger Live in their software list. If
Atomic detects Ledger Live in a software list, it attempts to download the malicious Ledger application from a
hardcoded IP, using Curl, as observed in Image 6.
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Image 6: The Ledger Live download string, triggered by Curl.

This application is stored in /tmp/ before Atomic uses parts of the original Ledger Live installation to install the
new Ledger Live app. Once the new backdoored application is installed in /tmp/, Atomic overwrites the
Application storage for Ledger Live, fully installing a malicious backdoor. While SpyCloud Labs analysts were

unable to grab a copy of the backdoored Ledger Live, public reporting by Moonlock Lab confirmed that the
backdoor steals seed phrases used for crypto wallets.[A]

Exfiltrated information

In older versions of Atomic Stealer (from December 2023), Atomic would package stolen information into a zip
stored in memory, never touching the disk apart from the initial file. However, in more recent versions of Atomic

Stealer (from April 2024 – May 2024), this behavior changed. Atomic now uses the installation/exfiltration
directory discussed in the Installation section of this analysis and zips up the entire directory before sending it

back to the C2. It’s possible that this change was made to avoid detection by Apple, although in doing so Atomic
provides defenders with some good signatures – namely, dropping to /Users/user/<random numeric directory> is
more easily detectable.

Both the zip and the install/exfil directory are eventually deleted once Atomic has finished executing.

Atomic Stealer assembles the HTTPS requests that it uses to communicate with its C2 using raw sockets, which

gives it a fine level of control over how it assembles the requests. As observed in Image 7, Atomic Stealer’s
request uses a few identifying request parameters, so long as defenders have SSL Man-In-The-Middle (MITM) to
observe them. 
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Image 7: A snapshot of Atomic Stealer’s exfil request.

Namely, as observed above, hardcoded into the binary is the malware “BuildID”, as well as the name of the user

who is running the malware. Both of these are sent back to the C2. In the sample we analyzed (from PPI services
like SpaxMedia and InstallBank), the “BuildID” string was “ppi” and the user was “Shark”.

There’s no question that Atomic Stealer packs some weight. It’s pricey for actors due to its capability to steal

highly valuable information that can be leveraged in follow-on attacks like account takeover, ransomware, or
fraud. Here are some of the things to keep in mind about it:

User exposures from Atomic Stealer infections (even on personal devices) can threaten businesses if actors gain
access to credentials and other identity data that opens doors to your environment. We recommend security teams
integrate Post-Infection Remediation steps into existing malware remediation playbooks for confirmed exposures

to minimize risk and prevent follow-on attacks.

We’ll continue to monitor developments of Atomic Stealer’s capabilities and review recaptured logs to better

understand exfiltration trends. Keep an eye out for more reverse-engineering analyses from our team at SpyCloud
Labs.

Sources:

[A] https://x.com/moonlock_lab/status/1784938896016486759
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