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What is Matiex?

Matiex is a keystroke logger which is capable of taking screenshots, recording sound with the computer

microphone and data saved in the system clipboard. Its users can receive logged data via Telegram, SMTP, FTP

and Discord. Research shows that this keystroke logger can be purchased for US$25, $60, or $99 depending on

the subscription plan.

Generally, cyber criminals attempt to deceive users into installing this software on their computers in order to steal

sensitive information, which can then be misused to generate revenue.
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Matiex malware overview

A keylogger is a type of software that is often used by cyber criminals to monitor and record each keystroke typed

on an infected computer's keyboard. In most cases, cyber criminals seek to steal information such as logins,

passwords (and other credentials), credit card details, and other personal, sensitive details.
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This particular keylogger can be used to take screenshots, access and use the computer microphone and steal data
saved on the operating system clipboard. Therefore, cyber criminals behind Matiex can misuse stolen information
and/or access other data to steal identities, personal accounts, make fraudulent purchases and transactions, and for

other malicious purposes.

Additionally, Matiex is capable of generating fake message boxes (pop-ups) containing any text. It also includes a
"self destruct" feature, which allows this keylogger to uninstall itself at a certain designated time. If there is any

reason to suspect that Matiex or other malware of this type is installed on your computer, remove it immediately.

Having a computer infected with a keylogger can be the reason behind serious issues such as identity theft,

monetary loss, loss of access to personal and important online accounts, etc.

Threat Summary:

Name Matiex keystroke logger
Threat Type Keylogger, password-stealing virus, banking malware, spyware.

Avast (VBA:Downloader-GAK [Trj]), BitDefender (Trojan.GenericKD.34198436),

Detection
N ESET-NOD32 (VBA/TrojanDownloader.Agent.TVO), Kaspersky (HEUR:Trojan-
ames
Downloader.MSOffice.SLoad.gen), Full List (VirusTotal)
Keyloggers are designed to stealthily infiltrate the victim's computer and remain silent,
Symptoms : - : .
and thus no particular symptoms are clearly visible on an infected machine.
Distribution Infected email attachments, malicious online advertisements, social engineering, software
methods 'cracks'.
Stolen passwords and banking information, identity theft, the victim's computer added to
Damage
& a botnet.
To eliminate possible malware infections, scan your computer with legitimate antivirus
software. Our security researchers recommend using Combo Cleaner.
Malware
Removal
(Windows)

Download Combo Cleaner

To use full-featured product, you have to purchase a license for Combo Cleaner. 7 days
free trial available. Combo Cleaner is owned and operated by RCS LT, the parent

company of PCRisk.com.
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Similar malware examples

Hakops, Amadey and Cheetah are some of examples of other malicious programs that function as keyloggers. In

most cases, cyber criminals attempt to trick users into installing this software so that they can steal information

and misuse it to generate as much revenue as possible.

There are many legitimate keyloggers on the web, however, in some cases, cyber criminals use them to monitor

victims. L.e., legitimate keyloggers can be used for malicious purposes.
How did Matiex infiltrate my computer?

Research shows that cyber criminals use malspam email campaigns to deceive users into installing Matiex on their
computers. Le., they send emails that contain a malicious attachment, a Microsoft Office Excel document capable

of installing Matiex, but only if users open it and enable editing/content (macros commands).

Malicious documents opened with Microsoft Office versions that were released before 2010 infect computers
automatically without asking any permissions. Microsoft Office 2010 and newer versions include "Protected

View" mode, which prevents malicious documents from installing malware automatically.

How to avoid installation of malware

You are strongly advised to ignore irrelevant emails that contain attachments or web links. Note that users often
receive malspam campaign emails from unknown, suspicious addresses. The emails are often disguised as

important and official as if sent from legitimate companies/organizations.

Furthermore, software and files should not be downloaded or installed via third party downloaders/installers, Peer-
to-Peer networks, unofficial sites, unofficial pages, free file hosting sites, etc. Use official websites and direct
links. It is also important to update and activate installed software only with tools or implemented functions that

are designed by official software developers.

It is illegal to activate any licensed programs with 'cracking' tools. Finally, computers are safer when regularly
scanned with reputable anti-spyware or antivirus software. If you believe that your computer is already infected,

we recommend running a scan with Combo Cleaner Antivirus for Windows to automatically eliminate infiltrated

malware.

Malicious email used to distribute Matiex:
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TO:
Fm: ClassNK Finance Department (PIC: T.Maezawa/Mr.)Our
Ref. No.: 20FC0O507TMO8

Dear Sir or Madam,

We have been giving two different account by your agent, based on high rate of fraud
we are suspicious. We decided to contact you directly to confirm which of the account mention on Freight Invoice as attached is your
and also we will appreciate if you call to verify this by phone +81-3-5226-2052 handle this emails as urgent

We look forward to hearing from you.

Best regards,

S. HatogaiGeneralManager of Finance Department
e T
NIPPON KALI KYOKAI (ClassNK)FINANCE DEPARTMENT4-7,
Kioi-Cho, Chiyoda-Ku, Tokyo 102-8567,

JapanTEL: +81-3-5226-2052 FAX: +81-3-5226-2108

E--mail: fndf@classnk.or.jp
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Text in this email:

Subject: Invoice LPG81901- Confirm Bank Detail Ending with 692

TO:

Fm: ClassNK Finance Department (PIC: T.Maezawa/Mr.)Our
Ref. No.: 20FC0507TMO08

Dear Sir or Madam,

We have been giving two different account by your agent, based on high rate of fraud

we are suspicious. We decided to contact you directly to confirm which of the account mention on
Freight Invoice as attached is your and also we will appreciate if you call to verify this by phone +81-
3-5226-2052 handle this emails as urgent

We look forward to hearing from you.

Best regards,

S. HatogaiGeneralManager of Finance Department
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NIPPON KAIJI KYOKALI (ClassNK)FINANCE DEPARTMENT4-7,
Kioi-Cho, Chiyoda-Ku, Tokyo 102-8567,
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JapanTEL: +81-3-5226-2052 FAX: +81-3-5226-2108
E--mail: fnd@classnk.or.jp
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Malicious MS Excel document designed to install Matiex:
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Screenshots of Matiex promotion page:
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Screenshots of Matiex administration panel:

Instant automatic malware removal:

Manual threat removal might be a lengthy and complicated process that requires advanced IT skills. Combo
Cleaner is a professional automatic malware removal tool that is recommended to get rid of malware. Download it

by clicking the button below:

DOWNLOAD Combo Cleaner

By downloading any software listed on this website you agree to our Privacy Policy and Terms of Use. To use

full-featured product, you have to purchase a license for Combo Cleaner. 7 days free trial available. Combo
Cleaner is owned and operated by RCS LT, the parent company of PCRisk.com.

Quick menu:
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e What is Matiex?

e STEP 1. Manual removal of Matiex malware.

e STEP 2. Check if your computer is clean.

How to remove malware manually?

Manual malware removal is a complicated task - usually it is best to allow antivirus or anti-malware programs to

do this automatically. To remove this malware we recommend using Combo Cleaner Antivirus for Windows.

If you wish to remove malware manually, the first step is to identify the name of the malware that you are trying

to remove. Here is an example of a suspicious program running on a user's computer:

L Task Manager
File Options View
Processes Performance App history Startup Users Details Services

A

39% 34% 1% 0%
MName CPU Memory Disk Network

? CTF Loader 0.4% 5.2 MB 0 MB/s 0 Mbps
&) DAEMON Tools Lite Agent 0% 200 MB 0 MB/s 0 Mbps
&) DAEMON Tools Shell Extensions Helper 0% 2.9 MB 0 MB/s 0 Mbps
W Disc Soft Bus Service Lite 0% 24 MB 0 MB/s 0 Mbps
@ Firefox 0% 29.6 MB 0 MB/s 0 Mbps
@ Firefox . 17.1 MB 0 MB/s 0 Mbps
1) Google Crash Handler 0.4 MB 0 MB/s 0 Mbps
i} Google Crash Handler (32 bit) 0.4 MB 0 MB/s 0 Mbps
B Host Process for Windows Tasks 2.7 MB 0 MB/s 0 Mbps
i‘ MFC Language Specific Resources (32 bit) 2.2 MB 0 MB/s 0 Mbps
; MFC Language Specific Resources (32 bit) ) 2.7 MB 0.1 MB/s 0 Mbps
Bl Microsoft Text Input Application 5.2 MB 0 MB/s 0 Mbps
s Microsoft Windows Search Filter Host 1.0 MB 0 MB/s 0 Mbps
Microsoft Windows Search Indexer 8.1 MB 0 MB/s 0 Mbps
Microsoft Windows Search Protocol Host 1.9 MB 0 MB/s 0 Mbps
W BAALIEM T aen \Alarlenr Dememe- | S0 hAD O AR - a LW 1 P

Fewer details End task

If you checked the list of programs running on your computer, for example, using task manager, and identified a

program that looks suspicious, you should continue with these steps:

Page 7 of 17


https://www.pcrisk.com/download-combo-cleaner-windows
https://www.pcrisk.com/blog/windows/12388-how-to-close-programs-using-task-manager

https://www.pcrisk.com /removal-guides/184 33-matiex-keylogger

Download a program called Autoruns. This program shows auto-start applications, Registry, and file

system locations:

B autoruns - Sysinternals: www.sysinternals.com

File Search Entry Options Category Help

E’ Olb/ol:bé /] IEI ==E[ =0 Quick Fitter

) codecs o2 Boot Execute [} Image Hijacks (© Applnit [ Known DlLs A winlogen
Bl Winsock Providers (51 Print Menitors & 154 Providers CF Netwark Providers B WM 1l Office
B everything A Legen i Explorer & Internet Explorer Scheduled Tasks . Services G Drivers
Autoruns Entry Description Publisher
‘& Themes Setup Windows Theme API Microsoft Corporation
| Web Platform Customizations IE Per-User Initialization Utility Micraseft Corporation
Bl windows Desktop Update Windows Shell Comman DIl Micrasoft Corporation
[ HKLM\Software\Microsoft\Windows NT\CurrentVersion\Windows\lconServicelib
B % 1conCadecServicedll Converts a PNG part of the icon to a legac.  Microsoft Corporation
[ HKLM\SOFTWARE\Wows432Node\Micrasoft\Active Setup\installed Components
Eﬁh‘licrﬂsnft Windows Media Player Microsoft Windows Media Player Setup Ut Microsoft Carporation
EﬁMicmsal't Windows Media Player Microsoft Windows Media Player Setup Ut Microsoft Corporation
] _Insa Windows host process (Rundll32) Microsoft Corporation
' HKCLMhSoftware\Microsoft\Windows\CurrentVersiom\Explorer\Shell Folders\Startup

MFC Language Specific Resources Microsoft Corporation

- application/octet-stream Microsoft MET Runtime Execution Engine  Microsoft Corporation
- application/x-complus Microsoft MET Runtime Execution Engine Microsoft Corporation
* application/s-msdownload Microsoft MET Runtime Execution Engine Microsoft Corporation
- textfxml Microsoft Office XML MIME Filter Microsoft Corporation

MFC7 1ESP.exe Ink Size: 564 K

MFC Language Specific Resources  Time:  Wed Sep 29 12:38:09 2021

Microsoft Corporation Version: 7.10.6119.0
C\Users\karolishucveikis\AppData\Roaming\MicresoftWindows\Start Menu\Programs\Startup\MFC7 1ESP.exe

Restart your computer into Safe Mode:

Windows XP and Windows 7 users: Start your computer in Safe Mode. Click Start, click Shut Down, click
Restart, click OK. During your computer start process, press the F8 key on your keyboard multiple times until you

see the Windows Advanced Option menu, and then select Safe Mode with Networking from the list.
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Advanced Boot Options

Choose Advanced options for: windows 7
(Use the arrow keys to highlight your choice.)

Repair Your Computer

safe Mode
safe Mode with Networking
Safe Mode with Commar ompt

Enable Boot Logging

Enable low-resolution video (640x480)

Last Known Good Configuraticon (advanced)
Directory Services Restore Mode

Debugging Mode

Disable automatic restart on system failure
Disable Driver Signature Enforcement

Start Windows Normally

Description: View a 1ist of system recovery tools you can use to repair
startup problems, run diagnostics, or restore your system.

ENTER=Choose EsC=Cance

Video showing how to start Windows 7 in "Safe Mode with Networking":

Ett fel intraffade.

Det gar inte att kora JavaScript.

Windows 8 users: Start Windows 8 is Safe Mode with Networking - Go to Windows 8 Start Screen, type
Advanced, in the search results select Settings. Click Advanced startup options, in the opened "General PC

Settings" window, select Advanced startup.

Click the "Restart now" button. Your computer will now restart into the "Advanced Startup options menu". Click
the "Troubleshoot" button, and then click the "Advanced options" button. In the advanced option screen, click

"Startup settings".

Click the "Restart" button. Your PC will restart into the Startup Settings screen. Press F5 to boot in Safe Mode
with Networking.
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Startup Settings

Press a number to choose from the options below:

Use number keys or functions keys F1-F9.

1) Enable debugging
2) Enable boot logging

)
3) Enable low-resolution video
4) Enable Safe Mode
5) Enable Safe Mode with Networking
6) Enable Safe Mode with Comn Prompt
)
)
)

7) Disable driver signature enforcer
8) Disable early launch anti-malware protection
9) Disable automatic restart after failure

Press F10 for more options
Press Enter to return to your operating system

Video showing how to start Windows 8 in "Safe Mode with Networking™:
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Ett fel intraffade.

Det gar inte att kora JavaScript.

Windows 10 users: Click the Windows logo and select the Power icon. In the opened menu click "Restart" while

holding "Shift" button on your keyboard. In the "choose an option" window click on the "Troubleshoot", next

select "Advanced options".

In the advanced options menu select "Startup Settings" and click on the "Restart" button. In the following window

you should click the "F5" button on your keyboard. This will restart your operating system in safe mode with
networking.
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Startup Settings

Press a number to choose from the options below:

Use number keys or functions keys F1-F9.

1) Enable debugging
2) Enable boot logging

)
3) Enable low-resolution video
4) Enable Safe Mode
5) Enable Safe Mode with Networking
6) Enable Safe Mode with Comn Prompt
)
)
)

7) Disable driver signature enforcer
8) Disable early launch anti-malware protection
9) Disable automatic restart after failure

Press F10 for more options
Press Enter to return to your operating system

Video showing how to start Windows 10 in "Safe Mode with Networking":

Page 12 of 17




Ett fel intraffade.

Det gar inte att kora JavaScript.

https://www.pcrisk.com /removal-guides/18433-matiex-keylogger

Extract the downloaded archive and run the Autoruns.exe file.

5 items

w = | Autoruns
“ Home Share View
4+ » Autoruns v D
autoruns.chm
# Quick access Compiled HTML Help file l
I Desktop 24.0 KB
¥ Downloads Autorunstd.exe
i < Autostart program viewer
B?SIF‘I‘.@H‘.:.’lb - '\'.".'.".'.'.5}"‘:II'lf.’!’:".cll’:.l'.U...
= Pictures §
Eula.txt
-m Music Text Document
ﬁ Videos 7.31KB
= This PC
¥ Network

A Search Autoruns

Autoruns.exe
Autostart program viewer

S}"‘_’\I!Tt'-’."'l"lﬂls - '\'."-.'.".'.'.S'}’S.I‘.&\'_‘I'I'!{!-.(.Cﬂ..

Autorunsbda.exe
Autostart program viewer

Sysinternals - www.sysinternals.co...

In the Autoruns application, click "Options" at the top and uncheck "Hide Empty Locations" and "Hide
Windows Entries" options. After this procedure, click the "Refresh" icon.
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B autoruns - Sysinternals: www.sysinternals.com

File Search Entry Options Category Help

E’ OID/OE?; 7; ]EI ==E 20 Quick Fiter

[ image Hijacks (= Applnit [® Known DLLs Fp Winlogon
B Winsock = Print Monitors & LsA Providers EF Metwork Providers [ JRN 0 Office
B Everything i Explorer B Internet Explorer Scheduled Tasks . Services [ Drivers
Autoruns Entry Description Publisher
£ togon
B HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
&) DAEMON Tools Lite Automaount DAEMOMN Tools Lite Agent Disc Soft Ltd
[ HKLM\System\CurrentControlSet\Control\Terminal Server\Wds\rdpwd\StartupPrograms
rdpelip ROP Clipboard Manitor Micrasoft Corporation
[ HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
EA | securityHealth Windows Security notification icon Microsoft Corporation
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersisn\WinlegoniShell
B explorerexe
[ HKLM\SYSTEM\CurrentControlSet\Control\SafeBoat\AlternateShell
[ emd e Windows Command Processor Microsoft Corporation
B HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit
EA W cawindows\system32userinit.exe Userinit Logon Application Microsoft Corporation
B HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\VmApplet
& SystemPropertiesPerformance.exe fpagefile Change Computer Performance Settings Microsoft Corporation
B HKLM\SOFTWARE\Microsoft\Active Setup\installed Compenents
E;')Googled‘lrome Google Chrome Installer Google LLC

<

Check the list provided by the Autoruns application and locate the malware file that you want to

eliminate.

You should write down its full path and name. Note that some malware hides process names under legitimate
Windows process names. At this stage, it is very important to avoid removing system files. After you locate the

suspicious program you wish to remove, right click your mouse over its name and choose "Delete".
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B autoruns - Sysinternals: www.sysinternals.com

File Search Entry Options Category Help

E’ OID/OD'; 7; IEI ==E 20 Quick Filter

[ Codecs o? Boot Execute [T Image Hijacks C Appinit By KnownDlLs s Winlogon
Bl Winsock Providers (51 Print Monitors @ LSA Providers EF Metwork Providers WM 0l Office
B Everything N Legon = Explorer B Internet Explorer Scheduled Tasks . Services 3 Drivers
Autoruns Entry Description Publisher
‘& Themes Setup Windows Theme API Microsoft Corporation
| Web Platform Custornizations IE Per-User Initialization Utility Microsaft Corporation
Windows Desktop Update Windows Shell Cornmaon DIl Microsaft Corporation
B HKLM\Software\Microsoft\Windows NT\CurrentVersiomWindows\lconServicelib
“ leonCodecServicedll Converts a PNG part of the icon to a legac.  Microsoft Corporation
[ HKLM\SOFTWARE\Wows432Node\Microsoft\Active Setupiinstalled Components
ﬁMicrﬂsah Windows Media Player Microsoft Windows Media Player Setup Ut Microsoft Corporation
A 28 Micrasoft Windows Media Player Microsoft Windows Media Player Setup Ut Microsaft Corporation
4 Insa Windews host process (Rundli32) Microsaft Corporation
' HKCUhSoftware\Microsoft\Windows\CurrentVersiom\Explorer\Shell Folders\Startup
%] E MFC Language Specific Resources Microsoft Corporation

- applicationfog | Microsoft MET Runtime Execution Engine  Microsoft Corporation
- application/fx-| Microsoft MET Runtime Execution Engine  Microsoft Corporation
- application/«- : Microsoft MET Runtime Execution Engine Microsoft Corporation

« teatwml Microsoft Office XML MIME Filter Microsoft Corporation
Check VirusTotal

Pracess Explorer. P

: G
MFC71ES Search Online—  Ctrl+M i Sep 29 12:38:09 202
Sep 29 12:38; 1
SR L B Ctr+F
los119.0

c:\Users\;carc_D Properties.  Alt+Enter  \m\windows\Start Menu\Programs\Startup\MAC71ESP.exe

After removing the malware through the Autoruns application (this ensures that the malware will not run
automatically on the next system startup), you should search for the malware name on your computer. Be sure to

enable hidden files and folders before proceeding. If you find the filename of the malware, be sure to remove it.
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L i Search Tools Manage MFC71ESP.exe - Search Results in Startup — (W] X
“ Home Share View Search Application Tools v @
« v 4 W » Search Results in Startup v O O MFCT1ESP.exe %
A Quick access MFC71ESP.exe Open D21 12:38 PM
B Desktop g Esarsvearalislucvaikisyapebataican %7 Run as administrator
Sh ith S
¥ Downloads s © share with Skype
’ Troubleshoot compatibility
= Documents b g
d . Pin to Start
= Pictures
7-Zip >
$ MEE CRC SHA 5
W videos & Share
B This PC Open on Mac
Show in Finder
P Network Spas s S
Give access to >

Restore previous versions
Send to >

Cut

Copy

Create shortcut
Delete

Rename

Open file location

Properties

mi

1 item 1 item selected 564 KB

Reboot your computer in normal mode. Following these steps should remove any malware from your computer.
Note that manual threat removal requires advanced computer skills. If you do not have these skills, leave malware

removal to antivirus and anti-malware programs.

These steps might not work with advanced malware infections. As always it is best to prevent infection than try to
remove malware later. To keep your computer safe, install the latest operating system updates and use antivirus
software. To be sure your computer is free of malware infections, we recommend scanning it with Combo Cleaner

Antivirus for Windows.

Frequently Asked Questions (FAQ)

My computer is infected with Matiex malware, should I format my storage device to get rid of it?
No, Matiex's removal does not need formatting.

What are the biggest issues that Matiex malware can cause?

Matiex is a keylogger - a type of malware capable of recording keystrokes. However, this malware has other
information-stealing abilities, such as password extraction, audio recording via device microphones, etc.

Therefore, Matiex infections can lead to severe privacy issues, financial losses, and even identity theft.
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What is the purpose of Matiex malware?

Most malicious programs are used for profit. However, cyber criminals can also use malware to amuse
themselves, carry out personal grudges, disrupt processes (e.g., websites, services, companies, etc.), and even

launch politically/geopolitically motivated attacks.
How did Matiex malware infiltrate my computer?

Malware is mainly distributed through drive-by downloads, spam emails and messages, untrustworthy download
channels (e.g., unofficial and freeware sites, Peer-to-Peer sharing networks, etc.), illegal software activation tools
("cracks"), and fake updates. Furthermore, some malicious programs can self-proliferate via local networks and

removable storage devices (e.g., external hard drives, USB flash drives, etc.).
Will Combo Cleaner protect me from malware?

Yes, Combo Cleaner can detect and eliminate almost all known malware infections. It must be mentioned that

running a complete system scan is crucial - since high-end malicious software typically hides deep within systems.

Source: https://www.pcrisk.com/removal-guides/18433-matiex-keylogger
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