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Aliases

» No obvious aliases, most samples we analyzed had varied generic detection names.

Comments

Although recently uncovered, the Lethic spambot (or its predecessors) have probably been in existence for some
time. For over 2 years, we have observed a type of spam from an unknown botnet which we simply called "Type

11". Recently, malware behind this spam was discovered by Arbor Security Engineering and Response Team.

Lethic is a proxy type spambot which relays spam from a control server to its destination. It is focused on sending
pharmaceutical and replica watch spam campaigns. As of this writing, Lethic was responsible about for 8-10% of

spam.

Features

e Acts as a proxy to relay spam
e Process injection to Explorer.exe

o Fast, multi-threaded

Anti-debugging and Anti-VM detection

Spamming Rate

e Varies depending on the relaying server ranging from 12,000 msgs/hour/bot to peaks of 60,000
msgs/hour/bot.

Command and Control

Lethic is a proxy Trojan that allows a command and control server to use the infected system to relay spam. We

have observed that it connects to the following domains, many of which are hosted by FDCservers.net.

b1ij7hifd.com (66.90.104.106) on port 8900
OrgName: FDCservers.net

OrgIlD: FDCSE

Address: 141 w jackson blvd.

Address: suite #1135

City: Chicago

StateProv: IL
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PostalCode: 60098
Country: US

blogforyour.com (64.191.15.133) on port 8900

OrgName: Network Operations Center Inc.

OrglD: NOC
Address: PO Box 591
City: Scranton

StateProv: PA
PostalCode: 18501-0591
Country: US

busnotstop.com (66.90.101.84) on port 1430
OrgName: FDCservers.net

OrgIlD: FDCSE

Address: 141 w jackson blvd.

Address: suite #1135

City: Chicago

StateProv: IL

PostalCode: 60098

Country: US

elephantanimal.com (66.90.109.19) 8900
OrgName: FDCservers.net

OrgIlD: FDCSE

Address: 141 w jackson blvd.

Address: suite #1135

City: Chicago

StateProv: IL

PostalCode: 60098

Country: US

gooddoctorlist.com (66.90.104.166) on port 8090
OrgName: FDCservers.net

OrgIlD: FDCSE

Address: 141 w jackson blvd.

Address: suite #1135

City: Chicago

StateProv: IL

PostalCode: 60098

Country: US

goodhearme.cn (66.90.101.194) on port 8090

OrgName: FDCservers.net
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OrgIlD: FDCSE

Address: 141 w jackson blvd.
Address: suite #1135

City: Chicago

StateProv: IL

PostalCode: 60098

Country: US

happymanwoman.cn (67.159.44.237) on port 8900
OrgName: FDCservers.net

OrgIlD: FDCSE

Address: 141 w jackson blvd.

Address: suite #1135

City: Chicago

StateProv: IL

PostalCode: 60098

Country: US

iamnothere.cn (64.237.61.132) on port 8090
OrgName: Choopa, LLC

OrgID: CHOOP-1

Address: 2400 Main Street Extension
Address: Suite 12

City: Sayreville

StateProv: NJ

PostalCode: 08872

Country: US

itsyourservice.cn (66.90.103.239) on port 8900
OrgName: FDCservers.net

OrglD: FDCSE

Address: 141 w jackson blvd.

Address: suite #1135

City: Chicago

StateProv: IL

PostalCode: 60098

Country: US

linktomem.cn (66.197.237.165) on port 8900
OrgName: Network Operations Center Inc.
OrgID: NOC

Address: PO Box 591

City: Scranton

StateProv: PA
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PostalCode: 18501-0591
Country: US

MacysGiftsOnline.com (66.90.109.19) on port 8900
OrgName: FDCservers.net

OrgIlD: FDCSE

Address: 141 w jackson blvd.

Address: suite #1135

City: Chicago

StateProv: IL

PostalCode: 60098

Country: US

mo8f2eerrd.com on port (66.90.101.74) 8090
OrgName: FDCservers.net

OrglD: FDCSE

Address: 141 w jackson blvd.

Address: suite #1135

City: Chicago

StateProv: IL

PostalCode: 60098

Country: US

somethingwrong.cn (66.90.103.223) on port 8090
OrgName: FDCservers.net

OrglD: FDCSE

Address: 141 w jackson blvd.

Address: suite #1135

City: Chicago

StateProv: IL

PostalCode: 60098

Country: US

sometimesgood.com (67.159.44.78) on port 1430
OrgName: FDCservers.net

OrglD: FDCSE

Address: 141 w jackson blvd.

Address: suite #1135

City: Chicago

StateProv: IL

PostalCode: 60098

Country: US

tenverybest.com (66.90.103.237) on port 5050
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OrgName: FDCservers.net
OrglD: FDCSE

Address: 141 w jackson blvd.
Address: suite #1135

City: Chicago

StateProv: IL

PostalCode: 60098

Country: US

underseaprawn.com (96.9.147.37) on port 8090
OrgName: Network Operations Center Inc.
OrgID: NOC

Address: PO Box 591

City: Scranton

StateProv: PA

PostalCode: 18501-0591

Country: US

verywellhere.cn (67.159.44.236) on port 8090
OrgName: FDCservers.net

OrglD: FDCSE

Address: 141 w jackson blvd.

Address: suite #1135

City: Chicago

StateProv: IL

PostalCode: 60098

Country: US

wasyoujoy.cn (208.69.112.58) on port 8090
OrgName: CPC Technologies, LLC.
OrglD: CPCTE

Address: 1301 E. Debbie Ln Ste 102
Address: #160

City: Mansfield

StateProv: TX

PostalCode: 76063

Country: US

younotgood.cn (208.69.113.130) on port 8900
OrgName: CPC Technologies, LLC.

OrglD: CPCTE

Address: 1301 E. Debbie Ln Ste 102
Address:  #160
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City: Mansfield
StateProv: TX
PostalCode: 76063
Country: US

Lethic seems to have a custom communication protocol. Once connected, the control server initiates the
handshaking and gives the bot an IP address and port to relay the data to. It then uses the infected system as a
proxy to relay spam messages to its target. The image below shows the handshaking and communication between

the command and control server and the infected machine.

Stream Conbent

00000000 00 00 00 00 05 —-l——— Control Server Initializes
00000005 1b Bb 45 00 01 di 55 dc Oc 00 18 LBl ...

00000000 00 00 00 00 05 —-—— Proxy Response

=

00000005 1b 8b 45 00 21 01 ««E.l.
00000010 1c Eb 45 00 01 dE 4b a0 c2 00 19 1d 8b 45 00 01 ..E...K. .....E..
00000020 €3 32 Ga BF 00 19 2300
0000000E 1b 8b 45 00 03 34 00 32 32 30 20 «E. 4.2 20 {
00000D01E
00000028 7a 20 45 53 4d 54 50 20 4d 61 69 6C 20 53 65 72 Z ESMTP  Mall Ser
0000036 76 65 72 20 52 65 61 64 79 0d Oa ver Read y..
00000026 1b Bb 45 00 13 01 Y P
00000046 1d 8b 45 00 21 01 1c Bb 45 00 21 01 1d Bb 45 00 ..E.! s Ealos:Es
00000056 03 34 00 32 32 30 .4.220
00000066 ) ES
00000076 4d 54 50 20 4d €1 69 6c 20 53 65 72 76 €5 72 20 MTP Mail Server
00000086 52 65 61 64 79 Od 0a 1c Bb 45 00 03 34 00 32 32 Ready... .E..d4,22
00000086 30 20 (1]
COO000AG ESMTP M

000DO0BE 61 69 6c 20 53 €5 72 76 65 72 20 52 65 61 64 79 ail Serv er Ready
000000C6  Od Oa o

0000002C 1b Bb 45 00 03 Oc 00 45 48 4c 4f 20 72 6a 64 63 ..E....E HLO rjdc
0000003C 75 Od 0a

000000CE 1b 8b 45 00 13 01

[ f 0Q000002F 1d Bb 45 00 13 01 1c 8b 45 00 12 01 1c &b b, r1s Baevas E.
0000004F 03 Od 00 45 43 4c 4f 20 6Be 6d 64 65 &4 5 2/l .. EHLO0. rededu.
\ 000000SF 1d 8b 45 00 03 Oc 00 45 48 4c 4f 20 33 és\ EY ,.E,..,E HLO shaj
0D0D00GF 75 Od Oa _‘\
000000CE 1b 8b 45 00 03 4f 00 32 35 30 2d «aE.. 0.2 50-T0N0 S | ,
000000DE L, C
000000EE {)); s 65 6cC . Hel D
000DODOFE 6C 6F 20 72 6a 64 63 8\ To_ridcu « L
0000010E \ 32 35 30 20 @Oldeiel). . 250
0000011E %3 49 %a 4% OUd Da SIZE.. l.k
\ 00000072 1b Bb 45 00 1.3\01 e
00000124 1c 8b 45 00 13 01 k_ 45 00 13 01 1d Bb 45 00 ..E..... Bsis: E.
00000134 03 4F 00 32 3 .0, 250- \
00000144 \
00000154 ~To30 s R e N Hello s \I
00000164 68 "1 6g’&~0 2 31 32 35 TE hgju
00000174 35 30 20 53 49 5a 45 J.. 250 SIZE
00000184 L’N:Il- c &b &5 00 03 50 00 32 35 30 2d eee B P L 250
00000194
H
DOODO:I% 5 6c 6c 6F 20 Ge 6d 64 65 64 75 20 28 ello nmd edu (=
000001 ). . 2
00000104 35 30 20 53 49 5a 45 0d 0Oa 50 SIZE. .
00D0007& 1b 8b 45 00 03 31 00 4d 41 49 4c 20 46 52 4F 4d ..E..1.M AIL FROM
00000085 i<
00000098 iaj
0D0000AE n. Coms.
000001D0 1b 8b 45 00 13 01 Sal-6es
00000080 1d 8b 45 00 13 01 1c 8b 45 00 13 01 1d &b 45 00 ..E..:u: Essuas E.
000000CO 03 29 00 4d 41 48 4c 20 46 52 4f 4d 3a 20 3c 6d ) MAIL FRM <=
00000000 '|
0D0000ED e
00DOODEG 03 2b 00 4d 41 49 dc 20 46 52 4F 4d 3a 20 3c 6C «+.MAIL FROM: <1
00000100 h . [ a_rh
00000110 - .
000001E3 1b 8b 45 00 03 34 00 32 35 30 20 73 65 Ge 64 65 ..E..4.2 50 sende
000001F3 72 20 6f 6b 20 3c 6c 61 76 65 72 Ge 61 66 72 61 r ok <
00000203 ] i -

Figure 1.

The Lethic command and control server uses command codes to communicate to its bot. The packet header

consists of a thread number and command code followed by its corresponding parameter.
Here is a list of the command and control server's command codes:

e 0x01 - Tells the bot on what SMTP server IP address and port to connect. The command code is followed

by the IP address then the port number.

00000005 1b Eb 45 00 01 dl 55 dc  Oc 00 19

Thread Number T P Address |
Command Code  Port Mumber (25)

e 0x03 - Send data to the bot. The command code is followed by the data length and the data.
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0000002c  1b Bb 45 00 03 Oc 00 45 48 4¢ 4F 20 72 6a 64 63 ..E....E HLD rjdc

Thread Mumber TDET;E! Length L Data
Command Code

I000003C 75 Od Da = iy

e 0x13 - Unknown command, usually followed by 0x01.

00000026 1b Bb 45 00 13 01

— [—
Thread Mumber .I!-F'ﬂ rameter Code
Command Code

Here is a list of the bot's command codes:

e 0x21 - The bot acknowledges every command sent by the control server.

00000005 1b 8b 45 00 21 01
———

-
Thread Mumber TF‘ﬂrﬂmeter Code
Acknowledge

e 0x03 - Send data to the control server. The command code is followed by the data length and the data.

00000008 1b 8b 45 OO0 O3 34 00 32 32 30 20 vaEoad.2 20 |

Thread NumberT Da!a Length Ellata
Command Code

COOD0LE
DOOO00ZE | 7a 20 45 53 4d 54 50 20 4d 61 69 6¢ 20 53 65 72 z ESMTP  Mall Ser
00000038 |76 65 r2 20 52 65 61 64 79 0d Oa ver Read y..

e 0x13 - unknown command, usually followed by 0x01.

000000CE 1b 8b 45 00 13 01
N —

-
Thread Murmber TF'a rameter
Command Code

Here is a short explanation on how the C&C communcation works, based on the packet capture in figure 1.
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Once the bot is connected, the control server sends an initialization packet:
‘00000000 00 00 00 00 06

The bot in the infected machine confirms by sending the same data:
0OOO0000 00 00 00 00 OB

The control server sends the "\x01" command code followed by the SMTP server IP address and port number
where the bot will relay the spam messages:
00000005 1b Bb 45 00 01 d1 55 dc Oc 00 19

L ] — I
Thread NumberTSMTF‘ zerver IP SMTP port
Command Code

The bot acknowledges the command
00000005 1b 8b 45 00 21 O1

Thread F-Jumt:-er Au:.knuwledge

The control server sends more SMTP server IP address to connectta:

00000010 1c Bb 45 00 d.L*Lf.LQ. zq.ru 1d b 45 00
Thread r-lumt:-erﬂllL IP Address Thread Numberﬂr

Command Code Port Number Command Code
00000020 <3 32 6a Bf &0 19

P Address F'u:lrt Murmnber

The bot relays SMTP transaction from the destination server to the control server:

0O00000E 1b 8b 45 00 03 34 00 32 32 30 20 saEoade 2 20
0O0000LE

Thread Number | Data Length L Data

54 50 20 4d 61 69 6C 20 33 65 7z ESMTP Mmail ser

0QO000ZE g7a 20 45 53 4d
72 20 52 65 61 64 79 0d Oa ver Read y..

0OO0003E 76 65

Here are some typical sample spam messages that the Lethic Trojan was sending at the time of writing.
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& Extenze MaleEnhancement. PenizEniarge...

& jRolexRepiica Watches & more, browse oul...

jRolexReplica Watches & More

Browse our collection of perfect replicaWatches: jRolexCartier,
Breitling, Omega & Many more. Japanese movements & attention to
detail. 24/7 customer service and fast shipping.

Many Brands for vou to choose from. view here

Natural Herbal Pills(100% no side effect Guaranteeed!) Gives You 24
More 1nches With A § Back Guaranteeed
§| As Seen on TV product!

m

Click here to Bigger your Weapon
TODAY!

http:/fiixiuas.cn/
[=a] x]

& Online Pharmacy, Save on Medications from... | & ED Pills From § . Save up to $420 on ED ...

From: Alecia Geaorgette From: Carman Debrahi
Date: Wednesday, 16 December 20059 10:50 a.m. Date: Wednesday, 16 December 2002 11:44 a.m.
To: To: 1

Subject:  Online Pharmacy, Save on Medications from a safe and reliable canadian Online Subject:  ED Fills From $34.99. Save up to $420 on ED Fills. Order Online Mow! eljnr &l

From: Vania Karine From: Arleen Joella
Date: Wednesday, 16 December 2009 7:00 a.m. Date: Monday, 14 December 2009 2:59 p.m.
To: To:
Subject:  Extenze MaleEnhancement. PenisEnlargement Fills that work! Try it Risk Free Subject:  jRolexReplica Watches & mare, browse our collection of perfect replicaWWatc
= -
Do You Want A LargerPenis?

-

Your One-Stop Online Pharmacy . .
P : Discount Canadian Pharmacy

* We have all popular selling meds for vour needs i ;

« GorRa By, Drag Info e More! Save Big & free pills for every order

* Over 25,000 Satisfied Customers

* Visa & Master Card accepted
Order Rx & Refills Online Today!

m

Welffer a wide selection of popular generic medications including
ViagraCializ, Levitre. Propecia, Zithromax and many more. Our Online
pharmacy is the most reliable medication provider forPrescription drugs
withoutPrescription.

.|

-

Malware Behavior on Host

Drops a copy of itself in the Windows System directory. Here are the malware paths from the various samples we

examined:

C:\WINDOWS\system32\xcllsx.exe
CAWINDOWS\system32\ldfrmmd.exe
C:\WINDOWS\system32\ncmdds.exe
C:\WINDOWS\system32\lsprcxs.exe
C:\WINDOWS\system32\jdsuml.exe

An autorun registry entry was created to execute files upon Windows startup.

HKEY_CURRENT_USER\Software\Microsoft\Windows\Current Version\Run
<random value> = "C:\WINDOWS\system32\ldfrmmd.exe"

HKEY_ CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run
<random value> = "C:\WINDOWS\system32\jdsuml.exe"

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
<random value> = "C:\WINDOWS\system32\lsprcxs.exe"

HKEY_CURRENT_USER\Software\Microsoft\Windows\Current Version\Run
<random value> = "C:\WINDOWS\system32\ncmdds.exe"
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HKEY_CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run
<random value> = "C:\WINDOWS\system32\xclIsx.exe"

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
Taskman = "C:\WINDOWS\system32\jdsuml.exe"

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
Taskman = "C:\WINDOWS\system32\ldfrmmd.exe"

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Winlogon
Shell = "explorer.exe, CAWINDOW SS\system32\xcllsx.exe"

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
Taskman = "CAWINDOWS\system32\xcllsx.exe"

Lethic injects its code into Explorer.exe and creates a random-named mutex in the infected machine:

Process FIDr  CPU  Description Company Mame ~

[ |

q , \ 2 , -rozoft Corporation
P hkcmd.exe
Type ¢ M ame Y
b Litant '\E azeM .;medEl biectshadrerdbbbdﬁE
kdLitant B azeM ameddbjectz\dzdzduehzgzerhdd

Mhiiii:}le Lethic Trojan running
with different mutex

kdLitant “BazeM amedlbjects\dzdzdushsgzerhil

b Litant B azeM ameddbjects\dzdzdueshsgzerhd3

b Litant “BazeM ameddbjectz\adrerdbbbddeil 2 I
E [Salaly

Once the malicious code is injected to Explorer.exe, the infected machine tries to contact the C&C server using a
hardcoded domain name on a predefined port. The infected machine then receives spamming data from the C&C

server. The infected explorer process spawns multiple threads that relays spam to a destination SMTP server.
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& TCPView - Sysinternals: www.sysinternals.com

File Options Process Miew Help i .
, Thread that manages C&C Communication

Ha —

Process ¢ Protocol anal.f-‘«ddress* Remote Address State -
3 enplorer exe1992 TCF 21107 macyzgiftzonling. com; 8300 ESTABLISHED
| B TR o T Rpop TR P =R R T T ] S N,
4 enplorer exe 1992 TCF [ 1112 med. hotmail. com:smip ESTABLISHED
 explorer exe 1992 TCF [ 1116 mta-v1.mail. vip.sk1.pahoo. com:smtp ESTABLISHED
 explorer exe; 1992 TCF i « 1120 ironport 3. opentransfer. com:smtp ESTABLISHED
¢ explorer exe 1992 TCF [ 1121 av-n-f27.1e100.net smtp ESTABLISHED
¢ explorer. exe:1992 TCF [ 1122 m#2. mail. eu. pahoo.com: smip ESTABLISHED
¢ explorer. exe:1992 TCF [ +1123 me. hizpeed. chsmip ESTABLISHED
¢ explorer. exe1992 TCF i +1124 spamfilter] zedat fu-berlin.de:smtp ESTABLISHED
¢ explorer. exe1992 TCF i 1125 imzm=02. netvigator. com:smtp ESTABLISHED
¢ explorer. exe1992 TCF smitp ESTABLISHED
¢ explorer. exe1992 TCF ESTABLISHED
Y exploerexe1332  TOP Thread that r.elay S dyahonca. ESTABLISHED
8 oomioe  10p spam to various ESTAELISHED

explorer exe:

4 explorer exer1992 TCF SMTP server |d.§ahnn.com:smt§ ABLISHED
3 explorer,exe;1992 TCF ‘mtp ESTABLISHED
3 explorer,exe;1992 TCF [ W NI coll-mc2-t coll, hotmall, com; smtp ESTABLISHED
4 explorer.exe;1992 TCP | +1138 imta. emerpville.ca maill comcast.netsmtp . ESTABLISHED
4 explorer.exe;1992 TCP | =1139 rnail.global. frontbridge. carm: smtp ESTABLISHED
4 explorer.exe;1992 TCP | +1740 64,254,132 70:zmitp ESTABLISHED
4 explorer.exe;1992 TCP | =1141 zerverdd, appriver. corm:smtp ESTABLISHED
4 explorer.exe;1992 TCP | +1142 sl 44w 2 rlagic. net: zmtp ESTABLISHED
4 explorer.exe;1992 TCP | +1143 h179.nBE-112-177.mcznet.ca smip ESTABLISHED
4 explorer.exer1992 TCP | +1144 spam].doosan. consmtp ESTABLISHED
4 explorer.exer1992 TCP | +1146 £1.9.189.122:smitp ESTABLISHED
4 explorer ek 1992 TCP Vgt 1748 stde0 . startrustfou. com: smtp ESTABLISHED 7

Finally, during our analysis, we also saw Lethic installed alongside other spambots such as Grum and Pushdo, all

of which were distributed by Virut.

© M86 Security Last Reviewed: January 6, 2010 by Rodel Mendrez
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