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FAKEUPDATES

aka: FakeUpdate, GhoLoader, SocGholish

Actor(s): GOLD PRELUDE

FAKEUPDATES is a downloader written in JavaScript that communicates via HTTP. Supported payload types
include executables and JavaScript. It writes the payloads to disk prior to launching them. FAKEUPDATES has

led to further compromise via additional malware families that include CHTHONIC, DRIDEX, EMPIRE,
KOADIC, DOPPELPAYMER, and AZORULT.

FAKEUPDATES has been heavily used by UNC1543, a financially motivated group.
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FAKEUPDATES

2022-06-02 ⋅ Mandiant ⋅ Mandiant Intelligence

To HADES and Back: UNC2165 Shifts to LOCKBIT to Evade Sanctions
FAKEUPDATES Blister Cobalt Strike DoppelPaymer Dridex FriedEx Hades LockBit Macaw MimiKatz

Phoenix Locker WastedLocker

2022-05-25 ⋅ Medium walmartglobaltech ⋅ Jason Reaves, Joshua Platt

SocGholish Campaigns and Initial Access Kit

FAKEUPDATES Blister Cobalt Strike NetSupportManager RAT

2022-05-09 ⋅ Microsoft ⋅ Microsoft 365 Defender Threat Intelligence Team, Microsoft Threat Intelligence Center (MSTIC)

Ransomware-as-a-service: Understanding the cybercrime gig economy and how to protect yourself
AnchorDNS BlackCat BlackMatter Conti DarkSide HelloKitty Hive LockBit REvil FAKEUPDATES Griffon
ATOMSILO BazarBackdoor BlackCat BlackMatter Blister Cobalt Strike Conti DarkSide Emotet FiveHands

Gozi HelloKitty Hive IcedID ISFB JSSLoader LockBit LockFile Maze NightSky Pandora Phobos Phoenix
Locker PhotoLoader QakBot REvil Rook Ryuk SystemBC TrickBot WastedLocker BRONZE STARLIGHT

2022-05-06 ⋅ Twitter (@MsftSecIntel) ⋅ Microsoft Security Intelligence

Twitter Thread on initial infeciton of SocGholish/ FAKEUPDATES campaigns lead to BLISTER Loader,
CobaltStrike, Lockbit and followed by Hands On Keyboard activity

FAKEUPDATES Blister Cobalt Strike LockBit

2022-04-25 ⋅ Cybereason ⋅ Aleksandar Milenkoski, Loïc Castel, Yonatan Gidnian

THREAT ANALYSIS REPORT: SocGholish and Zloader – From Fake Updates and Installers to Owning Your
Systems
FAKEUPDATES Zloader
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2022-04-10 ⋅ Digital Information World ⋅ Hura Anwar

Threatening Redirect Web Service Instills Malicious Campaigns In Over 16,500 Websites
FAKEUPDATES

2022-04-07 ⋅ Avast Decoded ⋅ Jan Rubín, Pavel Novák

Parrot TDS takes over web servers and threatens millions
FAKEUPDATES Parrot TDS Parrot TDS WebShell NetSupportManager RAT

2022-04-05 ⋅ Trend Micro ⋅ Abdelrhman Sharshar, Earle Maui Earnshaw, Ian Kenefick, Lucas Silva, Mohamed Fahmy, Ryan

Maglaque

Thwarting Loaders: From SocGholish to BLISTER’s LockBit Payload
FAKEUPDATES Blister LockBit

2022-04-05 ⋅ Trend Micro ⋅ Abdelrhman Sharshar, Earle Maui Earnshaw, Ian Kenefick, Lucas Silva, Mohamed Fahmy, Ryan

Maglaque

Thwarting Loaders: From SocGholish to BLISTER’s LockBit Payload (IoCs)

FAKEUPDATES Blister LockBit

2022-04-04 ⋅ ⋅ LAC WATCH ⋅ Takehiko Takagen

Confirmation of damage to domestic e-commerce sites, actual situation of Web skimming attacks and

examples of countermeasures that Rack thinks (Water Pamola)
FAKEUPDATES

2022-03-22 ⋅ Red Canary ⋅ Red Canary

2022 Threat Detection Report
FAKEUPDATES Silver Sparrow BazarBackdoor Cobalt Strike GootKit Yellow Cockatoo RAT

2022-02-26 ⋅ Mandiant ⋅ Mandiant

TRENDING EVIL Q1 2022
KEYPLUG FAKEUPDATES GootLoader BazarBackdoor QakBot

2021-07-22 ⋅ Expel ⋅ Evan Reichard, Kyle Pellett, Ryan Gott, Tyler Fornes

Incident report: Spotting SocGholish WordPress injection

FAKEUPDATES

2020-12-17 ⋅ Menlo Security ⋅ Krishnan Subramanian

Increase In Attack: SocGholish

FAKEUPDATES

2020-03-16 ⋅ Mandiant ⋅ Kelli Vanderlee

They Come in the Night: Ransomware Deployment Trends
FAKEUPDATES

2018-04-10 ⋅ Malwarebytes Labs ⋅ Jérôme Segura

‘FakeUpdates’ campaign leverages multiple website platforms
FAKEUPDATES
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