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 Tool: HummingWhale

Names HummingWhale

Category Malware

Type Rootkit, Downloader

Description
(Check Point) This new variant, dubbed ‘HummingWhale,’ includes new, cutting edge
techniques that allow it to perform ad fraud better than ever before.

Information <https://blog.checkpoint.com/2017/01/23/hummingbad-returns/>

MITRE ATT&CK <https://attack.mitre.org/software/S0321/>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:HummingWhale>

Last change to this tool card: 08 May 2020

Download this tool card in JSON format

All groups using tool HummingWhale

Changed Name Country Observed

Other groups

  Yingmob 2016-Jan 2017  

1 group listed (0 APT, 1 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=68ba015b-2d24-4c30-bc8c-82532a219c08
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