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2 Tool: Mispadu

Names

Category

Type

Description

Information
MITRE ATT&CK

Malpedia

Mispadu
URSA

Malware
Banking trojan

(Morphisec) Mispadu is a highly active banking trojan and Infostealer, now targeting
diverse regions, including European countries, which previously were not targeted.
Morphisec has prevented attacks from the same campaign across a variety of industries,
including finance, services, motor vehicle manufacturing, law firms, and other

commercial facilities.
<https://attack.mitre.org/software/S1122>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.mispadu>

Last change to this tool card: 19 June 2024

Download this tool card in JSON format

All groups using tool Mispadu

Changed Name

Country Observed

Unknown groups

[ Interesting malware not linked to an actor yet ]

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=767cb3e6-618b-4a8c-bba4-e0e64b5c8ac2

Page 1 of 1


https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=767cb3e6-618b-4a8c-bba4-e0e64b5c8ac2
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=767cb3e6-618b-4a8c-bba4-e0e64b5c8ac2
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Banking%20trojan
https://blog.morphisec.com/mispadu-infiltration-beyond-latam
https://blog.morphisec.com/mispadu-infiltration-beyond-latam
https://attack.mitre.org/software/S1122
https://malpedia.caad.fkie.fraunhofer.de/details/win.mispadu
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=Mispadu&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=%5F%5F%5B%20Interesting%20malware%20not%20linked%20to%20an%20actor%20yet%20%5D%5F

