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Different Thanos-based Ransomware
Prometheus Ransomware
"GotAllDone" Ransomware
Prometheus NextGen Ransomware

Variants, variation, modification: Getin, CGP, Haron (Chaddad), Boooom,
Spook, Itnuhr, Steriok, Unlock, 2727272777777, Matilan

COopHUK pa3HbIX BapuaHToOB 3a 2021 rog

(mmdpoBanbIIMKHU-BbIMOrarTe/u) (IepBOMCTOUYHHUK)

Translation into English

ITOT KPUITTO-BBIMOTaTe b MM pyeT JaHHbIe O13HeC-110/Ib30BaTes el ¢ momoiiesio Salsa20, a 3aTem TpebyeT BBIKYII
B # BTC, utobbI BepHyTh (haiiiel. OpuriHanbHOe Ha3BaHue: Prometheus. HazBaHue rpyniipoBKU

BeIMoraresieii: Prometheus. Ha ¢aiine nanmcano: file.exe v uto-to gpyroe. [Ipyrvie BapyaHThbI OMKCaHbI [10CTIe
OCHOBHOM cTaTbu. HekoTophie U3 HUX MOTYT UMeTh MpsiMoe POAICTBO ¢ Prometheus, Apyrue Toxke 0CHOBaHbI Ha
rcxopHaukax Thanos. Mbl He cTaBUM 1iepef; cO0O0# 3a/jaun BBISIBUTH BCe CTeTIeHH "PO/CTBA" BCEX MPeACTaB/IeHHbBIX

34eCb BaApUAHTOB.

EcTb BapyaHThI, KOTOPbIE PACIIPOCTPAHSIIOTCA U3 YKpauHbl, M03ToMy Kubeprouius YkpauHbl 1 CERT-UA He

MOT'yT 00 3TOM He 3HaTh.

O0OHapyXeHHA:

DrWeb -> Trojan.EncoderNET.31368

BitDefender -> Trojan.MSIL.Basic.6.Gen

ALYac -> Trojan.Ransom.Thanos

Avira (no cloud) -> TR/RansomX.cucnc

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Kaspersky -> HEUR:Trojan-Ransom.MSIL.Thanos.gen
Malwarebytes -> Ransom.Thanos

Microsoft -> Ransom:MSIL/Thanos.DC!MTB

Rising -> Ransom.Thanos!8.11C97 (CLOUD)
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Symantec -> Ransom.HiddenTear!g1
TrendMicro -> Ransom.MSIL.THANOS.SM

© Ceneamorusi: 3 REvil, % Thanos >> Prometheus, Haron

7

PROMETHEUS
GROUP OF REvil

V306pakeHre — JIOTOTHIT CTaThbH

K 3amm¢posanHbIM aiinam fo6assieTcs pacimpen#e 1o mabmony: [XXX-XXX-XXXX]
[Tpumep Takoro pacimpenust: .[141-5D9-Y454]

B koH1je Kozia Kaxkjoro 3arvdpoBaHHoro ¢aiiia ects cioBo GotAllDone.

B s g (A VM m LR
EFass T 2 1 4 % & T B @ i ¢ B F

OBHI/IMHHHE! Hogrle paciirpeHund, email ¥ TekCThI 0 BBIKYTIE€ MOXXHO HaWTH B KOHIIe CTaTbH, B 0OHOBJ/IEHUSX.

Tam MOryT ObITH pa3/inuud C riepBOHa4d/IbHbIM BaDUAHTOM.
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C mronst 2021 rofa cTan UCIoIb30BaThCs APYroi (hopMar pacIiMpeHnsi — KpaTKoe Ha3BaHKe aTaKOBaHHOH

KOMITaHWH, YUpeX/ieHus], 6aHKa, prHaHCOBO rpymrisl v ipouee. Harpumep: .getin, .CGP, .chaddad

Coo011jeHust 0 MOSIB/IEHUH 3TOTO KPUTITO-BBIMOTATe ISl Haua/Iu TOSIBATHCS B KOHLIE arpeist - Hadyase mMasi 2021 .
OpreHTHPOBAaH Ha aHIVIOSI3bIYHBIX I10/Ib30BaTesel, MOXKeT paclipoCTpaHsThLCs 1o BceMy Mupy. Cpeau
TOCTPAIABIINX pa3/MUHbIe TIPeIPUATHS, paboTarolie B pa3IMUHbLIX cepax 1Mo Bcemy mupy. Haripumep, 310
ra3oBas komraaust Ghana National Gas, [{eHTp TiepezioBOro orbITa B 00/1aCTH CepIeUHO-COCYJUCTON CHCTEMBI
Tance! (Oxnaxoma, CIIIA), otens Nyack (Heto-Hopk, CIIIA), npeanpusTus Bo ®panryun, Hopeerun,

[IBeiiiapuu, Hupepnangax, bpasunuu, Manatizuu u OAD.

3anucku ¢ TpeboBaHWEM BBIKYTIa Ha3bIBAIOTCS:
RESTORE_FILES_INFO.txt

RESTORE_FILES_INFO.hta

CojepxaHue txt-3alMCKH 0 BBIKYIIe:

YOUR COMPANY NETWORK HAS BEEN HACKED
All your important files have been encrypted!

Your files are safe! Only modified.(AES)

No software available on internet can help you.

We are the only ones able to decrypt your files.

We also gathered highly confidential/personal data.

These data are currently stored on a private server.
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Files are also encrypted and stored securely.

As aresult of working with us, you will receive:

Fully automatic decryptor, all your data will be recovered within a few hours after it's run.
Server with your data will be immediately destroyed after your payment.

Save time and continue working.

You will can send us 2-3 non-important files and we will decrypt it

for free to prove we are able to give your files back.

TRVRRRRRRRRRIerrrrreeen

If you decide not to work with us:

All data on your computers will remain encrypted forever.

YOUR DATA ON OUR SERVER AND WE WILL RELEASE YOUR DATA TO PUBLIC OR RE-SELLER!
So you can expect your data to be publicly available in the near future..

The price will increase over time.

TERRTTRVIRITIIrrenr e

It doesn't matter to us what you choose pay us or we will sell your data.
We only seek money and our goal is not to damage your reputation or prevent your business from running.
Write to us now and we will provide the best prices.

Instructions for contacting us:

You have two ways:
1) [Recommended] Using a TOR browser!
a. Download and install TOR browser from this site: https://torproject.org/

b. Open the Tor browser. Copy the link: hxxx://promethw27cbrcot.onion/ticket.php?track=141-5D9-Y *** and

paste it in the Tor browser.
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c. Start a chat and follow the further instructions.

2) If TOR blocked in your country, try to use VPN! But you can use our secondary website. For this:
a. Open your any browser (Chrome, Firefox, Opera, IE, Edge)

b. Open our secondary website: hxxx://prometheusdec.in/ticket.php?track=141-5D9-Y ***

c. Start a chat and follow the further instructions.

Warning: secondary website can be blocked, thats why first variant much better and more available.

Attention!

Any attempt to restore your files with third-party software will corrupt it.
Modify or rename files will result in a loose of data.

If you decide to try anyway, make copies before that

Key Identifier:

WMI+7qUDjFv06R+4Mn7wwRJLGABA4jRM*** [Bcero 684 3Haka]

IlepeBop txt-3anMMCKU Ha PYCCKHI A3BIK:

CETb BAIIIE KOMITAHVM B3JIOMAHA

Bce Batmu BaxkHble (aiinibl 3aimidpoBaHbl!

Bamm datinbt B 6e3omacHocTr! Tosmbko MoguduiiupoBanbl. (AES)
Hukakast mporpamma, focTynHast B VIHTepHeTe, He MOXKeT BaM MOMOUb.

MBI elMHCTBEHHBIE, KTO MOKET pacllu(ppoBaTh Balliv (paiiibl.

MeI Takke cobpau KoHGUAeHIMAIbHbIE / TUUHbIE JaHHBIE.
OTu [jaHHbIe Celuac XPaHATCS Ha YaCTHOM CepBepe.

daiiel BHIHI/I('l)pOBEleI " HAZleXKHO COXPAHEHBI.

B pe3ysnbrare paboThl C HAMU BbI TOJTyUHTE:
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[To/THOCTBIO aBTOMAaTHUe CKUI ,E[eI_HI/ICbpaTOp, BCe Balll JaHHbIe BOCCTAHOBATCA 3a HECKOJIBKHMX UYdCOB I10C/Ie ero

YCTaHOBKHU.
CepBep C BallMMHU JIaHHBIMU Oy/IeT HEMe/IJIEHHO YHUUTOXKEH TI0C/ie Balllel OTlyiaThl.
OKOHOMETe BpeMsi M TIPOJI0/KalTe paboTarh.

Brb1 MokeTe nipuciath HaMm 2-3 HeBaXKHbIX (haiiia, U Mbl pacluu@pyeM UX.

GECH]'[EITHO, YTOOBI A0Ka3dTb, UTO Mbl MO>KEM BEPHYTL Balllv (baﬁmﬂ.

TRVRRRRRRRRRIRrrrreen

Ecmu BbI permTe He paboTaTh ¢ HaMU:

Bce faHHbIe Ha BallIMX KOMITBIOTePAX HaBCer[a OCTaHYTCs 3alIn(poBaHHBIMHU.

BAIIIN JAHHBIE HA HAIITEM CEPBEPE 1 MBI ITEPEJJA/IUM BAIIU JTAHHBIE OBIIIECTBY UJIN
[NEPEKYIIIIIMKY!

Takum 06pa3oM, BBl MOXKETE OXKH/JaTh, UTO Balllk JAHHbIE CTAHYT OOIIeA0CTYMHLIMU B O/vKaiiiineM OyayiieM.

Llena co BpemMeHeM OyzieT pacTu.

TRVRRRRRRRRRRINI T rrreee

,H]IH HacC He MMeeT 3HaueHMs, UTO BbI BbI6€p€‘T€ [JIs OT/1aThl, THa4Ye MbI IPpO/iaiM Balllk JdHHbIE.

MBI XOTUM TOJTBKO A€Her M Hallla LieJib - He HaBpeJUTb Ballen peryTaury Wik He TIOMellaTb pa60Te Bailero

6usHeca.
HarumiiTe HaM ceifuac U Mbl TIPeIOCTaBUM JTYUIIIHe 1TeHbL.

Kak ¢ Hamu CBs13aThC:

Y Bac ecThb /Ba NyTU:
1) [Pexomengyetcsi] Vicrionb3oBanue 6pay3epa TOR!
a. 3arpy3ure u ycraHoBure 6paysep TOR c 3Toro caiira: https://torproject.org/

6. Otkpoiite 6pay3ep Tor. CkonmpyiiTe ccbUTKy: hxxx://promethw27cbrcot.onion/ticket.php?track=141-5D9-Y ***

1 BCTaBbTe ee B Gpay3ep Tor.

c. HaunuTe yar u ciepyiite fanbHeHIIMM UHCTPYKLIUSIM.
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2) Ecnu TOR 3a6/10KMpOBaH B Balllel CTpaHe, Monpodyiite ncnoib3oBath VPN! Ho BBl MOXKeTe KCIIO/Ib30BaTh

Halll BTOPHYHBINA BeG-calfT. [Is1s1 3TOTO:

a. Otkpoiite mob6oii 6paysep (Chrome, Firefox, Opera, IE, Edge)

6. OTKpo¥iTe Halll JOTO/THUTETBHBIN Beb-calT: hxxx://prometheusdec.in/ticket.php?track=141-5D9-Y ***
c. HaunuTe yar u ciiefyiite JaqbHeHIIAM UHCTPYKLIUSIM.

[TpenynpesxieHye: BTOPUUHBINA CalT MOXKeT ObITh 3a0/10KMPOBaH, TI03TOMY TepBbIi BApDHAHT HAMHOTO JIyyYllle 1

AOCTYyIIHEE.

Baumanue!

JIroOast TIOTbITKA BOCCTAHOBUTH BalllM (haki/ibl C TTIOMOIIBI0 CTOPOHHKMX MPOrPaMM TIPUBEIET K UX TIOBPEXKIEHHUIO.
V3meHeHMe WM TiepeMMeHOBaHUe (aiiioB MpUBEET K MoTepe JaHHbIX.

Eci BBI BCe ke permTe monpoboBaTth, c/iefaiTe KOMU TIepesi STHM

Kitou upentudukarop: WMI+7qUDjFvO6R + 4Mn7wwRJILGABA4jRM***

CopaepxaHnue hta-3anucku o BbIKyme:

YOUR COMPANY NETWORK HAS BEEN HACKED
All your important files have been encrypted!

Your files are safe! Only modified.(AES)

No software available on internet can help you.

Page 7 of 29


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgQlSHoF-360cwn0Xpy8P_vvB24290ktsLnpArLJvwb39osEh_woO0oHHb4pFYtU1A7qLhyNjs-c3q7YCywV1wJADgblbufd5zGON5sltd97Uq-lF6dzqXIeVLxRxWCQlpOvH3tJv5ugd8/s1463/hta-note-full.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgQlSHoF-360cwn0Xpy8P_vvB24290ktsLnpArLJvwb39osEh_woO0oHHb4pFYtU1A7qLhyNjs-c3q7YCywV1wJADgblbufd5zGON5sltd97Uq-lF6dzqXIeVLxRxWCQlpOvH3tJv5ugd8/s1463/hta-note-full.png

https://id-ransomware.blogspot.com /2021 /05 /prometheus-ransomware.htm|

We are the only ones able to decrypt your files.

We also gathered highly confidential/personal data.
These data are currently stored on a private server.

Files are also encrypted and stored securely.

As aresult of working with us, you will receive:

Fully automatic decryptor, all your data will be recovered within a few hours after it&€™s installation.
Server with your data will be immediately destroyed after your payment.

Save time and continue working.

You will can send us 2-3 non-important files and we will decrypt it

for free to prove we are able to give your files back.

If you decide not to work with us:

All data on your computers will remain encrypted forever.

YOUR DATA ON OUR SERVER AND WE WILL RELEASE YOUR DATA TO PUBLIC OR RE-SELLER!
So you can expect your data to be publicly available in the near future..

The price will increase over time.

It doesn't matter to us what you choose pay us or we will sell your data.

We only seek money and our goal is not to damage your reputation or prevent your business from running.
Write to us now and we will provide the best prices.

Instructions for contacting us:

You have two ways:

1) [Recommended] Using a TOR browser!

a. Download and install TOR browser from this site: https://torproject.org/
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b. Open the Tor browser. Copy the link: hxxx://promethw27cbrcot.onion/ticket.php?track=141-5D9-Y *** and

paste it in the Tor browser.

c. Start a chat and follow the further instructions.

2) If TOR blocked in your country, try to use VPN! But you can use our secondary website. For this:
a. Open your any browser (Chrome, Firefox, Opera, IE, Edge)

b. Open our secondary website: hxxx://prometheusdec.in/ticket.php?track=141-5D9-Y ***

c. Start a chat and follow the further instructions.

Warning: secondary website can be blocked, thats why first variant much better and more available.
Attention!

Any attempt to restore your files with third-party software will corrupt it.

Modify or rename files will result in a loose of data.

If you decide to try anyway, make copies before that

Key Identifier: WMI+7qUDjFv06R+4Mn7wwRJLGABA4jRM*** [Bcero 684 3Haka]

ITepeBop hta-3anucKu Ha PyCCKUH A3BIK:

CETbh BAIIIE KOMITAHVY B3JIOMAHA

Bce Bamm BaxkHble (haiiibl 3amidpoBaHbl!

Bamu datinb B 6e3omacHoctr! Tosbko MoguduiiupoBanbl. (AES)
Hukakast mporpamma, focTymHasi B IHTepHeTe, He CMOXKeT BaM [TOMOYb.

M&I elMHCTBEHHbIE, KTO MOKeT pacllugpoBaTh Ballii (haiisibl.

MBeI Takke cobpasv KOH(GUAeHIMabHbIe / TUUHbIE JaHHbIE.
OTu maHHbBIe ceiiuac XpaHATCS Ha YaCTHOM CepBepe.

daiinel a1 poBaHbl U HAZIE)KHO COXPAHEHBI.

B pe3ysnbrare paboThl C HAMU BbI MTOJTYUHTE:
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[To/THOCTBIO aBTOMAaTHUe CKUI ,E[eI_HI/ICbpaTOp, BCe Balll JaHHbIe BOCCTAHOBATCA 3a HECKOJIBKHMX UYdCOB I10C/Ie ero

YCTaHOBKHU.
CepBep C BallMMHU JIaHHBIMU Oy/IeT HEMe/IJIEHHO YHUUTOXKEH TI0C/ie Balllel OTlyiaThl.
OKOHOMETe BpeMsi M TIPOJI0/KalTe paboTarh.

Bb1 MokeTe nipuc/iath HaMm 2-3 HeBaXKHbIX (haiiia 1 Mbl UX paciuugpyem.

GECH]'[EITHO, YTOOBI A0Ka3dTb, UTO Mbl MO>KEM BEPHYTL Balllv (baﬁmﬂ.

Ecnu BeI pelinTe He pa60TaTL C HaMu:
Bce JAaHHBIE Ha BalllMX KOMITBFOTEPaX HaBCer/la OCTaHYyTCA BHHJH(l)pOBaHHbIMI/I.

BAIIIN NAHHBIE HA HAIITEM CEPBEPE 1 MBI IIEPEJAJVM BAIIN JAHHBIE OBIIIECTBY
NN ITEPEKYTIIINKY!

Taxkum obpa3om, BEI MOXKeTe OKH/IAaTh, UTO BalllK JaHHBIE CTAHYT OOIeJOCTYITHBIMU B OmipKaiiiem Oymyiem.

LleHa co BpemeHeM OyzieT pacTu.

,Z[]'[ﬂ HaC He MMeeT 3HaUeHNs, UTO BbI BLIGEPETG AJI OT/1aThl, THa4Y€ MbI IPpO/iaiM Balllk JdHHbIE.

MBI XOTUM TOJTBKO AeHer M Hallla LieJib - HE HaBpeJUTb Ballei pernyTalvy Uik He TIOMellaTh pa60Te Ballero

OuzHeca.

Hanwminmte Ham celiyac ¥ Mbl Ipe0CTaBUM JIyYllive LIeHbI.

Kak c Hamu cBs3aTbCs:

Y Bac ecThb /iBa yTH:

1) [PekomenyeTcsi] Vicrionb3oBanue 6pay3epa TOR!

a. 3arpysurte u ycraHoeure 6paysep TOR c 3Toro caiira: https://torproject.org/

6. OTkpotite 6pay3ep Tor. Ckonupyiite ccbuiKy: hxxx://promethw27cbrcot.onion/ticket.php?track=141-5D9-Y ***

U BcTaBbTe ee B Opay3ep Tor.
. Haunure yat u ciefiyiiTe faabHeNRIMM HHCTPYKIIUSIM.

2) Ecysim TOR 3a6510KMpoBaH B Balllei cTpaHe, norpoOyiite ncronb3oBatb VPN! Ho BBl MOXKeTe HMCITOB30BaTh

Halll BTOPUYHBIN BeO-caift. [yis sToro:

a. OTkpotite o060t 6pay3ep (Chrome, Firefox, Opera, IE, Edge)
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6. OTKpo¥iTe Halll JOTTOJTHUTETBHBINM Beb-calT: hxxx://prometheusdec.in/ticket.php?track=141-5D9-Y ***
c. HaunuTe var u crefiyiite fanpbHelIM UHCTPYKLIUSIM.

[MpenynpesxeHye: BTOPUUHBIN CalT MOXKeT ObITh 3a0/10KMPOBaH, TI03TOMY TepBbIi BApHAHT HAMHOTO JIyyYllle 1

IIOCTyTIHee.
Buumanue!

JIro6ast MOMbITKAa BOCCTAHOBUTh Ballly (hali/ibl C TIOMOIIBI0 CTOPOHHUX MTPOTPAMM MPUBEZET K UX MTOBPEXKAEHUIO.
Vi3meHeHVe WK TiepenMeHOBaHVe (aiijioB TIPUBEJET K TIOTepe JaHHbIX.

Eciu BbI Bce )Ke peluTe 1orpoboBath, CienainTe KOMUY Tepe; STHM

Kntou npenturkarop: WMI+7qUDjFvO6R + 4Mn7wwRJLGABA4jRM***

Kp0Me TOr'0, UCII0/Ib3yeTCs BCILIBIBAKOIIee COO6H.{EHI/Ie B CUCTEMHOM Tpee, B KOTOPpOM 0T06pa)KaETCH YacCThb TeKCTa

13 3aIlTMCKH.

Texanueckue AeTaikd

MosKeT pacrpoCTpaHsSThCSl yTEM B3/I0Ma uepe3 He3allUileHHY0 KoHpurypauuto RDP, ¢ nomometo email-ciama
Y BpPeZJOHOCHBIX BIIOKeHWH, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIIONTOB, BPeJOHOCHO peK/IaMbl, BeO-HHKEKTOB,
(anbIMBLIX OOHOB/IEHMH, NTepeNaKOBaHHBIX M 3aPKEHHBIX NHCTA/UIATOPOB. CM. Takke "OCHOBHBIE CIIOCOOBI

pacrnpoCcTpaHeH sl KPUITTOBBIMOTarte el Ha BBOIHOM CcTpaHuIte biiora.

Onymo BCeryla MCT0/b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!

Ecym BBI ipeHeOperaeTe KOMIJIEKCHOM aHTUBUPYCHOM 3aruToii kiacca Internet Security nmm Total Security, To

x0Ts1 ObI flenaiiTe pe3epBHOE KOIMMPOBAaHUE BaXKHBIX (haitios o Metoxy 3-2-1.

» UAC He 06xoquT, TpeOyeTcs pa3pellieHre Ha 3armyck (aiina.
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» OTK/IIOYaeT U yAassieT U3 peecTpa HACTPOWKM YTHIUTHI Raccine, KoTopasi He JaéT M poBaibIuKaM YAamsTh

TeHeBbIe KOIMNK1 ('l)aﬁ]]OB. I/ICHO]’[LBYET CIMMCOK KOMaH/, AJi1 MPUHYAWUTE/IbHOTO 3daBePIIeHWsA MHO>KEeCTBA MMPOLeCCOB,

MellarLuX mudposaHuto ¢Gaiinos.

Cnucok (aiinoBbIX paclIMpeHHuii, noABeprawomuxca mugpoBaHUIo:

.1cd, .7z, .accdb, .aes, .aiff, .asm, .avi, .backup, .bak, .bz2, .cat, .cert, .class, .cpp, .cpp, .cs, .csr, .csv, .dat, .db, .dbf,
.dbx, .dim, .djvu, .doc, .docm, .docx, .dtsx, .dwg, .edb, .eml, .epf, .flac, .fp7, .gif, .gpg, .htm, .html, .hwp, .java,
.java, .jpeg, .jpg, .key, .lay®6, .1df, .1gb, .log, .m4a, .mdb, .mdf, .mkv, .mov, .mp3, .mp4, .mpeg, .mrimg, .msg, .myd,
.nd, .ndf, .nef, .nsf, .odb, .odg, .ods, .odt, .ora, .ost, .p12, .pas, .pdf, .pem, .pfx, .php, .php, .png, .ppt, .pptx, .psd,
.pst, .gbb, .gqbw, .rar, .raw, .rdl, .rtf, .sdf, .sql, .sql, .sqlite3, .sqlitedb, .svg, .sxi, .sxw, .tar, .tiff, .tlg, .txt, .vdi, .vindk,

.vmx, .vsd, .wav, .xdw, .xls, .xlsm, .xIsx, .zip (109 pacivpeHnuii).

910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBbIe datisbl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiisbr 06pa30B, apXMBHI U TIP. B pa3HBIX BapHaHTax MOTYT OBITh U pyTHeE.

daiiibl, cBA3aHHBIE ¢ 3TUM Ransomware:
RESTORE_FILES_INFO.txt - Ha3BaHUe (haiisia ¢ TpebOBaHUEM BBIKYTIA;

RESTORE_FILES_INFO.hta - Ha3Baaue ¢aiina ¢ TpebOBaHMEM BLIKYTIa;

file.exe - cymyuaiiHoe Ha3BaHMe BPeJOHOCHOTO (aiisa.

Pacnionioxxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->
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3anucu peecTpa, CBA3dHHbIE C 3TUM Ransomware:

CM. HuKe pesy/bTaThl aHA/IHM30B.

MpbIoTeKChbI:

CM. HUXKe pe3ysbTaThl aHaIl30B.

CeTteBbIe NOAK/TIOUEHUA U CBA3HU:

Tor-URL: hxxx://promethw?27cbrcot.onion/ticket.php?track=141-5D9-Y ***
URL: hxxx://prometheusdec.in/ticket.php?track=141-5D9-Y ***

Email: -
BTC: -
CM. HIDKe B 0OHOBJIEHUSIX pyrHe afipeca U KOHTaKThI.

CM. HIKe pe3y/ibTaTbl aHA/IN30B.

Pesysibrarel aHa/1M30B:
IOC: VT, HA, IA, TG, AR, VMR, JSB

MD?5: e1f063d63a75e0e0e864052b1a50ab06

CrereHb pacrpoCTPaHEHHOCTH: HU3Kasl.

IToapobHble cBesieHNst cOOMpParOTCs pery/sipHo. IIpHckinaiite 0Opasipl.

=== ICTOPUS CEMEVICTBA === HISTORY OF FAMILY ===

Bonee pannsis ucropus onvcana B crarbe Hakbit (Thanos) Ransomware

Prometheus Ransomware, COGCTBEHHO caM - TIpuMepHO ¢ Masi 2021 1 B TeueHHe ro/ja; OMMCaH B

cratbe Prometheus.

Prometheus NextGen Ransomware - npriMepHo ¢ HtoHs1 2021; HeKOTOpble BapyUaHThbI He IM(poBaau Gaibl,

ZIpyTHe MOXKHO OBUIO pacmrpoBaTh.

NextGen c ApyruMu HasBaHMAMH - IpuMepHO ¢ utosid 2021, u nanee B 2022 rogy.

Jpyrue NextGen-BapHaHTHI - IPAMEPHO C ceHTs0ps 2021.

=== BJIOK OBHOB/IEHUH === BLOCK OF UPDATES ===

Bapuant ot 14 urons 2021:
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BeposiTHO HOBBIM BapuaHT Prometheus Ransomware.
Pacmvipenue (koHLieBoe): .getin

[MTonHOE pacimmpenue (pumep): .[ID-7C4B3384].getin
3anucka: RESTORE_FILES_INFO.txt

Email: Tiberiano@aol.com

Bapwuanrt ot 16 urons 2021:
Pacmmpenne: .CGP

3armcku: RESTORE_FILES_INFO.hta, RESTORE_FILES_INFO.txt
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Email: yourdata@RecoveryGroup.at

URL: hxxxs://supportdatarecovery.cc/

URL pns onpepenenus IP: hxxx://icanhazip.com/

Apro3arpyska: C:\Users\Admin\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\reload1.lnk
Kitou peectpa c umeneMm (atiina:
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AppID\cgpshare.exe
®aitn: cgpshare.exe

PesynbTaThl aHa/IM30B:

IOC: VT, IA, HA

MD5: e8f8e4eb0d2c03f0b12fb1cf09932bbd

» OOHapy>KeHHs:

DrWeb -> Trojan.EncoderNET.31368

ALYac -> Trojan.Ransom.Thanos

BitDefender -> Trojan.MSIL.Basic.6.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

Kaspersky -> HEUR:Trojan-Ransom.MSIL.Thanos.gen

Malwarebytes -> Malware.Al1.4023495991

Microsoft -> Ransom:MSIL/Thanos.DC!MTB
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Symantec -> Trojan.Gen.MBT

TrendMicro -> Ransom.MSIL. THANOS.SM
BapwuanT ot 17 urons 2021:

CamoHasBanue Ha Tor-caiite: Haron Ransomware
Jlorun-naposb: Chaddadgroup

Pacumpenue: .chaddad

3armicku: RESTORE_FILES_INFO.txt, RESTORE_FILES_INFO.hta
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HocrarouyHo ybpars y ¢aiinos gobaeyneHHoe paciiupeHre. BoT fBa TaKMX BOCCTaHOB/IEHHBIX (haiia (TTpeBbro U

LIeJTUKOM).

Tulips.jpg WindowsUpdate.l
og

®atin: chaddad.exe

Pe3ynbTaThl aHAIU30B:

IOC: VT, IA, AR

MD5: 731797d30d8ff6eaf901e788bd4e6048

» OGHapy>KeHHUS:

DrWeb -> Trojan.EncoderNET.31368

BitDefender -> Trojan.MSIL.Basic.6.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

Kaspersky -> HEUR:Trojan-Ransom.MSIL.Thanos.gen
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Malwarebytes -> Malware.A1.4015843408

McAfee -> Ransom-Thanos!731797D30D8F

Microsoft -> Ransom:MSIL/Thanos.DC!MTB

Symantec -> Ransom.Thanos

TrendMicro -> Ransom.MSIL. THANOS.SM

BapwuaHnr ot 28 urona 2021:

3armucku: How_To_Recover_My_Files.hta, How_To_Recover_My_Files.txt
3anucka nonucana ot umenn REvil Group.

Email: Jeremy.albright@criptext.com

®atin: Garbl.exe

Pesynbrarhbl aHaM30B:

I0C: VT, IA

MD5: da79764c812¢81317354434785b1f2d6
Cooo0wenne ot 1 aBrycra 2021:

CyCraft BbITyCTH/IA YTUIUTY AJIs1 paciindpoBKY HEKOTOPHIX (aiinos mocse Prometheus.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgKXfswZFUz7-AjMSuROHb1Xq70UDDKBbceGvLmSp3U2L3sdZZpUS7zY1H6xb9Dr58UI-lxM7t8dlwEgRcjqVjrsS_fNzu6f22xD6R7AXrbGpi2PSOd16UhivGB38OnkWQE7xmdIRsyHwg/s1535/txt-note.png

https://id-ransomware.blogspot.com /2021 /05 /prometheus-ransomware.htm|

Bapwuasr ot 1 centsopsa 2021:

Pacimupenue: ([ID-********] [monster666@tuta.io].boooom
3amnmcka: decrypt_info.txt

Email: monster666@tuta.io

Pesynwrartel aHanu3os: VT + IA

» OOHapy>KeHHs:

DrWeb -> Trojan.EncoderNET.29

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

BapwuanT ot 29 cenTabpsa 2021:
Pacumpenne: PUUEQSSAEJ
I[Teper TekCTOM KapTHHKa CO c710BoM Spook.

CamoHa3BaHue, TIPeNoIoKUTeNbHO: Spook Ransomware.

3anucku: RESTORE_FILES_INFO.hta, RESTORE_FILES_INFO.txt
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Four bimen: 4 dayn, 21:51:31

Asrozarpyska: C:\Users\Admin\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\reload1.lnk
Pe3ynbTaThl aHAaIM30B:
I0C: VT, IA

MD5: 537a415bcc0f3396f5f37cb3c1831£87

» OOHapy>KeHWUsT:

DrWeb -> Trojan.EncoderNET.29

BitDefender -> Trojan.MSIL.Basic.6.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Kaspersky -> UDS:Trojan-Ransom.MSIL.Thanos.gen
Microsoft -> Ransom:MSIL/Thanos.DC!MTB

TrendMicro -> Ransom.MSIL. THANOS.SM
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[oronHnTebHBIE 00pasIbL:

VT: MD5: 537a415bcc0£f3396f5f37cb3c1831£87
VT: MD5: 1¢7b91546706£854891076¢3c3c964c0
VT: MD5: 20ab243fee91b6c8df23e1ddefff2727
BapwuanT ot 14 okTa0ps 2021:

Pacmmvipenue: Itnuhr

3armcka: RESTORE_FILES INFO.txt

Email: recoveryfiles@techmail.info

™ -

Datin: Worker-0.exe

Pe3yneTarthl aHan3os:

IOC: VT, IA, TG

MDS5: 498cb084983cd8626£f077110d2549ca

» OOHapy>KeHHUs:

DrWeb -> Trojan.EncoderNET.29

BitDefender -> Trojan.Generic.30333220

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

Malwarebytes -> Malware.A1.3844476070
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Microsoft -> Ransom:MSIL/Thanos.PAIMTB

Rising -> Trojan.AntiVM!1.CF63 (CLASSIC)

Tencent -> Win32.Trojan.Generic.Pegi

TrendMicro -> Ransom.MSIL.THANOS.SM

Bapuasr ot 19 okTaopsa 2021:

Pacmvpenue: .steriok

3armmcka: RESTORE_FILES_INFO.txt

Email: steriok@mail2tor.com, properl12132@tutanota.com

Pesynerate! aHanu3oB: VT + IA - unentudurivpoBas kak Prometheus

» CopeprkaHue 3arm1cKu:

all your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.
There is only one way to get your files back:

WARNING: 1) install the tor browser (hxxxs://www.torproject.org/download)
Create new email on servis hxxx://mail2tor2zyjdctd.onion for contact !

write me on steriok@mail2tor.com or proper12132@tutanota.com

Send me your ID in the email

Key Identifier: ***

» OGHapy>KeHHUs:

DrWeb -> Trojan.EncoderNET.31368

BitDefender -> Trojan.MSIL.Basic.3.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Malwarebytes -> Ransom.FileLocker

Microsoft -> Ransom:MSIL/Thanos.DC!MTB
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Symantec -> Ransom.Thanos

TrendMicro -> Ransom.MSIL.THANOS.SM
BapuaHT 0e3 yKa3aHuUs JaThbl MOABICHH:
Pacmmupenue: .[ID-<PC-ID>].unlock
3armcka: UNLOCK_FILES_INFO.txt
Email: helpunlock@aol.com

OTOT BapuUaHT MOXET ObITh pacIIU(pOBaH.

0.

A A TS P - Mkt

Bapmuanr ot 6-7- anpens 2022:

PacnpocTpaHsieTcs U3 YKpauHbI WM KEM-TO COMPUYACTHBIM.
Pacimpenne: 22272777777

B koHI1je Kozla Kaxkjoro 3arvdpoBaHHoro daiiia Toxe ectb ¢ioBo GotAllDone.
3anucka: 3xpaBcTByid Pycckuii Mup.txt

Email: putinubiyca@privyonline.com
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» CopepKaHue 3am1cKu:
[o0pelit [eHb, 1aMbl U TOCIIOAA.
¢ 24 depans 2022 rofa, ipaBrIa UTPHI B Internet MeHsIFOTCS.

Ecu panbiiie Bbl iatiiiv 3a paciigpoBKy KoMibiotepa K npumepy $1.000 u Bam fiaBaioch Ha 3T0 3 /IHSI, TO

cefiuac OyzeT 1aBaThCs Te-)Ke 3 [IHSI, HO TJIaTUTh BbI
Oyzete $5.000 (LieHbI A/ BCEX MHAWBUYATbHbI)

Ecym paHbIlie MbI He TIPOBOAW/IY TIOMCK KOMIIPOMAaTa ¥ BHYTPeHHUX 0a3, TO ceifyac 3TOMY YZeisieTCsl OTAeIbHOoe

BHHMaHUIe.

Ecnu xoth Ha é KOMITIbHOTEPE €CThb IIPpUBATHLIE JdHHBIE, Cl)OTO, BHU/€0, IOMalllHee B1/ie0 Ybe-TO, C )KeHOﬁ,

nMr0O0BHUIIEH, KO30H, TO OHH TMOTAZA0T B TTA0O/IHK, TPy
HeoIu1are.

JIroOb1e 6{:1351, KOTOpbI€ Mbl BUJUM UMEIOT KOMMEP‘—IE‘CKHI?I nimn HpHBaTHbIﬁ uHTepec 6YAYT BbICTABJ/IEHEI Ha

AyKIIUOH CpeAr BallliX KOHKYPEHTOB, BPAaroB U IIPOCTO
663,[[6]'[I:HI/IKOB, KOTOpbIE HaI‘/’I,ILYT WM TOUHOE€ IMMpUMEHeHue.

Bau nepenucky, nouToi, Tejae(oHOM, MeceHXepaMu TOYHO TaKyke MonafyT "Ky/a Haflo", B c/lyyae HeoIuIaThl

yKa3aHHOM CyMMBI. (yTOuHsiiTe 110 email)

[TpuurHa y>KeCTOueHUs - MOTOMY UTO BbI HUUEro He C/leslajiv, YTOObI 0CTaHOBUTDH BOMHY.
CBs13aThCs1 C HAMY BBl MOKeTe HarmvcaB HaM Ha email.

email - putinubiyca@privyonline.com

P.S

Bbi MoxkeTe ripuBneusb 100 uesioBeK U MPOBECTH aKI[UIO /sl 0CTaHOBKHW BOMHBI, TOT/IAa BaM TPOILIaeTCsl OryiaTa. u

pacIugpoBBIBAIOTCS laHHbIe OecrIaTHO.

Ho ps1s1 3TOr0 HY>KHO TIPUC/IATh BUZI€OTOATBEP)KAEHHE.
P.S.S
hxxxs://www.youtube.com/watch?v=z30_xW***¥*
BapuanT ot 7 anpens 2022:

Pacimmpenne: MATILAN

3armcka: RESTORE_FILES_INFO.txt
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Pesynbrartel aHanu3os: VT + IA

» OOHapy>KeHWUsT:

DrWeb -> Trojan.EncoderNET.29

BitDefender -> Trojan.MSIL.Basic.6.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Microsoft -> Ransom:MSIL/Thanos. MK!MTB

Rising -> Ransom.Thanos!1.D81A (CLASSIC)
TrendMicro -> Ransom.MSIL.THANOS.SM

Bapuanr ot 16 anpesnst 2022:

Paciipenne: .ZORN

3ammcka: RESTORE_FILES_INFO.txt

Pesyneratel ananusos: VI

Bapwuant ot 22 anpesns 2022:

Pacummpenne: .PARKER

3anucka: RESTORE_FILES_INFO.txt

Pesynbrartsl aHanu3os: VT

BapuaHnr ot 26 anpesns 2022:

Pacimpenne: .axxes

3armmicku: RESTORE_FILES_INFO.hta, RESTORE_FILES_INFO.txt
Pesynerarte! ananusos: VT

BapwuanT ot 28 anpesns 2022:

Pacmvpenue: .private

B koHIje Kofla Kaxk/joro 3armmdpoBaHHoro daiiia Toxke ectb ¢ioBo GotAllDone.
3anmcka: MHCTpyKus. txt

Email: secure811@msgsafe.io
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Bapwuanr ot 20 mas 2022:

Pacumpenue: .trins

3ammcka: R

ECOVERY.txt

®datin: Trins.exe

Pesynbratel aHanuza: VI + TG + IA

w rermn g b bt party 18
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BapwuanT ot 21 urons 2022:

Pacmmipenue: .cmblabs

3ammcka: DECRYPT_INFO.hta

®daiin: db.exe

Pesynbrarsl

aHammza: VT + IA

OO6HapyXeHus:

DrWeb -> Trojan.EncoderNET.29
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ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

TrendMicro -> Ransom.MSIL. THANOS.SM
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=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

| http://
*— Read to links:

Message + Message + Message + myMessage

ID Ransomware (ID as Prometheus)
Write-up, Topic of Support
Added later: Write-up, Write-up

UNLOCK
BHumanme!

B HekoTopbix cnyyaax ainbl MOXXHO AelmndpoBaThb!
OGpalantecb No 3Toi ccbinke k Michael Gillespie >>

KomnaHua Avast Toxe caenana AelwnpoBLLMK.

Ckayvarite aelwmdpoBLUNK MO CChike B cTaTtbe >>

Thanks:
MalwareHunterTeam, dnwls@719, Michael Gillespie
Andrew Ivanov (article author)
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https://twitter.com/Amigo_A_/status/1394381459604099074
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Sandor
to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.
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