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IcedID is a banking trojan which performs web injection on browsers and acts as proxy to inspect and manipulate
traffic. It steals information, such as credentials, from victims. It then sends that stolen information to a remote

server.

Recently, the FortiGuard Labs team started to investigate some IcedID samples. In this series of blogs, I will
provide a detailed analysis of a new IcedID malware sample. The entire detailed analysis is divided into three

parts.

 Part I: Unpacking, Hooking, and Process Injection

e Part IT: Analysis of the core IcedID Payload (Parent process)

o Part ITI: Analysis of the child processes

This blog is Part I below. Let’s dive in.

0x01 Malicious PE Executable

The sample being analyzed is a PE executable, and is most commonly distributed by a compromised Office file.
The following image is the process tree after executing the PE file. We can see that this sample of IcedID
eventually creates a svchost.exe parent process and three svchost.exe child processes. In addition, it can deliver a

Trickbot payload, highlighted in red. In this series of blogs, the analysis of the Trickbot payload won’t be covered.

We will only focus on how IcedID works internally.
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Figure 1. The process tree after executing the IcedID sample

As shown in Figure 1, the PE executable first launches itself with a command line parameter “-g=xxxXXXxXxxxx".
This new process then continues by launching a svchost.exe process. Once the first svchost.exe process is
launched, the previous two processes exit. Finally, this svchost.exe parent process then launches three svchost.exe

processes.
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0x02 Unpacking PE Executable

We can now start to dynamically analyze the PE execution. After tracing a few steps from the entry point, the

program goes into the function sub_00415CAE() as follows.
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Figure 2. Jump to the trampoline code

In the trampoline code, it is used for decrypting the code segment. Eventually, it can jump to the real entry point of

the program. At that point, the unpacking of the PE executable is complete.
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Figure 3. Jump back to the real entry point 0x401000

The following is the pseudo code of the real entry point of the program.
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woid noreturn start()

{
const CHAR *vw0; // esi
const CHAR #vl; // eal

vl = GetCommandLineA():
if :|=E-¢E_p¢rmE|r|vrﬁi|o // if the parameter starts with “-g="

{
sub 40124A(); // process injection, create new process
}
else if | sub_4013CF(vD) )
{
vl = pub_4011BE(); {/ allocate a new buffer, write data after doing somea caculation.
if (vl )
{

5 =L =4 ¥ E
sub 4012E9(v1); 9 {// create a new process with a TS5C parameter.
¥

ExitProceas(0);

Figure 4. The pseudo code of the real entry point
Here is a list of the key functions:

1. Check if the command line parameter starts with “-q=". If yes, it jumps to step 2. Otherwise, it jumps to
step 3.
2. Create the svchost.exe process and perform process injection.

3. Create a new process with a TSC parameter (“-q=xxXXXXxXX").

We ran this sample without any parameters so it could go into the third step (sub_4012E9).

BOUL _ cdecl sub_40LZEJ |LFCSTR lpvalus)
{

unsigned intéd wly /F rax

conat CHAR *vl; /Ff oax

CHAR Stringly // [espiCh] [ebp-168k)

struct _STARTUPINFOA Dak; // ZH-"E*"- Bl [ebp-64k

struct _PROCESS INFORMATION Froc In!amtim. H [esp+lS4h] [ebp-20h]

CHAR Btring2; /7 [esp+l64h] [ebp-10h]

_.p Generate the parameter

vl I:'d.tlnll:
'HIFI.'.-. g1, “wa®, (_DWORD)w1)j

vi = G-,(:mndmnna::l:
lstrocpyA(&Stringl,; vi])y
lstrcatA(&5tringl, " -g=");z
letroatA[&5tringl, &5tringd)y
mampet{&lot, 0, Oxddu);

Dat.ch = &8;

Fr armation.hProcess = B..

/f get the TSC in EDX:EAX

Proces :-rrr.Ltl-::-.'.‘Mz\oc -II;I = 0;
Proce formation. dﬂhrll.dld. = ﬂj

Figure 5. The function sub_4012E9()

After performing the rdtsc instruction, the return value is converted into a string as a parameter of the new process
execution. Next, the program sets an environment variable in the process context. The name of the variable is the

command line parameter without the prefix “-q=".
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Figure 6. Set an environment variable in process context
Finally, it invokes the CreateProcessA function to create itself with a parameter.

Next, we will continue the analysis with the new running process.

0x03 Hooking Technique and Process Injection

After launching the new process, the program goes to the real entry point of the program, as shown in Figure 4. At
this point, the check_parameter() function returns TRUE because the command line parameter starts with “-q=". It
then goes to the sub_40124A() function.

BOOL sab_40124A0)
{

BOOL result; // eax

CHAR Buffer; // [esprih] [ebp-1T&h|

StFust _STARTUPINFOA ma JF (esp+l08R] [eEp-T4R)
CHAR $tringl; /) [espeldch] |abp-10h)
et m_:m:w

stru ProcessInformation; // [eap+l6Ch] [ebp-10h] trampﬂllne code
get_pro /7 Got the process - E
result - {int)_WtCreateUserProcess, (int iff change the protection of the first 5 byvtes of the function WtCreateUserProcess

if | resul®
i

GetSyatemDirectoryA(EDulfer, Ox104a);
memset|&Det, @, n:uuu

SetCurrentDirectoryA[&Duaffer);
letrcathjkBuffer, &String2)y

Det.ch = &8,
Tocesslntormation)yff create the process, 'ci'\\Windows\\systemi2\\svchost.exe"

Figure 7. The pseudo code of sub_40124A()

In the function hook_NtCreateUserProcess(), it first invokes the function NtProtectVirtualMemory to change the
protection of the first five bytes of the function NtCreateUserProcess to PAGE_EXECUTE_READWRITE. It then
modifies those five bytes with a JMP instruction. Finally, it again invokes the function NtProtectVirtualMemory to

restore protection to the first five bytes.
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BOOL _ cdecl hook NtCreateUserProcess(int al, int a2)
{ " - - - =
i ey hé'lﬂ:hfy the first 5 bytes with a JMP instruction
BOOL v3; // edi
int v4y // [esp+B8h] [ebp-4h]

result = call NtProtectVirtualMemory(-1, al, 5, 64, (int)&vd);
vl = rasult}

1f { result )

{

*( BYTE *)al = =23;

| g Vi, [(int)Evd);
result = yvij;

}

return result;

Figure 8. Hooking the function NtCreateUserProcess

The following is the assembly code of the function NtCreateUserProcess hooked.

FF12 BRI dword prr ds: [edsx]
gg 1800 PeE 1=
13% ==
77135778 ~ E9 3ABDICAD j iceidic 67 dd8. 401087

[ HrCreatelserProces:
Ba O0O3FETF Wb EI% , <R TF A5 Loys L e :-‘-'-"-—-.___‘__‘_-‘-
FF1} Gl dword pre ds: [eds]
L L

- SS 00 R Jump te trampeline code
7T13I5TER BE SEODDROD !uw eax SE:CA"
7713I5TED BA OO03FETE noy edx , <EiFastSystemCalls>
FF12 N dword ptr ds:[eds]

cZ 1400 By 14
a0 oo

Figure 9. The assembly code of the function NtCreateUserProcess hooked

Inside the function CreateProcessA, the code invokes the low-level API NtCreateUserProcess. After the function
CreateProcessA is invoked in Figure 7, the program goes to the trampoline code sub_4010B7(). The following is
the pseudo code of the trampoline code.

// trampoline code
signed int thigcall trampoline_code(void *this, _DWORD *al, int a3, int ad, int aB, int aé, int a¥, int aB, int a%, int ald, int all, int all)

signed int result; // eax
void *wll; /f [esp+0lh] [abp-4h]

far
#// Peform process injection into swchost.exe process and hook RtlExitUserProcess in the process space of svchost.exe.

result = -1073741823;

}
return result

Figure 10. The trampoline pseudo code of NtCreateUserProcess hooked
The following list is what the trampoline code actually does.

1. Unhooks the function NtCreateUserProcess.

2. Calls the function NtCreateUserProcess, which performs the main work of creating a new process.

3. Decompresses the buffer using RtlIDecompressBuffer.

4. Performs process injection into the svchost.exe process and hooks RtlExitUserProcess in the process space

of svchost.exe.

Let’s take a closer look at step four. The following is the pseudo code of the function sub_401745() in that step.
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int _ cdecl sub 4017AS5({int al, int aZ)

signed int w2; // esi

int vi; // ebp

int *vd; // eax

int w63 S/ [esp+Ch] [ebp-10h)
LPVOID lpMem; // [esp+l0h] [ebp-Ch)
int vB; // [esp+ldh) [ebp-Bh)

int w93 /f [esp+lBh] [ebp-dh)

vi = Q)

wh = al)

lpMam = 0j

vE = 0)

vl = a2

II = wrap NtAllocateVirtualMemory O(al, 84, 4);// NtAllocateVirtualMemory
£ {vl)

{

vi = wrap NtAllocateVirtualMemory(&ve);

if { Iv2
| |:1 wm (int #){(e h.m silpMem + #( DWORD #)(vd + 1§))) I= 0
&E [ vve =y lpigction{&vi])] == 0)// code injection in svchost.exe process

z Erocess J
|| (v2 =[hook nglg: UserProces . RtlExitUserProcess, vE + %( DWORD -Ji«l + 12))) == 0// hook the function _RtlExitUserProcess
(vi = ca evirutalMemory(al, v, (int)sdword 403000, 1108)) == 0) )// _gwWriteVirutalMemory

GatLastError())

[PREEE,

f { lpMem
wrap_HeapFrese(lpMem)j

else
GetLastError();

return vij

Figure 11. Perform process injection into the svchost.exe process and hook its RtlExitUserProcess

It first uses NtAllocateVirtualMemory to allocate the memory region in the remote process space(svchost.exe).
Next, it uses ZwWriteVirutalMemory to perform the code injection into the memory region in the svchost.exe

process.

BOOL _ cdecl process_injection(int *al)

int *vl; // esi

BOOL result; // eax
unsigned int v3; // edi
int wdy //f ebx

vl = al;
result = ca11_;Hﬂritcvirutalﬂnmorrd'ul, al[2), al[l), *(_DWORD *){al[3] + 8));// call NtWriteVirtualMemory(
i IN HANDLE ProcessHandle,
/f IN PVOID Basehddress,
i IN PVOID Buffer,
I’ IN ULONG HumberOfBytesToWrite,
i OUT PULONG NumberOfBytesWritten OPTIONAL );

// , perform the code injection in the new process.
if { result )
{

vi = 0y

if ( %[ DWORD *)(v1[3] + 32} )
1{

ve = 0y
do

{
I::nl}. m:ot.nnt\'irtualﬂamurﬂ(
i,
®{(_BYTE #*)vl + B) + %[ _BYTE *){vé + v1[3] + 36),
#( DWORD #){vd + vi[3] + 40)
*1un519ncc intB *){vd + v1[3] + 52),
({int)eal);

Vi 4m 1T
++vdp

¥
whila ( v3 < *({_DWORD *)(vl[3] + 32) ); // while(v3<5), in this loop, modify the protect properties, it has three memory regions.
result = 1;

return result;

Figure 12. Process injection into in svchost.exe process

It then sets up a hook for the RtlExitUserProcess API in the process space of svchost.exe. It should be noted that
there is a little difference between hooking RtlExitUserProcess and hooking NtCreateUserProcess in Figure 8. The

former is to hook the API of remote process space, while the latter is to hook the API in its current process space.

Page 6 of 9



https://www.fortinet.com /blog/threat-research/icedid-malware-analysis-part-one.html

BOOL _ cdecl hook RtlExitUserProces(int al, int a2, int a3)
{

BOOL result; /f/ eax

BOOL v4; // esi

char v5: [/ [esp+0h] [ebp-Ch]

int v6; ff [esp+lh] [ebp-Bh]

int v7; f/ [esptBh] [ebp-4h]

result = call MtProtectVirtualMemory(al, a2, 5, 4, (int)&v7);
if [ result )
{
v = =23;
ve = al - a2 - 5;
vd = call EwWriteVirutalMemory(al, a2, (int)&v5, 5);
call MtProtectVirtualMemory(al, a2, 5, v7, (int)&v7);
regult = vd:

return result;

Figure 13. Hook RtlExitUserProcess

The assembly code of the hooked RtlExitUserProcess is shown in Figure 14.

% suchast.exe - PID: DBO - Module: ntdiLdll - Thread: 36C - dbg - 5 -
- ﬂz ke & a .
1 1o 1a  Hooked REIExitUserProcess in svchost.exe process

SoOE 9N Yy tauli e e s LS
B ov @ocmh | g | [ Motes | ® Greskpoints | W MemoryMap | [ colStack | & seH | o Seipt | @] symbols | €2 Source | o Reference

14E 8 a0
P T14EL29 a0

TT14E12A an
7714128 " E: FD4OF588 RtIExitUserFrocess
14130

push ebx

push esi

R R B B 8 R R R E B
A
o

57 push edi Jump to trampoline code
6A 00 push 0

T EE 82000000 gall nudl).T714E1BC

771461 3A BF 4073177 wov edi ,ritd 167340

P14ET 0 57 Auah adi

Figure 14. The hooked RtlExitUserProcess in svchost.exe process

As shown in Figure 7, the process svchost.exe was created without a parameter. It could immediately exit if
running svchost.exe without parameter, and after it exits, it could invoke the low-level API RtlExitUserProcess.
Because IcedID hooks the RtlExitUserProcess, it could jump to the trampoline code to execute the IcedID
payload.

The injected memory regions in the remote process svchost.ext are shown in Figure 15. We can see that two

memory regions have been injected. The code segment is stored in the memory region(0xa1000 ~ 0xa7000).
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Figure 15. The injected memory regions of svchost.exe process

As shown in Figure 14, it jumps to 0xA2B2D, which is in memory region(0xA0000 ~ 0xACO000). The offset of

the trampoline code from this memory region is 0x2B2D.

0x03 Conclusion

We have walked through how to unpack the IcedID malware, hooking, and process injection techniques used by
IcedID, as well as how to execute the IcedID payload. In the next blog, I will provide a deep analysis of the
IcedID payload (0xA2B2D).

0x04 Solution

This malicious PE file has been detected as “W32/Kryptik. GTSU!tr” by the FortiGuard AntiVirus service.

0x05 Reference

SHA256 Hash:
PE executable (b8113a604e6c190bbd8b687fd2ba7386d4d98234f5138a71bcf15f0a3c812e91)

Learn more about FortiGuard Labs and the FortiGuard Security Services portfolio. Sign up for our weekly
FortiGuard Threat Brief.

Read about the FortiGuard Security Rating Service, which provides security audits and best practices.
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