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Executive Summary

SunCrypt ransomware is a less sophisticated malware that has impacted multiple companies
since 2019. The malware can run with one of the following parameters: "-noshares", "-nomutex",
"-noreport", "-noservices", "-vm", "-path", "-justcrypt", and "-keep_exe". The ransomware Kills a list
of targeted processes and deletes all Volume Shadow Copies using COM objects.

The encryption is done using multithreading with I/O completion ports, which is a common
technique used by most current ransomware families. SunCrypt uses a combination of
Curve25519 and ChaCha20 algorithms during the encryption routine. The binary deletes the
Windows event logs via two different methods and performs self-deletion at the end of the
execution.

Analysis and Findings
SHA256: 759f2b24be12e208903b00f9719db71a332ddf8252986c26afbcda9f32623bc4

The malware forces the system not to display the critical-error-handler message box using
SetErrorMode (0x1 = SEM_FAILCRITICALERRORS):

- 1 6A 01 push 1
FE—>e FF 15 E4 53 27 01 call dword ptr ds:[<asetérrorMode>] |

v -
ole > | Default (stdcal) v [s 2] unock
1: [esp] 00000001 i
dword ptr [012753F4 <suncrypt.&SetErrorMode>]=<kernel32.SetErrorMode> 2: [esp+4] 00000000

3: :espos: 00000000
4: [esp+C] 00000000
.Text:012115F3 suncrypt.exe: $15F3 #9F3 - -

L
PPN e e T o o~ e e L= EEETEEE 00000001 |

Figure 1

The binary loads multiple DLLs into the address space of the process by calling the LoadLibraryA
API. The list of DLLs contains "ntdll.dll", "advapi32.dll", "kernel32.dll", and "rstrtmgr.dll". An example
of such a function call is displayed below:

° 3 68 30 04 27 01 push ypt.127044 127 B -
I— FF D7 call edi |edi: v T
o[ < i s >  |Default (stdcal) v |[s_{2] 0] unlock
i 1: [esp] 01270440 "ntd11.d11"
edi=<kernel32.LoadLibraryA> (76A75980) 2: [esp+4] 000101F0

3: [esp+8] 00000004
4: [espsC] 0065FB0O
.Text:01254398 Suncrypt.exe:$44398 #43798 B -

[
-m. . FEmITTTams . P Py s oy~ e RO @ _ IEEETEEN 01270440 | “ntd11.d11"

Figure 2

GetProcAddress is utilized to retrieve the address of multiple exported functions: "strncpy",
"_atoie4", "atoi", ‘isxdigit", ‘isdigit", "memset", "memcpy", "NtSetinformationFile",
"SystemFunction036", "SetVolumeMountPointW", "RmStartSession", "RmRegisterResources",
"RmGetList", and "RmEndSession" (see figure 3).

o : 65 4A 04 27 O push T.127044A 127 X87SW_SF O X87SW_P O X87SW.U O
B 3324 56 push esi aRa e s  a enme o
ag— e FF D3 call ebx N = |ebx: v =
P T T R T = Defauit (stdcall) v [5 =100 unock
A 1: (es 76FE0000 ntd11.76FE0000
ebx=<kernel32.GetProcAddress> (76A75080) 2: !esglr 0127044A “strncpy”

3: [esp+8] 000101F0
4: [espsc] 00000004
.TEXT:012543A5 SUNCrypT.exe:S$443A5 #437A5 14 K

[
Lot 8 A ) 76FE0000 | ntd11.76FE0000
&% Dump 1 9% Dump 2 $% Dump 3 §%5 Dump 4 % Dump 5 @ watch 1 [+l Locals # Struct O065FAED | 0127044A | “strncpy”

Figure 3

SunCrypt can run with the following parameters "-noshares", "-nomutex", "-noreport", "-
noservices", "-vm", "-path", "-justcrypt", "-keep_exe". We'll explain the purpose of each parameter
in the upcoming paragraphs:
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.text:012227C9
.text:012227CE
.text:012227D3
.text:012227D6
.text:012227D9
.text:012227DF
.text:012227€2
.text:012227€E8
.text:012227EB
.text:012227F1
.text:012227F5
.text:012227FA

push
call
add
xor
imul
xor
imul
xor
imul
mov
push
call

offset aNoshares ;

sub_122CE90@
esp, 4

eax, 6Fh

eax, 1000193h
eax, 6Eh

eax, 1000193h
eax, 2Dh

eax, 1000193h

"-noshares™

[esp+6@h+var_24], eax

offset aNomutex ;

sub_122D1Ce

Figure 4

"-nomutex"

The ransomware uses the FNV hash function in order to compute 4-byte hash values that are

compared with

the hard-coded ones

corresponding

to different

parameters.

The

implementation of the hash function can be spotted through the identification of the FNV prime

(0x01000193):

.text:0122CF8C mov esi, ds:dword_1274BC8
.text:0122CF92 mov ecx, ds:dword_1274AeC
.text:0122CF98 mov ebx, [esp+24h+arg_0]
.text:0122CFIC mov ebp, 208F3B67h
.text:0122CFAl lea edx, [eax-1]
.text:0122CFA4 imul edx, eax
.text:0122CFA7 lea eax, [esi-1]
.text:0122CFAA and edx, 1
.text:@122CFAD setz [esp+24h+var_22]
.text:0122CFB2 imul eax, esi
.text:0122CFBS test edx, edx
.text:0122CFB7 mov esi, 45F517F9%h
.text:0122CFBC mov edx, ds:dword_127482C
.text:0122CFC2 cmovz ebp, esi
.text:0122CFCS cmp ecx, ©@Ah
.text:0122CFC8 setl [esp+24h+var_21]
.text:0122CFCD cmovl ebp, esi
.text:0122CFDO movzx ecx, word ptr [ebx+12h]
.text:0122CFD4 movzx edi, word ptr [ebx+1@h]
.text:0122CFD8 mov [esp+24h+var_1C], ebp
.text:0122CFDC movzx esi, word ptr [ebx+@Eh]
.text:0122CFE@ xor ecx, 811C9DCSh
.text:0122CFE6 imul ecx, 1000193h
.text:0122CFEC xor ecx, edi
.text:0122CFEE movzx edi, word ptr [ebx+eCh]
.text:0122CFF2 imul ecx, 1000193h
.text:0122CFF8 xor ecx, esi
.text:@122CFFA movzx esi, word ptr [ebx+@Ah]
.text:0122CFFE imul ecx, 1000193h
.text:0122D804 xor ecx, edi
.text:0122D006 mov edi, @E97D6B6Fh
.text:01220008 imul ecx, 1000193h
.text:0122D011 xor ecx, esi
.text:01220013 imul esi, ecx, 1000193h
.text:0122D019 test al, 1
.text:0122D018 mov ecx, 7F86D431h
.text:0122D020 cmovz edi, ecx
.text:01220023 cmp edx, ©@Ah
.text:0122D026 cmovl edi, ecx
.text:0122D0029 movzx ecx, word ptr [ebx+8]
.text:0122D02D mov [esp+24h+var_18], ecx
.text:0122D0031 mov ecx, 82C1E@F1lh
.text:0122D036 jmp short loc_122D05C
Figure 5

The GetCommandLineW routine is used to extract the command-line string for the current

process:
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P FF 15 §0 5327 01 |call dword ptr ds:[<aGetommandLinew>] v
oI < i e —— ' 5 | Defaut (stdcal) >[5 200 unoc
ptr [01275360 <suncrypt.&GetCommandLinew>]=<kernel32.GetCommandLinew> % 2:';,. 0065 FABC
3: esmaj 00000000
4: 4 ncr: . 4
.TEXT:01222907 suncrypt.exe: $12907 #11007 SSPTCI. 01254368 Suncrypr. 01254368

Figure 6

The malicious process retrieves an array of pointers to the command line arguments, along with
a count of the arguments via a function call to CommandLineToArgv\W:

oc 56 push esi X87SW_SF 0 XS7SW_.P O XS87SW.U O
. 50 push eax eax B S
Eﬁ—h‘ FF 15 78 54 27 01 C€all dword ptr ds:[<aCommandLineToArgvw>] v
4 portor e e T R e o
<

Defauit (stdcal) Y
: [esp] 00A42248 L H
e5p+4]) 0065FABO

s 00000000
: [esp+C] 0065FABC
.TEXT:0122290F SUNCrypt.exe: $1290F #11D0F SR EspaLs A

$%% Dump 1 %% Dump 2 %5 Dump 3 $%0ump4 P Dump S

@ watch 1 el 2;; Struct 00A42248 | L :\\users' esktop\\suncrypt. exe'

Figure 7

OpenProcessToken is utilized to open the access token associated with the current process (0x20
= TOKEN_ADJUST_PRIVILEGES):

68 A8 40 27 01 push suncrypt.12740A8
6A 20

X87SW_C1 0 x87SW.CO O Xx87SW_ES O
push 20
v

X87SW_SF 0 X87SW_P O X87SW.U 0
50 push eax
FF 15 €8 S2 27 01 €all dword ptr ds:[<&OpenProcessToken>]

5 zzfad((stdd) v [5 [3] 0] unock
: [esp] FFFFFFFF

ptr [012752E8 <suncrypt.20penProcessToken>. api32.0penProcessTokens 2 ,s:,. 000000,
3: [esp+S

4: 00000000
.TEexT:01214831 suncrypt.exe:$4831 #3C31 g

$P0umpl  FHDump2 YHOump3 Y Dump4 S DumpS

@ watch1  Ix-llocals ) Stuct KRN Frereerr
e Tacrer T 7 0065FAFC| 01274048 | suncrypt. 0127408

Figure 8

The malware performs multiple calls to LookupPrivilegeValueA in order to extract the locally
unique identifier (LUID) for the following privileges: "SeTakeOwnershipPrivilege",
"SeBackupPrivilege", "SeSecurityPrivilege", "SeRestorePrivilege", "SeDebugPrivilege",

"SelmpersonatePrivilege", and "SelncreaseBasePriorityPrivilege". Figure 9 displays an example of
a function call:

44444 . 51 push ecx X87SW.C1 0 Xx87SW.CO O Xx87SW_ES O
. 50 push eax eax: X87SW_SF 0 X87SW_P 0 Xx87Sw_u o
e L A - S P p— - e
> FF 15 €0 52 27 01 call dword ptr ds: ookupPrivilegevalu v/
ol i =2 _onoSaTosTITes B > | Defauit (stdcal) v 5 [2] 0] unock
ptr [012752E0 <suncrypt.&LOOKUPPrivilegevalueas ap132.L0oOKUpPrivilegevalueA> T Ty R

. TeXT: 01267766 Suncrypt.exe:$57766 #56866

$P0umpl  PHDump2 YW Dump3 Y Dump4 S DumpS

[aadrace |uav

@ watch1  Ixellocals 2 Struct
lTaersr i

shipPrivilege”

Figure 9

The malicious executable enables the above privileges using the AdjustTokenPrivileges function:

h 0
g:;h ) x87Statusword 0000
push 10 X87SW_B O X87SW.C3 O X87SW.C2 O
push ebx X87SW.C1 0 x87SW.CO O X87SW_ES O
push 0 X87SW_SF O X87SW_P O X87SW.U O
push dword ptr ss:fesp+sc] bsamm e A A o sAme A A
cal) dword ptr ds:[<aAdjustTokenPrivileges>] v
BRSEnSt e 5> |Defaut (stdcal) v [s 1500 unock
PEr (01275284 <suncrypt.&AdjustTokenprivileges>]=<advapis2. AdjustTokenprivileges> O (T B

2: 00000000
3: [esp+8] D06SFACC
4:
.Text:01267A78 suncrypt.exe:$57A78 #56E78

esp+C] 00000010
Woump! Woump2 Hoump3  $Woump4  $HDumps @ watchi  IxelLocals 3;' Struct 3 moo‘z;:
Address | Hex | Asc1x | ~ QOESEACC
0065FADC 109! 00 00 00|00 00 00 00|00 FB €5 00|7C 15 6A B8|N........ ue. .3, jpadonot
006SFAEC| 00 00 00 00|50 FD 65 00|80 8C 21 01|28 02 00 00|....Pye...1. (...

Figure 10

SunCrypt retrieves information about the current system via a function call to GetSystemInfo:
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v [s 1500 unock

1: [esp] 0065FDOC

2: [esp+4] 01010000
3: 0065FBO1
4

[P e e e e o e T B

Figure 11

The GetModuleHandleA routine is utilized to extract a module handle for "ntdll.dll";

| push eax eax:
|€a1T _nora pre dz: [<acemogul exandlen] =y

Default (stdcal) v [s 2] unock
: [es FAG0 “nt .
§ 2: 7704E916 ntd11.7704E916

76EGBF1C kernelbase.76EGBFIC
FFFFFFFF

wan = wan - [~ T [ ymowss 0065FA60

Figure 12

The malware retrieves version information about the operating system by calling the
RtlGetVersion routine:

FF 75 08 push dword ptr ss:febp+s)
FEI!? €all eax

: 65567465
: 6F697372
.Text:01266E3F suncrypt.exe: SSG6E3F #5623F

| B YN o e T e B [erE B &= EIEIXTE 0127400C | suncrypt.0127400¢

Figure 13

The binary creates a mutex called
"0c91c96fd7124f21a0193cf842e3495fcdaf84a394f44013e92a87ad9d2ef4a0ceec9dd2e2eca22e" in
order to ensure that only one copy of the executable is running at a single time:

push suncrypt.126C000
push 0

ush 0
&t dwora pte s eacr eatenutexa)

X87SW.C1 0 X87SW.CO O X87SW_ES O
X87SW_SF 0 XB87SW_P 0 x87SwW_U o

> | Defoult (stdcal) v [s 1200 unock

ptr (01275334 <SUNCrypt.&CreateMUTexA>]=<kernels2.CreateMutexa> . gg,.°°°o°m°°°°
3: [esp+8] 0126C000 "0c91c96fd7124f2120193cF842
4: [esp+C] 01010000
.Text:01215598 sun(rypt.exe:sssn #4998 =
00000000

oump1  YSoump2 @WDump3 M Dumps  Whoumps @ watch1  IxelLocals 2 struct
Address | Hex ASCII

0126C000 30 63 39 31|63 39 36 66|64 37 31 32|34 66 32 31|0CI1CI6fd7124f21
0126C010| 61 30 31 39|33 63 66 38(34 32 65 33(34 39 35 66| a0193crs42e3495f
0126€020|36 64 61 66|38 34 61 33|39 34 66 34|34 30 31 33| 6darssas94rs4013
0126C030| 65 39 32 61(38 37 61 64|39 64 32 65|66 34 61 30| e92as87ad9d2efsao
0126C040| 63 65 65 63|39 64 64 32|65 32 65 63|61 32 32 65|ceecydd2e2eca2e

Figure 14

The executable takes a snapshot of all processes in the system using CreateToolhelp32Snapshot
(Ox2 = TH32CS_SNAPPROCESS):

push 0 X87SW_SF O Xx87SW_P O Xx87SW.U O

ush 2 A e -

&'ﬁ <suncrypt.CreateToolhelp32sSnapshot> |

e rermrh s el i e 'BD""‘

00000002
00000000

<suncrypt.CreateToolhelp32 hot
.TEXT:0126A902 sSuncrypt.exe: $SAS02 #590D02

$oump1  @oump2  @MDump3  WNDumps  WWDumps @ wath1  bellocals ) stct

8] 0000000¢
0065F9A4

Figure 15

The processes are enumerated using the Process32First and Process32Next APls:
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57 ‘push edi X87SW_SF O X87SW_.P 0 X87SW.U O
FF 74 24 04 ush dword ptr ss:[esp+s)) [0 e DD o= = - —
€8 00 11 00 00 l [<suncrypt.Process32First> v
o = 5 et raca ~|5 =)0 wosk
surcrvet Proce 1: [esp] 00000268
= 12: [esp+4] 0065F9A4
| 3: [esp+8] 00000268
4: 0065F9A4
. TeXT:0126A%F SUNCrypt.exe:S$SASDF #590DF ! E6DICI 005 EINS SRR —
) 00000268
@Woump1  YWoump2 $Woump3  Woump4  YWoumps @ watchi  Ixellocals P stuct '0065F 994 | 0065 FIAS
Figure 16
2 N, push ;:; 2 " . X87SW_SF O X87SW_P 0 X87SW.U 0O
7 us| rd ptr ss:fesp+4 S i
E8 A6 10 00 00 %_I <SUNCrypt.Process32Next>. v
mu—— i 3" |osta ~I5 EI0 wes
: 1: [esp] 00000268
<suncrypt.Process32Next> 2: [esp+4] OO65FIA4
|3: [esp+8] 00000268
4: [esp+C] 0065F9A4

.TEXT:0126AA31 suncrypt.exe: $SAA3L #59E31

-
@oump1  @hoump2 WHDump3  $MDump4  @EDumps @ watch1  Ixellocls ) Struct KITEEET oo000zes |
Figure 17

SunCrypt targets a list of processes that will be killed:

. "ocssd" "dbsnmp" "synctime" "agntsvc" "isqlplussvc" "xfssvccon" "mydesktopservice
"ocautoupds" "encsvc" "firefox" "tbirdconfig"

. "mydesktopgos" "ocomm" "dbeng50" "sgbcoreservice" "excel" "infopath" "msaccess
"mspub" "onenote" "outlook" "powerpnt" "steam"

. "thebat" "thunderbird" "visio" "winword" "wordpad" "ssms" "notepad" "fdhost"
"fdlauncher" "launchpad" "sqlceip" "sqglwriter"

The comparison between a process name and one of the above processes is employed using
StrStriA:

push eax eax:
ush dword ptr ds:[esi+

34]
_dword ptr ds: <&S(rstr!A>]

X87SW_SF O X87SW_P 0 Xx87Sw.U O

8 "System
0065F890 “ocssd”
00000016

_FFFFFD36

. TEXT:012434A4 SunCrypt.exe:$334A4 #328A4

@oump1  Woump2 WHDump3  @MDumpd  EHDumps @ watch1  Ixellocls ) Stct e R A

Figure 18

The ransomware opens a targeted process via a function call to OpenProcess (OXIFFFFF =
PROCESS_ALL_ACCESS):

F /U US PUSN OWOra ptIr as:|eax+y) AB/DW_B U AD/OW L3 U AD/OIW NS VU
6A 00 push 0 X87SW_C1 0 x87SW.CO O X87SW_ES O
68 FF FF 1F 00 push 1FFFFF X87SW_SF O X87SW.P O Xx87Sw.Uu O

89 D3
FFT15700°53727701

mov_ebx, edx
m.'l‘mr‘d ptr ‘as:’[@gegﬂroces»]

- ¥ | Defauit (stacar) v [s 1200 unock
GD OOI.FFFFF

ptr [012753D0 <suncrypt.&0penProcess>)=<kernel32.0penProcess> % esp+a] 00000000
| 3: CSD" 000001F0
.Text:01245FAD Suncrypt.exe: $35FAD #353AD MR e ti1nl1s
$oump1  @Uoump2 WHDurp3  $WDump4  @MDumps @ watch1  Ixellocals P Stuct Mmmml
I e |uav lacrrr i . | DO65FSEC 0

Figure 19

The TerminateProcess routine is used to kill a targeted process:

I 6A push 1
| FE ss 80 00 00 00 push o-mrd ptr ds:[esi+8 11
FF 15 m] ptr ds <&T:ﬂl nateProcess>] v

FU15 104 54 2770] s 5 | Default (stdcal) ~ |[s 2100 unlo
H 000002

00000001

P
espes
esp+8] 01010116

es) 0065F701 "birdconfig™
.TEXT:01248E73 sSuncrypt.exe:$38E73 #38273 B $

WWourp1  @Hoump2 @HDump3  WHDumps  WNDumps @ watchi  Irellocas ) Struct JEEEEE 50000270 7
Figure 20

"d ptr (01275404 <SUNCrypT.&T nateProcess>. ernels2. T nateProcess>

The malicious file tries to locate the "winlogon.exe" process:
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FF 76 3C

8D 86 8C 00 00 00
50
FF15 245427 01 |

push dword ptr ds:[esi+3C
lea eax,dword ptr ds:[esi
push eax

11 dword ptr ds:[<&lstrempi>]

?s(]

[est
eax:
eax:

X87SW_C1 O Xx87SW.CO 0O X87SW_ES
X87SW_SF O X87SW_P 0 Xx87sSw_u

o
o

~ |[s 1100 unlock

.TexTt:012687C7 suncrypt.exe: $SB7C7 #SABCT

Woump1  $Moump2 @WDump3  @Woumps  WWoumps @ wath1  Ixellocals ) Struct
Figure 21
OpenProcess is used to retrieve a handle

PROCESS_QUERY_INFORMATION):

74 push dword ptr ss:fesp+20]

push 1

push 400

€all dword ptr ds:[<&OpenProcess>]

24 20

to

0065F9CC
0065F93C | 0065F960

the

. TEXT:I0126ACS51 suncrypt.exe:SS5ACS1 #5A051

@Woump1 Hoump2 $Moump3  WSDumps  WHoumps @ watch1  bellocas ) St
l2ddrace [uav lTaersr i
Figure 22
The executable opens the access token

= 9CC “system
N 2: 0065F960 “winlogon.exe"
: 00000000
3 _41S100EA
Tem'
nlogon. exe™
above process (0x400
X87SW_C1 0 Xx87SW.CO O Xx87SW_ES O
X87SW_SF O X87SW_P 0 X87SW_U o
oF
Defauit (stdcal) v [s 3]0 unos
1: [esp
2: esp+4] 00000001
3: 259781 00000208
4: [esp+C] 00000000

00000400
0065F914 00000001
. 0065F918| 00000208

associated with

“winlogon.exe” (OxF

TOKEN_ASSIGN_PRIMARY | TOKEN_DUPLICATE | TOKEN_IMPERSONATE | TOKEN_QUERY):

push eax

push F

push esi

€all dword ptr ds:[<sOpenProcessToken>]

X87SW.C1 0 x87SW.CO O X87SW_ES O
X87SW_SF O X87SW_P 0 Xx87SW_U o

.TexT:0126ACS88 suncrypt.exe: $SACSS #5A088

$oump1  $Hoump2  $Hoump3  WNDump4  WEDumps @ watch1  beellocals ) Stuct
T

Defauit (stdcal) v |[s_1£]00 unock
1: [esp 270

2: lesp+d

3: espQS} 0065F91C

4: [esp

laddnace Tuaw Lacrvy

Figure 23

The DuplicateTokenEx API is used to create a new access token that duplicates the token

extracted above (0x2000000
Tokenlmpersonation):

MAXIMUM_ALLOWED, Ox2

Securityldentification, 0x2

................ o 68 7C 46 27 01 push suncrypt.127467C
. 6A 02 push 2 x87Statusword 0000
. 6A 02 push 2 X87SW_B O X87SW.C3 0 X87SW.C2 O
. 6A 00 push X87SW.C1 0 Xx87SW.CO O XxB87SW_ES O
. 68 00 00 00 02 push 2000000 X87SW_SF 0 Xx87SW_P 0 Xx87Sw_u o
° FF 76 5C push dword ptr ds:[esi+s5C] [ _-.n a2
B> FF D3 call ebx X v m —
°|< = x-u( 00000274 IS
2p132.DUp11CAtETOKENEX> (73AG0F20) 27 Tespra] 02000000
3: eSD‘PB% 00000000
4: 0000000
.TexXT:01268BA61 suncrypt.exe: $5BA61 #5AE6L e3piC 2
g 00000274
Woump1  $Hoump2  $Moump3  YMDump4  PSDumps @ wath1  Iellocals ) Stuct 00CSES2e
|AscIx ) ~l

00 00 00 00|00 00 00 00
00 00 00 00|00 00 00 00

Address | Hex
0127467C 00! 00 00 00|00 00 00 00
0127468C (00 00 00 00|00 00 00 00

Figure 24

'C | suncrypt.0127467C

The process assigns the impersonation token to the calling thread using SetThreadToken:

FF 35 7€ 46 27 01 pus: dword ptr ds:[127467C]
0

6A 00 pus
rmet — FEEETedHITT —

Ik

\
Ld'l:v“—

X87SW_SF O Xx87Sw_P

0 Xx87SW_U ]

edi=<advapi32. setThreadTokens (73A614C0)

. TexT: 01268850 suncrypt.exe:$SB8SD #5ACSD

[ @omw:

Woup2 oump3  oumps  WMoumps @ watchi  Ieellocals P stct
Figure 25
SunCrypt sets the highest possible priority for

REALTIME_PRIORITY_CLASS):

LIFARS
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0065F93C

the

| Defaut (stdcal) ~ [s 1£] 00 unlock
HET p] 00000000
| 2: [esp+4] 00000268
3 esp+81 00000000
4: [esp+C ‘4151wEA
‘00000000
00000268
current process (0x100
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o

X87SW_SF O X87SW_P 0 Xx87SW_U

...... - O X0 S

esp+C] 0065FBOL

.TEXT:01213F90 Suncrypt.exe:$3F90 #3390
WWoump1 YyDump2 WDump3  WWDumps  WWoumps @D wath1  Ixellocals ) stxt

Figure 26

The process I/O priority is set to 3 (High) via a function call to ZwSetInformationProcess (0x21 =
ProcessloPriority):

01213FBF
01213FC1
01213FC7
01213FC9

XB/SW_B U XB/SW.L3 U X8/SWLZ U
X87SW_C1 0O Xx87SW.CO O Xx87SW_ES O
X87SW_SF O X87SW_P O X87SW.U O

GA 04 push 4
FF B6 4C 01 00 00 push dword ptr ds:[esi+14C)

6A 21 push 21

push FFFFFFFF
<suncrypt.ZwsetInformationProces:

6A FF

2] 0] unlock

ellocals 4 Struct

Figure 27

A new thread is created by calling the CreateThread API:

H 01212064
' 01212066
1 01212068
i
|

sh 0
PShio x875tatusword 0000

X87SW_B O X87SW.C3 O X87SW.C2 O

X87SW_C1 O x87SW.CO O XxB87SW_ES O

X87SW_SF O X87SW_P 0 X87SW.U O

0121206A

push 0
push suncrypt.1211500
0121206F push 0

3 5 703 dword pt 3
........ —— e —c -

. TEXT: 01212073 Suncrypt.exe:$2073 #1473
Woump1  $Hoump2 YWoump3 Y4 Dump4

Figure 28

There is a function call to RevertToSelf that terminates the impersonation.

Delete Volume Shadow Copies

Colnitialize is used to initialize the COM library on the current thread:

«oxnitin‘izeﬁ v

esp+4) 00000000
esp+8] 65780788
esp+C] S88DSBED

. TeXT:012545F5 Suncrypt.exe: $445F5 #439FS

L b~ s e @ . .

Figure 29

The ransomware creates an IWbemContext Interface by calling the CoCreatelnstance API with
the {674B6698-EE92-11D0O-AD71-00C04FD8FDFF} parameter:

012545F8 X¥/STATUSWOra uuzu

push edi
012545FC push suncrypt.127212C X87SW_B O x87SW.C3 O x87Sw.C2 O
01254601 push 1 X87SW.C1 O Xx87SW.CO O Xx87SW_ES O
01254603 push o X87SW_SF O Xx87SW_P 1 Xx87SW.U O

01254605

s c e T T IR S 4o b =
p+4] 00000000
p+8] 00000001

0127212C suncrypt.0127212C

. TEXT:0125460A SuUNCrypt.exe: $4460A #43A0A
@oump1  Woump2 oump3  YDump4

0127071C

Figure 30
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The IsWowb64Process routine is utilized to determine whether the current process is running on
a 64-bit environment:

giggg;:i )(37va SF O xvsn_r 1 x87Sw.Uu O

-

0065F90C
00asscro
.TEXT:01266974 SUNCrypT.exe:$56974 #55074 COASSCEC

| #oump1  @Houp2 @Houp3  Woumps  WEDumps @ worhi  lelloss P stuct

Figure 31

The malware creates an IWbemlLocator object with the CLSID {4590f811-1d3a-11d0-891f-
00aa004b2e24}™

o] 01254810 51 push e x87Statusword 0020

o|[01254B1E 68 DC 21 27 01 push sun:rypt 12721DC X87SW_B O X87SW.C3 O X87SW.C2 O
e| 01254823 68 01 44 00 00 push 440. X87SW_C1 O X87SW_CO O x87SW_ES O
e| 01254828 6A 00 push 0 XB7SW_SF O X87SWP 1 X87SW.U O
o 0125482A push suncr t 127077(

: g dwo i[<&coCreateInstance>

+TEXT:01254B2F SuUNCrypt.exe: $44B2F #43F2F

Defouk el ¥ 51200 unock

esp+4) )
espv
oxz7zmc suncrypt.0127210C

U!iouvpl Woump2 WWDump3  WWDumps  @WDumps @ watch1  [xellocals 7 Struct SVPEECIOL

0127077(‘FlﬁgﬁZAngllﬁngooltoolﬂﬁzt-E'-D .. K.$

A aliAless"T

Figure 32

The malicious executable calls the ConnectServer function for connecting to the local
“ROOT\CIMV2" namespace:

012550F2 % %
01255DF3
01255DF9
012550F8
012550FD
0125SDFF
0125SE01
01255E03
01255E06

push eax

push cnora ptr ds:[esi+Fs)
sh o

xsh 0 xg7Statusword 0020

pusn o X87SW_B 0 Xx87SW.C3 0 Xx87SW.C2 0

A9/ IM_c 3 \EmpLY) n_> 3 LEmpLy)
X87TW_4 3 (Empty) xornv_s 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

X87SW_C1 O Xx87SW._CO O Xx87SW_ES O
X87SW_SF 0 X87SW_P 1 X87SWU O

Default (stdcal) v |[s 1$] 0] unock

[2: fespra] 0065FI00 L ROOT\\Cimv2"
esp+8] 00000000

AANER2LRRE
22888882

push Mf‘ﬂ D!I‘ GS es:v*o

. TEXT:01255E0C suncrypt. exe: S45E0C #4520C
ﬂouuu Yoump2 YHDump3 ¥HDump4 W Dumps

esp+C] 00000000

0127077( '-7 F8 90 45(3A 1D DO 11|89 1F 00 AA|00 4B 2E 24
0127078C |90 55 1C 8D |FO 84 B3 4B A7 DS 56 A7 |43 SA 98B A6
0127079C|F2 66 15 C7(1E 56 D1 11|AD 87 00 CO|4F D8 FD FF

012707AC |80 E1 87 EB|33 32 D2 11|AE C9 00 CO|4F B6 88 20
0127078¢| 79 78 3¢ 44|31 0 02 1183 40 00 10|48 <€ 38 da|yfou

Figure 33

There is a function call to CoSetProxyBlanket that sets the authentication information used to

make calls on a proxy (OXA = RPC_C_AUTHN_WINNT, 0x3 = RPC_C_AUTHN_LEVEL_CALL, Ox3 =
RPC_C_IMP_LEVEL_IMPERSONATE):

jo1256037
jo1256D39

A ey v ey
X87TW_6 3 (Empty)
x87Statusword 0020

X87SW_B O Xx87SW.C3 O x87Sw.C2 O
et X87SW.C1 O X87SW.CO O Xx87SW_ES O
pus| X87SW_SF O Xx87SW_P 1 Xx87Sw.U O
push Mrd ptr ds esi+E8) o =

----- [ <ecosetproxyBlankets
v [5 12100 uod

A mas v ey
X87TW_7 3 (Empty)

01"56045

LRSS 34344
£888888

.TeXT: 01256048 SUNCrypT.exe: S46D48 #46148
ﬂN'vl WWoump2 @Hoump3  Woump4  EHOumpS

0127077C ‘V FS’O‘S 3A 1D DO 1189 1F 00 AA|00 4B 2E 24
0127078C| 90 55 1C 8D |FO 84 B3 4B A7 D5 56 A7 43 5A 98B A6

012707C | F2 65 15 €7 /1E 56 D1 11|AD 87 00 CO|4F D8 FD FF .C. VR,
012707AC| 8D E1 87 EB|33 32 D2 11|AE C9 00 CO|4F B6 88 20| %a.

Figure 34

The malware retrieves an enumerator of all shadow copies using the following WQL query
“SELECT * FROM Win32_ShadowCopy":
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0125698F sh eax AG/IM_® 3 \EWPLY)  AG/IM_3 3 LEwWpLY)
012569C0 ::sh o X87TW_6 3 (Empty) X87TW.7 3 (Empty)
12569C2 30 ?US’I 30

012569C4 ea eax,dword ptr ds:[esi+50) : x87Statusword 0020
012569C7 S ?us ax H X87SW_B O Xx87SW.C3 0 x87Sw.C2 O
12569C8 ea eax,dword ptr ds:[esi+20] X87SW_C1 O X87SW.CO O Xx87SW_ES O
12569C8 50 push eax X87SW_SF O X87SW_P 1 Xx87SW.U O

push dword ptr ds:[esi+EO0 smmm T A n

Defaut (stdcal) v |[5 210] unlod

$oump1  @Soump2  UHDump3  $Hoump4  $Moumps @ watchi  Irellocals ) st L"waL

27077C [A1 F8 90 45|3A 1D DO 11]89 1F 00 AA|OO 4B 2E 24|RO.E:.D....%.K.$
0127078C| 90 55 1C 80[FO 84 B3 4B|A7 DS 56 A7|43 5A 9B A6|.U..D. KSOVSCZ. |

esp+4) 0065F9A0 L“WQL"
esp+8] 0065F900 L"select * from win3z_shad
esp+C]_00000030

.Text: 01256902 suncrypt.exe: $46902 #45DD2

Figure 35

The id property value of a specific shadow copy is extracted using the IwbemClassObject::Get
method:

Avrtmen e mwrimes e ymewsss
X87TW_4 3 (Empty) Xx87TW_S 3 (Empty)
X87TW_6 3 (Empty) x87TW_7 3 (Empty)
x87Statusword 0020

X87SW_B O X87SW.C3 0 X87SW.C2 ©O
X87SW_C1 O X87SW_CO O X87SW_ES O
X87SW_SF O X87SW_P 1 X87SW_.U 0O

012572BA push 0
012572BC gush 0o
012572BE ea eax,dword ptr ds:[esi+140]
012572C4 mov edi,eax
012572C6 push edi
012572C7 gush 0
012572C9 ea eax,dword ptr ds:[esi+30]
012572CC push eax

12572CD push dword ptr ds:[esi+C

| Fespra) O14BFAL0 L"id"
esp+8] 00000000
esp+C] 0148FB820

. TEeXT: 01257200 SunCrypt.exe: $47200 #46600
@Woump:  Woump2 UWoump3  YWDum4  WWDumps @ wathi  belloals P st

F FF FF|A.

03549070 €4 13 81 6a|AC 13 81 68 F
03549100|FF FF FF FF|00 00 00 00|00 00 00 00|00 00 00 00

Figure 36

The Volume Shadow Copies are deleted using the Deletelnstance function:

push o X¥/5TATUSWOra UUZU

o | 01256E04 6A 00
o 0125606 FF B6 F4 00 00 00 push dword ptr ds:[esi+F4) X87SW_B O X87SW_C3 O X87SW._C2 O
o 01256E0C pus| X87SW.C1 O Xx87SW.CO O Xx87SW_ES O
o || 01256E0E FF B6 10 01 00 00 push dword ptr ds:[esi+110] [est X87SW_SF O X87SW_P 1 Xx87SW._U o
O 01256E14 50 sh eax
. v
P — T Rremg man d=r PN - -
*| < i — PR S JaClus

2: [esp+4] 0354A338 L"Win32_ShadowCopy.ID='{52:
3: [esps8] 00000000
4 0354204
.TeXt:01256E15 sSuncrypt.exe: $46E1S #46215 Sp2e 2048

$oump!  Woump2 HDump3  Y4Dump4 S DumpS

~
0354A338
ggé::;;: 014B8F9E0| 014BFAO4
0354A368 014BF9E4| 01010101
014BF9ES
s 014BF9EC
g;:::;:: m 014BF9F0| 6SEFC33S
014B8F9F 4| 00000000

niancasa

0354A3A8

Figure 37

SunCrypt utilizes multithreading with 1/O completion ports when encrypting files. The main
purpose is to establish a commmunication between the main thread and the worker threads that

are responsible for files encryption.

The ransomware creates an I/O completion port that is not yet associated with a file handle using
CreateloCompletionPort:

....... 3801236030 XE/SW_B U XS/SWL3S U XS/SWLZ U
o (01236031 push 0 X87SW_C1 0O Xx87SW.CO O Xx87SW_ES O
X87SW_SF 0 XS87SW_P 1 Xx87SW.U O

1236033
¥ (s 2] 0] unlock

push 0
®| 01236035 push FFFFFFFF
.

.Text:01236037 suncrypt.exe:$26037 #25437
$oump1  Whoump2  UWDump3  $Dump4  WMoumps @ wathi  Iellocals P stuct

Figure 38

The binary creates 4 (2 * number of cores) threads that will handle the files encryption (the IOCP
handle is passed as a parameter):
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6A 00 push 0

6A push 0 x87Statusword 0020

FF 35 2C 46 27 01 push dword ptr d, [127‘62(] X87SW_B O Xx87SW.C3 O x87SW.C2 O

68 | push suncrypt 3634 X87SW.C1 0 Xx87SW.CO O Xx87SW_ES O
X87SW_SF O X87SW_P 1 X87SwW_U o

call Mrd ptr ds:[<aCreateThread>]) v

----- = - ) ~[s F]0ues

ptr [0127533C <suncrypt.&creat ernel32.Creat 1 2 gg,, 00000000

3: [esp+8] 01236300 suncrypt.01236300
4: [esp+C] 000002FC

.Text: 01236093 suncrypt.exe: $26093 #25493

$oump1  $Hoump2  $Hoump3  WMoump4  WHDumps @ wathi  bellocals ) Stuct 01 00000000
Addr 014BFB4C | 012363D0 | suncrypt. 01236300
ossu-;:a :::_z_n_;s 00 00 00 00|00 00 00 00|00 00 00 oo“;:ssx L " || o148£850/ 000002FC
‘ ‘ ‘ BraVeeoooeoaaase ‘ 01487854 | 00000000
9354A348[ 00 0900 00[00 00 00 00|01 90 00 00|00 00 00 90| iiiIIIIIII 0148F838 | 00000000

Figure 39

The GetLogicalDrives APl is used to extract a bitmask representing the available disk drives:

EE—— FF 15 8C 53 27 01 | €@ gword ptr di:[<eetlogicalorives>) - v =
o] > aaiia s i R Ay T, | Defout (stacal) > |[s 12100 unlock
dword ptr [0127538C <suncrypt.&GetLogicalDrives>]=<kernel32.GetLogicalDrivess> s guo,:ggg“oooo
3: [esps8] 035490F0
.Text:01235163 suncrypt.exe:$25163 #24563 ol "9‘821300

Figure 40

The drive type is retrieved via a call to GetDriveTypeW. It expects a return value that is less or
equal to 5:

—~ 1[5 EI0 wosk

[SANNR AN
00432048

.Text:01235ED8 suncrypt.exe: $25EDS #25208

Figure 41

SunCrypt verifies whether the Windows Boot Manager (bootmgr) file is present in any of the
extracted drives using the GetFileAttributesW routine:

FF 74 24 08 push dword ptr ss:fesp+s]
FF 15 78 §3 27 01 m] Ml‘d ptr ds: a&etFﬂeAHrwutes»)

i [esp.
esw> : [espr4) 00432048

: [esp+s] 00000000
esp+C] 03599FDO0 L™\\\\?\\C:\\bootmgr"

L

Figure 42

For example, the above file exists in the C drive, and this one will not be encrypted by the malware.
This operation is unusual for most of the ransomware families, because other families choose to
whitelist specific directories (“Program Files”) rather than avoiding to encrypt the drive
completely.

The malware verifies the presence of a boot file called bootmgr.efi:

push dword ptr ss:

sp+5J
call dword ptr ds: EdﬁetFﬂeAttHbutesvb] | v p—

esp.

esps4] 00442048
esp+8] 01000000
esp+C] 035A9FES L"\\\\?\\D:\\efi\\microsoft

.Text: 012554(5 suncrypt exe SZS‘CS !ZQGCS
@Woup1  @houp2 WMoumps  WBoumps  WBoures @ wathi  bellos 2 stt

L"\\\\?\\D: \\ef1\\mi:rosoft\\boot\\boo:mgr
e ENWRS:
66 00 74 00
62 00 6F 00
65 00 66 00

44 00 3A 00
69 00 63 00
SC 00 62 00
6F 00 74 00
69 00 00 00

SC 00 65 O00|N.\.7?.
72 00 6F 00| f.i.\.
6F 00 6F 00|s
60 00 67 00|t.
00 00 00 00ir..

035A9FES |SC 00 5C 00
66 00 69 00
73 00 6F 00
74 00 SC 00
72 00 2€ 00

Figure 43

The CreateThread function is used to create a new thread that will traverse the targeted drive
(see figure 44). It's important to mention that there is no checking to determine if the drive is
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empty or not (for example, the D drive might correspond to CD/DVD drive).

ush 0
push x87Statusword 0020
push Mrd ptr 55:[esp 243 [ess X87SW_B X87SW_C3 0O x87SW.C2 O
push suncrypt.123512: X87SW._C1 0 x87SW.CO O Xx87SW_ES O
Dus: 0 X87SW_SF O X87SW_P 1 X87SW_.U O
Bush D stz o s
€all dword ptr ds:[<4CreateThread>] -
- -a b aad ama des Fammamam = mu(sm = E]D
% 00000000
dword ptr [0127533C <suncrypt.dCreateThread>]=<kernel32.CreateThread> 2t 00000000
3: 01235120 suncrypt. 01235120
4: ?
.Text:01235FS1 suncrypt.exe:$25FS1 #25351 03=95ED0NLANNERD
@oump1  Hoump2 UWDump3  $WDump4  EMDumps @ watchi  bellocals Y Stuct B 00000
Address | Hex ASC i o g:olnca gggss:zo :gv\n{\ “.ogssszo
035A9FES €E FE EE FE|EE FE EE FE|A.R.OUV.1PIPIPID OL14BEACC m’m &
035A9FFS|EE FE EE FE|EE FE EE FE|EE FE EE FE|EE FE EE FE 1bib1b1p1b1b1b1b vens

Figure 44
Thread activity - sub_1235120 function

There is a comparison between the drive name and the "\\AppData" or "\\Application Data"
strings:

i i push suncrypt.12701eC 127¢ X87SW_SF 0 X87SW_P 0 x87Sw_U o
; & PuSh ftsnrd dsz[<astrstriw>] g | [ S——
Ig— _ptr ds: rstr. v
3 Pl 5 | Defout (stacal) v (5 [2] 0] unock
dword ptr (01275480 <SUNCryPT.&STrSTrIwsJ=<she1132, Strstrin 137 feapra] 012701€C L \\Appoata”
3: 00000000
4: 76FE0000 ntdl11.76FE0000
.TEXT:0123138A suncrypt.exe: S$2138A #2078A
- =31 b 3 ‘“s 3
Woump1  Woump2 Woump3  WWDumps  @SDumps @ watchi  Ixellocals ) Struct m‘oxzmm

Figure 45

SetFileAttributesW is utilized to set an attribute for the drive (0x80 = FILE_ATTRIBUTE_NORMAL):

68 80 00 00 00 | X87SW_SF O X87SW_P o 1375\1 v o
push esi esi: |mmmTa o o la
12316 |'call dword ptridss[<asetFileattributesw>] |

¥ | Defauit (stacat) 1[5 =)0 unlock

00000080
00000000
esp+C]_76FE0000 ntd11.76FE0000

. TEXT:0123163A suncrypt.exe:$2163A #20A3A

@S0ump1  YHDump2 P Dump3 PN Dump 4

Woumps @ watch1  Ixellocals ) struct

Figure 46

The ransomware enumerates the above drive using FindFirstFileW (figure 47); however, it

corresponds to the DVD drive and it's empty. This execution flow will be explained in detail when
encrypting network shares.

push eax X 2
ush dword ptr ss:fesp+4])
|a _dword ntr dsz «FlndF’lrstFﬂevb]

X87SW_SF 0 X87Sw_P 0 x87SW_U o

>
‘dword ptr (01275358 <SUNCryDT.&FIndFirstFilews]=<kernel32.Findrirstrilews

035A9FES L™\\\\?\\0:\\""
. TEXT:0123149A SUNCrypt.exe: $2149A #2089A

76FE0000 ntd11.76FE0000

3 \\*
@ watch1  Iellocals ) st OGBFFASS 83:::5: 5

@9Dump1l  @HDump2 EH0ump3 L Dump4 S DumpS

Figure 47

We continue with the analysis of the main thread.

The malware starts to enumerate the network resources via a function call to WNetOpenEnumWwW
(Ox2 = RESOURCE_GLOBALNET, OxO = RESOURCETYPE_ANY, Ox13 = RESOURCEUSAGE_ALL):

LIFARS
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01234A7F AB/SLALUSWUT U UULY
01234A80 X87SW_B O Xx87SW.C3 0O Xx87Sw.C2
01234A81 X87SW.C1 O Xx87SW.CO O X87SW_ES
gig;::gé X87SW_SF O X87SW_P 1 X87SW.U

-X-X-]

. TEXT:01234A87 SUNCryPE.exe: $24A87 #23E87
@oump1  PYoump2 WWDump3  WWDump4

Figure 48

The enumeration of network resources continues by calling the WNetEnumResourceW API:

X¥/3TaTUSWOra vuzu
X87SW_8 O x87SW.C3 O x87SW.C2 O
X87SW_C1 O Xx87SW.CO O Xx87SW_ES O
X87SW_SF O X87SW_P 1 Xx87SW.U O

01234E15 50 push
01234E16 FF 74 24 10 sh mrd ptr ss:fesp+10)
01234E1A 80 44 24 18 ea eax,dword ptr ss:fesp+15)
01234515 50 push eax
01 FF 74 24 20 push dword ptr ss:fesp+20)

C 6 0 <SUNCrypt. WNeTENUTR eSOour cew>!

-
0148FASC
0355F9F8
0148FA94

.Text:01234E23 suncrypt.exe: $24E23 #24223
$oump1  @pump2  WDump3  UWDump4  $WDumps @D wath1  Iellocals ) St

Figure 49

The binary makes a connection to a network share using the WNetAddConnection2W routine:

H i 01234C3E X87SW_B 0 Xx87SW.C3 0 X87SW.C2 O
K h o X87SW_C1 O X87SW.CO O XS7SW_ES O
: pus! X87SW_SF O X87SW_P 1 X87SWU O
| 4 push duorc ptr ss: lespdo' -
1 E8 87 GE <suncrypt. WNetAddconnection2ws
: o e ~5 ]Tuoe

.TexT:01234C48 suncrypt.exe:$24C48 #24048
$oump1  Moump2 MDump3  WEDump4  UWoumps @ watchi  Iellocals & Stct

Figure 50

SunCrypt starts enumerating a network share using FindFirstFileW:

eo1231495 50 1 x87Sw.U O
. 01231‘95 FF 74 24 04 p p .- ~ eea

v

0148F748 )

03589000 L';}}\DESKTDP-_\\SM

77056450 ntd11.77056A50
.TEXT:0123149A SUNCrypt.exe:$2149A #2089A =

$Soump1  @oump2  @MDump3  WNDumps  WWDumps @ wath1  beellocals ) Stct

Figure 51

A file extension is extracted by calling the PathFindExtensionW function:

esp+4] 03589000 L"\\\\DESKTOP
esp+8] 77056A50 ntd11.77056A50
{esp+c]_sssoreop

.TeXt:0123186C Suncrypt.exe: $2186C #20C6C

- = an _ = -n_ = an _

Figure 52

The files that have the following extensions will be skipped: ".exe", "dlII", ".ocx", and ".sys". An
example of such comparison is displayed in figure 53:
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push dword ptr ds:[eax 4 126FD98] eax

ush dword ptr ss:fesp+34]
En dword ptr ds: G\strcm“b]

xB?SYl SF 0 xs?SN_P 1 Xx87SW.Uu O
= -

Defouit (smn v [5 1200 unlock
esp] O14BF774

esp+4] 01270188 L".exe"

esp+8] 03589000 L™\\\\DESKTOP -\ \shar

esp+C] 77056A50 ntd11.77056A50
TEXT:01231078 Suncrypt.exe:$21078 #20478 L

$oump1  @Hoump2 WHDump3  EMDump4  @HDumps @ watch1  Iellocals P stuct | 01487 e

Figure 53

>

rwne

The following directories/files will not be encrypted: "windows", "$Recycle.bin", "System Volume
Information", "ntldr", "ntdetect.com", "bootfont.bin", "boot.ini", and
"YOUR_FILES_ARE_ENCRYPTED.HTML". An example of such comparison is displayed below:

ax 4+126FD74)]

push dword ptr X87SW_SF O X87SW_P 1 X87SW_V o
e e ™

o FF 34 85 74 FD 26 01
eflo12 FF 74 24 1C ush dword ptr ss:fesp+ic] esg
B> FF 15 %iﬂ Mrd ptr ds <&lstrcnoin>] v
: s , "~ [ocu san ~|5 0 vwa
i [esp] 014BF774
ptr 428 <suncrypt.&lstrcmpiw>]=<kernels2. 1strcmpine 20 fespr4) 012700FE L Windows"
3: [esp+s] 03589000 L"\\\\DEskTor- NN\ \shar
4: 00000000
.TEXT:012318A7 Suncrypt.exe: $218A7 #20CA7 E3pxC
@) 014BF774
@oump1  $oump2 UHoump3  W4Dumps  EHoumps @ watchi  Iellocals Y struct '014BF6GES | 012700FE  L"windows"™

Figure 54

The file enumeration continues by calling the FindNextFileW routine:

push eax X87SW_SF 0 X87SwW_P 1 x87SwW_V o

50
FF 74 24 20 push dword ptr ss:fesp+20)
FF 15 5C 53 27 01 Mrd ntr ds: [<aFindNextFilew>] v
‘ Ganco 5 | Defoult (stdcal) v (s [2]0] uods
ptr oaﬁ's’m“icumrypﬁmﬂmiaﬁmﬁmmﬂm N2 [espre] 01467748
‘ 3: 03589000 L"\\\\DEsxToP -\ \shar
.TeXT:01231456 SUNCrypt.exe:$21456 #20856 L s
@Woump1  @oump2  $Moump3  $Moumps  WMoumps @ wath1  bellocals ) st (FEERY| 0252720

Figure 55

SunCrypt generates 32 random bytes by calling the SystemFunction036 function:

- E]Dm

5-\ 20

ush edi
Mrd ptr ds [a.sys:e‘uncuonossﬂ

push 20 \

09 57
D7 5A CA| §H° <[~1—-’||mx xze

Figure 56

This buffer represents a 32-byte secret key for Curve25519 (ECC algorithm). The ransomware
jumps to the curve function that is used to compute the session public key (observe a base point

of 09 followed by all zeros):

68 €2 02 27 01 push suncrypt 702€E2 X87SW_B O x87Sw.C3 O x87sw.C2 O

FF 76 7C push dword ptr ds [esi+7C) X87SW_C1 O Xx87SW_CO O x87SW_ES O

8D 86 S5C 01 00 00 lea eax,dword ptr ds: [es1 15¢) X87SW_SF O X87SW_P 1 X87SW_U o

50 push eax jean an

€8 DC B0 00 00 €a11 suncrypt. 1230080 vl -
22cenc 5 | Defauit (stdcal) v s 13 unod

1: [esp] 0148F61C

sSuncrypt.01230080 2: [esp+4] O14BFSFC
3: [esp+8] 012702E2 suncrypt.012702E2
. TexXT:I01232C9F suncrypt.exe: $22C9F #2209F Spl L o
@oumo1  Yoump2 UMDump3  WWDump4  WWDumps @ watchi  Ivellocs ) Stct e ateeerc
Address | Hex [Ascix | N e e SamEmses
012702€2 [|09] 00 00 00[00 00 00 00[00 00 00 00|00 00 OO0 OO |Mevrevrenrcvesnens | =] Pttt
Figure 57

The capa tool identifies the implementation of the Curve25519 algorithm (see figure 58). The
session public key computed above is shown in figure 59.
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238 encrypt data using Curve25519 (2 matches)

239 namespace data-manipulation/encryption/elliptic-curve

dimiter.andonov@mandiant.com
basic block

240 author
241 scope
242 att&ck

244 Dbasic block @ 0x422C6E in function 0x421AA0

245 and:

246 and:

247 number: 0xF8 @ 0x422C7C

248 mnemonic: and @ 0x422C7C, 0x422C86
249 and:

250 number: Ox3F @ 0x422C86

251 mnemonic: and @ 0x422C7C, 0x422C86
252 and:

253 number: 0x40 @ 0x422C88

254 mnemonic: or @ 0x422C88

255 basic block @ 0x42DD80 in function
256 and:

25 and:

258 number: 0xF8 @ 0x42DDD4

259 mnemonic: and @ 0x42DD86, 0x42DDD4, 0x42DDF3,
260 and:

261 number: O0x3F @ 0x42DDF3

262 mnemonic: and @ 0x42DD86, 0x42DDD4, O0x42DDF3,
263 and:

264 number: 0x40 @ 0x42DDF6

265

Figure 58

Defense Evasion::Obfuscated Files or Information [T1027)

243 examples 0a0882b8da225406cc838991b5£67d11:0x4135f6, 0a0882b8da225406cc838991b5£67d11:0x416£51,

0x42DE2F, and 1 more...

0x42DE2F, and 1 more...

mnemonic: or @ 0x42DDF6, 0x42DE11l, O0x42DE1A, 0x42DE20, and 15 more...

Figure 59

FF 76 68 push dword ptr ds:[esi+68]
57 ush edi
: _‘Mlzd ptrﬁs:_[augvgrﬂe»]

X87SW_SF 0 X87SW_P 1 X87SW.U O

.TEXT:01231FC4 suncrypt.exe: $21FC4 #213C4

WWoump1  @oump2 WMDump3  WeDumps  WWoumps @ watch1  Ixellocals ) stxt

. TXt
a.TXT.691BFA

8888888888

Figure 60

The ransomware opens the newly modified file using CreateFileW (0xcO010000 =
GENERIC_READ | GENERIC_WRITE | DELETE, Ox1 = FILE_SHARE_READ, 0x3 = OPEN_EXISTING,
0x50000000 = FILE_LFLAG_OVERLAPPED | FILE_FLAG_RANDOM_ACCESS):

. 6A 00 push 0

. 68 00 00 00 SO push 50000000

. 6A 03 push 3

. 6A 00 push 0

o 6A push 1

. 68 00 00 01 CO push C0010000

. FF 76 68 ush dword ptr d—-ieswes]

. FF 15 2C 53 27 01 h dword ptr ds:f<aCreaterilew>]
M e S e e T T R R

AC/IM_D 2 \SWPLY)  AG/Im_s 3 LSWPLY)

x87Statusword 0020

X87SW_B O X87SW.C3 O X87SW.C2 O
X87SW_C1 O X87SW.CO O X87SW_ES O
X87SW_SF O X87SW_P 1 X87SW.U O

. TEXT:01232256 SUNCrypt.exe:$22256 #21656

o

@oump1  YHoump2 WWDump3  WeDump4s  WOumps @D watch1  Iellocals ) Stct

o

;

S
888888888888

0358C130/ 35

Figure 61
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SunCrypt comes with a hard-coded Curve25519 public key:

aC

0126FD54
0126FD64

Figure 62

The ransomware computes a shared secret between the above key and the generated session
public key using the Curve25519 algorithm:

68 54 FD 26 01 push suncrypt.126FD54 X87Statusword 0020
FF 76 7C ?ush dword ptr ds:geshm] X87SW_B O XxB87SW.C3 0 Xx87SW.C2 0
8D 86 10 01 00 00 ea eax,dword ptr ds:[esi+110] eax: X87SW_C1 O Xx87SW.CO O Xx87SW_ES O
89 ¢7 mov edi,eax edi: | x87SW_SF O X87SW_P 1 X87SW.U O
$7 push edi edi: sAmmTA A s
uncrypt. 12300
o e = =100 trkoa

“014BFSFC e
0126FDS4 suncrypt.0126FDS4
00000000

Woump2 @SDump3  WHDump4  WHoumps @D wath1  Iellocals ) stuct

Figure 63

The shared secret is a 32-byte buffer that will be used to encrypt the targeted file using the
ChaCha algorithm, as we will describe later on:

014BF5D
014BFSEO

Figure 64

The binary adds the “expand 32-byte k" string to the above buffer, which suggests that the
encryption algorithm will be Salsa20 or ChaCha:

Figure 65

SunCrypt associates the IOCP created earlier with the targeted file handle using the
CreateloCompletionPort API:

XB/SW_B U XB/SW. L3S U XB/SWLZ U
X87SW_C1 O Xx87SW.CO O Xx87SW_ES O
X87SW_SF 0 X87SW_P 1 Xx87SW.U O

01232328
01232320
0123232€
01232334

6A 00

s7

FF 35
FF 76 74

127462C]
s: [esi+74]
ds3{<acreatelocompletionport>!

.Text:01232337 suncrypt.exe:$22337 #21737
oump1  Yoump2 WWDump3  EWDump 4

Figure 66

PostQueuedCompletionStatus is utilized to send an I/O completion packet to the IOCP:
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° FF 76 50 push dword ptr ds:[esi )| X87SW_B 0O XB7SW.C3 0
i 57 push edi X87SW_C1 0 7SW_CO 0
B 6A 01 push 1 o 1
. 50 push eax - -
FEF—> FF 15 D4 53 27 01 €aN dword ptr ds:[<&PostQueuedCompletionStatus>] v =
‘ P i o =S 5 | Defeuit (stdcal) v |[s 1$|(] unock
1: [esp] 000002FC
dword ptr [012753D4 <suncrypt.&PostQueuedCompletionstatus>]=<kernel32.PostQueuedCompletionstatus> 2: !esgh; 00000001
3: [esp+8] 035B8FDO
4: [esp+c] 03588FDO
| .text:01232344 suncrypt.exe:$22344 #21744 = S
p o a8 w. a) [FELXL| 000002FC |
Woump:  oump2 Woump3  WWpump4  WWoumps @ wathi  Ixellocals P Struct TR o00002F¢
[Address Hex | AscII | A 0148F488 | 03588FDO

.......... 014BF4BC | 035BBFDO

Figure 67

The ransomware creates a ransom note called "YOUR_FILES_ARE_ENCRYPTED.HTML" in every
directory (0x40000000 = GENERIC_WRITE, Ox1 = FILE_SHARE_READ, Ox1 = CREATE_NEW):

. ca oo pusn A i sy A s o sy
. 6A push
° 6A 01
“ 6A
. 6A 01
- 68 ) 40 4
o FF 74 24 18 pu. dword ptr ,::Ec:: 18}
F— FF 15 2C 53 27 01 call dword ptr ds:[<&CreateFilew>] v
P T S T - 5 | Default (stdcal) v s [2]0] unod
x = 35a6018 L\\\\DEsxToP-[N\\share'
dword ptr [0127532C <suncrypt.&CreateFrilew>]=<kernel32.Createrilen> §: (3314? 40000000
3: [esp+8] 00000001
4: [espsc] 00000000
.TExt:01231411 suncrypt.exe:$21411 #20811 = ==
P L @ ) s | @ ) S T e S e 03546018 L S\ \oesxTor N\ share\\YOUR_FILES A
Address | Hex |Asc1x | ~ | b14sredc | 00000000
03546018 |5C sC 44 45 53 48 0054 4F N.\.D.E.S.K.T.0. oicanso 00000001 |
03546028/ 50 00 20 00 G - . - o1aarceq ] 00000000
DEEARORE | SECO0 NGO | CRIDNERE 00 | S5 00 5 2500 | MR INAES 00| BN NERENT RN o148reEs | 00000000l

Figure 68

The ransom note is displayed below:

If you get this message, your network was hacked!

After we gained full access to your servers, we first downloaded a large amount of sensitive data and then encrypted all the data
stored on them.

That includes personal information on your clients, partners, your personnel, accounting documents, and other crucial files that are
necessary for your company to work normally.

We used modern complicated algorithms, so you or any recovery service will not be able to decrypt files without our help, wasting
time on these attempts instead of negotiations can be fatal for your company.

Make sure to act within 72 hours or the negotiations will be considered failed!

Inform your superior management about what's going on, invite someone who is authorized to solve financial issues to our private
chat. To get there you should download and install and follow the link below:

If you and us succeed the negotiations we will grant you:

complete confidentiality, we will keep in secret any information regarding to attack, your company will act as if nothing had
happened.

comprehensive information about vulnerabilities of your network and security report.
software and instructions to decrypt all the data that was encrypted.

all sensitive downloaded data will be permanently deleted from our cloud storage and we will provide an erasure log.

Our options if you act like nothing's happening, refuse to make a deal or fail the
negotiations:

« inform the media and independent journalists about what happened to your servers. To prove it we'll publish a chunk of private
data that you should have ciphered if you care about potential breaches. Moreover, your company will inevitably take decent
reputational loss which is hard to assess precisely.

Figure 69
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Thread activity - sub_12115D0 function

The malicious process retrieves a handle that can be used to enumerate the list of channels that
are registered on the local computer via a call to EvtOpenChannelEnum:

X87SW_SF O X87SW_P 1 X87SW_U o

vlls |$

. TEXT:0125E786 SUNCrypt.exe: $4E7B6 #40886
@Woump1  Poump2 WWoump3  WMDumps  WWDumps @ wath1  bellocals P st

Figure 70

The enumeration starts by extracting a channel name from the enumerator using
EvtNextChannelPath:

~ (5 [£] 0] unock

o] 0125E47F FF B6 84 00 00 00 push dword ptr ds:[esi+s4) X87SW_B O XB7SW.C3 O X87SW.C2 0
o] 0125E485 FF B6 9C 00 00 00 push dword ptr ds:[esi+oC X87SW_C1 0 x87SW_CO O xB87SW_ES O
e J0125€E488 68 00 04 00 00 push 400 X87SW_SF 0 X87SW_P 1 Xx87Sw_u ]
elo125£490 FF 86 98 00 00 00 push dword ptr ds:[esi+9s

. 4 FF DO

> e e

esp+s
esmc 0148F140

0 4BF.
. TexT:0125E496 sSuncrypt.exe:$4E496 #4D896 AR

$oump1  gHoump2 @4Dump3  @WDumps  EWDumpS mem ellocals 4 Struct

Figure 71

The purpose of the malware is to clear the event logs using the EvtClearLog routine:

push o XB7SW_B O xB7SW.C3 0O xB87SwW.C2 0
X87SW_C1 O XxB87SW.CO O XxB87SW_ES O

push 0
pus: dword ptr ds:[esi+oC] X87SW_SF O X87SW_P 1 Xx87SW.U 0O
push 0

.TeXTI0125E7AS SUNCrypt.exe:$4ETAS #4DBAS
¥oump1  @oump2  oump3  E4Dump 4

Ow.nuu PeelLocals 4 Struct

% Dump 5

Figure 72
Event 104, Eventlog
General Details
The Application log file was cleared.
Log Name: System
Source: Eventlog Logged: 3/16/2022 8:06:38 AM
Event ID: 104 Task Category: Log clear
Level: Information Keywords:
Figure 73

The channels enumeration continues using the same API as above:
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push dword ptr ds:[esi+ss,
push dword ptr ds:[esi+oC
push 400

XB7SW_B 0O xB87SW.C3 O x87SW.C2 O
X87SW_C1 O x87SW_CO O x87SW_ES O
X87SW_SF O Xx87SW_P O Xx87SW.U O

00000400
05A6F460 L"Microsoft-windows-Audit//
0SAGF45C

Figure 74

The ransomware opens the "SYSTEM\CurrentControlSet\Services\EventLog" registry key using
the RegOpenKeyA function (0x80000002 = HKEY_LOCAL_MACHINE):

e 0125AACB 50 push eax X87SW_C1 0 X87SW.CO O X87SW_ES O
o || 0125AACC FF 74 24 10 push dword ptr ss:fesp+10] XB7SW_SF O XB7SW_P 0 x87SW_Uu 0
o|| 01254200 68 02 00 00 80 push 80000002

o [ S NN <t eqopenkey Y

5> | Default (stdcal) (] unlod

esp+8] OSAGFC24

«TEXT:0125AADS SUNCrypt.exe: S4AADS #49EDS esp+C] 01010000

@Woump:  Poump2 UHoump3  WHoump4  WMoumps @ watch1  bellocas ) stct

Address | Hex ASCII
0SAGFC30 |53 59 53 54|45 4D 5C 43|75 72 72 65|GE 74 43 GF | SYSTEM\CUrrentco el ox020000

OSAGFC40|6E 74 72 6F|6C S3 65 74/5C 53 65 72|76 69 63 65|ntrolsSet\Service
OSAGFCSO0| 23 SC 45 76|65 6€ 74 4C|6F 67 00 00|00 00 00 00|S\EventLog...... OSAEFB88|DF1A7723

Figure 75

The file enumerates the subkeys of the above registry key using RegEnumKeyA:

0125A8D5 68 00 01 00 00 push 100 X87SW_B O x87SW.C3 O x87Sw.C2 O

0125ABDA FF 74 24 7C push dword ptr ss:lespdc X87SW_C1 O x87SW_CO O x87SW_ES O

0125ABDE FF 74 24 30 push dword ptr ss:flesp+32 X87SW_SF O Xx87SW_P 0 Xx87SW_U o

0125ABE2 50 push eax | snzomo o 2o a
*F 1S EC 52 27 O dword ptr d ey, G =

[ uniock

|

@ watch1  Ixellocals ) Struct

Figure 76
SunCrypt opens a handle to the “Application” event log via a function call to OpenEventLogA:

pusr': dword ptr ss:fesp+7s)
push 0
‘dword ptr ds:[<eOpenEventLogA>! v

0125AC31
0125AC35S

FF 74 24 78
6A 00

"espsd) OSAGFC7C
esp+8] 01010000
esp+C]_00000000

Figure 77

The malware clears the “Application” event log using the ClearEventLogA API. This is the 2nd
method employed by SunCrypt to clear all event logs:

0125ADS9
0125ADS8

.TeXT:0125AD62 SUNCrypL.exe: $4AD62 #4A162
Woump1  Woump2 WWDump3  EWDumps  EHDumps @ wath1  Ixllocaks 2 Struct

Figure 78

Thread activity - sub_12363D0 function

Aworker thread responsible for file encryption dequeues an I/O completion packet from the IOCP
using GetQueuedCompletionStatus:
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©] 01236500 Sh FFFFFFFF AVE Mo v Awwprys AV tmes v sy
o] 01236502 ea eax,dword ptr ds:[esi+7C) X87TW_6 3 (Empty)  X87TW_7 3 (Empty)
¢ ] 01236505 ?ush eax
o] o01236506 ea eax,dword ptr ds:[esi+&C) x875tatusword 0000
. ?us eax X87SW_B O x87SW.C3 0 x87SwC2 O
. ea eax,dword ptr ds:([esi+68] X87SW_C1 O Xx87SW.CO O Xx87SW_ES O
. push eax X87SW_SF O Xx87SW_P 0 x87SW.U O
. jebp+8

| ° | < S > -

dword ptr [012753A0 <suncrypt.4GetQueuedComplet onsntus>]-<k«ne‘32.“tqueuedco-p‘et1oosu!us> I 0663FB0S

ocearaic
.text:01236511 suncrypt.exe:$26511 #25911 10] FRFFEFFF

Woumo1  WDump2 WHDump3  WDumpd  WDumps @ watchi  Irellocals ) Stuct

Figure 79

SunCrypt passes the ChaCha20 key along with the encrypted file name to the encryption
function:

:: 74 24 28 push Mﬂ‘ﬂ ptr ss:@espr25)

.
. push el x87Statusword 0000
. 51 push ecx X87SW_B O Xx87SW.C3 0 X87SW.C2 0O
. 50 push eax X87SW_C1 O X87SW.CO O X87SW_ES 0O
. :; 74 24 44 ws: dsqrﬂ ptr ss:fespras) X87SW_SF O X87SW_P 0 X87SW.U O
. sh edi =

B> uncrypt. 123CA2!
. s

suncrypt.0123CA20

. TexXT:0123C2FE suncrypt.exe: $2C2FE #2B6FE
WWoump2 oump3  EHDump4  WDumpS

2330908888
838823888
3833888888

OCOO00000000

00000000
-------- 03539090

........ oeeccr4s | Activate Windows

........ a Asc3an3a

388888888388888R$8888
88883888838888832%8888
3888888883888884%8888

38888888838888u%28888
$88888888888883528888

888888888
888888888

pooo
"
~
o

Figure 80

The ChaCha20 algorithm implementation is manual, and it doesn’t rely on Windows APIs, as
highlighted below:
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rZE

.text:0123D920
.text:0123D0920
.text:0123D920
.text:01230924
.text:01230928
.text:0123092C
.text:0123D930
.text:01230934
.text:0123D937
.text:0123D93A
.text:0123D93E
.text:0123D942
.text:0123D946
.text:0123D94A
.text:0123D94D
.text:0123D950
.text:01230954
.text:01230958
.text:0123D95C
.text:0123D960
.text:0123D963
.text:0123D966
.text:0123D96A
.text:01230971
.text:0123D0975
.text:0123D979
.text:0123097D0
.text:0123D981
.text:0123D983
.text:01230985
.text:0123D989
.text:0123D990
.text:01230993
.text:01230996
.text:01230999
.text:0123099D
.text:0123D99F
.text:0123D9A1
.text:0123D9A4
.text:0123D9A8
.text:0123D9AC
.text:0123D9AF

+av+.017200R1

loc_123D920:

add
add
add
xor
xor
rol
rol
add
add
xor
xor
rol
rol
add
add
xor
xor
rol
rol
add
mov
mov
add
xor
xor
add
xor
mov
mov
rol
rol
rol
add
add
xor
rol
add
xor
rol
add

dword ptr [esp+1FCh+var_1AC], edx
dword ptr [esp+1FCh+var_1CC], ecx
dword ptr [esp+1FCh+var_19C], ebp
ebx, dword ptr [esp+1FCh+var_1AC]
eax, dword ptr [esp+1FCh+var_1CC]
ebx, 1@h

eax, 1eh

dword ptr [esp+1FCh+var_18C], ebx
dword ptr [esp+1FCh+var_18C], eax
edx, dword ptr [esp+1FCh+var_18C]
ecx, dword ptr [esp+1FCh+var_18C]
edx, oCh

ecx, ech

dword ptr [esp+lFCh+var_1AC], edx
dword ptr [esp+1FCh+var_1CC], ecx
ebx, dword ptr [esp+lFCh+var_1AC]
eax, dword ptr [esp+1FCh+var_1CC]
ebx, 8

eax, 8

dword ptr [esp+1FCh+var_18C], ebx
dword ptr [esp+1FCh+var_17C], ebx
ebx, dword ptr [esp+1FCh+var_1DC]
dword ptr [esp+1FCh+var_18C], eax
edx, dword ptr [esp+1FCh+var_18C]
ecx, dword ptr [esp+1FCh+var_18C]
ebx, edi

esi, ebx

dword ptr [esp+1FCh+var_1DC], ebx
ebx, dword ptr [esp+1FCh+var_10C]
edx, 7

ecx, 7

esi, 1eh

dword ptr [esp+1FCh+var_1CC], edx
ebx, esi

edi, ebx

edi, ech

dword ptr [esp+1FCh+var_1DC], edi
esi, dword ptr [esp+lFCh+var_1DC]
esi, 8

ebx, esi

Auwnrd ntr Facni1EChiuss 16807 acs

Figure 81

The encrypted content is written to the file by calling the WriteFile API (see figure 82). The
targeted files should be at least 512 bytes long; otherwise they will not be encrypted by SunCrypt.

x87sw.C2 O
X87SW_ES O

o

FF 76 10 push dword ptr ds:[esi+10] x875tatusword 0000
6A 00 push 0 X87SW_B 0 x87Sw.C3 O
FF 76 68 push dword ptr ds:[esi+68)] X87SW.C1 0 x87SW.CO O
s7 push edi X87SW_SF O X87SW_P O
FF BO BC 80 02 00 push dword ptr ds:[eax+280BC

=3 FF 15 14 54 27 01 |cann dword ptr ds:{<ewriteriles]

v (s 120 unlod

dword ptr [01275414 <suncrypt.&writeFile>]w<kernel32.writerFile>

.Text:01236708 suncrypt.exe:$26708 #25808

esp] 00000294
esp+4] 035590E0
esp+8] 00001000
es 00000
esp+10] 03539030

Woump1 @Hoump2 Woump3  Woumps  @oumps @ watchi

Iellocals 4 Struct

Address | Hex ASCIT I
035590E0 | E4 20 C1 81‘07 CD CC 11|49 A8 57 CD|9€ A9 80 EB|a-A,.I11.I Wi.
035590F0|EA 61 CF F4/0C AD 30 F7|28 DO DS 62|37 05 38 52| &aXd..0=(pOb7.&R

®.e

Figure 82

We continue with the analysis of the main thread. It's worth mentioning that the events log

deletion operation is repeated in the main thread with an identical execution flow.

The ransomware extracts the path of the current executable using GetModuleFileNameW:

04 01 00 00 push 104
7 push edi
00 push o

.Text:0126A968 suncrypt.exe:$5A968 #59068

| €all dword ptr ds:[<sGetModulerileNamew>]

X875W.C1 0 x875w.CO O
X87SW_SF O X87SW_P 1

X87SW_ES O
X87SW_U o

5 | Defaut (stdcal)

v (s 12]0J uniocs

esp] 00000000
esprd] 014BF938

esp+8] 00000104
esp+C] 00000000

WWoump1 $Hoump2  $Hoump3  $Moump4  $Noumps & wathi

ellocals 2 St ml O] 0248ES
T - 110148F934

L e luav Lacrey

Figure 83

The ransomware deletes itself via a function call to CreateProcessW (0x8000000 =

CREATE_NO_WINDOW):
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so PuUShyen X87TW_2 3 (Empty) X87Tw_3 3 (Empty)
6A 00 push 0 X87TW_4 3 (Empty) X87TW_S 3 (Empty)
6A 00 push 0 X87TW_6 3 (Empty) X87TW_7 3 (Empty)
68 00 00 00 08 push 8000000
6A 00 push 0 x87statusword 0020
6A 00 push 0 X87SW_B O X87SW.C3 0 X87SW.C2 0
6A 00 push 0 X87SW_C1 O X87SW_CO O X87SW_ES 0
56 push esi esi: X87SW_SF 0 X87SW_P 1 Xx87SW_U o
6A 00 push 0 [ ~nn i
FF 15 38 53 27 01 11 dword ptr ds:[<4CreateProcessw>] v| e
- - == — e e e P = Defauit (stdcal) = 2100 unkod
B 1: [esp] 00000000 z
ptr (01275338 <suncrypt.4CreateProcessw>]=<kernel32.CreateProcessw> 2: [esp+4] 014BF500 L"cmd.exe /C ping 127.0.0.1
3 esp+8] 00000000
4: [esp+C] 00000000
.TEXT:0126A783 SUNCrypt.exe: SSA783 #59883 E
3 D0
WWoump2 UWoump3 $Woump4s  EMoumps @ watch1  [xelLocals 2 struct L"cmd. exe /C ping 127.0.0.1 -n 10 > nul &
N
63/ 00 60 00[64 00 2E 00|65 00 78 00|65 00 20 00

00 43 00(20 00 70 00|69 00 6E 00|67 00 20 00| /.C

00 32 00|37 00 2E 00|30 00 2E 00|30 00 2€ 00
00 20 00|20 00 6E 00|20 00 31 00|30 00 20 00
00 20 00|6E 00 75 00|6C 00 20 00|26 00 20 00
00 65 00|6C 00 20 00|2F 00 66 00|20 00 2F 00
00 20 00|22 00 43 00|3A 00 5C 00|55 00 73 00
00 72 00(73 00 5C 00 00 5C 00|e.r.s.
00 65 00|73 00 68 00|74 00 6F 00|70 00 5C 00|

00 75 00|6E 00 63 00|72 00 79 00|70 00 74 00
00 65 00|78 00 65 00|22 00 20 00|3E 00 20 00
014BFSBO| 6E 00 75 00/6C 00 00 00|08 00 00 00|62 00 00 40

014BFS500 |L"cmd.exe /C ping 127.0.0.1 =-n 10 > nul &
226C7663

«1338Arras

Figure 84

We want to provide some observations regarding the usage of command-line parameters.

Parameter

Explanation

-nomutex No difference in execution
-noservices No difference in execution
-noreport No difference in execution
-vm No difference in execution

-path

Encrypt a single directory

-noshares Do not encrypt network shares
-keep_exe Do not delete the executable

Do not kill the targeted processes. Do not

-justcrypt delete the Volume Shadow Copies

SunCrypt proves that a relatively low-level complexity code could still produce significant
damages. As opposed to ransomware families such as LockBit or Conti, the encryption of a
system takes tens of minutes and can be detected by monitoring the CPU usage for a longer
time period.
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Indicators of Compromise

Mutex
0c91c96fd7124f21a0193cf842e3495fcdaf84a394f44013e92a87ad9d2ef4a0ceec9dd2e2ecae
SunCrypt Ransom Note

YOUR_FILES_ARE_ENCRYPTED.HTML

Processes spawned

cmd.exe /C ping 127.0.0.1 -n 10 > nul & del /f /g \"<Path to executable>" > nul
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