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The adversary is trying to steal account names, passwords, or other secrets that enable access to resources.

Credential access represents techniques that can be used by adversaries to obtain access to or control over

passwords, tokens, cryptographic keys, or other values that could be used by an adversary to gain unauthorized
access to resources. Credential access allows the adversary to assume the identity of an account, with all of that

account's permissions on the system and network, and makes it harder for defenders to detect the adversary. With
sufficient access within a network, an adversary can create accounts for later use within the environment.

Source: https://attack.mitre.org/tactics/TA0031
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