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Executive Summary:

“PortDoor” is a Chinese Backdoor that targeted ministry and public organizations such as ministry agencies, and
industrial plants in East Europe countries (Russia, Belarus and Ukraine). It spreads via spear-phishing emails that
contain malicious RTF file as an attachment. once executed, opened a Microsoft add-in file (.wll file) that is
actually a DLL file.

The dropped DLL has the capabilities of gathering reconnaissance and profiling of the victim’s machine,

communicating with the C2 server, and privilege escalation.

Behind “PortDoor” is the group dubbed “TA428” (which belongs to the Chinese government) according to the
TTPs we analyze on the DLL backdoor.

The DLL gains accessibility to the network via the Microsoft vulnerability called: Equation Editor (CVE-2017—

11882) which enables to execution of arbitrary code without any additional user activity.

To communicate, the malware establishes an HTTP connection on the victim’s endpoint, it uses the connection to

exfiltrate the victim’s information such as username, and network configuration.

This report contains in-depth research of the Backdoor and the RTF attachment, including an analysis of its

behavior.

Banker Attack Analysis:

The Backdoor’s attack steps were as follows:
1. “PortDoor” encrypts its own configuration with XOR key. The XOR loop appears as part of the file run.

2. After launching, the malware collects general information about the infected system via API calls, such as

computer names, IP addresses, and sends the information collected to the C2 server.
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3. After decrypting the configuration information, “PortDoor” check it is not running in a debugger (it uses the

IsDebuggerPresent call).
4. “PortDoor” establishes a connection with the C2 server via HTTP protocol. — 45.63.27[.]1162

5. The data that is received/sent is encrypted, using the AES key.

Technical Analysis:

Headers of spear phishing: we can see who sends and which target mail.

- The sender was “Gidropribor[1]” — the research center of the Russian Federation.

- The receiver was Igor Vladimirovich[2], CEO of Marine Engineering “Rubin”.
Press enter or click to view image in full size

Supervisor
Vilnit Igor Vadimirovich ==
CED PYBHH

Contact Information
171119, 5. Petersburg, Marata street, 30

[812] 407-51-32
About the company Fau: (812] 764-37-4%
Joint Stock Company "Central Design Bureau of Marine Engineering "Rubin” is the largest neptuni@ckb-rubin.ru
diversified design bureau of marine engineering in Russia. Mwihchb:PubG
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[1] https://gidropribor.ru/en/
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[2] https://www.aoosk.ru/companies/oao-tsentralnoe-konstruktorskoe-byuro-morskoy-tekhniki-rubin/

Press enter or click to view image in full size

Subject: MNepcnextuea AHMNA(OG6wWMIA B1A )

.| Message ] Nepcnextuea AHNA(O6wWMIi Bna ).rtf 3 MB)

Veakaewmsrii [ enepansnsiit gupextop Urops Baagmvmporua!!!
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AO «Konuepn «MIIO - 'maponpudop»

npocnekT boasmo# Cammconueeckuii, oM 24A, mutep 3
194044, r. Cauxt-IletepOypr

Ten.: (812) 542-01-47,

®axc: (812) 542-96-59

When opening the rtf file.

Press enter or click to view image in full size
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From looking at HxD and searching the header we can see that this is an RTF File.
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The fact that this is an RTF file rather than a typical Word Doc should raise some red flags regarding the
attachment. RTF (Rich Text Format) allows other files to be embedded in the file itself and are often used by

attackers to embed malware.

&) port.docx.doc

Offset(h) 00 Ol 02 03 04 05 06 07 08 0% OA 0B OC OD OE OF Decoded text
00000000 /B 5C 72 74 €6 31 5C €1 €4 €5 66 6C 61 €E 67 31 [\rtflladeflangl
00000010 30 32 35 5C 61 6E 73 €9 5C 61 6E 73 69 €3 70 €7 025\ansi\ansicpg
00000020 39 33 36 5C 75 €3 32 5C 61 64 65 66 66 30 5C 64 936\uc2\adeffo\d
00000030 65 €6 66 30 S5C 73 74 73 68 €6 64 €2 63 68 33 31 eff0\stshfdbch3l
00000040 35 30 35 5C 73 74 73 €3 66 €C 6F €3 68 33 31 35 505\stshfloch3ls
00000050 30 36 S5C 73 74 73 68 66 €68 €9 63 €8 33 31 35 30 06\stshfhich3150
00000060 36 SC 73 74 73 68 €6 €2 €9 30 5C €4 65 €€ 6C 61 6\stshfbiO\defla
00000070 6E €7 31 30 33 33 5C €4 65 66 6C €1 6E €7 66 €5 ngl033\deflangfe
00000080 32 30 35 32 5C 7¢ 68 €5 €D €5 6C €1 6E €7 31 30 2052\themelanglO
00000090 33 33 5C 74 68 €5 €D €5 €C €1 6E €7 66 65 32 30 33\themelangfe20
000000A0 35 32 5C 74 68 €5 €D €5 6C €1 6E €7 63 73 30 78 52\themelangcsOf{
000000BO SC €6 6F 6E 74 74 62 6C 7B S5C 66 30 5C €€ 62 6% \fonttbl{\fO\fbi
000000CO €4 €9 20 5C 66 72 6F €D 61 6E 5C €6 63 €% 61 72 di \froman\fchar
000000D0 73 €5 74 30 5C €6 70 72 71 32 7B SC 2A S5C 70 61 secO\fprqg2{\*\pa
OO0O000DE0D 6E €F 73 €5 20 30 32 30 32 30 36 30 33 30 35 30 nose 02020603050
000000F0 34 30 35 30 32 30 33 30 34 7D 54 &% 6D €5 73 20 405020304}Times
00000100 4E €5 77 20 52 €F €D €1 €E 3B 7D 0D OA 78 5C 66 New Roman;:}..{\f
00000110 31 33 5C 66 62 €% 64 €% 20 5C 66 6E 6% 6C 5C 66 13\fbidi \fnil\f
00000120 63 €8 61 72 73 €5 74 31 33 34 5C 66 70 72 71 32 charsecl3d\fprqg2
00000130 7B 5C 2A 5C 70 €1 €E €F 73 €5 20 30 32 30 31 30 {\*\panose 02010
00000140 36 30 30 30 33 30 31 30 31 30 31 30 31 30 31 7D 600030101010101}
00000150 5C 27 63 62 5C 27 63 65 5C 27 63 €3 5C 27 65 35 \'cb\'ce\'cc\'as
0D00001E0 7B SC 2A S5C 66 €1 6C 74 20 53 €9 €D 53 75 €E 7D {\*\falt SimSun}
00000170 3B 7D 7B 5C 66 31 33 5C 66 62 69 64 69 20 5C 66 ;}{\£13\fbidi \f
00000180 6E €9 6C 5C 66 €3 68 61 72 73 65 74 31 33 34 5C nil\fcharsetl34\
00000190 €6 70 72 71 32 7B 5C 2A S5C 70 61 €E &F 73 €5 20 fprg2{\*\panose
000001A0 30 32 30 31 30 36 30 30 30 33 30 31 30 31 30 31 0201060003010101
000001B0 30 31 30 31 7D 5C 27 63 62 5C 27 63 65 5C 27 63 0101}\'ch\'ce\'c
000001CO 63 5C 27 €5 35 7B SC 2A SC €6 €1 6C 74 20 53 €% c\'eS{\*\falt Si
000001D0 €D 53 75 €E 7D 3B 7D OD OA 7B 5C €6 33 37 5C 66 mSun}:}..{\E£37T\f
O00001E0 62 69 64 €9 20 5C 66 73 77 69 73 73 5C €6 63 63 bidi \fswiss\fch
000001F0 €1 72 73 €5 74 30 5C 66 70 72 71 32 7B 5C 2A 5C arsetO\fprg2{\*\
00000200 70 €1 6E &F 73 €5 20 30 32 30 66 30 35 30 32 30 panose 020£05020

Searching the hash in VT and see that the creation time of the RTF file was in 2007.

Too long time will indicate a technique that adversaries used to try goes under the radar of the security products

(especially when we see the long difference between the creation time and the last analysis section).
History

pu07.05 258

First Submission 2021-04-09
Last Submission 2021-05-03
Last Analysis 2022-12-27

LY

LY
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OLE Tools:
After extracting the file objects with rtfdump (The tool extracts file objects)
I started analyzing them deeply.

An object that seems suspicious is 290.

Press enter or click to view image in full size

£ 38
popope40: 806 0o ep 6o

When I input the argument “i” to gather more information it indicates that we have a reference to the embedded

file within this object. The magic number for this object is called: “dOcfile0”.

Press enter or click to view image in full size

x: nloads$ rtfdump.py -s 298 -Hi 774a54300223b421854d2e90bcf75ae25dT75basf3dalboebel138301cdd2581
Name: b'Msxml2.SAXXMLReader.6.0\x00"

Position embedded: 88868836

Size embedded: @ooo8600

md5: Sdad48bdeTafdaadcleS23abdcadbasal

magic: b'docflled’

The object that connect us to Equation Editor class name.

Press enter or click to view image in full size

56 rtfdump.py -s 298 -Hi 774a54300223b421854d2e98bcf75ae25df75bagf3dalb9ebsl1383061cdd258f
¥\ %90\ x124VxXVT2) X008 "
ion embedded: 8008883

embedded: 80801324
Td60992beT4929a45375601e7594494
ic: b'02cB6TcT’

From a quick look, we can see that the file contains the Equation class name. it is evidence that an Equation Editor

vulnerability will be exploit.

e When I searched the Equation pattern in Google, I found that it connects to Royal Road malware or its
second name, weaponizer, that use the same technique in previous attacks of several Chinese threat actors
such TA428, the same APT that spread the “PortDoor”.
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Q @ & = X Equation. 210001 24V w900 124w T2
o' Ty £ misn G paone [ awed  nomn & 9

oaihna 17 * on-the-royal-road « https:Jimalwane. news

On the Royal Road - Malware Analysis
... 2 [Embedded) | |class name: "Equation. 2o00h 124 VxS0 1 24V T2 . 2020 yna 23

dacument attempts to exploit a bug in Equation Editor so abject ...

=

Once the RTF document is executed, a .wll (word add-in file) is dropped to Microsoft startup folder.

Equation.2\x00\x124Vx\x90\x124VxvT2 Yo nnomn &

This is largely done as an evasion technique as when a Word document is launched, an add-in file is loaded along
with it and security products recognize it as legitimate behavior.

Press enter or click to view image in full size

[EQNEDT32EXE 2356 ERWnteFile IC\Users\ “AppData‘\Roaming\Microsoft \Word\STARTUP \winlog.wil

Press enter or click to view image in full size

r wr

This PC » Local Disk (C:) » Users »:- AppDsta » Roaming » Microsoft » Werd » STARTUP

-
kp

| 2dTOSf0bTEE24a1 8081 63db21871402e9403 43697 2902048400 820692 443 r Wil Eile

2470500766243 18e08163db 21 18T 40ee 034360 Ta% 0., X

Genersl  Secusty Detads  Previous Viersions
bH18T1400e 030436972500 0d 840 82969204 3

Typeof fie:  WLL Fle (wl)

Opers with: Lriongwn appbeaton D"U"ﬂ'ﬁ

after running the .doc, I checked the memory strings and see that the file below attached a DLL file. In other
words, our sample doing a backdoor to the DLL.

Press enter or click to view image in full size

2023/01/02 13:31:26:628::[7984] DiMain DLL_PROCESS_ATTACH, MachineID: 2a7be 7133253034253 14500008328, SessionlD: e7abcdaf-14c9-5h 16-befa-2dfhag79assf

Attach success:
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In other words, the file probably was exist when we run the RTF file earlier (our backdoor). The strings just verify

the information.
2023/01/02 13:31:26:628::[7984] DliMain DLL_PROCESS_ATTACH SUCCESS

When dropping the .wll file into IDA, it describe it as a DLL file.

Press enter or click to view image in full size

ﬁ Load a new file X

Load file C:\Users‘:\Desktop‘badedoor.dl.wﬂ as

Portable executable for 80386 (PE) [pe.dll]
| MS-DOS executable (EXE) [dos.dll]

Press enter or click to view image in full size

; Attributes: bp-based frame

l; BooL _ stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
_D11Main@l2 proc near

The DLL has 33 export functions.

functions 18 and 28 are the ones that “PortDoor” used to make his activities. The rest of them enters to sleep loop

as part of the anti-analysis technique.
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push  pBesh ; DLllEntryee

; DllEntrye@l
Dl1Entry@2
DllEntry@3
D11Entry@4
D11lEntry@s
D11Entry@é
DllEntry@7
D11Entryds
; Dl1Entry@9
Dl1lEntryle
D11Entryll
DLlEntryl2
D11Entryl3
DllEntryl4d
D11Entryl5s
DllEntrylé
3 D11Entryl?7
; DllEntryl9
DllEntry2e
Dl1Entry21
Dl1lEntry22
D11Entry23
; DllEntry24
;3 DL1Entry2s
; DllEntry2é
;3 Dl1Entry27
3 Dl1Entry29
; DL1Entry38
; D11lEntry3l
; DLlEntry32

fme s Gme we s we fme wa twa e wma e e

LT

-

e wme twa

call ds:Sleep
jmp short D1l1lEntry33
D11Entry33 endp

when investigating the two missing functions, they contains xor loop if one of them will called.

Press enter or click to view image in full size

JEBNEILBBBGACL - mm e e
LEaxT:1BBOSACL ; START OF FUNCTION CHUNK FOR gub_18@QSAGF

text:18BO5ACL = xrefs to sub_10005AD0
Jtext:10ee5AC1 loc_1@0asACl: 3 C00E X . .
W L tewt:18005AC1 call ds:IsDebuggerfresent Directio Tpe
Ltext: 10085407 call  sub 10095038 =1
L Eext: 1BBASACT mav esp, ebp =D p DiEntry28doc 10006213 cal sub_10005AD0
Ltext: 18BA5ACE pop ebp
Ltext: LBBASACF retn
JEext:1000BACF ; END OF FUNCTION CHUNK FOR sub 10Q@5AEF
text: LBE@SADG Line 10f 2
Lext:18005AD8 ; meemeemmeemeee. SUBROUTINE seensnenes . - .
Jtext: 18825ADS oK I Carcel Saarch | Help
JEAXTI1BBOGADE ; Attributes: bp-bazed frase
.text: 18@885ADE
text:1B005ADE sub_leoasAne proc near 5 CODE XREF: DllEntrylSip
Jtext: 1eeQSsADD 3 DLLEntry26:loc_100062131p

Trying to achieve privilege escalation by applying the Access Token Theft Technique[1] to steal explorer.exe

tokens and run under a privileged security context.

[1] https://attack.mitre.org/techniques/T1134/
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pe= PROCESSENTRY32W ptr -244h
TokenHandles dword ptr -18h

NewState= _TOKEN_PRIVILEGES ptr -14h
var_d= dword ptr -4

arg_@= dword ptr &

push ebp

moy ebp, esp

sub esp, 248h

moy eax, __ security_cookie

»or eax, ebp

moY [ebp+var_4], eax

moy eax, [ebptarg_@]

push ebx

push esi

push edi

mo [ebp+phNewTcken], eax

lea eax, [ebp+TokenHandle]

push AN ; TokenHandle
push 28h ; '(° ; DesiredAccess
call ds:GetCurrentProcess

push eax ; ProcessHandle
call ds:0penProcessToken

push 2

pop esi

lea eax, [ebptNewState.Privileges]
moy [ebp+NewState.PrivilegeCount], 1
push AN ; lplLuid

push offset Name 3 "SeShutdownPrivilege”
xor edi, edi

moy [ebp+NewState.Privileges.Attributes], esi
push edi i lpSystemName
call ds:LockupPrivilegeValued

push edi 5 ReturnLength
push edi ; PreviousState
push 1gh ; BufferLength
lea eax, [ebpilewState]

push eax ; NewState

push edi ; DisableAllPrivileges
push [ebp+TokenHandle] ; TokenHandle
call ds:AdjustTokenPrivileges

call ds:GetLastError

push [ebp+TokenHandle] ; hObject
call ds:CloseHandle

push 228h ; Size

lea eax, [ebp+pe.cntUsage]

moy [ebp+pe.dwSize], edi

push edi ; val

push eax ; void *

mo ebx, edi

call _memset
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push o5l 3 OwF [ags
call de:{reateToolhbelpidonapshat
oy edl, eax
cmp edi, BFFFFFFFFh
jnz short loc 100869FE

J L

19
=
loc _10808A1E
cax, [ebprpe. sziwerile]
offset aExplorerExe ;| “suplors
fax i nringl
lx
(143
sax, eax
ghort loc_ 1OdaGasy
!
L |
eax, [ebpipe]
#an i lppe
adi ; hinapshot
d31Process M iNewti
A, wax
thort loc_lo0BGalE
T L
L |
a2 =)
jm short loc lodedssl
liog_1B9R6agF Lo _1eadaaen: ; GwProcessTd
e ebx, ebx [ebpepe. thi2ProcessID)
3] i BInheritHandle
&dth ; dwDesirediccess

dsripenbrocess

[ #bps TokenHandle ], ebx

esd, eax

eax, [ebptTokertiandle)

can ; Tokentandle
eraLFFh i Desiredaccess
el 3 ProcessHandle
ditSpenProceis Taken
[ebpéphliewToken] ; phiewToken

wh, #an

1 i TokenType

1 i Impersonationlevel
L] i lpTakenateributes
AFALFFN ; dwDesireddccess
[#bpsTokentandle] ; hExistingToken
deiuplicateTokents

Pl Tobaatinadial = LAkfas

Another suspicious API call is IsDebuggerPresent. here, the malware is used to realize if it is located under

debug mode. if not it decodes the pointer that points to the victim’s process that is encrypted with the XOR key.
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e =

push offset aGetprocesswind ; "GetProcessWindowStation”
push edi : hModule

call ds:GetProcAddress

push eax ; Ptr

call ebx ; EncodePointer

mov dword_10821218, eax

—_—
YV

loc_l@e1esse:
mov edi, [ebp+var_18]

L ]
e =

loc_1001085E:
call ds:IsDebuggerPresent
test eax, eax

jz short loc_10010883

M1pOutputString]

:_10010876

; lpOutputString
IgStringh
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e =

loc_10010926: ; Ptr

oush dword_1@0212eC

call ebx ; DecodePointer
test eax, eax

jz short loc_1001893E

_20] loc_1001093E:
utputString] beor eax, eax

In addition, I find two suspicious strings that describe HTTP connection via proxy server to a specific host.
the backdoor appears to be distinguishing between two HTTP response types ‘200’ response and ‘407°.

Press enter or click to view image in full size

50
COMNE

S Y 5
ST R b

Press enter or click to view image in full size

\nContent-Length: 0%y \nHOST: %sYy \nPragma: no-cacheYr\n\rin

\nContent-Length: 0Y \nProxy-Authorization: Basic %s\r\nHOST: %sY\nPragma: no-cacher\n\r'\n

The full code from IDA:

Press enter or click to view image in full size
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.rdata:1@@1D668 ; const char aCcnneEtSDHttpl[]
.rdata:1821066@ aConnectSDHttpl db "CONMNECT %s:%d HTTP/1.8',eDh,@ah

.rdata:1@@1D66@ ; DATA XREF: sub_le@ecd4C+4Fto
.rdata:1ee1Deee I db 'User-Agent: Mozilla/5.@ (Windows NT 18.8; Win&4; x64) ApplelebKit'
.rdata: 18810668 db '/537.36 (KHTML, like Gecko) Chrome/7@.8.3538.102 Safari/537.36 Ed’
.rdata: 12210660 db 'ge/18.18362",00h,eAh

rdata;:1e@iD6ce db 'Proxy-Connection: Keep-Alive',80h,8Ah

.rdata:1881D660 db ‘Content-Length: @°,@Dh,BAh

.rdata:12e1D668 db "HOST: ¥s',@Dh,@ah

.rdata:18@1D66e db ‘Pragma: no-cache',@Dh,8Ah

.rdata: 18010660 db eDh,eah,e

.rdata:1881D757 align 4

.rdata: 18210758 word_1@@1D758 dw @AeDh ; DATA XREF: sub_le@esd4C+AETr
.rdata:1001D758 ; sub_leeess62+118ftr

.rdata:1001075A byte_1001D75A db @ ; DATA XREF: sub_leeo644C+BBTr
.rdata:18e1D75A ; sub_1@6886562+1251r

.rdata:18@1D758 align 4

.rdata:1@@1D75C ; const char SubStr[4]

.rdata:1ee1D75C SubStr db "2ee’,e ; DATA XREF: sub_leees44C+Elto
.rdata:18@1D75C ; sub_1@e86562+1481o

.rdata:1e01D76@ ; const char a407[4]

.rdata:1001D76@ ade7 db '487',0 ; DATA XREF: sub_leeesd44C:loc_leeess42to
.rdata:leeiD7ce ; sub_leeee562:loc_leeessCito
.rdata:1091D764 ; const char Format[)

.rdata:1201D764 Format db '¥s:%s',0 ; DATA XREF: sub_leeess562+48to
.rdata:1ee1D76A align 1eh

.rdata:18@1D77@ ; const char aConnectSDHttpl @[]
.rdata:18@1D077e aConnectSDHttpl @ db 'CONNECT Xs:¥d HTTP/1.8',@0Dh,@Ah

.rdata:1881D77@ ; DATA XREF: sub_leees562+A2to

.rdata:18@1D77e db 'User-Agent: Mozilla/5.@ (Windows NT 18.@; Win64; x64) ApplebebKit’
.rdata:189@1D77e db '/S37.36 (KHTML, like Gecko) Chrome/78.8.3538.182 Safari/537.36 Ed'
.rdata:1ee1D77e db 'ge/18.18362°,8Dh,2Ah

.rdata:18@1D77@ db ‘Proxy-Connection: Keep-Alive',@0h,8Ah

.rdata:1881D770 db 'Content-Length: @',@Dh,BAh

.rdata:1@81D77@ db 'Proxy-Authorization: Basic ¥s',eDh,@ah

.rdata:1@e1D77e db "HOST: ¥s',@Dh,eah

.rdata:1e@1D77@ db ‘Pragma: no-cache’,@Dh,@Ah

.rdata:18e1D77e db eDh,@Ah,8

One of the suspicious IP addresses that I saw is: 45.63.27[.]162[1][2]
This IP address is the only one that shows up in the source and in the destination.
From searching the IP address in attack reports, it seems that it uses “PortDoor” C2.

[2] https://vuldb.com/?actor.portdoor

Press enter or click to view image in full size
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Source Destination Protocol  Length Info

192.168.5.111 45.63.27.162 TCP 66 58337 - 443 [S‘l'ﬂ] Seq=9 Win=64246 Len=
45.63.27.162 192.168.5.111 TP 66 443 + 58337 [SYN, ACK] Seq=@ Ack=1 Wir
192.168.5.111 45.63.27.162 TCP 54 58337 » 443 [F«CK] Seq=1 Ack=1 Win=2631

192.168.5.111 45.63.27.162 TCP 58 58337 + 443 [PSH, ACK] Seq=1 Ack=1 Wir

45.63.27.162 192.168.5.111
45.63.27.162

192.168.5.111 349 [HTTP/1.1 480 Bad Request

(tzmhtmu"

45.63.27.162 192.168.5.111 TCp 60 443 + 58337 [FIN, ACK] Seq=236 Ack=5 h
192.168.5.111 45.63.27.162 TCP 54 58337 = 443 [ACI(] Seq=5 Ack=297 Win=2¢

After the malware establish a connection with the C2 server, the data that received/sent is encrypted using AES

key.
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data:100181E4 align 1eh
rdata 19@181F6 aAesPartOfOﬂens db 'AES part of OpenSSL 1.6.21 2

AES encrypted information.

Press enter or click to view image in full size

7784F030|75 28 BC 4C|2A 51 7D 49|A8 9C 1F B2|8C 68 DO AA|u(%L*Q}I ..=.hD%
7784F040|EO DB FF DA|3B 5C 27 5C|53 81 48 3B|B1 27 E7 73 aayu:a"s Hi%'Cs
7784F050| 1B €6 A8 53|06 13 10 85|35 34 26 F8|A4 DO 67 2C|.£ S. 54&0=99

7784F060|7D 73 C6 90|13 E4 90 DA|CE 29 71 71|99 9F 50 FS }sﬁ..a Ut]qq..Po
7784F070| 86 6E 91 19|2E AB A7 O3|F9 SE FB 7E|8F 3E 66 93|.n...«§.uM~.>F.
7784F080|B1 19 1B 16|38 DA 91 65|02 43 AC F7|B2 71 51 4A|=%...8..e.C-==qQ)
7784F090| 4A 04 4C 9F|05 45 A6 BC|64 F6 C2 34|A7 86 D1 15|]3.L..E E,%doA4s. K.

7784F0AO(2C B1 22 5C|10 B2 26 E3|(9F EB 95 BD|9A C9 E6 CC| ,x"\."&a.&.%.E=l
7784FOB0O|D7 AC 75 D5 (2D FD 11 3A|00 00 00 00|00 00 00 00| X=-ud-V.!........
7784F0CO|5D 33 12 A5|3D C1 BO 71|BA 66 24 4A|7B 82 61 E3|]13.¥=A°*q°f$1{.ad

7784F000| E7 55 36 EF|46 43 D1 92|1F SE DF CC|AS 22 1A F2|QUSIFCR. . ART¥" .0

Backdoor commands (Symbols tab). It reinforces the fact that there is C2 server.

Press enter or click to view image in full size

713EB1EC I mpurt ws2_32.0rdinal#s | connect
713E8170 | Import ws2_32.0rdinal#11s WSASTAr TUp
F13ESL174 | Import ws2_32.0rdinal#11 inet_addr
713E8178  Import ws2_32.0rdinale3 closesocker
713E517C | Import ws2_32.0rdinal#ls recy
713EB180 Import ws2_32.0rdinal#23 S0CKet
713E8154 | Import ws2_32.0rdinal#s52 gethosthyname
T13EB188 ) Import ws2_32.0rdinal#13 | send
713E815C | Import ws2_32.0rdinal#2i sersockopt
713E8190| Import ws2_32.0rdinal#g | htons

The malware checks if the current user is a member of the Administrator’s group. If yes, use Netapi32.dll

(querying and managing network interfaces) library to get information about the user.
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74B0FDD2 C780 84010000 28C6ABImov dword ptr ds:[eax+134],apphelp.74AB4 74ABC695: "GetTokenInformation”
74BOFDDC Al TOEAB1TA mov eax,dword ptr ds:[74B1EATO]
T4BOFDEL €780 88010000 &002B1jmov dword ptr ds:[eax+1388],apphelp.74B1
Al FOEAB174 mov eax,dword ptr ds:[74B1EAFO]
C780 98010000 00C7ARImov dword ptr ds:[eax+138],apphelp. 74AB) T4ABCT00: "SHELL32.DLL”
Al TOEAB174 mov eax,dword ptr ds:[74B1EA7O]
74BOFDFF C780 3C010000 ACCGAB] mov dword ptr ds:[eax+13C],apphelp.74ABq 7T4ABCEALC: "IsUserAnadmin”
T4BOFEDS Al TOEAB1TA mov eax,dword ptr ds:[74B1lEATO]
74BOFEQE C780 AQ0Q10000 FOO3E1]mov dword ptr ds:[eax+140],apphelp.74B1
74BOFELS Al 7OEAB1TS mov eax,dword ptr ds:[74BlEA7FO]
7480FELD C780 BOO10000 QCC7ABImov dword ptr ds:[eax+1B0],apphelp.74ABS T4ABCTOC: "NETAPIZ2.OLL"
74BOFE27 Al TOEAB173 mov eax,dword ptr ds:[74BlEATO]
T4BOFE2C €780 B4010000 BCC6AB]mov dword ptr ds:[eax+1B4],apphelp.74AB{ 74ABCEEC: "NetuserGetInfo™
TADNEC2E A1 TRCADATA mrvi aav swunrerd are AdesFTapacaTnl

“PortDoor,” writes the GetTickCount value (to see how long the hostname is awake since started).
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call edi ; CreatefileA
cmp eax, @FFFFFFFFh
j short loc_18@85A24

7
e = =

call _rand

call ds:GetTickCount loc_1e@

mov esi, eax push

call _rand lea

push ebx ; hTemplatefile push

push ebx ; dwFlagsAndAttributes push

push 4 ; dwCreationDisposition| |push

push ebx ; lpSecurityAttributes | |push

imul esi, eax call

lea eax, [ebp+Buffer] cmp

push ebx ; dwShareMode jz

push 42002000h ; dwDesiredAccess ——

push eax ; lpFileName

mov dword_1002127C, esi

call edi ; CreateFileA

push ebx ; UExitCode

cmp eax, OFFFFFFFFh

jz short loc_18@85A1E

] 1

) i = L
lea ecx, [ebp+NumberOfBytesWritten] <
push ecx ; lpNumberOfBytesWritten] [loc_1@@@5A1E: <
push - ; nNNumberOfBytesToWrite | |call ds:ExitProcessf |n
push offset dword_1802127C ; lpBuffer <
push eax 3 hFile i
call ds:WriteFile n
jmp short loc_1@@@5ASE 7]

The decryption of string by the backdoor. the register of “mov” and “add” to the “eax” register, then it repeats it

with the “ecx” register and “mov” all the parameters to him.

Press enter or click to view image in full size
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BB45 F&
0345 FC
OFBE0D

75445AB2 | 35 FEQOOOODO

75445A87
T5445ABA
7E445ABD

BB4D F&
034D FC
8801

mov eax,dword pTr ss:@
add eax,dword ptr ss:

ebp-
ebp-4

movzx eax,byte ptr ds:[eax]

xor eax,FE

mov ecx,dword prr ss:'ie'bp-a' ]

add ecx,dword ptr ss:

ebp-4

mov byte ptr ds:[ecx],al

[ebp-8]:EntryPoint

ecx:EntryPoint, [ebp-8]:EntryPoint
eCHIENTryPoOINT
ecx: EntryPoint

To verify if it is the backdoor activity, we checked in the Memory map to see the permissions. Can see clearly that

it the Executable code of our backdoor.
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£ LU A | 8 e e s s amin " v,
s =1 = S - - . L = . e

mpoum[ Executable code IIHG |En-.-.-. ERW(

TananAanl AnAATARA AAasd Al sasssalisad dass oo L] [ T

Check what cause to debugger send us an “Exception” message when we try to run until the BP on xor loop. As

you can see the xor loop is located between two IsDebuggerPresent functions that check if the malware in the

debugger or not.

Ctext: 189@5ATS
. text: 18085478
Jtext:18895A81
. text: 18885A85

Jtext: 18885487

<text: 1eeasABT
Jtext: 18895487
Ltext: 1e9asART
Ltext: 18885484
text:189a5A88
.text: 18885A3E
text: 18805ABE
. text: 18085A3E
ctext:18@8a54A95
Ltext: 1e8asA0s
ctext: 18845495
text: l1eeasAsT

text: 18885497

text:leea5A97
Ltext: 10885497
Jtext:189a5A97
L text: 18845497
text: 18985499
. text: 18995498
ctext: 188@5A9C
text:1e9a5aal
ctext: 188454465
- text: 1e|asAnE
Stext: 18085445
bext: 188a5AA0
Ltext: 188895449
text: 189a5AA0
text: 18885409
Jtext: 18845480
. text: 18885449
Stext: 180985AA9
. text: 188a5AA0
ctext: 188Q5AAF
text:1e9asAB2
Stext: 18885487
- text: 188G5ABA
. text: 18885ABD
text: 18Q@SABF
.text:18885ABF
text: 1e@a5ABF

Ltext:18885A01
Jtext:18895AC1

text: 18885401
Jtext : 188@5AC1
o text:lesasall
text:18885AC7

loc_leaaSAR7:

loc_18@@5ABE:

sub_1@005AGF

F

sub_1e88sA37

sub_18885AA9

sub_lesasiay

»

loc_1eea5AC1:

Mo
call
and

Jmp

cmp
jnb
endp

s=smmmss==ss=== S UBROUTINE

proc near ;

jz
jnz
pusha
call
call

retn

proc near

Mo
add
MO I
wor
Mo
add
M
jmp
endp

START OF FUNCTION CHUNE FOR sub_lP@@SAGF

call
call

[ebp+var_8], offset unk_188201E8

ds: IzDebuggerPresent

[ebptvar_4], @

short loc_18885ABE
3 CODE XREF: sub_18@@52289+1647

eax, [ebpivar_4]

ean

[ebp+var_4], dax

; CODE XREF: sub_l@@@5A6F+16Tj
[ebp+var_4], @BDh
short loc_lee@sACl

CODE MREF: sub_le@@sAs7+Sip
short sub_l@ea5aad
short sub_188@5AA9

sub_18805A97
sub_l1B8@5A40
28h

7 CODE XREF: sub_lBBﬂSAB?Tj
; sub_leedsaaT+2t]

eax,
eax,
Bax,
eax,

[ebp-5]
[ebp-4]

byte ptr [eax]
BFEh

ecx, [ebp-8]

ecx, [ebp-4]

[ecx], al

short loc_1@e@a5A87

; CODE XREF:
ds:IsDebuggerPresent
sub_18eas938

sub_l@@05AGF+261]
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The malware uses the Anti-Debugging technique before it runs the xor loop.

» Reference: https://www.cybereason.com/blog/research/portdoor-new-chinese-apt-backdoor-attack-targets-

russian-defense-sector

Indicators of compromise:

Email- Phishing:
48a312bfbcd1674501a633fbdcaa99a487e6260414a6e450a19982578b128a52
RTF:

774a54300223b421854d2e90bcf75ae25df75ba9f3dalb9eb01138301cdd258f
DLL:

2d705f0b76f24a18e08163db2f187140ee9f03e43697a9ea0d840c829692d43c

Source: https://medium.com/@Ilandu/portdoor-malware-afc9d0796cba
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