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Summary

There is a new campaign from the last day that managed to bypass EDRs while using Phishing emails to distribute

the malware with Safelinks protection of Microsoft to redirect to different sites that host the malware itself.

How it’s done?

The attacker mass distributes the malware via email and uses legitimate services to bypass email protection

systems while targeting the Technology sector companies.
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Extracted Path

& Confirmation #6776746XRGD
'@- hittpefrinfocashlez.comytnclIPEScT-c 2 ECo3_dalikhpALIUwaniAB4g3inbKaP2rTGnoEWy. ..

@ hittpsy/Awrinovacoes.com. brfimdew.php?hid=r3894653

The URL redirection tree after the safelinks

As soon as the victim gets the email and clicks on “View Your Invoice” the victim will be redirected to another

site that leads to click on the “Download Invoice” button.

Press enter or click to view image in full size
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the download page

As soon as the victim clicks on the button he will be redirected to “googleuserconetnt.com” which uses open-

redirect to the actual website that it gets the malware from
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Google user content redirect

While observing the JS file that was downloaded, we noticed that the code is obfuscated by a generic JS

obfuscator (Obfuscate.io).

Press enter or click to view image in full size

obfuscated code

After making the code clear enough to understand and debug, we can see the actual steps that are being made by
the JS code, and what are the C2s (Target URL).

Press enter or click to view image in full size

deobfuscated code

Diving deeper...

While the malware is being executed, it’s using the “targetURL” to create an object that runs in “Wscript.shell”,

and runs a hidden encoded command.

Press enter or click to view image in full size
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encoded PS code

We have decoded and cleared the PS code that was in the URL, and now we can see more files that were being

downloaded, where they were stored, and under what names.

Press enter or click to view image in full size

decoded PS

Now we can see that it has multiple ZIP files that contain multiple files and how it uses “start-bitstransfer” to

retrieve them from the C2 server to the client(victim’s machine).

We can also see that all of the files were retrieved from the same domain, and while browsing into it we could find

an open directory.
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“— 5] https://core—click.net/TVFrontend/
p

Index of /TVFrontend

Lo [ICO] Name Last modified Size Description

2l ] Parent Directory ’
b.[] DLAAlviewzip 2024-01-23 01:39 624K

2[1 LICENSE 2023-11-05 18:11 1.1K
F2[1 NSMazip 2024-01-23 01:39 576K
L[] |babelconfigjs  2023-11-0518:11 571
l+.[DIR] build/ 2023-12-13 11:01 -
L [DIR] dist/ 2023-12-13 17:51 .

lwo[]  jestconfigis 2023-11-05 18:11 790
B2 ] jsconfig json 2023-11-05 18:11 145
[+2[DIR] mock/ 2024-01-23 01:40 £
l,:,DJIR] node modules’ 2023-12-13 11:01 .
Bl package-lock json 2023-12-12 15:09 1.7TM
B2 ] package json 2023-12-13 17:15 31K
|- [DIR] plop-templates’ 2023-12-13 11:01 -

el ] plopfile js 2023-11-05 18:11 388
B 1 postcss.config s  2023-11-05 18:11 64
|+ [DIR] public/ 2023-11-05 18:11 -
B2 ] remcmdstub zip  2024-01-23 01:39 1.6M
[+ [DIR] stc/ 2023-12-13 11:01 -
[+ [DIR] tests/ 2023-11-01 12:22 -

[l  xueconfigis 2023-11-05 18:11 42K

C2 open dir

Execution Flow

We took the decoded PS command and executed it in the CMD.
The PS creates a directory in the %AppData% called “aragdrts” and stores it inside all the files.

Press enter or click to view image in full size
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Mame N Date modified Type Size
i [ AudicCapture.dil 12/7/2016 7:03 AM Application exten... S2KB
ol m chent32.exe B/12/2023 12:22 AM Application 115 KB
: * ?_‘_." client32.ini 1/22/2024 2:27 PM Configuration sett.., 1KE
5 A 1 dogame.d 3/13/2019 12:14 PM Application exten... 977 KB
#* DLAATview.dll 10/12/2016 12:27 P Application exten... 196 KB
dnsext.dll 11/25/2016 1:47 PM Application exten... 15 KB
HTCTL32.0LL 472772016 3:55 AM Application exten... 321KB
mswer100.dll Af25/201512:27 AM Application exten... 736 KB
%] nskbfltrinf T/6/2007 807 PM Setup Information 1KE
NSl 5/26/2023 2:46 AM LIC File 1KE
nsm_vpre.ini 4/27/2010 12:26 PM Caonfiguration sett... 1KE
4F2772016 3:39 AM Application exten... 33KB
4f27/2016 3:30 AM Application exten... 19 KB
& peici32dil B/12/2023 2:00 AM Application exten... 3621 KB
rememdstub.exe 10/4/2013 11:05 AM Application 39 KB
_1.‘- TCCTL32.DLL 5/3/2022 12:02 PM Application exten... 49 KB

malware directory

After storing the files, it executes automatically the “client32.exe” that sets the persistence that takes the

configuration of the connection from the “client32.ini” file.

E client3ini - Motepad

File Edit
bxaaecbcdc

Format  View Help

[Client]

_present=1
DisableReplayMenu=1
Protocols=3

505_R5hift=8

DisableChat=1

Shared=1
ValidAddresses.TCP=*
silent=1

AlwaysOnTop=8

505_Alt=@
SecurityKey2=dghAAGSY3IpI5Q{anpwGpl)AR2fgh
DisableMessage=1

505 LShift=8
DisableRequestHelp=1
SysTray=8
UnloadMirrorOnDisconnect=8

persistence config

Now we can see in the execution tree that the “client32.exe” is always running and has an active connection to the

attacker.
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V. sublime_text.exe
(85 plugin_host.exe
j notepad.exe
v Bl cmd.exe
B conhost.exe
1™, ProcessHacker.exe
client3Z.exe

process tree

The exe file uses a few techniques for persistence:
Scheduled tasks

Startup Menu file saving

Registry Key

Get Ariel Davidpur’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in
The scheduled task:

Press enter or click to view image in full size

(B Tk Scheduler
R ]
= | A m

(3 Tark Schedeler (Local]
Mame e Tggent st Ron Tume
5 [ Tark Schedhubes Libraey
o [ e AN *
B Micsgs ol aelpaabeTastMachinalll Ry A E20 AM wowry day - Adier irggesed, repest svery 1howr fod sduntionof 1 day,  UVIFHM SN2 AM 120000
licreactel AgalipetaTastUned- 1 -5-30- S0 MO0 T TRETREO - KRS0 SE21 - 100 0o nf BCARE. Raudy Muitipin triggar definad RS EEOS AM 1A I
Pelicseiefef AgclipdibeTaskliua S 1520, 26931 M09- 272620060 | B2 80N 5621 OMUAIERXT L Recy At &23 AM every duy + Altertrggored, pepest overy 1 howr fod s durstion el U day.  U220285:2206 AM 1232004 B
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Ernelinoe Sandeine Updaoe Tek-5- 13- 11-245001 2009-ITHILN1-BEDe 30 - 1000 Ready A 00 AM on R717 1742 - S iggeeed. repeat every LOGD00 indefintely VIR ESEIAAM WL b
€ *
Geneeal Tnggen Actioms Conditioms StSngs Histoy (diabled)

scheduled task
Startup Menu file:

Press enter or click to view image in full size
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- ) WA ta\\Fo: i V \Start Menu'\ Programs\Startup

Date modified Type Size
i Quick access

I Desktop
J- Downloads
[Z Documents
&=/ Pictures

B Music

B Videos

& Qnelrive

SAT/2023 114 AM J5 File 471 KB

NN NN

= This PC

¥ Network

1item

startup menu file

Registry Key:

Press enter or click to view image in full size

HKLM\SY STEM\Curmrent Cantrol Set\Conrol'. Session Manager
g:18:1... [Mckent32.exe HKLM"System\CumentControl Set'Control \Session Manager
8131, [Mlclent3Zene 11652 [ RegSetinfokey HKLM\System\CurentControl Set"Control\ Session Manager
£:18:1... [Wcient32 exe 11652 @ RegQueryValue HKLM'System\CumentControlSet'Control\Session Manager\RescurcePolicies
B30, gd-erﬂ?we 11652 [ ReqCloseley  HKLM\System'\CumertControl Set"Contral'\Session Manager

Procmon where it saved

Press enter or click to view image in full size

B Registry Editar
File Edit View Favorites Help
CamputesfyHKEY_LOCAL_MECHINESYSTEM\CurrertCantralSet\Controf Session Manager
Remote Assistance A | Name Type Data
Healemo 48] (Default) REG_SZ (value net set)
> I SafeBoot 74 AutoChSkipSystemP... REG_DWORD 00000000 {0}
* ::“m 51 At ChE Timanut BEG DANORD L O0COD0E (8D
SCMConfig a¥|BootExecute REG_MULTI_SZ autochesk autachk *
5 sesiPart .‘_':]Bouﬁhdl REG_EAPAND_5S TeaysternBootiEisysterndd\bootim.exe
5 P—— 1% CrticalSectionTimecut  REG_DWORD 0027500 (2592000)
5 SecurePipeServers .!!_]E:(IudemeKnouﬂll... REG_MULT_SZ
y SecurityPraviders ?ﬁ:ﬁlnbalmg REG_DWORD Tw0000000 (0}
> ServicelggragatedEvents .TE}GInbaIFIagE REG_DWORD (0w DODOOD00 ()
ServiceGroupOrder 4| HeapDeCommitFree.. REG_DWORD O DO0OO000 ()
> ServiceProvider & HeapDeCommitTetal.. REG_DWORD O 0000O000 (0)
w Session Manager ‘uﬁlHﬂpSﬁgmmﬁummi‘: REG_DWORD Q0000000 (D)
[ Snitetirhamarbancinne 2l HannCanmant@arana  RER MUARN D TANAAANA I
the registry key

Press enter or click to view image in full size
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Now that the attacker has persistence, let’s analyze his connection.
Using the Process Monitor, we can see the TCP packets used by the exe file and what are the IPs used for the

session and the remote access, using a dedicated port only for the session itself.

Press enter or click to view image in full size

.. [Mebersi2ene 11852 2 Theead Bt SUCCESS Thread 10: 7548, ...
[Mcters32 exe 118562 (B Procesa Profiing SUCCESS Liser Tima: L1718
[Picters 32 exe 11652 <2 Load Image CWWindowa'\SyaWOWES paapi dl SUCCESS Image Base: (76D,
[Fictans32 axe 11652 ' CreateFle CWindows \ SyaWOW e paap dl SUCCESS Desrnd Accesa: R
[Fictert32.ax0 11652 ‘s RoadFile C\Windows \Systemd Twowhs dl SUCCESS Offget: 274,944, Lo,
[Mlchert32 exe 11652 T Gluery SecurtyiFle C\WWindows \ SysWOWES \psapi BUFFER QVERFL... Information: Crwmer
[ ciiert 32 exe 11652 T CusrySecurtyfie CAWNndows  SysWOWES psapi dl SUCCESS Idomation: Owmer
[ cheri 32 axe 11852 T ClaseFie Cirdows S WOW B4 paapi dl SUCCESS
[Mlchert 32 axe 11652 IRP_MJ_CLOSE CiNimdows' SysWOMW' G4 \paapi dil SUCCESS

[~ el SUCCESS

SUCCESS
SUCCESS e
SUCCESS User Time: 0.1875...
SUCCESS User Time: (L1875
SUCCESS User Time: 01875,
SUCCESS User Time: (L1875...
SUCCESS User Time: 0L1875...
SUCCESS User Time: 0.1875...
SUCCESS User Time: 0.1875...
SUCCESS User Time: 0L1875...
SUCCESS User Time: 0L1875...
SUCCESS User Time: 0.1875,
SUCCESS User Time: 0.1875...
SUCCESS User Time: 0.1875...
SUCCESS Lisar Tine: 01875...
SUCCESS User Time: 0.1875...
SUCCESS Liser Time: 0.1875...
SUCCESS Liser Time: 0L1875...
SUCCESS User Time: 0L1875...
SUCCESS User Time: (1873,
SUCCESS User Time: 0.1875,..
SUCCESS Liser Time: 01875...
SUCCESS User Time: 0.1875...

Time .. Process Hame PID  Cpemtion Path Deetad

8061, [Mlckeniiene 11652 [MProcess Frofing User Time: (11875,

BiE.. [Fchent3? s 11652 [hProcess Profiing Liser Tene: 0.2031..

8061, [¥jchenti s 11652 [MProcess Frefing User Time: 0.2031..

8161, [Mciont32 ene 11652 ih{Process Prefing Lrper Time: 02034

8181 [ cteni32 ene 11862 L Procass Profiing Liser Tirnr: 022031..

8162, [Fcient32 enn 11652 [MProcess Profing User Time: 02031,

362 [Fctenta? eue 11652 LM Procass Profing Liser Tema: 020310,

8062, [Mcientieme 116852 [MProcess Profing User Time: 0.2031...

8152, [Mckentd ene 11652 phProcsss Profitng User Temer: 02031

862 [Wcteni2mme 11852 LA Process Prefiing Lker Tirner: 0L2031...

8062, [¥cient3z sne 11652 LbJProcess Profiing User Time: 02031,

: ol d2 [ CP el DESKTOP-JUMFI8] locakdomain: S05T2 - 104.26. 023 1 1tip Length: . segmen:..

8062 [¥jcient2 me 116852 [AProcess Profing Lser Time: 0:2031...

8162, [Mckentd ene 115852 lFrocess Profing Lhger Time: 02031

g2, [¥cieni2 e 11652 LM Process Profiing Lrer Tirar: 0L2031..

0062, [Fjckent3d sne 11652 [MProcess Frofing User Time: 012031,

8163 [Mcten 1200 11652 [h{Process Prefing Lrer Time: 022034,

8163, [Fchent3? e 11852 LA Process Profing Liser Tirme: 022031

8163, [Mctent32 exe 11652 hiProcess Profilng User Time: 02031,

163, [Fctenta? ene 11862 L Process Proling Lier Tienar: 0L2031...

8063, [Mlcienti2ene 11852 [MProcess Frofing User Time: 01:2031..

8163 [Mctenti2ems 11652 {h{Procass Profing Usper Timar: 02034,

8163, [Mlciend 32 eme 11852 [hProcess Profiing Uzer Tirme: 02031..

Analyzing the processes, we can now find all the data that we need in addition to the session of the RAT.

Computer name:
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Press enter or click to view image in full size

3263, [Mlcientd2 exe
3. [Mclient32 exe
3. [Mlchent32ene
.. [Elcient32 exe

10084 = IRP_MJ_CLOSE C:

10084 & QuenyOpen
10084 T CreseFie
10084 ' QuendOpen
10084 T CresteFie
RegOpenkiey
RegOpentey

Crlsers\lancs\AppDataiLocal\Programs'\ Fidder\NSMTRACE.DLL
ChUserslance AppData’Local Frograms'\Fidder\NSMTRACE DLL
CUsers lance \AppData’ Local\Programs Microsoft VS Codebin\NSMTRACE.DLL
C\Userslance \AppDatat Local\Programs' Microsoft VS Code'bin\NSMTRACE.DLL
HHLM \System\CurrentCantral Set \Contral\ComputerName:
HHLMSystem \CumentContral Set \Control\ComputerName:
HHKLM'System \CumentContral Set “Control\ComputerName:
{LM\System\CurentControl Set \Control'\Computerilame
HELM System\CumentContral Set Control\ComputerName \ActiveComputerilame
HKLM System \CumentControl Set\Control Computeriame \ActiveComputeriame\Computerilame

:26:3... [Mlclient32.exe 10084 [ Reglloseley  HKLM\System\CumentControl Set'Control' Computerhame' ActiveCompuieriame
9:26:3.. [Mlclient32 exe 10084 [ RegOpenkey  HKLM\System\Setup

9.26:3... [Mlclient32.exe 10084 [BE RegSetinfoley HKLM\SYSTEM\Setup

9:26:3.. [Mlclient32.exe 10084 [ RegQueryValue HHKLM\SYSTEM\Setup\DOBEINProgress

9263, [Mlclient32.exe Regllosshey  HELMVSYSTEM:Seiup

9:26:3... _m]ﬂentﬂzm Reglpenkey  HHELM\System'Setup

Press enter or click to view image in full size

B Registry Editor
File Edit View Favomtes Help
Computer\HEEY_LOCAL_MACHIMESYSTEN\ CurrentControlSet' Contral ComputerMamet ActiveComputerMame
I Policies Type
» Services REG 57
. CurrentControlSet REG 57
Control 5
{TT4E0R0F-97EQ-JE26-0543- 26B41FC
AccessibilitySettings
ACPI
ApplD
AppReadiness
Arbirters
Audic
BackupRestore
BGFX
BitLocker
BitlockerStatus
Bluetooth
cl
Class
CleudDemainlein

“

Data

(value not set)
DESKTOP-3U4F38)

Mame
¥ {Default)

L] Computerhlame

W

w

The name of the RAT itself!:

Press enter or click to view image in full size

5253 [Fchent 32 exe 10084 % CreateFie C:\lUsers\lance\gp Data'\Roaming\aragdds \client 32 ini
4 ] 10084 % ReadFie C:\Users'lance \Agp Data \Roaming'aragds \cient 32 ini
10084 %5 ReadFie C:\Users\ance'\AppData\Roaming aragas\cient 32 ini
10084 ' CloseRle Cllsem\ance \App Data'\Roaming aragdistchent 32 ini

10084 ﬁﬂwm HKLM

C: Wmm\hu\ﬁnm\aagms\ﬂwk
10044 nIRP__MJ CLOSE C\Users\lance\App Data\Roamingtaragdts \HEM i

10084 i CreateFie C\Users\ance \App Data \Reamingtaragdds \NSM Jic
10084 % ReadFie C:\Users\lance \App Data'\Roamingharagdds NSM ke
10084 ‘= ReadRle Chllsers\lanceApp Data\Roaming \aragdnst NS M be
10084 ' CreateFie Ca
10084 7w QueryMamelnfo_..C:\
10084 CQueryinfomatia...C:\
10084 & CloseFie CA
10084 = IRP_MJ_CLOSE Ch
10084 i Clozefile C:\Userslance’App Data\Roaming aragdrs N5M ke

10084 IRP_MJ_CLOSE Ci\Users'ance'AppData'\Roamingaragds ' H5M lic

Conclusion

The NetSupport RAT we found was delivered via a phishing email with a URL that has multiple redirects that

eventually download JS malware.

The malware was obfuscated and pulled malicious encoded PS script that was stored on a public URL.
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The PS command has the C2s servers and uses BITS transfer to get the malicious files from the attacker’s server

and execute them.

After executing the “client32.exe” file it uses the other files as configuration for the remote session for the

NetSupport.

The malware uses multiple techniques for persistence to make sure that the session won’t terminate.

TTPs

Remote Access Software (T1219) — https://attack.mitre.org/techniques/T1219/

Scheduled Task/Job: Scheduled Task(T1053/005) — https://attack.mitre.org/techniques/T1053/005/

Windows Management Instrumentation(T1047) — https://attack.mitre.org/techniques/T1047/

Hide Artifacts: Hidden Files and Directories(T1564/003) — https://attack.mitre.org/techniques/T1564/003/

Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder(T1547/001) —
https://attack.mitre.org/techniques/T1547/001/

Hide Artifacts: Hidden Window(T1564/003) — https://attack.mitre.org/techniques/T1564/003/

Modify Registry(T1112) — https://attack.mitre.org/techniques/T1112/

Obfuscated Files or Information: Software Packing(T1406/002) — https://attack.mitre.org/techniques/T1406/002/

System Network Connections Discovery(T1049) — https://attack.mitre.org/techniques/T1049/

File and Directory Discovery(T1083) — https://attack.mitre.org/techniques/T1083/

Process Discovery(T1057) — https://attack.mitre.org/techniques/T1057/

Query Registry(T1012) — https://attack.mitre.org/techniques/T1012/
Non-Standard Port(T1571) — https://attack.mitre.org/techniques/T1571/

I0Cs

psl.dropper

hxxps://hsdiagnosticol.]Jcom/readme.php

URLs
exe.dropper
hxxps://core-click[, lnet/TVFrontend/NSM.zip

exe.dropper

hxxps://core-clickl.]net/TVFrontend/remcmdstub.zip

exe.dropper
hxxps://core-click[.Jnet/ TVFrontend/DLAA 1view.zip

exe.dropper

hxxps://core-click[,]net/TVFrontend/mock/

Domains:
helasirasi[.]Jcom [ Client32 |

geol.Inetsupportsoftware[,]Jcom [ Client32 ]
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hsdiagnostico[.]Jcom [PowerShell]

core-click].]net [tls,http2] (edited)

IPs:

74.50.81.180
98.143.147.253
212.113.116.33
104.26.1.231:80

SHA256:

[IN5632.js]
5657AEA8AFD1EOCOBDC4D3ACDBDF4C8C02ABDF4C75D4687083A6F26BAB09610D
[Client32]
42C2D35457ABCE2FEA3897BASES69F51B74B40302FF15B782E3B20BOAAO0B34E
StartUp Folder JS:
3689DDD7D45EA04F13E073F993AFB1B52D576D455D9317F446A31CC282324213

OpenDir:
hxxps://core-click[,]net/TVFrontend/ / hxxps://core-click[, lnet/TVFrontend/mock/

filename pattern(RegEx):IN[0-9]{4}.js

Credits: Idan Tarab, Ariel Davidpur

Blog References:

https://www.sentinelone.com/blog/gotta-catch-em-all-understanding-the-netsupport-rat-campaigns-hiding-behind-

pokemon-lures/

Source: https://medium.com/@ad12347/netsupport-rat-hits-again-with-new-iocs-37318de44cfc
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