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Earlier this week, we published our report on “Red October”, a high-level cyber-espionage campaign that during
the past five years has successfully infiltrated computer networks at diplomatic, governmental and scientific

research organizations.

In part one, we covered the most important parts of the campaign: the anatomy of the attack, a timeline of the
attacker’s operation, the geographical distribution of the victims, sinkhole information and presented a high level

overview of the C&C infrastructure.

Today we are publishing part two of our research, which comprises over 140 pages of technical analysis of the

modules used in the operation.

When analyzing targeted attacks, sometimes researchers focus on the superficial system infection and how that
occurred. Sometimes, that is sufficient, but in the case of Kaspersky Lab, we have higher standards. This is why

our philosophy is that it’s important to analyze not just the infection, but to answer three very important questions:

o What happens to the victim after they’re infected?
e What information is being stolen?

e Why is “Red October” such a big deal compared to other campaigns like Aurora or Night Dragon?

According to our knowledge, never before in the history of ITSec has an cyber-espionage operation been analyzed
in such deep detail, with a focus on the modules used for attack and data exfiltration. In most cases, the analysis is
compromised by the lack of access to the victim’s data; the researchers see only some of the modules and do not

understand the full purpose of the attack or what was stolen.

To get around these hiccups, we set up several fake victims around the world and monitored how the attackers
handled them over the course of several months. This allowed us to collect hundreds of attack modules and tools.
In addition to these, we identified many other modules used in other attacks, which allowed us to gain a unique

insight into the attack.
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Me Mame ® | Size (Kb) Summary

1 |RegConn Recon W i [-160 Query system software environment

2 [WnHttp Recon W o142 Get external IP and send to the C&C

3 |Sysinfo Recon w4503 Get browser history ush drives, processes, disks,...

4 |GetWebFtp Recon W a-157 Get browser history http/fip credentials

o |Authlnfo Hecon w1 4. [-660 Get file manager,browser, ftp, mail client credentials

6 |Logic Hecon w3 @ [-160 Get general information about current Windows
machine and available remote network shares

7 |Logic Hecon W d[-150 Grab Internet Explorer URL history from the local
system

5 [Repeat? Hecaon W d[-150 Get listing from remote shares available in Windows
network neighborhood

9 |Reference Recon W 1150 Grab directory/file listings of all dnves attached to the
local system

[ F swSuperiailru SEEETLIGEN | g [230-260 |Steal Mail.ru account info and Outlook attachments

IR swOutlook Password [MF1EEE Steal Outlook account info

i MSHash Password | mE00-550 |Steal Windows account hashes

MAPIClent E mail wt| B E18-440  |Steal e-mail data using local MAP!
14|POP3Client E mail wt| @ [1100- Steal e-mail data from POP3 server
1200

15|USBContainer IUSH drive ol #[649-690 |Loads and runs embedded USBStealer

16|USBRestore LUSE drive  |we| 8[372-376  |Hecover and steal deleted files on USE drives

17|USBStealer USH drive | @448-504 [Steal interesting files from USB dnves

ik eylogger GEVLLETGE | @ [300-312  [Makes screenshots, records keystrokes

19|Scheduler Persistence | #[-620 Run various tasks from spec folders

20|DocBackdoor Persistence || @ [/5-88 Runs an embedded module from MSOffice/PDF doc

21|OfficeBDInstaller  [Persistence || .o [~286 Installs DocBackdoor plugin in M5 Office

22|AdobeBDInstaller |Persistence |yy|4.[-218 Installs DocBackdoor plugin in Adobe Reader

23 |FilePutExec Spreading || .2-305 Extract and run an embedded file locally or remotely

24 Metscan Spreading || 2315 Port scanner, vuln. scanner, Cisco cfg dumper

25 |MSExploit Spreading [g9|4-1200 [Infect target host using MS08-067 exploit

26|DASvelnstall Spreading  [9| 4276 Infect target host using admin credentials

27 |Frog Spreading || [~102 Initial backdoor, used in MSExploit/DASvelnstall

258 |iIPhone Mobile wz| M[329-331 |Steals data from locally attached iPhone

29 Nokia Mobile wt| 8-337 Steals data from locally attached Nokia phone

30 [Winmobile Mobile | @-400-700 Infect locally attached Windows Mobile phones with a
native backdoor/updater modules

31 Winmobile IMobile wal @-7-100  [Mative mobile backdoor/utilites

532 [WnFtpScan Exfiliration || ~209 Steals files from local FTP server

33|GetFileReg Exfiliration || .o ~340 Steals files from local/network disks

34 Filelnfo [Exfiliration |w9|.[339-340 |Uploads varous collected files tothe C&C

w7

- “online” module: all data is sent to the C&C; no local files created;

we - “offline” module; no network communication; all data is stored locally;
A% - module with embedded script/config in resource named “AAA";
¥ - module with all values hardcoded.

The research that we are publishing today is perhaps the biggest malware research paper ever. It is certainly the

most complex malware research effort in the history of our company and we hope that it sets new standards for

what anti-virus and anti-malware research means today.

Because of its size, we’ve split “part 2” in several pieces, to make reading easier:

First stage of attack
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1. 1 Exploits
2. 2 Dropper
3. 3 Loader Module

4. 4 Main component

Second stage of attack

1. 1 Modules, general overview

2. 2 Recon group
3. 3 Password group
4. 4 Email group
5. 5 USB drive group
6. 6 Keyboard group
7.7 Persistence group
8. 8 Spreading group
9.9 Mobile group

10. 10 Exfiltration group
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Latest Webinars

Reports

Kaspersky researchers analyze updated CoolClient backdoor and new tools and scripts used in HoneyMyte (aka

Mustang Panda or Bronze President) APT campaigns, including three variants of a browser data stealer.

Kaspersky discloses a 2025 HoneyMyte (aka Mustang Panda or Bronze President) APT campaign, which uses a
kernel-mode rootkit to deliver and protect a ToneShell backdoor.

Kaspersky GReAT experts analyze the Evasive Panda APT’s infection chain, including shellcode encrypted with
DPAPI and RC5, as well as the MgBot implant.

Kaspersky expert describes new malicious tools employed by the Cloud Atlas APT, including implants of their
signature backdoors VBShower, VBCloud, PowerShower, and CloudAtlas.
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