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Malspam pushes ModiL.oader (DBatLoader) infection for Remcos RAT
By SANS Internet Storm Center

Archived: 2026-04-05 18:48:21 UTC

Introduction

Also known as DBatLoader, ModiLoader is malware that retreives and runs payloads like Formbook, Warzone RAT,
Remcos RAT, or other types of malware. Today's diary reviews a ModiLoader infection for Remcos RAT on Monday 2023-

05-29.

2023-05-29 (MONDAY): MODILOADER REMCOS RAT INFECTION

ModilLoader traffic to Baseb4 text
. attached EXE from OneDrive returned from
email ISOimage  1SO image OneDrive link

ModilLoader Remcos RAT
establishes TLSV1.3 traffic
persistent infection
for Remcos RAT

Shown above: Flow chart for the ModiLoader Remcos RAT infection on Monday 2023-05-29.
Email

I caught the email in one of my honeypot accounts on Monday 2023-05-29 at 4:14 UTC. These messages often spoof

companies sending invoices or purchase orders. This campaign didn't appear to be specifically targeted at my honeypot

account.
€9 New Inquiry/Purchase Order June 2023 - Mozilla Thunderbird - o X
From PT Sree International Indonesia <info@ptsreint.co.id> @ @ Reply @b Reply All| v | @ Forward || [ Archive More v
[ Date 29 May 2023 04:14:33 +0000

Subject New Inquiry/Purchase Order June 2023

For your information; |

Please give us quotation in the following
1. Items 349 Pcs

2. Items 201 Pcs

3. items 98 Pcs

Please view the attached listed items and quote according to how items are listed
Note: No. 1 and 3 in the attached are very important and urgent. Please get back to me as soon as possible.
Greetings

Mrs. Stella Tanjung

Senior Procurement Manager

PT Sree international indonesia

Sopo Del Office & Lifestyle Tower - Lantai 9 Tower B Jl Mega Kuningan Barat Il
Lot. 10 1-6, RT.3/RW.3, Kuningan, Kuningan Tim., Kecamatan Setiabudi,

Kota Jakarta Selatan, Daerah Khusus Ibukota Jakarta 12950, Indonesia

+62 21 50806560

PT. SREE INTERNATIONAL INDONESIA
v
~ [ 1 attachment: Urgent Inquiry_Purchase order June 2023_PDF.iso 1.6 ME & save v

Urgent Inquiry_Purchase order June 2023_P...isc 1.6 ME

Shown above: Screenshot of the email distributing ModiLoader for Remcos RAT on Monday 2023-05-29.
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The email contains an ISO image presented as a purchase order. The ISO image contains a Windows executable (EXE) file

for ModiLoader. The EXE file icon impersonates an Excel spreadsheet.

@ P = | Manage DVD Drive (E) Desktop == O X
- Home  Share  View Drive Tools v @
Urgent . X =
Inquiry_Purch 1 @m * This PC > DVD Drive (E:) Desktop v [J] A2 Search DVD Drive (E:) Desktop
ase order =
liira: Name Date modified Type Size
2023 FOkiso @] Urgent Inquiry_Purchase order June 2023 PDF.exe  5/29/2023 2:15 AM Application 1,023 KB

1item

@ Urgent Inquiry_Purchase order June 2023_PDF exe Properties X

T -y

General Compatibility Securty Details  Previous Versions

Urgent
Inquiry_Purch Propery ok
ase order ST
June escription
2023_PDF.exe File description
Type Application
File version
Product name

Product version

Copyright

Size 0.99 MB (1.047.552 bytes)
Date modified 5/29/2023 215 AM
Language

Remove Properties and Personal Information

Shown above: The attached ISO image contains a malicious Windows EXE file for ModiLoader.
This ModiLoader EXE will infect a vulnerable Windows host with Remcos RAT. Let's look at the infection traffic.
Infection Traffic

The ModiLoader EXE first generated a OneDrive URL using HTTP over TCP port 80. This redirected to an HTTPS version
of the same URL over TCP port 443.

5 2023-05-29-ModiLoader-Remcos-RAT-infection.pcap -+ x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AB @ ENRE AQAe>»Ie 2T =
[#](http.request or tls.handshake.type eq 1) and I(ssdp) B -+
Time Dst port  Host Info
2023-05-29 18:16:32 13.107.42.13 80 onedrive.live.com GET /download?cid=477DD5H
2023-05-29 18:16:33 13.107.42.13 443 onedrive.live.com Client Hello
2023-05-29 18:16:33 13,107.42.12 443 u7xd4q.bn.files.1drv.com Client Hello
2023-05-29 18:16:34 146.70.158.105 9138 Client Hello
2023-05-29 18:16:36 178.237.33.56 80 geoplugin.net GET /json.gp HTTP/1.1
2023-05-29 18:21:47 146.70,158.105 9138 Client Hello
2023-05-29 18:21:47 146.70.158.105 9138 Client Hello
2023-05-29 18:22:26 146.70.158.105 9138 Client Hello
2023-05-29 18:22:27 146.70.158.105 9138 Client Hello
2023-05-29 18:22:27 178.237.33.5¢ 80 geoplugin.net GET /json.gp HTTP/1.1
2023-05-29 18:23:31 146.70.158.105 9138 Client Hello
2023-05-29 18:23:31 146.70.158.105 9138 Client Hello
2023-05-29 18:23:36 146.70,158,105 9138 Client Hello

Shown above: Traffic from an infection filtered in Wireshark.
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- Wireshark - Follow TCP Stream (tcp.stream eq 0) - 2023-05-29-ModiLoader-Remcos-RAT-infection.pcap SadoX

GET /download?
cid=477DD5F55B8A76A6&resid=477DD5F55B8A76A6%21132&authkey=AHpfAKNpV3KAUSU HTTP/1.1
Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/4.0 (compatible; Win32; WinHttp.WinHttpRequest.5)

Host: onedrive.live.com

HTTP/1.1 301 Moved Permanently <
Cache-Control: no-cache, no-store

Pragma: no-cache

Content-Length: 233

Content-Type: text/html; charset=utf-8
Expires: -1

Locatlon https://onedrive. live.com/download?

=477DD5F55B8A76A6&resid=477DD5F55B8A76A6%21132&authke

Catr fanlans wva &
1 client pkt, 1 server pkt, 1 turn.

Entire conversation (1,242 bytes) = Show data as ASCII z Stream |0 ©
Find: Find Next
@Help Filter Out This Stream | Print | Saveas.. || Back | x(Close

Shown above: Initial traffic generated by ModiLoader redirected to an HTTPS version of the same URL.

The OneDrive URL returned a base64 text file, approximately 4.3 MB in size. Iretrieved a copy of it by entering the URL

in a web brower.

e ‘u?xd4q.bn.ﬂles.1drv. x| + v - + x
€ 5> 0 Q. https://onedrive live.com/download?cid=477DD5F558: o) » =
177_Dmzsccoibbg o
Completed — 4.1 MB
Show all downloads
- 177_Dmzsccoibbg - LibreOffice Writer - + X
File Edit View Insert Format Styles Table Form Tools Window Help x

CginoyCzedafTKHFf3/WIKEEQ+AGCGinf3+hTAShsTUE0ZBg/
IvolZXq8vaBgYv2jZGHKZOP6IXmkY2LB8PKHh/

KT+Jfog5Hsga2Nj +yZ]YXkg5Ps9vaNT7PKX7IGPkwoIp6Mgs3nknyChxX9/11ChBKPgBgoIp39/
0SAE0bO1BKGTICSN/JODg4+J50SHCginoyCzedaf IKHFf3/
WIKEEQ+AGCginf3+hIAShs7UE0ZBgM6ZHnJxFPTmwsKY5pKCqoJ61REx JoKSmPz2qq] 2eNSpHrqBDrgs
kokOYpKxLrp5D0TmkQz2aQ6C1injOmRSycRTOSsLCmOaSgqqCeokecSaCkp]j89qqodn] eaR66gQ66kpKI
DmKSsS66eQzk5pEMImk0gop4zpkecnEU90bCwpjmkoKggngJHNEmMgpKY /
PaqqPZ43mkeuoEOupKSiQ5ikr EuunkM50aRDPZpDoKKeMB8ZHNIxFPTmwsKY5pKCqoJ6iR5x JoKSmPz2q
qj 2eN5pHrqBDrqSkok0YpKxLrp5DOTmk(z2aQ6Cin]OmRSycRTA5sLCMOaSgqqCeokecSaCkpj89qqod
njeaR66gQ66kpKIDMKSSS66eQzk5pEMImk0gop4zpkecnEUIObCwp jmkoKqgngIHNEmgpKY/
PaqqPZ43mkeuoEQupKSiQ5ikrEuunkM50aRDPZpDoKKeM6ZHN IxFPTmwsKY5pKCqoJ6iR5x JoKSmPz2q
qj 2eNSpHrqBDrqSkok0YpKxLrpSDOTmkQz2aQ6C1iniOmMRSycRT@5sLCmO0aSggqCeokecSaCkpj89qqod
njeaR669Q66kpKIDMKSsS66eQzk5pEMImk0gop4zpkecnEUIOTCwpjmkoKqgngIHNEmgpKY /
PaqqPZ43mkc@7X0uPtHgQOrR80s06+M50aRDPZpDoKKeM6ZHN IxFPTmwsKY5pKCqoJ6iR5x JoKSmPZz2q
qj2eNSpHrqBDrqSkok0YpKxLrp5D0TmkQz2aQ6CinjOmR5ycRTO5sLCm0aSgqqCeokecSaCkpjB89qqo9
njeaR669Q66kpKIDMKSsS66eQzk5pEMImk0gop4zpkecnEUIODCWpjmkoKqgngIHNEmgPKY /
PagqPZ43mkeuoEOupKS1Q51krEuunkM50aRDPZpDoKKeM6ZHN IxFPTmwsKY5pKCqoJ61iRExJoKSmPz2g
qj2eNSpHrqBDrqSkok0YpKxLrp5D0TmkQz2aQ6CinjOmR5ycRTO5sLCm0aSgqqCeokecSaCkpj89qqo9
n3jeaR66gQ66kpKIDMKSsS66eQz kSpEMOmMKkOgop4zpkecnEUIObCWpimkoKqgng JHNEmgpKY/
PaqqPZ43mkeuoEQupKSiQ5ikrEuunkM50aRDPZpDoKKeMEZHN IxFPTmwsKY5pKCqoJ6iR5xJoKSmPz2q
q] 2eN5pHrqBDrqSkOkOYpKxLrp5D30//1V7p3dbhuPMuRSxYCdgaGdHDSHTTSI

eVeR659Q66v4dnnposgsaseQzw4'rIgrkhWopAzpkeanuganc»;pjmknkqganHszspJJCeaqquaam
keuoC/

r+651Q5ikrEuunkM50aRDPZpDoKKeM6ZHN IxFPTmwsKY5pKCqoJ6iR5x JoKSmPz2qqj2eNSpHrqBDrgs
kokOYpKxLrpSDOTmkQz2aQ6Cin]OmRSycRTOSsLCmOaSgqqCeokecSaCkpi89qqo9n]i eaR66gQ66kpKI
DmKSsS66eQzkSpEMImMk0gop4zpkecnEUIObCwpimkoKqgngJHREmMgGPKY /
PaqqPZ43mkeuoEQupKS1Q5ikrEuunsibvS9mn6aNk7+nZE9FZh/

q68DJ1yPeb1Tz4k47 1+0B2ymdctz155mogKHOZ2XTgsYoS0zIxbvoz jK/
2wT8DW3ySnyTksx1A04Wlqrdkt sSk6EUNTSFT1vHOUdYXS80Ys00DhGjgVAH/T/N+++D99/
vaeQkB5sOr++Ig/VyHdYxsmVCG1DjdVqjZei0siX/yluta+@HQBXRHaVONNDYHKD/
Ca3qG9sBwK2SyFSNmbQkROD4BFYIZKYp3ymQTdwVoFdpfciq+z08m9sSAxfa27yzoaVomalOMd17CCdL
bY3YSPUCKXr 13AWQQWSNeWy T1+5Qk +WyWy44DMdxe 761 /K/uUT4Ixgn/
zpnwmfLAWZQWST8f9P9wuEab3cwVLB3N+Q/00enaevQlyIRYhLSG1bIgno/
9yu68ZKZ8eWiVvbx0ICLaCLOFXUiYxb4R3RbUBOP14A8sVXYLLH7Y Jc4zEKBuI1loj9DirxCRC/
JSTA1vMXUaH59bCtl/

OWq1z4mAYR8 jEeFbZ+CFLIird8YqkEag0Sr2xa3K10VGISA+QFsyeRDbUXGSy1B3I19q3J3IW/

- uf, TnANATAVA+YI0CEN+MATMUIFYKiEKIIOOFEAN20aaRMEKALMGDNY ia+0FSnnT L ]

' Page10f1062 430 words, 4,289,728 characters Default Page Style PEPW ©——0C——@ 100%

Shown above: Using a web browser to retrieve base64 text file returned from OneDrive URL generated by the ModiLoader
EXE.

Shortly after ModiLoader retrieved the base64 text file, my infected host started generating TLSv1.3 infection traffic to a
server at 146.70.158[.]105 over TCP port 9138. Online sandbox analysis indicates this is Remcos RAT traffic, so I'm
calling 146.70.158/.]105 a Remcos RAT C2 server.
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he 2023-05-29-ModiLoader-Remcos-RAT-infection.pcap k%
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am i@ QRO QeI E 00T

[#tcpstream eq 3

Time Src port Dst port Info
2023-05-29 18:16: 10.5.29.101 50118 146.70.158.105 9138 50118 - 9138
2023-05-29 3 10.5.29.101 50118 146.70.158.105 9138 Client Hello
2023-05-29 18:16:34 146.70.158.. 9138 10.5.29.101 50118 9138 - 50118 [ACK] Se
2023-05-29 18:16:35 146.70.158.. 9138 16.5.29.101 50118 Server Hello
2023-05-29 18:16:35 10.5.29.101 50118 146.70.158.105 9138 50118 - 9138 [ACK] Se

2023-05-29 18:16:35 146.70.158.. 9138 10.5.29.101 50118 Application Data, Apf |
2023-05-29 18:16:35 1@ - Wireshark - Follow TCP Stream (tcp.stream eq 3) - 2023-05-29-ModiLoader-Remcos-RAT-infection.pcap - + x

2023-05-29 18:16:35 14 -
A KNS s M M s a6 E AT A N T
2023-05-29 18:16:35 18 4 " g B b a

» Frame 3207: 220 bytes of
» Ethernet II, Src: Hewlet
+ Internet Protocol Versic
» Transmission Control Prt e g...D.. i
- Transport Layer Security S0 3CE L. ...3.M.tM2. GN5+v.F..|9ew.j.
+ TLSv1.3 Record Layer: v

NN 1 2 K S i —
Bl (1 Gt sinn o= Dot bk do db e bra i oo oo Ve o) e abe el
o BRSO HICN N EN T8 T Sragi e X
cer gee oAU I ol o oo *.1..&b.*JR. .64.e..]
..... Xa..[....Ny.4....U.QL.Ob.S....hQ...RKI.c.

18 client pts, 17 server pkts, 29 turns.

Entire conversation (4,564 bytes) - Showdata as ASCII - Stream |3 0
Find: Find Next
@Help Filter Out This Stream Print = Save as... Back | xClose

Shown above: Wireshark showing TLSv1.3 traffic from the infected Windows host.

No domain is associated with this Remcos RAT C2 server. Checking it in a web browser revealed the server used a self-

signed certificate. No identification fields were used for this self-signed certificate.

e HAWarning: Potential * | S ~ -+ x

G G [&NotSecure https://146.70.158.105:9138 w ® 4 =

A Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 146.70.158.105. If you visit
this site, attackers could try to steal information like your passwords, emails, or credit card
details.

Learn more...

Go Back (Recommended) Advanced...

146.70.158.105:9138 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

View Certificate ' . || Certificate for x| + & —
€ > O IuFirefox about:certificate?cert=MIH%2FMIGMOoAMCAQIC! ¥ @ @ =
3 Certificate
(unknown)
Validity

Not Before  Thu, 01 Jan 1970 00:00:00 GMT
Not After Sun, 31 Dec 2090 00:00:00 GMT

Public Key Info

Algorithm Elliptic Curve
Key Size 256
Public Value 04:34:BE:C4:92:51:CB:E1:CE:06:38:FD:BD:14:A8:24:54:53:5C:BE:E7:0B:68:4...

Shown above: Info about self-signed certificate used for TLSv1.3 traffic to the Remcos RAT C2 server.

At least 49 MB of data was sent from the infected Windows host to the Remcos RAT C2 server, as shown below when

viewing TCP conversation statistics of the traffic in Wireshark.
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2023-05-29-ModilLoader-Remcos-RAT-infection.pcap SRS
' Telephony Wireless Tools Help
4  Capture File Properties Ctri+Alt+Shift+C

Resolved Addresses - *

Protocol Hierarchy Info P

©
C Conversations Srandard nuerv Av15£E . ) :
= - Wireshark - Conversations - -05-29-ModiLoader-Remcos-RAT-infection.pcap =
Q Endpoints
g Packet Lengths Ethernet-1 IPv4-5 IPv6 TCP¥13  UDP-21 ')
1/O Graphs Address A Port A Address B Port B Packets Bytes - PacketsA—-B BytesA-B
| i d . 50141 146.70.158.105 9138 40,873 29M 20,423 28M
@ service Response Time 50140 146.70.158.105 9138 31,368 22M 15,615 21M
g DHCP (BOOTP) Statistics i 0.5.29.101 50117 13.107.42.12 443 3172 4,480k 191 1Mk
NetPerfMeter Statistics 0.5.29.101 50125 146.70.158.105 9138 437 537k 68 30k
| 10.5.29.101 50139 146.70.158.105 9138 1141 109k 570 78k
ONC-RPC Programs 10.5.29.101 50122 146.70.158.105 9138 130 81k 65 77k
9 29west ¥ J 10.5.29.101 50124 146.70.158.105 9138 386 40k 133 20k
"f ANCP 3 ]0.5,29.101 50116 13.107.42.13 443 19 9,251 8 1,12? -
|
- | Limit to display filter Absolute start time Conversation Types -
£ Collecd | I
€ || @Help Copy - | % Close |

DNS

Shown above: TCP conversation statistics in Wireshark reveal the infected host sent at least 49 MB of data to the Remcos
RAT C2 server.

The infected Windows host also checked its location using geoplugin.net, which is a legitimate service.
Forensics on the Infected Windows Host

This infection was made persistent through the Windows registry key at
HKCU\sofware\Microsoft\Windows\CurrentVersion\Run. Persistent files were stored in the host's
C:\Users\Public\Libraries directory.

v s | C\Users\Public\Libraries = O X
) data binary decoded from base64 text file
File Home Share View i o

“— v 4 « Local Disk (C:) * Users * Public > Libraries v O £ Search Libraries

~

Name Date modified Type Size

Dmzsccoi 5/29/2023 6:16 PM File ModiLoader 3,142 KB
@' Dmzsccoi.exe 5/29/2023 2:15 AM Application * EXE 1,023 KB another
+ | ioccszmD 5/29/2023 6:16 PM Shortcut to MS-DOS Pragram 67 KB EXE file
ﬁ" ioceszmD 5/29/2023 6:16 PM Internet Shortcut 1KB

¥ Registry Editor X

L2

: — O
4 ftems {File Edit View Favorites Help Windows shortcut to run ModiLoader EXE
Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

RADAR A Name Type Data

Run QE(Default) REG_SZ (value not set)

RunOnce v ?E]szsccoi REG_SZ C:\Users\Public\Libraries\ioccszmD.url

E' ioccszmD Properties X

General WebDocument  Security Detailslif Previous Versions

9 ioccszmD
F

[ URL: file:"C:\\Users\\Public\\Libraries\\Dmzsccoi.exe" ]

Shortcut key: None

Shown above: ModiLoader/Remcos RAT files persistent on the infected Windows host.
Indicators of Compromise (IOCs)
Some headers from the email:

Return-Path: <william.cheng@foodicon[.]com[.]sg>

Received: from cp2-del.host-global[.]net (cp2-del.host-globall.]net [88.99.82[.]246])
for <[recipient's email address]>; Mon, 29 May 2023 04:14:43 +0000 (UTC)

Received: from ec2-3-135-201-214.us-east-2.compute.amazonaws[.]Jcom ([3.135.201[.]214]:55643)
by cp2-del.host-global[.]net with esmtpa (Exim 4.96)
Mon, 29 May 2023 06:14:35 +0200

From: PT Sree International Indonesia <info@ptsreint[.]co[.]id>

Subject: New Inquiry/Purchase Order June 2023

Date: 29 May 2023 04:14:33 +0000

Message-ID: <20230529041433.6E03B75D7043B6B7@ptsreint[.]col.]id>
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Traffic from an infected Windows host:

¢ hxxp://onedrive.live[.]Jcom/download?

cid=477DD5F55B8A76A6&resid=477DD5F55B8A76A6%21132&authkey=AHpfAKNpV3kAUSU
o hxxps://onedrive.live[.]Jcom/download?
cid=477DD5F55B8A 76 A6&resid=477DD5F55B8A76A6%211328&authkey=AHpfAKNpV3kAUSU
hxxps://u7xd4q.bn.files.1drv[.Jcom/y4mnljoeykYOrqANGppY 0yGovJuGPFqCUKN1PI2BK5j71L0nAtxaBfppI5gHLhyPiXM3swFe-
quRw1e41cGALOL4QoSWpyudOyDeU-
ImxNuXWR9blksaWiXsgL.2UyTD2D2DtHZaxPuuqz7hy09zjLvcrr_ HTTMA8fF4iRUQ1H6Bjm6lI TFEK9eLm6t5M9xXenlHLDiE4qye22jg5SWe
download&psid=1
146.70.158/.]105 port 9138 - TLSv1.3 traffic for Remcos RAT
o hxxp://geoplugin.net/json.jp <-- IP address/location check of the infected host

Malware from the infected Windows host:
SHA256 hash: f69e25c¢8c6d512b60024504124d46cfbf08741bc7f53104466d1483f034a73e4

« File size: 1,638,400 bytes
 File name: Urgent Inquiry_Purchase order June 2023_PDF.iso
« File description: Email attachment, an ISO disk image containing DBatLoader/ModiLoader EXE

SHA256 hash: de33fd9d4c89f8d5ffad69cb7743922d8d22f54890f9ca69161edce001cbadad

File size: 1,047,552 bytes
 File name: Urgent Inquiry_Purchase order June 2023_PDF.exe

Persistent file location: C:\Users\Public\Libraries\Dmzsccoi.exe

File description: ModiLoader EXE

e Analysis: https://tria.ge/230529-vtyr7sdc5x/behavioral2

Analysis: https://app.any.run/tasks/8f428a98-e2b5-49ae-a073-b4feb6c9f4ca
Analysis: https://capesandbox.com/submit/status/393224/

Reference: https://malpedia.caad.fkie.fraunhofer.de/details/win.dbatloader

SHA256 hash: 1d863f9486cef770383b16ed95763abe222b702dafad4e529793288c83fff52f

File size: 4,289,728 bytes

« File description: Base64 text file retrieved from OneDrive URL generated by ModiLoader malware

File location: hxxps://onedrive.live[.Jcom/download?
cid=477DD5F55B8A76A6&resid=477DD5F55B8A76A6%21132&authkey=AHpfAKNpV3kAUSU

SHA256 hash: a2796cc5deaca203fd9c1ed203517¢c74b8fd516619cd0ded67551f727498dcb3

 File size: 3,217,294 bytes
 File location: C:\Users\Public\Libraries\Dmzsccoi

e File description: Data binary decoded from above base64 text file
SHA?256 hash: 13ad5aa8c9424fd866ea5b5ed6f603983c626f60cdb5b680c98cd046174b4667

« File size: 100 bytes

e File location: C:\Users\Public\Libraries\ioccszmD.url

« File description: URL file persistent through Windows registry
o URL file target: C:\\Users\\Public\\Libraries\\Dmzsccoi.exe

SHA256 hash: 7bcdc2e607abc65ef93afd009¢3048970d9e8d1c2a18fc571562396b13ebb301

¢ File size: 68,096 bytes
« File location: C:\Users\Public\Libraries\ioccszmD.pif

« File description: Another Windows EXE used for this infection
Final Words

This example of ModiLoader/Remcos RAT was not targeted, nor was it particularly sophisticated. Emails using ISO
attachments to deliver malware are routinely submitted to VirusTotal. I did a quick search for the last week of ISO

attachments in VirusTotal, and I found 15 examples.
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https://www.virustotal.com/gui/file/f69e25c8c6d512b60024504124d46cfbf08741bc7f53104466d1483f034a73e4
https://www.virustotal.com/gui/file/de33fd9d4c89f8d5ffad69cb7743922d8d22f54890f9ca69161edce001cba9ad
https://tria.ge/230529-vtyr7sdc5x/behavioral2
https://app.any.run/tasks/8f428a98-e2b5-49ae-a073-b4feb6c9f4ca
https://capesandbox.com/submit/status/393224/
https://malpedia.caad.fkie.fraunhofer.de/details/win.dbatloader
https://www.virustotal.com/gui/file/1d863f9486cef770383b16ed95763abe222b702dafad4e529793288c83fff52f
https://www.virustotal.com/gui/file/a2796cc5deaca203fd9c1ed203517c74b8fd516619cd0ded67551f727498dcb3
https://www.virustotal.com/gui/file/13ad5aa8c9424fd866ea5b5ed6f603983c626f60cdb5b680c98cd046174b4667
https://www.virustotal.com/gui/file/7bcdc2e607abc65ef93afd009c3048970d9e8d1c2a18fc571562396b13ebb301

https://isc.sans.edu/diary/Malspam+pushes+ModiLoader+DBatLoader+infection+for+Remcos+RAT /29896

15:2023-05-22+ tag:isoimage tag:attachment =  Help Q -1 O (3 n
FILES-15/15
Sortby ~ Filter by = Export ~ Tools ~ Help ~
Detections Size First seen Last seen

1A869C354E6CDAA351348C063F 2709F9BTFA48B9F 1ECT71ABBI15ERTOFER..

: 2023-05-29 2023-05-29
¢ ~ Documento de Pago_ Banco BBVA_PDF.img 20/59 1.56 MB EhenE S
isoimage contains-pe attachment dmg calls-wmi detect-debug-environment ...
wir T mowm
@ e ‘ 11:21:46 11:21:46
isoimage contains-pe aftachment dmg checks-hostname calls-wmi ...
AE944997EFCFDBEZE1BB3DFSC6TFATDA35F 1A921BD5854A99884DBAF 312..
. . 2023-05-29 2023-05-29
@ @ Dokument za Plakanje_ NLB Banka AD Skopje_PDF.img 24 /59 1.56 MB fpnsie P
isoimage contains-pe spreader altachment dmg ove-2019-12259 cve-2019-12265 .
738116F 782963A4FBCAD2ARIDCFCASD1 361 268CBEFDCI5TTCIRBTRAN4S,,
(8  PUMSaskaitaNr_23808698_RI_BAA36_Bureau Veritas_POF (3).ing 27 /59 410.00 KB 2231;2:5 23:7305’29
8.8 isoimage  delect-debug-envi long-sleep: chacks-user-input ... o
ot
= 9371CIDTCOF 187261 1ACI6FETF 1 8TDBAF ERST6SEASKACHBTIZAONFF.. o o 20230526 20230526

Shown above: Results of a search for ISO attachments from emails submitted to VirusTotal from 2023-05-22 until the date
of this diary.

A sanitized copy of the email, along with malware/artifacts from the infection, and a packet capture (pcap) of the infection

traffic are available here.

Brad Duncan

brad [at] malware-traffic-analysis.net

Source: https://isc.sans.edu/diary/Malspam-+pushes+ModiLoader+DBatLoader+infection+for+Remcos+RAT/29896
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