https://medium.com /@Illandu/emotet-unpacking-35bbe2980cfb

Emotet Unpacking:

By Ilan Duhin

Published: 2023-01-26 - Archived: 2026-04-05 17:23:09 UTC

F-o

Writer: Ilan Duhin

Executive Summary:

Emotet is an advanced, self-propagating and modular Trojan. Emotet was once a banking Trojan, but recently has
been used as a downloader for other malware or malicious campaigns. It uses multiple methods for maintaining
persistence and Evasion techniques like packing. In addition, it can be spread through phishing spam emails

containing malicious attachments or links.

Emotet uses a number of malicious techniques when he locates on the victim’s computer such as: allocating

memory for process injection, and creating new processes/threads to make persistence.
Starting with x32dbg & Running our sample until the Entry point.

Press enter or click to view image in full size

<emoTer. EntryPoint> ESF 59 9C 00 OO0 |call emotet.d17CE0 ENTryFoint
~ E9 16 FE FF FF |jmp emoter.40DE42

We should now search for API call of VirtualAlloc (we saw earlier the allocation memory on process hacker in the

dynamic investigation).

So we need to search in the debugger (Ctrl + G)=VirtualAlloc and press OK so we can put BP on her and see

which arguments contain the original code.

€3 Enter expression to follow... X

|Virtualalod |

Correct expression! -> kernel32.VirtualAlloc

OK Cancel

When we get to the beginning of the function, our goal is to see the “ret” that describe the end of the function so

we can put BP.

Press enter or click to view image in full size
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73AAGRETD <kKernel3z. virtualaTloc» 8B FF mov_edi , edl virtualalloc
75, 2 55 push ebp
7 3 88 EC Imov ebp,esp
50 pop ebp
<kernel32.virtualallocs « FF 25 Oc 12 BO 75 :jmp;dword ptr ds:[<&@virtualalloc>] virtualalloc
C |t
CC int3
<C int3
CC int3
C int3
CC int3
o int3
[« int3
(<o int3
[« int3
o int3
[« int3
[ int3
o int3
o int3
o int3
[ int3
o inc3
[ |int3
: [« inc3
<kernel3z.virtualallocex> 8B FF mov edi,edi virtualallocex
892 55 | push ebp
38 EC mov ebp,esp
50 pop ebp
« FF 25 14 12 80 75 | jmp_dword ptr ds:[<&@virtualallocexs>] virtualallocex

To see the end we need to press Enter.

Press enter or click to view image in full size

76672F71 Cc2 10 00 ret 10

TFELTATA = w3
Now we put BP. To make sure that the BP is set we can look at Breakpoint tab.

Press enter or click to view image in full size

B cru @PGraph  [flog [ Notes  ® Breakpoints ™= Memory Map

Type Address Module/Label /Exception State |Disassembly
Software

76672F3E kernelbase.dl1 Enabled|ret 10

Press enter or click to view image in full size

I 2 10 00 ret 10

Now Debug & Run + Step over (F8) the function (the debugger take now us to the original code).

When we press step over we jump to the next function below. But if we scroll up one function we see that the

register edi store the VirtualAlloc function.

Press enter or click to view image in full size

D7 Gali edi edi:virtualalloc
54 24 28 mov edx,dword ptr ss:[esprza)

08T
mm

In situations like this when we found the call that contains our function we need to check the arguments that it

pushes into it for searching our MZ Header.
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The two arguments we see between the “calls” that used by the function to push them into her are: [esp+28] &
[esp+2C].

Press enter or click to view image in full size

88 54 24 28 mov edx,dword ptr ss:[esp:28]
00408E42 8B FO mov esi,eax
00408E44 8B 44 24 2c mour_eaﬁ,d‘word ptr ss:flesp+2c]

Now we need to check there hex values of unpacked code by clicking “follow in dump”. The first check is

empty (we don’t see any clue about MZ Header).
Press enter or click to view image in full size

“oumpl % Dump2 ¥ Dump3 ¥ Dump4 % Dumps @ watchl1  ellocak & Struct

Address |Hex j ASCII | A
00199000|00 00 00 00[00 00 00 00|00 00 00 00|00 00 00 00| ...zvvvernsserrss
00199010|00 00 00 00|00 00 00 00(00 00 00 00|00 00 00 00| ccueeeueeen...
0019902000 00 Q0 Q0|00 Q0 00 Q0|00 00 00 Q0|00 00 00 00|...cvvciesssscss
00199030|00 00 00 00|00 OO0 00 00|00 0D 00 00|00 00 00 00|...eeueewnennpns
00199040|00 00 00 00|00 00 00 00|00 Q0 00 QD00 00 00 00|............. L0050

Also the second one.

Press enter or click to view image in full size

“Woumpl ¢ pump2z W Dump3 W Dump4 W pumps @ watchl  elLocak & Struct I
Address |Hex ASCIT | ~
04270000| D6 2F D3 CE|GF 82 Ol OL|EE FF EE FF|02 00 00 00|0/01E... y1Y....

04270010|ad4 00 26 04 (10 00 26 04 (00 00 26 04|00 00 27 04 |0, &. .. & ..&..." .
04270020|FF 00 00 00|40 00 27 04|00 FO 36 04 |AC 00 00 00|y...Q '..36.-...
04270030/01 00 00 00|00 00 OO0 O0|EQ 2F 2C 04 |E0 2F 2C 04|........ B/ ,.0/,.
04270040|F2 30 D5 F3|c7 82 01 1B|D0 27 44 2C |34 1C Ad EE|0000C...D'D,4.Ad
04270050|41 15 34 20|46 C7 86 10|BE 2D 44 59|26 26 34 44|A.4-FC..%-DY&R4D
04270060|2E 2A 38 27|44 7F 5C O1|5A 4F 74 7F|D9 29 46 46(.*8'D.\.Zot.U)FF
04270070145 A9 83 39|87 B2 CB 6E|B7 20 62 37|38 9 08 S5B|EE.9.En- b7&..[

In this situation when we don’t find any hex values of unpacked code we need to Run + Step over one more time
to search for more functions call of VirtualAlloc so we can search there if they have arguments that contain the

original unpacked code.
So when we Run again we jumped to the ret 10 instruction again.

When we press (F8) — step over we jump into the function that calls ebp register that contains VirtualAlloc

function and a number of arguments we need to explore.

Press enter or click to view image in full size

FF D5 e ebp ebp:virtualallec
88 77 54 mov esi,dword ptr ds:[edii5a] |

Similar to the first arguments, here we have another one: [edi+54].

Click “follow in dump” and let’s see the results. When we scroll up we see that the hex strings looks like
executable with description of “This program cannet run in DOS mode”, it is perfect for us because every PE
header starts like this. Now what is left to find out is where the MZ.
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YDumpl @Y Dump2 @ Dump3 ¥ Dump4 % Dumps @ watd

Address |Hex ASCII

001p0573|00 00 00 0000 OO0 00 OO[DO 00 OO OO[OE 1F BA OE|........ B o,
00100583 |00 B4 09 CD|21 B8 01 4C |CD 21 [S4AVGB|69 73020070 . ". 1! .L1!'Thisip
001D0593 |72 6F 67 72|61 6D 20 63 |61 6E 6E 6F |74 20 62 65|rogram cannot be
001D05A3 (20 72 75 6E|20 69 6E 20 44 4F 53 20|6D 6F 64 65| run in DOS mode
001D0583|2E 0D OD OA |24 00 00 00|00 00 00 OO(C5 OA 2F F1|....%....... A./n
001Dp05C3 |81 6B 41 A2 |81 6B 41 A2 |81 6B 41 A2 (88 13 D2 AZ|.kat¢.kat.kat..0¢
001D0503 |82 6B 41 A2 |81 6B 40 A2 |80 6B 41 A2 |8C 39 9 AZ2|.ka¢.k@¢.ka¢.9.¢
001DO05E3 |80 6B 41 AZ|8C 39 Al A2 83 6B 41 A2 |FC 12 A4 A2|.kAat.9;¢.kACi, ng
001DOSF3|AS 6B 41 A2 |FC 12 9F A2 |BO 6B 41 A2 |52 69 63 68|¥kadd..<¢.kACRich
001D0603 |81 6B 41 A2 |00 00 00 00|00 00 00 00|50 45 00 00|.kAd........PE..

Little bit scrolling up and we see the MZ Header that is probably the unpacked code!

Press enter or click to view image in full size

In this stage of analysis (after finding the unpacked code) we should go to Memory map TAB to locate the

specific address that contains Execute permissions and dump her into new file.
To do this, right click on the hex values table & “follow in memory map”.
Press enter or click to view image in full size
00100000 RIGLLI | |PRV.|[ERW-= [ERW--
Its automatically points us to the address that the malware doing it executable capabilities.
All we have left to do is dump the address of unpacked code into new file like I said earlier.

To do this, right click on memory address & “Dump memory to file”.

¥ Save Memory Region ®
— « 4 gm * ThisPC > Desktop *» w ) Search Desktop 2
Organize ~ New folder = -
) . - %
> & OneDrive Mame Date modified Type
v W This PC Extra Tools 3/10/2017 &53 PM  File folder
" Malware 5/4/2018 1:02 PM File folder
» p 3D Objects i _ o -
£ession 8/25/2021 43T AM  File folder
> m Desktop [ collab-cutbin 1/18/2021 1:23PM  BIN File
» [ Documents [ page-out.bin 5/8/2021 743 AM  BIN File
» 3 Downloads | ] payment-out.bin 5/29/2021 845 AM  BIN File
o Music | ga-outbin 6/2/2021 10:31 AM  BIN File
» = Pictures
» [l Videos
» B Local Disk (C) w « >
File name: | emotet_unpacked &
Save as type: Binary files (*.bin) e

Page 4 of 5



https://medium.com /@llandu/emotet-unpacking-35bbe2980cfb

The most fun part for me in unpacking is when you drag the unpacked file into HxD and clean all the beginning
before the MZ.

First, we search the MZ string with Ctrl+F, when we locate him, we erase all strings before him so we can save it

into a cleaned PE File.

Press enter or click to view image in full size

00000520 10 C3 8B 74 24 10 8B 44 16 24 8D 04 58 OF B7 0C .ActS$.¢D.5..X.-.
00000530 10 8B 44 16 1C 8D 04 88 8B 04 10 03 C2 EB DB Eﬂ «¢D.u.. "¢, . JAED
00000540 @ S0 00 03 00 00 00 04 00 00 OO FF FF 00 00 BB . I '

Press enter or click to view image in full size

Offsec(h) 00 01 02 03 04 05 06 07 08 0S5 OA OB OC OD OE OF

00000000 SA 90 00 03 00 00 00 04 00 Q0 QO FF EFF 00 00 hZ .......... ¥V..
00000010 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 ,.......@.......
00000020 00 Q0 QO Q0 Q0 00 Q0 OO 00 OO0 00 00 Q0 00 00 00 ...ccvvsnnnnnsnas
00000030 00 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 ...vesswsnnsaDens
00000040 OE 1F BA OE 00 B4 09 CD 21 B8 0Ol 4C CD 21 54 €8 ..°..-.I!,.Li!Th
00000050 €9 73 20 70 72 6F 67 72 61l 6D 20 63 61 6E 6E 6F 1is program canno
00000060 74 20 62 65 20 72 75 6E 20 69 BE 20 44 4F 53 20 t be run in DOS
00000070 €D 6F €4 65 2E OD 0D OA 24 00 00 00 00 00 00 00 mode....S5.....:=

Source: https://medium.com/@Ilandu/emotet-unpacking-35bbe2980cfb
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