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 Tool: Ficker Stealer

Names Ficker Stealer

Category Malware

Type Info stealer, Credential stealer

Description

(Minerva) FickerStealer is a MaaS (Malware as a Service) stealer that is sold on hacking
forums. Its main goal is to steal sensitive information cached by the user - specifically browser

passwords - and send it back to the virus’ owner. In Minerva’s lab environment we even saw
Ficker downloading Kronos RAT, making this threat more dangerous than it initially seems.

Information <https://blog.minerva-labs.com/minerva-labs-stops-fickerstealer>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.fickerstealer>

Last change to this tool card: 24 April 2021

Download this tool card in JSON format

All groups using tool Ficker Stealer

Changed Name Country Observed

Other groups

  TA511 [Unknown] 2018-Oct 2020  

1 group listed (0 APT, 1 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=6a1efd0a-772a-4210-b1f9-b729d052f9fc

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=6a1efd0a-772a-4210-b1f9-b729d052f9fc
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