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&2 Tool: Sedkit

Names Sedkit
Category Malware
Type Downloader

(ESET) Sedkit is the Sednit exploit-kit; it’s used only for targeted attacks, starting with
Description targeted phishing emails with URLSs that spoof legitimate URLs. October 2016 is the last

time we’re aware that Sedkit was used.

Information <https:// www.welivesecurity.com/2017/12/21/sednit-update-fancy-bear-spent-year/>

AlienVault OTX  <https://otx.alienvault.com/browse/pulses?q=tag:sedkit>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool Sedkit

Changed Name Country Observed
APT groups
Sofacy, APT 28, Fancy Bear, Sednit [ 2004-Apr 2025 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=87d344cd-34b4-4cfd-9fa6-e446f2deec5e
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