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 Tool: LadonGo

Names LadonGo

Category Tools

Type Vulnerability scanner

Description

LadonGo is an open-source penetration scanner framework that can easily detect C, B, and
Alive hosts, fingerprint recognition, port scanning, password cracking, remote execution, high-

risk vulnerability detection, etc. with one click. Version 2.0 contains 15 modules like high-risk
vulnerability MS17010 detection, SmbGhost, remote execution of SshCmd, WinrmCmd,

password cracking SmbScan, SshScan, FtpScan, MysqlScan, WinrmScan, survival
detection/information collection/fingerprint identification PingScan, IcmpScan, BannerScan,
HttpTitle, WeblogicScan, Port Scan PortScan.

Information
<https://securityonline.info/ladongo-full-platform-penetration-scanner-framework/>
<https://github.com/k8gege/LadonGo/releases>

Last change to this tool card: 15 May 2021
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All groups using tool LadonGo

Changed Name Country Observed

APT groups

  Dalbit 2022  

  Mustang Panda, Bronze President 2012-Jun 2025  

  Naikon, Lotus Panda 2010-Apr 2022  

  Operation Diplomatic Specter 2022  

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=a11b9f90-9290-41ce-8ed6-8f1d427287da
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4 groups listed (4 APT, 0 other, 0 unknown)
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