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&2 Tool: SLRat

Names SLRat
Category Malware
Type Backdoor, Info stealer, Exfiltration

(Lookout) SLRat appears to have gained popularity since its developer first publicized it in

May 2016, advertising it as “the Best and Free android remote admin tool”, while AndoServer
Description ~ has not yet been seen for sale or mentioned on public forums. Based on samples ingested to

date however, Lookout researchers believe it is also a customizable Android malware that may

be for sale, or only known about and used by a smaller group of operators.

Information  <https://blog.lookout.com/nation-state-mobile-malware-targets-syrians-with-covid-19-lures>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool SLRat

Changed Name Country Observed
APT groups
—
Syrian Electronic Army (SEA), Deadeye Jackal [ 2011-Aug 2021 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=8037e6{9-1cd8-4a27-83ad-897db91259b7
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